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	SUMMARY rePort OF the meeting on resolution 149
“Study of definitions and terminology relating to building confidence and security in the use of information and communication technologies”


1.
The Council Working Group on this resolution was held on 12, and 13 June in Geneva.
2.
The Meeting was chaired by Mr Nabil Kisrawi of Syrian Arabic Republic, (Chairman a.i. of this Working Group). 

The list of participants is available at: http://www.itu.int/council/groups/securitydefinitions/Docs/wg-def_1306.pdf.
3.
The proposed agenda, attached here as Annex 1 was adopted.
4.
At the start of the meeting, the Chairman introduced his Background Document that is available on the web page: http://www.itu.int/council/groups/securitydefinitions/index.html, as well as all relevant documents, and attached here as Annex 2. Delegates highly appreciated the background document and congratulated the chairman for preparing this document which they considered very useful for the work of this group. He also described and commented the resources and references that were relevant to the study to be carried out, as indicated by Resolution 149, on the “..issue of terminology related to building confidence and security in the use of ICTs” 
5.
After detailed discussion the meeting concluded with the following;

a.
There is a general agreement on the fact that Resolution 149 & Resolution 142 are related, however the proposal by the chairman to combine the work on these two Resolutions, by a single Working Group of the Council, was not accepted, although some support was recognized, with justified reasons according to each position stated.
As regards liaising between the two resolutions, some proposals, without consensus, were made to the meeting, including a possibility to call upon the two Working Groups to meet in sequence in order to liaise with each other.
b.
The meeting agreed to address the following requests to the ITU Secretary General, the Director of TSB and the Director of BDT searching for proposals and/or relevant information to resolve item I and IV in accordance with Resolution 149. (See annexes 3, 4, and 5)
c.
Member States and Sector Members are encouraged to contribute to the future meetings of this group (at spumail@itu.int), proposing terminology related to building confidence and security in the use of ICTs, accompanied by relevant definitions and descriptions.
----------------------

Annex 1
	Council Working Group on the study of definitions and terminology relating to building confidence and security in the use of ICTs (WG-Def)


	Draft Agenda


12-13 June, 2007
Starting at 10.00 on 12 June and finishing at 12h30 on 13 June
Room B1, ITU Headquarters, Geneva
	1.


	Opening

	2.
	Adoption of the agenda



	3.
	Review of the terms of reference (Res. 149)



	4.
	Review of contributions, including relevant PP-06 contributions



	5.
	Draft study of definitions and terminology related to building confidence and security in the use of ICTs



	6.
	Any other business




Mr. Nabil Kisrawi (Syrian Arab Republic)
Provisional Chairman, WG-Def
Annex 2
BACKGROUND DOCUMENT PREPARED BY

THE CHAIRMAN A.I. OF RESOLUTION 149

INTRODUCTION

1.
The word "security" has been used by ITU, in particular ITU-T (formerly CCITT), since the CCITT started to handle data transmission in the seventies and eighties of the last century.

2.
The last CCITT Blue Book Volume 1, Fascicle 1.3, available in the three languages English, French and Spanish and later translated into Arabic, is entitled Terms and definitions, abbreviations and acronyms. Recommendations on means of expression (series B) and General telecommunications statistics (series C). It was issued at the IXth CCITT Plenary Assembly in Melbourne, 14-25 November 1988 after its adoption by the Member States present in Melbourne at that time (which was followed by a one-week ITU conference on telecommunication regulations, called International Telecommunications Regulations - ITR). In that volume one may find the following definitions:

2.1
Security capabilities (Recommendations F.400, X.400 and F.500), see pages 528, English text plus the definition; and

2.2
Security policy (in Recommendations X.509) and also in Recommendation F.500. Recommendation X.509 is widely used for online transactions in a secure manner.

3.
Since the WTSC in 1996, Study Group 7 (now called Study Group 17 after the merger with former SG 10 responsible for technical languages) has a primary role on studies relating to security and directories and was identified to be the lead study group on communication systems security works. This was confirmed by WTSAs in 2000 and 2004. Part of the work on security is developed in close collaboration with ISO/IEC. This collaboration was reinforced recently with the establishment of the tripartite Strategic Advisory Group on Security (ISO, IEC, ITU-T).

4.
Study Group 7 and its successor, Study Group17 approved many Recommendations on security for communications (more than 100 Recommendations), mainly in the X series of Recommendations, either by itself, as a Study Group or jointly with ISO/IEC referring also to a lot of IETF material (RFCs) in such Recommendations. Two basic Recommendations maybe noted, X.800 (1991), Security architecture for open systems interconnection for CCITT applications and X.805 (2003), Security architecture for end-to-end communications.

5.
Study Group 17 regularly publishes a manual on "Security in telecommunications and information technology” which is an overview of issues and the deployment of existing ITU-T Recommendations for secure telecommunications of all ITU-T Study Groups on security (the latest Third one was issued in June 2006) and it is now being translated into the other five official languages of the ITU.

In addition to the above manual, Study Group 17 issued electronically on its website a Security Compendium, a part of which contains approved ITU-T security definitions. The Security Compendium is updated when needed. It is structured in 5 Parts:

Part 1, Catalogue of the approved Recommendations related to telecommunication security
Part 2, Extract of ITU-T approved security definitions
Part 3, Summary of ITU-T Study Groups with security-related activities
Part 4, Summary of Recommendations within ITU-T SGs under review for security considerations
Part 5, Summary of Other ITU security activities

6.
The role of Study Group 17 was reinforced in this domain by three Resolutions adopted by the World Telecommunication Standardization Assembly (Florianopolis, 2004), resulting from the written contributions to the Assembly by the Members, and results of the one-day "Cybersecurity Symposium” preceded the Assembly on Monday 4 October 2004.

6.1
Resolution 50 on "Cybersecurity" instructing the ITU-T Sector on how to work in this domain in order to build up relevant Recommendations robust enough not to allow exploitation by malicious parties.

6.2
Resolution 51 on “Combating spam” by the ITU and in particular by ITU-T.

6.3
Resolution 52 on "Countering spam by technical means" detailing how technical means combating spam could be integrated in ITU-T Study Groups and in particular Study Group 17 Recommendations.

Reference documents

In addition to the work carried out by the ITU-T in this domain, in particular the following materials will be related to this issue:

1.
The relevant "WSIS" outputs of both 2003 and 2005 phases (they are mentioned in many PP-06 Resolutions).

2.
Resolution 45 of WTDC-06 "Mechanisms for enhancing cooperation on cybersecurity including combating spam".

This Resolution calls for the adoption of a project where the term cybersecurity was used and adopted by the Development Conference in 2006.

3.
The cybersecurity guide for developing countries, which was distributed to the participants of WTDC-06, having used the term cybersecurity and contains in Annex 1 of Part V, a glossary of the main security terms (pages 103 to 115 in the English text).

4.
The possible future outputs of Question 22/1, adopted by WTDC-06: "Securing information and communication networks: best practices for developing a culture of cybersecurity".

This Question has used the term cybersecurity, and its output(s) might touch on certain definitions if the studies by Study Group 1 of the ITU-D Sector need such definition.

5.
The Arab common proposal to the last PP-06 to integrate the term security in Article 1 of the ITU Constitution “Purpose of the Union” related to some provisions of this Article.

In this contribution, the Arab States have used the term "security" only, taking into consideration the work carried out by ITU Study Group 17 since the last century without being covered by an equivalent text in Article 1 "Purpose of the Union".

6.
Resolution 130 (Rev. Antalya, 2006), “Strengthening the role of ITU in building confidence and security in the use of information and Communication Technologies”.

This important resolution, with its instructions to the Council, to the Secretary General and the Directors of the Bureaux, in particular to the Director of Telecommunications Development Bureau, has used both: the term “security” alone and the term “cybersecurity”.

7.
Resolution 142 & 149 (Antalya, 2006)


7.1
Resolution 142 (Antalya 2006) “Review of terminology used in ITU Constitution and Convention”.

This new Resolution was adopted by PP-06 in order to respond mainly to those contributions proposing to change the name of the ITU: whether to add Information Technology after the word Telecommunication into the Constitution and Convention and all other relevant Resolutions and Recommendations of the PP (Arab Proposal) or to change the name of ITU to become Infocommunication, keeping the same abbreviation for ITU (C.I.S. proposal); in addition a debate took place to change the definition of telecommunications in the Constitution (provision 1012 of the Annex to the Constitution). 

PP-06 decided to create this Resolution in order to have a thorough discussion on all such proposals by a Council Working Group, to propose to the Council, ways, means and options on how best some terms should be used in the Constitution and Convention, in order to adequately reflect the impact of ICTs and ICT applications in the ITU activities.

The output of the Working Group of Council (open to all Member States only) for this Resolution, need proper liaison with Resolution 149 for which we are meeting now.

7.2
Resolution 149 was entrusted also to a Working Group of the Council, which is the purpose of our meeting today (open to both Member States and Sector Members), with a similar clear mandate linked only to the issue of terminology related to building confidence and security in the use of ICTs, and to examine and develop definitions and descriptions in this regard as appropriate.

 8.
The Meeting Report of the second facilitation meeting for WSIS Action Line C5, which referred to security without a need for any definition.

9.
The initiative launched recently by the ITU Secretary General under the name “ITU Global Cybersecurity Agenda”, which referred in page 10 to - “understanding what cybersecurity means to all” - In this point of this initiative, a proposed understanding of what cybersecurity means to all countries (including developed, developing and least developed) with different understanding of the term, including a list of threats to cybersecurity.

10.
A recent initiative by ITU-T Study Group 17 succeeded in developing an online roadmap to keep track of crucial ICT security standards work through a single access point (for more details see http://www.itu.int/newsroom/press_releases/2007/NP07.html, and http://www.itu.int/ITU-T/studygroups/com17/ict/).

Conclusions

It is clear from the previous reference documents, that ITU-T was able to deal with security matters, (building Recommendations) since the last century, and continue to do so, without the need for definitions of security, although many of such Recommendations contain definitions as part of the work on security.

Proposals for this meeting
1.
Analyze both resolution 149 & 142 and recommend if both Working Groups of the Council could be merged even though one of them (149) is open to Member States and Sector Members.

Remark: All work carried out by ITU-T Study Group 17 is the result of joint activities of both Member States and Sector Members.

2.
Seek the views of ITU-T Study Group 17 on the need in having both definitions: “security” and “cybersecurity” and an explanation on why these two terms were not defined in the past.

3.
Seek inputs on this matter from the ITU Secretary General - High Level Expert Group (HLEG) – identified in the ITU Global Cybersecurity Agenda.

4.
Encourage contributions of Member States and Sector Members to the Working Group of the Council in the future

5.
Entrust the Chairman, with the Assistance of the Secretariat, to propose an output report of the outcome of this one day and half meeting to the Council, based on a draft prepared by the 20 of June, and request comments by the 27 of June, in order to finalize the text for the 2007 Council. 
Annex 3
Request to the ITU Secretary General

The Council Working Group on Resolution 149 would request contributions from the Secretary General of relevant inputs which could serve the objectives of Resolution 149. 

Annex 4
Request to the Director of TSB
The Council Working Group on Resolution 149 would appreciate receiving contributions by the Study Group 17 on 

“proposing terminology related to building confidence and security in the use of ICTs, accompanied by relevant definitions and descriptions”

taking into consideration past experiences and on-going activities in this domain, in particular the newly recommendation on cybersecurity and any further relevant material 
Annex 5
Requests to the Director of BDT
The Council Working Group on Resolution 149 would appreciate receiving contributions by the Director on

“proposing terminology related to building confidence and security in the use of ICTs, accompanied by relevant definitions and descriptions”

 in particular as a result of the work on the implementation of Resolution 45, (WTDC – 06), on ITU-D programme 3 activities, and, any relevant output of Question 22/1 by Study Group 1 of the D Sector.
