BACKGROUND DOCUMENT PREPARED BY
THE CHAIRMAN A.I. OF RESOLUTION 149

INTRODUCTION

1.
The word "security" has been used by ITU, in particular ITU-T (formerly CCITT), since the CCITT started to handle data transmission in the seventies and eighties of the last century.

2.
The last CCITT Blue Book Volume 1, Fascicle 1.3, available in the three languages English, French and Spanish and later translated into Arabic, is entitled Terms and definitions, abbreviations and acronyms. Recommendations on means of expression (series B) and General telecommunications statistics (series C). It was issued at the IXth CCITT Plenary Assembly in Melbourne, 14-25 November 1988 after its adoption by the Member States present in Melbourne at that time (which was followed by a one-week ITU conference on telecommunication regulations, called International Telecommunications Regulations - ITR). In that volume one may find the following definitions:
2.1
Security capabilities (Recommendations F.400, X.400 and F.500), see pages 528, English text plus the definition; and
2.2
Security policy (in Recommendations X.509) and also in Recommendation F.500. Recommendation X.509 is widely used for online transactions in a secure manner.
3.
Since the WTSC in 1996, Study Group 7 (now called Study Group 17 after the merger with former SG 10 responsible for technical languages) has a primary role on studies relating to security and directories and was identified to be the lead study group on communication systems security works. This was confirmed by WTSAs in 2000 and 2004. Part of the work on security is developed in close collaboration with ISO/IEC. This collaboration was reinforced recently with the establishment of the tripartite Strategic Advisory Group on Security (ISO, IEC, ITU-T).

4.
Study Group 7 and its successor, Study Group17 approved many Recommendations on security for communications (more than 100 Recommendations), mainly in the X series of Recommendations, either by itself, as a Study Group or jointly with ISO/IEC referring also to a lot of IETF material (RFCs) in such Recommendations. Two basic Recommendations maybe noted, X.800 (1991), Security architecture for open systems interconnection for CCITT applications and X.805 (2003), Security architecture for end-to-end communications.
5.
Study Group 17 regularly publishes a manual on "Security in telecommunications and information technology” which is an overview of issues and the deployment of existing ITU-T Recommendations for secure telecommunications of all ITU-T Study Groups on security (the latest Third one was issued in June 2006) and it is now being translated into the other five official languages of the ITU.

In addition to the above manual, Study Group 17 issued electronically on its website a Security Compendium, a part of which contains approved ITU-T security definitions. The Security Compendium is updated when needed. It is structured in 5 Parts:
Part 1, Catalogue of the approved Recommendations related to telecommunication security
Part 2, Extract of ITU-T approved security definitions
Part 3, Summary of ITU-T Study Groups with security-related activities
Part 4, Summary of Recommendations within ITU-T SGs under review for security considerations
Part 5, Summary of Other ITU security activities

6.
The role of Study Group 17 was reinforced in this domain by three Resolutions adopted by the World Telecommunication Standardization Assembly (Florianopolis, 2004), resulting from the written contributions to the Assembly by the Members, and results of the one-day "Cybersecurity Symposium” preceded the Assembly on Monday 4 October 2004.

6.1
Resolution 50 on "Cybersecurity" instructing the ITU-T Sector on how to work in this domain in order to build up relevant Recommendations robust enough not to allow exploitation by malicious parties.
6.2
Resolution 51 on “Combating spam” by the ITU and in particular by ITU-T.

6.3
Resolution 52 on "Countering spam by technical means" detailing how technical means combating spam could be integrated in ITU-T Study Groups and in particular Study Group 17 Recommendations.

Reference documents

In addition to the work carried out by the ITU-T in this domain, in particular the following materials will be related to this issue:

1.
The relevant "WSIS" outputs of both 2003 and 2005 phases (they are mentioned in many PP-06 Resolutions).

2.
Resolution 45 of WTDC-06 "Mechanisms for enhancing cooperation on cybersecurity including combating spam".

This Resolution calls for the adoption of a project where the term cybersecurity was used and adopted by the Development Conference in 2006.

3.
The cybersecurity guide for developing countries, which was distributed to the participants of WTDC-06, having used the term cybersecurity and contains in Annex 1 of Part V, a glossary of the main security terms (pages 103 to 115 in the English text).

4.
The possible future outputs of Question 22/1, adopted by WTDC-06: "Securing information and communication networks: best practices for developing a culture of cybersecurity".

This Question has used the term cybersecurity, and its output(s) might touch on certain definitions if the studies by Study Group 1 of the ITU-D Sector need such definition.

5.
The Arab common proposal to the last PP-06 to integrate the term security in Article 1 of the ITU Constitution “Purpose of the Union” related to some provisions of this Article.

The contribution is attached here as Annex 1 for reference. In this contribution, the Arab States have used the term "security" only, taking into consideration the work carried out by ITU Study Group 17 since the last century without being covered by an equivalent text in Article 1 "Purpose of the Union".
6.
Resolution 130 (Rev. Antalya, 2006), “Strengthening the role of ITU in building confidence and security in the use of information and Communication Technologies”.

This important resolution, with its instructions to the Council, to the Secretary General and the Directors of the Bureaux, in particular to the Director of Telecommunications Development Bureau, has used both: the term “security” alone and the term “cybersecurity”.

7.
Resolution 142 & 149 (Antalya, 2006)

7.1
Resolution 142 (Antalya 2006) “Review of terminology used in ITU Constitution and Convention”.

This new Resolution was adopted by PP-06 in order to respond mainly to those contributions proposing to change the name of the ITU: whether to add Information Technology after the word Telecommunication into the Constitution and Convention and all other relevant Resolutions and Recommendations of the PP (Arab Proposal) or to change the name of ITU to become Infocommunication, keeping the same abbreviation for ITU (C.I.S. proposal); in addition a debate took place to change the definition of telecommunications in the Constitution (provision 1012 of the Annex to the Constitution). 
PP-06 decided to create this Resolution in order to have a thorough discussion on all such proposals by a Council Working Group, to propose to the Council, ways, means and options on how best some terms should be used in the Constitution and Convention, in order to adequately reflect the impact of ICTs and ICT applications in the ITU activities.
The output of the Working Group of Council (open to all Member States only) for this Resolution, need proper liaison with Resolution 149 for which we are meeting now.

7.2
Resolution 149 was entrusted also to a Working Group of the Council, which is the purpose of our meeting today (open to both Member States and Sector Members), with a similar clear mandate linked only to the issue of terminology related to building confidence and security in the use of ICTs, and to examine and develop definitions and descriptions in this regard as appropriate.

 8.
The Meeting Report of the second facilitation meeting for WSIS Action Line C5, which referred to security without a need for any definition.

9.
The initiative launched recently by the ITU Secretary General under the name “ITU Global Cybersecurity Agenda”, which referred in page 10 to - “understanding what cybersecurity means to all” - In this point of this initiative, a proposed understanding of what cybersecurity means to all countries (including developed, developing and least developed) with different understanding of the term, including a list of threats to cybersecurity.

10.
A recent initiative by ITU-T Study Group 17 succeeded in developing an online roadmap to keep track of crucial ICT security standards work through a single access point (for more details see http://www.itu.int/newsroom/press_releases/2007/NP07.html, and http://www.itu.int/ITU-T/studygroups/com17/ict/).
Conclusions
It is clear from the previous reference documents, that ITU-T was able to deal with security matters, (building Recommendations) since the last century, and continue to do so, without the need for definitions of security, although many of such Recommendations contain definitions as part of the work on security.

Proposals for this meeting
1.
Analyze both resolution 149 & 142 and recommend if both Working Groups of the Council could be merged even though one of them (149) is open to Member States and Sector Members.

Remark: All work carried out by ITU-T Study Group 17 is the result of joint activities of both Member States and Sector Members.

2.
Seek the views of ITU-T Study Group 17 on the need in having both definitions: “security” and “cybersecurity” and an explanation on why these two terms were not defined in the past.

3.
Seek inputs on this matter from the ITU Secretary General - High Level Expert Group (HLEG) – identified in the ITU Global Cybersecurity Agenda.

4.
Encourage contributions of Member States and Sector Members to the Working Group of the Council in the future
5.
Entrust the Chairman, with the Assistance of the Secretariat, to propose an output report of the outcome of this one day and half meeting to the Council, based on a draft prepared by the 20 of June, and request comments by the 27 of June, in order to finalize the text for the 2007 Council.

Annex 1

Amendments to Article 1 of the Constitution

Background

The Arab States proposed in Document 14, dated 19 January 2006, submitted to the conference, to add "information technology" after "telecommunication" in the light of the WSIS outcomes, to any text in the Constitution, Convention or any relevant proposal, as appropriate. In a subsequent meeting, they felt that telecommunication security and information technology have become some of the most important issues facing ITU, and as such they have to be inserted at least in Article 1 of the Constitution. This would entail additional amendments to other articles in the Constitution and the Convention, as well as in some resolutions.

Proposal

Introduction of the necessary amendments to Article 1 of the Constitution, in accordance with the above considerations.

	
	CHAPTER  I

Basic Provisions

	
	ARTICLE  1
Purposes of the Union

	2
	1
The purposes of the Union are:

	ARB/14/26
MOD
3  
PP-98
	a)
to maintain and extend international cooperation among all its Member States for the improvement, rational use and guaranteed security of telecommunications of all kinds, including information technology;

	ARB/14/27
MOD
4  
PP-98
	b)
to promote and to offer technical assistance to developing countries in the field of telecommunications and information technology, and also to promote the mobilization of the material, human and financial resources needed for its implementation, as well as access to information;

	ARB/14/28
MOD
5
	c)
to promote the development of technical facilities and their most efficient operation with a view to improving the efficiency of telecommunication and information technology services, increasing their usefulness, ensuring their security and making them, so far as possible, generally available to the public;

	ARB/14/29
MOD
6
	d)
to promote the extension of the benefits of the new telecommunication and information technologies to all the world's inhabitants;

	ARB/14/30
MOD
7
	e)
to promote the use of telecommunication services and information technology with the objective of facilitating peaceful relations;

	ARB/14/31
MOD
9
	g)
to promote, at the international level, the adoption of a broader approach to the issues of telecommunications and information technology in the global information economy and society, by cooperating with other world and regional intergovernmental organizations and those non-governmental organizations concerned with telecommunications.

	ARB/14/32
MOD
13
	c)
facilitate the worldwide standardization of telecommunications and information technology, and ensure their security, with a satisfactory quality of service;

	ARB/14/33
MOD
14
PP-98
	d)
foster international cooperation and solidarity in the delivery of technical assistance to the developing countries and the creation, development and improvement of telecommunication and information technology equipment and networks in developing countries by every means at its disposal, including through its participation in the relevant programmes of the United Nations and the use of its own resources, as appropriate;

	ARB/14/34
MOD
15
	e)
coordinate efforts to harmonize the development of telecommunication and information technology facilities, and to ensure their security; notably those using space techniques, with a view to full advantage being taken of their possibilities;

	ARB/14/35
MOD
16 
PP-98
	f)
foster collaboration among Member States and Sector Members with a view to the establishment of rates at levels as low as possible consistent with an efficient service and taking into account the necessity for maintaining independent financial administration of telecommunications and information technology on a sound basis;

	ARB/14/36
MOD
18
	h)
undertake studies, make regulations, adopt resolutions, formulate recommendations and opinions, and collect and publish information concerning telecommunication and information technology matters;

	ARB/14/37
MOD
19
	i)
promote, with international financial and development organizations, the establishment of preferential and favourable lines of credit to be used for the development of social projects aimed, inter alia, at extending telecommunication and information technology services to the most isolated areas in countries.


* * * * * * * * *

Annex 2

RESOLUTION  149  (Antalya, 2006)

Study of definitions and terminology relating to building confidence
and security in the use of information and communication technologies

The Plenipotentiary Conference of the International Telecommunication Union (Antalya, 2006),

aware

a)
that one of the purposes of the Union is to maintain and extend international cooperation among all its Member States for the improvement and rational use of telecommunications of all kinds;

b)
that another of the purposes of the Union is to promote the development of technical facilities and their most efficient operation with a view to improving the efficiency of telecommunication services, increasing their usefulness,

recalling

the outcomes of both phases of the World Summit on the Information Society (WSIS) regarding this issue,

noting

a)
the importance of building confidence and security in the use of information and communication technologies (ICTs) as highlighted in WSIS;

b)
that there is an urgent need to find common language and develop agreed definitions of terms pertaining to building confidence and security in the use of ICTs;
c)
the ongoing work carried out by organizations such as the International Organization for Standardization (ISO) and the Internet Engineering Task Force (IETF) in relation to building confidence and security in the use of ICTs,

recognizing

the ongoing work by the ITU Telecommunication Standardization Sector (ITU-T) and the ITU Telecommunication Development Sector (ITU-D) on matters related to building confidence and security in the use of ICTs, 

resolves to instruct the extraordinary session of the Council to be held during this conference 

to establish a working group of the Council, open to all Member States and Sector Members, with the following terms of reference:

i)
to study the issue of terminology related to building confidence and security in the use of ICTs, and to examine and develop definitions and descriptions in this regard, as appropriate;

ii)
to report to the Council annually on its progress with respect to the issues referred to above;

iii) 
to prepare a final report, at the latest by the 2009 session of the Council, including possible amendments to the ITU Constitution and Convention, for transmission to the 2010 plenipotentiary conference;

iv) 
to consider the work of the relevant ITU-T and ITU-D study groups on the matter;

v)
to liaise with relevant Council working groups dealing with terminology,

instructs the Secretary-General and the Directors of the Telecommunication Standardization Bureau and Telecommunication Development Bureau 

to make available the necessary facilities and resources in order to enable the working group to carry out its tasks, within available financial resources,

instructs the Secretary-General

to submit to Member States a report on the final results of the study in due time to allow Member States to prepare their proposals to the 2010 plenipotentiary conference.

Annex 3
RESOLUTION  142  (Antalya, 2006)

Review of terminology used in the Constitution and Convention 
of the International Telecommunication Union
The Plenipotentiary Conference of the International Telecommunication Union (Antalya, 2006),

considering

a)
that the ITU Constitution and Convention contain various language and terms describing telecommunications, and other related concepts;

b)
that, as a result of technical progress and the development of operating methods, it is appropriate to study the possible need for and desirability of modifying and/or adding to some of the terminology used in the Constitution and Convention,

taking into account

a)
the outcomes of the World Summit on the Information Society;

b)
the results of the World Telecommunication Development Conference (Doha, 2006);

c)
No. 1005 of the Constitution,

resolves to instruct the Council

to establish a working group, open to all Member States, with the following terms of reference:

1)
to review the results of the work carried out in preparation for and at this conference, including the proposals to the conference;

2)
to study the use of the term “telecommunication(s)” in the Constitution and Convention;

3)
to consider what terms should be used in the Constitution and Convention in order to adequately reflect the impact of information and communication technologies (ICTs) and ICT applications in ITU activities;

4)
to identify options for integrating any new terminology in the Constitution and Convention, where appropriate;

5)
to report to the Council annually on its progress with respect to the issues referred to above;

6)
to prepare a final report, at the latest by the 2009 session of the Council, for transmission to the 2010 plenipotentiary conference;

7)
to liaise with relevant Council working group(s) dealing with terminology,

further instructs the Council

to consider the final report prepared by the Council working group and make any comments it considers appropriate, and to transmit both the final report and the comments to the Member States and to the next plenipotentiary conference, including recommendations, if any, on appropriate changes,

instructs the Secretary-General

1
to make available the reports of the Council working group to the Member States and the Sector Members, by posting them on the website established for the terminology review activities;

2
to make available to the working group the means necessary to implement the provisions of this resolution, within the available financial resources of the Union.
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