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Background

The global acceptance and deployment of smart
Infrastructure provide personalized and efficient services
to the users, improving their quality of life.

Although smart infrastructure enables a better life, it
exposes users and systems to more attack vectors when
compared to isolated environments.

Researchers need realistic testbeds to collect research
data, perform experiments, and evaluate their security
approaches to address these security problems.

Such complex smart Infrastructure testbeds are
challenging to build and expensive to operate, highlighting
the need for community testbeds that researchers can
utilize to create complex security scenarios and perform
realistic experimentation.
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FCTaaS Architecture
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Process of FCTaaS Tasks

1) Testbed Discovery and Integration

2) Beacon Transmission

Setup Phase

B 3) Experiment Setup
4) Experiment Initialization

5) Experiment Performance

Experimentation Phase

6) Experiment Finalization
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Task 1: Testbed Discovery and Integration
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Task 2: Beacon Transmission

- This step ensures the availability

of unutilized testbed within
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Task 3: Experiment Setup

During this phase, the user communicate the desired
experiment set up to the FCTaasS including testbeds In
the experiment, time of use and desired configuration to
perform security checks before granting access to

testbeds

A beacon message Is broadcasted to the selected
testbeds to ensure the availability where the testbed
manger report back the availability status.
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Task 4: Experiment Initialization
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Task 5: Experiment Performance
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Task 6: Experiment Finalization

- Once the experiment is complete, the recently used
testbed will be released, thus enable further utilization
for upcoming experiments by other users.
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Use Cases

e Use Case 1: Federation of smart city water
treatment and distribution services

» Use Case 2: Blockchain Based Methodology
for Zero Trust Modeling and Quantification
for 5G Networks
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Federation of Smart Water Treatment
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Federation of Smart Water Treatment
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Blockchain Based Methodology for Zero Trust
Modeling and Quantification for 5G Networks

Motivation

O

O
O

O

O

O

In 5G networks, a network slice is defined as a logical network
created by partitioning a shared physical infrastructure.

Each slice is customized and optimized to meet customers’ needs.

Network slicing brings unprecedented security challenges because
of its dynamic and diverse structure.

Trust in the 5G ecosystem is a cornerstone for global adaptation
and tackling security and privacy risks.

In this research, we shed light on the Zero Trust concept in 5G
using distributed ledger (Blockchain).

We will be using blockchain technology to establish trust between
network slice stakeholders (i.e., slice owners, users, slice resource
providers, and service providers).
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Zero Trust in 5G Network Slicing
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Zero Trust in 5G Network Slicing Tasks

O Task 1: Implementing a data collection tool to gather
relevant data from the network slice/system.

O Task 2: Develop the TrustFlow module that processes
realtime date and quantifies the trust of an entity using:

m Deterministic-based Quantification.
m Machine Learning-based Quantification.

O Task 3: Developing a Zero Trust Architecture using
blockchain technology with two smart contracts.
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Summary

O The primary goal of this FCTaaS is to develop
framework to facilitate the discovery and integration of
Isolated and geographically dispersed testbeds.

O Our experimental setup facilitate reproducing
cybersecurity experiments and can add additional
cybersecurity testbeds into our existing experiment
setup.

O FCTaaS allows researchers to explore different
research gquestions while building on top of existing
hardware without owning individual testbeds.
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