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ITU-T Study Group 17 wishes to make you aware of the following.

We created a new work item draft Recommendation ITU-T X.CSCdataSec, for guidelines for cloud service customer data security: Recommendation for Guidelines for Cloud Service Customer Data Security. Related information on this new work item is in the Annexes 1 and 2.

We propose adding the new cloud security work to JCA-Cloud Roadmap.

Annexes: 3

· Annex 1 – Work item template for X.CSCDataSec, Guidelines for cloud service customer data security
· Annex 2 – X.CSCDataSec, Guidelines for cloud service customer data security
· Annex 3 – New cloud security Recommendation to be added to JCA-Cloud Roadmap.

Annex 1 – Work item template for X.CSCDataSec, Guidelines for cloud service customer data security
	Question:
	8 /17
	Proposed new ITU-T Recommendation
	17-26 September, 2014

	Reference and title:
	X.CSCDataSec, Guidelines for cloud service customer data security

	Base text:
	Annex 3
	Timing:
	2017

	Editor(s):
	Nan Meng, China, mengnan@catr.cn
	Approval process:
	TAP

	Scope (defines the intent or object of the Recommendation and the aspects covered, thereby indicating the limits of its applicability):

	This Recommendation will provide guidelines for cloud service customer data security in cloud computing, for those cases where the CSP is responsible for ensuring that the data is handled with proper security. This is not always the case, since for some cloud services the security of the data will be the responsibility of the cloud service customer themselves. In other cases, the responsibility may be mixed.

For example, in some cases the CSP may be responsible for restricting access to the data, while the CSC remains responsible for deciding which CSUs should have access to it, and the behaviour of any scripts or applications with which the CSU processes the data.

This Recommendation identifies security controls for cloud service customer data that can be used in different stages of the full data lifecycle. These security controls may differ when the security level of the cloud service customer data changes. Therefore, the Recommendation provides guidelines on when each control should be used for best security practice.

	Summary (provides a brief overview of the purpose and contents of the Recommendation, thus permitting readers to judge its usefulness for their work):

	There may be different security control sets employed, based on different public access requirements for various applications in cloud computing.

For example, some Data of a public information platform may be publicly accessed. Office Automation (OA) system data requires much more stringent security controls, such as access authorization, etc. At the same time, for different data stages in its lifecycle, such as create, storage, the appropriate security controls will also be different. Thus, for cloud computing services, the demand of security controls for service data differs as the application scenarios and data lifecycle stage change. It is necessary to provide corresponding different service data security controls in cloud computing.

This Recommendation will focus on the cloud service customer data security controls in cloud computing according to the different security needs at each stage of the data lifecycle.

	Relations to ITU-T Recommendations or to other standards (approved or under development):

	

	Liaisons with other study groups or with other standards bodies:

	· Close collaboration with SG13 (esp. Q19/13), including:

· Terminology

· Data management

· Data classification

· Use Cases

· Liaison with ISO/IEC SC27

	Supporting members that are committing to contributing actively to the work item:

	China, China Telecom, China Mobile, KISA, Microsoft, ZTE.


Annex 2 - X.CSCDataSec, Guidelines for cloud service customer data security
Guidelines for cloud service customer data security
Summary

<Mandatory material>

Keywords

<Optional>

Introduction

<Optional - This clause should appear only if it contains information different from Scope and Summary>

1
Scope

This Recommendation will provide guidelines for cloud service customer data security in cloud computing, for those cases where the CSP is responsible for ensuring that the data is handled with proper security. This is not always the case, since for some cloud services the security of the data will be the responsibility of the cloud service customer themselves. In other cases, the responsibility may be mixed.

For example, in some cases the CSP may be responsible for restricting access to the data, while the CSC remains responsible for deciding which CSUs should have access to it, and the behaviour of any scripts or applications with which the CSU processes the data.

This Recommendation identifies security controls for cloud service customer data that can be used in different stages of the full data lifecycle. These security controls may differ when the security level of the cloud service customer data changes. Therefore, the Recommendation provides guidelines on when each control should be used for best security practice.

2
References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.yyy]
ITU-T Recommendation X.yyy (date), Title
3
Definitions

<Check in the ITU-T Terms and definitions database on the public website whether the term is already defined in another Recommendation. It may be more consistent to refer to such a definition rather than redefine it>
3.1
Terms defined elsewhere

<Normally terms defined elsewhere will simply refer to the defining document. In certain cases, it may be desirable to quote the definition to allow for a stand-alone document>

This Recommendation uses the following terms defined elsewhere:

3.1.1
<Term 1> [Reference]: <optional quoted definition>

3.1.2
<Term 2> [Reference]: <optional quoted definition>

3.2
Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1
<Term 3>: <definition>

4
Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

<abbr>
<definition>

<Include all abbreviations and acronyms used in this Recommendation>

5
Conventions

<Describe any particular notation, style, presentation, etc. used within the Recommendation, if any>

6 
Overview
7
Security Controls 

[This clause will identify security controls of each stage of data lifecycle base on cloud service customer data’s security level. This security level may be determined based on the access level in different application scenarios. Examples will be included in an informative Annex to the Recommendation.

Note: The lifecycle stages listed here are derived from the work of the Cloud Security Alliance (CSA), though this approach is not fixed if our studies indicate that something else is needed.]

7.1 
Security Controls in Create Stage
7.2
Security Controls in Storage Stage
7.3       Security Controls in Use Stage
7.4       Security Controls in Share Stage
7.5       Security Controls in Archive Stage
7.6       Security Controls in Destroy Stage
8          Guidelines for using the Security Controls

[This section will describe how security controls can be selected that are appropriate to the service, data type, data category, and stage in the data life cycle.]

9
TBD

Annex
The Recommendation will include one or more informative Annexes providing example sets of controls that could be used to meet the guidelines for some example data scenarios based on data classification and life cycle stage. One possibility is to present this information in tabular form like this:

	Data classification
	Create
	Store
	Use
	Share
	Archive
	Destroy

	Public
	
	
	
	
	
	

	Public with authorization
	
	
	
	
	
	

	Partial public with authorization
	
	
	
	
	
	

	Non-public
	
	
	
	
	
	


Annex 3 – New cloud security Recommendation to be added to JCA-Cloud Roadmap
	Entity
	Title of deliverable
	Scope of deliverable
	Current status
	Starting date
	Target date

	ITU-T SG17 Q8
	ITU-T X.CSCdataSec Guidelines for Cloud Service Customer Data Security
	This Recommendation will provide guidelines for securing cloud service customer datacloud service customer data, in the case where the CSP is responsible for ensuring that the data being handled with appropriate security.

This Recommendation specifies security controls for cloud service customer data in different stage of full data lifecycle. These specific security controls used may vary as the security needs of the cloud service customer data changes.
	Draft Recommendation
	2014-09
	Q1 2017 for determination
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