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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

ISO/IEC 29146 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, Information technology Subcommittee. 
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Introduction 

Management of information security is a complex task that is based primarily on risk-based approach, and that 
is supported by several security techniques. The complexity is handled by several supporting systems that 
can automatically apply set of rules or policies consistently.  

Within the management of information security, access management plays a key role in the administration of 
the relationships between the accessing party (subjects that can be human or non human entities) and the 
information technology resources. With the development of the Internet, nowadays, information technology 
resources can be located over distributed networks, and the access to them needs to be managed in 
conformity under a policy. Therefore, it was expected to have common terms and models as a framework on 
access management.  

Within the management of information security, identity management also plays a key role. Access 
management is mediated through the identification and authentication of subjects that seek to access 
information technology resources. This standard depends on the existence of an underlying identity 
management system or identity management infrastructure. Regarding this topic, see references pointed out 
in normative references section.  

This framework for access control is one part of an overall Identity and access management framework.  The 
other part is the framework for identity management, which is defined in ISO/IEC 24760. 

This framework describes the concepts, actors, components, reference architecture, functional requirements 
and practices for access control.  Example access control models are included. 

It focus mainly on access control for a single organisation, but adds other considerations for access control in 
collaborative arrangements across multiple organisations. 
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Information technology — Security techniques — A framework 
for access management 

1 Scope 

This International Standard defines and establishes a framework for Access Management (AM) and the 
secure management of the process to access information and ICT information resources, associated with the 
accountability of a subject within some context. 

This International Standard provides concepts, terms and definitions applicable to distributed access 
management techniques in network environments. 

This International Standard also provides explanations about related architecture, components and 
management functions. 

The subjects involved in access management might be uniquely recognized to access information systems, as 
defined in ISO/IEC 24760," A framework for identity management". 

The nature and qualities of physical access control involved in access management systems are outside the 
scope of this document. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the addition cited applied. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

• ISO/IEC 24760-1, Information technology -- Security techniques -- A framework for identity 
management -- Part 1: Terminology and concepts. 

• ISO/IEC 24760-2,† Information technology -- Security techniques -- A framework for identity 
management -- Part 2:  Reference architecture and requirements. 

• ISO/IEC 24760-3,† Information technology -- Security techniques -- A framework for identity 
management -- Part 3:  Practice. 

• ISO/IEC 29115 – Information technology -- Security techniques -- Entity authentication assurance 
framework. 

                                                      

† to be published 

† to be published 
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3 Terms and definitions 

For the purposes of this document, the terms and definitions given in ISO/IEC 24760-1 and ISO/IEC 29115, 
as well as the following apply. 

3.1 
access control 
process of granting or denying access to a resource (3.9 
) 

NOTE 1 A primary purpose of access control is to prevent unauthorized access to information or use of ICT 
resources based on the business and security requirements; that is, the application of authorization policies 
to particular access requests. 

NOTE 2 When an authenticated subject makes a request, the resource owner will authorize (or not) access in 
accordance with access policy and subject privileges. 

3.2 
access management  
set of processes to manage access control (3.1) for a set of resources (3.9 
) 

NOTE  Access management involves a set of resources and a set of using subjects. 

3.3  
endpoint 
programming interface where the service can be called  

3.4 
least privilege 
security objective to establish for an authorized subject the minimum rights for accessing to a 
specific resource in order to accomplish its assigned tasks 

3.5 
need to know 
security objective of keeping the subject's access to data resources to the minimum necessary for 
them to perform their functions 

3.6 
obligation to share 
requirement for one party to provide information to another party to comply with previously agreed 
information sharing policy and for the good of the community 

3.7 
privilege 
access rights 

permission 

Assignment to a particular subject of the right to access data associated with specific roles given to 
the subject or to identity attributes possessed by the subject 

NOTE     A privilege does not guarantee access.  Access occurs when the resource owner authorizes (or grants 
access to) a user to access a resource following an access request.  The access request (or assertion) must 
provide evidence that the requestor has previously assigned the appropriate privileges. 

3.8 
role 
name given to a defined set of system functions that may be performed by multiple entities.  
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NOTE 1: The name is usually descriptive of the functionality 

NOTE 2: Entities are typically but not necessarily human subjects” 

NOTE 3 Usually a roles are implemented by a set of privilege attributes that are needed to access different data 
objects 

NOTE 4  Subjects that are assigned the same role can have their common privileges/access rights managed via a 
single role.  This ensures consistent access control decisions 

3.9 
resource 
object 
physical, network, financial or information asset that can be accessed for use by a subject 

3.10 
subject  
user 

entity involved in access control (3.1) as holder of a privilege 

3.11 
policy decision point  
PDP 

access decision 

system component which evaluates applicable policy and makes an authorization decision 

NOTE This term corresponds to "Access Decision Function" (ADF) in [ISO10181-3]. It is supposed that this function 
is located over network from the subject, and may be located over network from the corresponding PEP. 

3.12 
policy enforcement point  
PEP 

system component that performs access control to resource, based on the authorization decisions made by 
PDP 

NOTE This term corresponds to "Access Enforcement Function" (AEF) in [ISO10181-3]. It is supposed that this 
function is located over network from the subject, and may be located over network from the corresponding 
PDP. 

3.13 
policy administration point  
PAP 

system component that provides a user interface for administrating a policy or policy set 

3.14  
policy information point 
PIP  

system component that acts as the source of policy related attribute information needed by the PDP 
to make the authorization decision 

3.15 
security token service  
STS 

system component that function as a service that builds, signs, and issues security tokens  
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4  Symbols and abbreviated terms 

ABAC  attribute based access control 

AM  access management 

AMS access management system 

ICT  information and communication technology 

IMS  identity management system 

IT  information technology 

PII  personal identifiable information 

PDP policy decision point 

PEP policy enforcement point 

PIP  policy Information point  

PAP policy administration point 

RBAC role based access control 

STS  security token service 

XACML extensible access control markup language 

NOTE identity management system is also called IDMS 
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5 Concepts 

5.1 A model for controlling access to resources 

5.1.1 Overview 

Figure 1 – Access control model 

 shows the conceptual sequence in giving access to resource in real-time activity: 

 An authenticated subject (a human or an ICT system component) submits a request to the 
policy decision point component for access to a protected resource. 

 Corresponding policy decision point (PDP) makes an authorization decision based on its 
policy: allow or deny, 

 Policy enforcement point (PEP) which is protecting the resource will enforce the authorization 
decision result. 

 
Figure 1 – Access control model 

Subject and resource are depicted as balloons, and conceptual functions are depicted as rectangle. 

A resource is characterised by: 

 An identifier, either for a specific resource or for a resource class, 

 A set of control attributes; 

 One or more modes of access. 

This conceptual sequence in giving access to resource is usually supported by administrative activity. Usage 
activity is also supported by identity management system and access management system. 
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5.1.2 Relationship between identity management system and access management system  

First, the subject successfully authenticates using the identity management system (IMS), which is described 
in ISO/IEC 24760-2. The authenticated subject then requests access using the access management system 
(AMS). Authorization addresses two aspects that can be granted previously or during operational use: 

• The pre-assignment of resource access privileges to subjects 

• The granting of access to resources by subjects in operational use 

 Figure 2 shows the relationship between an identity management system (IMS) and an access management 
system (AMS).  

 

Figure 2 – identity information management and access information management 

Authentication is implemented by identity management system (IMS) and it is the basis for the assignment of 
resource access privileges to subjects and for the authorization of resource access requests by subjects in 
operational use. The identity management system supports the functions of subject authentication identity 
information management. 

NOTE Granting access to a resource may require a level of assurance in authentication. The required level 
depends on the resource to be accessed. For further information on authentication level of assurance, see 
ISO/IEC 29115 - Entity authentication assurance framework. 

In the same way,  authorization is supported by access management system (AMS) that  supports access 
information management.  

The actual procedure to access some resource may be performed differently from this conceptual model: 

 When an AMS is implemented as Web service system, a subject may request access to a 
resource without first being authenticated. Then, the AMS will urge the subject to go to IMS to 
get authentication.  

 When ABAC policy is adopted, there is a possibility for a subject not be required any 
authentication. In this case, anonymous entity may be allowed to go directly to the AMS, and 
authorization decision will be made based on the asserted attribute. 

Consideration should be given to address the security aspects of the implementation of access control 
systems and processes particularly where federated architectures are employed. 
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5.2 Relationships between logical and physical access control 

This standard mainly focuses on logical access control. Logical access control is supported by physical 
access control. 

Logical access to a resource in an enterprise system should be supported by a secure physical infrastructure 
which provides an effective set of controls and actions that cannot be subverted. 

For logical access to a resource hosted by outsourced service, the outsourced service shall be accountable 
for its physical access control so that it can be trusted by the subject. 

5.3 Access management system internals 

5.3.1 Overview 

The access management system (AMS) provides real-time authorization to access protected resources and 
have two core functions: 

 - to assign resource access privileges to subjects in advance of operational use 

 - to use these privileges (together with other information where appropriate) to control subject 
access to system resources in operational use. 

Administrative functions to support the core functions include: 

 Policy management 

 Policy-related attribute management 

 Monitoring and record keeping management 

Resource access policy shall conform to the following principles: 

 Setting access privileges on a "need to know" basis 

 Data access minimisation to use only strictly required data and minimize data leakage and 
disclosure risk  

 Segregation and protection of sensitive data 

 Protection of PII. 

5.3.2 Policy management 

An access management system (AMS) enforces an access control policy. There are several access control 
models which are applicable to adopt as policy in distributed network environment:  

 Identity-based Access Control (IBAC) 

 Role-based Access control (RBAC)  

 Attribute-based Access Control (ABAC). 

An access control policy should be developed based on the relevant model(s). For further information on the 
models, see Annex A 

First, access control policy shall be described in natural language or another suitable representation, e.g. a 
formal language, to express the objectives for the control of access to resources, the methods and processes 
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for exercising the control and any requirements for monitoring and so on This policy based on  the natural 
language (or other) representation shall be implemented in software algorithms or mechanisms in the access 
control system. 

Second, there may be multiple access control policise whithin an organization hierarchy. Some policy may be 
applied to a division’s resource, and other policy may be aplied to overall organization. To support consistent 
policy within an organization, those policies should deconflicted and documented. 

Access control is typically provided through the mechanism of granting and enforcing access that allow 
specific subjects types  to access to specific resources based on the policy.  

Authorization decision is conducted based on comparison of subject descriptor and permission.The 
comparison may be implemented by means of an access control matrix associated with each resource which 
lists the identity of all subjects authorized to access the resource together with their assigned access 
privileges.  IBAC and RBAC models are in some ways special cases of ABAC in terms of the attributes used. 
IBAC/ACLs work on the attribute of “identity. RBAC works on the attribute of “role”.  

To administrate access control policy, a user interface is required. It is called policy administration point (PAP). 

5.3.3 Privilege management  

Privilege management is conducted mainly within identity management system (IMS). And privilege 
management is affected by the access control policy above.  

Under Identity based access control policy, privilege setting and removal is conducted for each identity based 
account.. IBAC policy employs mechanisms such as access control lists (ACLs) to capture the identities of 
those allowed to access the object. If a subject presents a credential that matches the one held in the ACL, 
the subject is given access to the object. Each object needs its own ACL and set of privileges assigned to 
each subject. In the IBAC model, the authorization decisions are made prior to any specific access request 
and result in the subject being added to the ACL.  

Under RBAC policy, privilege is not set directly within IMS. Instead, a role is set to each identity based 
account. Authorization decision is made based on the role within the access management system (AMS). 

In the same way, under ABAC policy, privilege is not set within IMS. Instead, a policy related attribute is set to 
each identity based account. Authorization decision is made based on the policy related attribute within the 
AMS.A subject may access resources as a member of a group, the possessor of attributes or as an individual 
and that role based, attribute based and individual based access control schemes can exist concurrently in an 
access control system. 

Privilege management comprises the following activities:   

 The definition of privileges to access resources in order to control business activities,  

 Establishing the rules specifying the assignment of privileges to The authorization of assigning 
these to subjects, 

 The assigning of privileges relating to subjects that are referenced by the PDP in order to 
decide whether or not to authorize subjects to access resources 

 The update or revocation of privileges, 

 The application of policy and privileges in verifying an access request. 

Privileges should be assigned on a need to know basis granting the lowest level of privilege consistent with 
the subject being able to perform the relevant activity.  

NOTE: Privileges may be set to both human subjects and non-human subjects. For example, when a device or a 
service is added to a network, they may have privileges. 
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5.3.4 Policy related attribute information management 

Policy related attribute information management is conducted within AMS. And policy related attribute 
information management is affected by the access control policy above. 

Under ABAC policy, policy related attribute information is needed by authorization decision. And, role in RBAC 
policy may be recognized as a typical instance of attribute from viewpoint of ABAC policy. 

Management of Information about these setting of privilege to attribute is an administrative activity. This kind 
of information can be managed in centralized manor. The system component which is called policy 
information point (PIP) stores this kind of information. PIP acts as the source of required role or attribute 
information needed by the PDP to make the authorization decision. 

5.3.5 Authorization 

5.3.5.1 Basic authorization 

Authorization is real-time activity, and is performed by policy decision point (PDP) in accordance with the 
access control policy. This activity is supported by administrative activity. 

In principle, authorization is performed under pre-defined access control policy.  

5.3.5.2 Authorization of delegate access 

Different context of access authorization is possible. A legitimate delegate of the subject may be allowed to 
access particular protected resource as in Figure 3.  

NOTE: This is a case OAuth technology is supposing.  

The authorization decision is made ‘on the fly’ by the resource owner. The policy enforcement point (PEP) 
will ask the resource owner if allow or deny access by the delegate. 

 

 

Figure 3 – Authorization of delegate access 
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5.3.6 Monitoring and record keeping management 

Access management system (AMS) should provide a minimum set of capabilities to monitor and record to 
facilitate addressing their responsibilities.  

If the process of authentication, prior to the processes that result in authorization requires certain level of 
assurance, AMS is affected and expected to keep the same level of requirements on monitoring and record 
keeping functionality.  

Activities associated with access management have to be monitored for compliance, regulatory and 
investigative purpose. 

5.3.7 Federated Access Control 

Federated identity and access management is required when an authenticated subject from one organisation 
seeks to access a resource in another organisation.  There are several models for federated identity 
management, which are considered in ISO/IEC 24760.  Assuming a user can authenticate in a federation 
model, the federated access control requires the functional requirements for access control to be distributed 
across the relevant organisations within the community of trust, in accordance with common policies agreed 
by the organisations participating in the community.  Federated access control requires: 

 The subject to authenticate to his parent organisation's source of authority; then for 

 For the subject's organisation to provide an access control assertion to the resource owner's 
organisation, which confirms the subject's authentication is valid and provides the 
authentication context and agreed access control attributes, including the ABAC or RBAC 
access rights; then for 

 The data resource owner to accept the assertion and examine the attributes in relation to the 
data resources owner's access control policies; then for 

 The data resource owner to authorise the subject to access the resource, or to deny access 
and inform the subject. 

 All authorities to record access control events. 
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Figure 4 – Federated Access Control 

Editors notes: accept the picture with modifications: legend, explain dotted lines (domain), change common policies with 
agreements, remove the arrow behind ‘common policies’ 

The authentication context includes sufficient information about the event of authentication to the data 
resource owner, to enable the owner to authorise access (or not), and meet audit and liability requirements. 

This assumes that the data resource owner has categorised and classified his information so that it can be 
accessed in a repeatable, predictable and controlled manner. 

The federation common policy for access control should: 

 Be based on common policy requirement to protect information for reasons of legal and 
regulatory compliance and intellectual property.  

 Contain a policy hierarchy, based upon the common policy, from which access control rules 
and taxonomy can be based. 

 Describe the attribute management regime, supported by the taxonomy. This taxonomy will 
enable policy interoperability and compliance across organisations. 

 Describe procedures for the provisioning and management of access rights, the access control 
process and exception handling i.e. where an access request is rejected or a policy violation 
occurs.  
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6 Reference architecture  

6.1 Logical view of basic components 

 

Figure 5 – AMS Reference Architecture 

 presents basic functional components in understanding access management system: 

 PEP: policy enforcement point: this component is a component of policy-based management. 
PEP may be accessed by subject before authentication and PDP. Then, PEP may request 
authentication and subsequently request authorization decisions to PDP.  PEP performs 
access control to resource, based on the authorization decisions made by PDP. The result of 
the authorization decisions may be passed by security tokens. 

 PDP: policy decision point: this component is also a component of policy-based management. 
PDP may make authorization decisions in response to PEP. PDP returns the decision to PEP. 

 PAP: policy administration point: this component provides a user interface for administrating a 
policy or policy set. The administration of policy may include creating, testing, debugging and 
storing.  

 PIP: policy information point: this component acts as a source of attribute and environment 
information needed by the PDP to make the authorization decision. 

 

 

Figure 5 – AMS Reference Architecture 
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6.2 Implementing components as services 

In implementing logical view of components as services, several components may be additionally introduced, 
and some considerations are required. 

6.2.1 Initial Endpoint Discovery service  

 There may be adopted a service to discover access control functions over a network, 
initially.Those access control functions are recognized as endpoints in network environment. 

 Usually, the initial endpoint will be the subject authentication endpoint, or authorization 
endpoint which is equal to policy decision point (PDP).  

NOTE: Subject authentication Service is not described here. Refer to ISO/IEC 24760 Parts 1 and 2, and x.1254/29115. 
Sometimes resource endpoint discovery happens here as well, in some optimizing situations where these are 
pushed together and where privacy/data protection is not an issue.  

6.2.2 Policy Enforcement Point (PEP) 

 Policy enforcement point (PEP) protects resource from unauthorized access. 

 PEP intercepts the subject’s access request to the resource and redirect to the authorization 
decision, which is made by the Policy Decision Point (PDP).  

 PEP may allow access to the resource by accepting security token. 

6.2.3 Policy Decision Point (PDP) 

 Policy decision point holds the access policy or policy set for the resource. Based on the policy 
or policy set, PDP decides whether the subject may access to the resource.   

 In some cases, the policy is created 'on the fly' through some kind of user interface. (In this 
case, this component is usually called as ‘authorization endpoint’, and the decision is called 
‘authorization decision’.  

 PDP is supported by policy information point. 

6.2.4 Communication between PDP and PEP 

 Separating PEP and PDP as independent components produces compatibility and efficiency in 
developing access system to distributed resources. It is expected that even when the policy is 
changed, the separated implementations of PEPs may work without any modification. 

 Trust relationship between Policy Decision Point and Policy Enforcement Point shall be 
required.  

If PDP and PEP are located in distant networked environment, the communication between 
them shall be secured. PDP and PEP shall be able to confirm the authenticity of each other. 

6.2.5 Security Token Service (STS) 

 Security token service (STS) translates authorization decision made by PDP into some kind of 
security token.  

 Security tokens are described differently in different technical standards.  
(Primary examples are the OAuth access token, the WS Trust Security Token, SAML assertion 
etc. Refer to the applicable standards for details on these.) 
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6.2.6 Policy Administration Point (PAP) 

 Policy Administration Point (PAP) provides a user interface for administrating a policy or policy 
set. The administration may include creating, testing, debugging and storing policy or policy set. 

 The policy or policy set may be based on Role-based Access control (RBAC) or Attribute-
based Access Control (ABAC),  or any other model or combination of these.  

 Natural language policy will be translated into digital policy so that PDP can use for 
authorization decision. 

6.2.7 Resource Endpoint Discovery Service (REDS) 

 Resource endpoint discovery service (REDS) provides resource endpoints information as a 
protected resource. Therefore, the authorization decision is required to access REDS. 

 In general, the endpoint information needs to be protected because it may reveal privacy 
sensitive information. (e.g., location of a medical record may reveal the nature of the illness.) 

NOTE: In some cases, the response from REDS may be uniform across the subjects and stable for prolonged periods. 
Therefore, the response may be resolved through static metadata, rather than dynamically. Also, REDS may be a 
kind of STS, because it may provide a new token to access the resources.  

6.2.8 Aggregation Service 

 Resource aggregation service aggregates multiple resources so that the subject can access 
the distributed multiple resources by going through just one endpoint in certain 'optimizing' 
situations. To optimize access performance, aggregation service may cache the resources.  

 Trust relationship between the aggregation service and each PEP of resources is required. 

6.2.9 Interactions of components 

There are several patterns of implementing components as services. 

Following figure shows the case where subject plays the central role. 
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Figure 6 – Components interactions 

 

Controlled access to resources may be performed in the following steps:  

1. An authenticated subject may start from initial discovery service from which it finds out the location of the 
PDP and STS.  

2. Then, the subject requests the access authorization to certain resources to PDP. Based on the policy or 
policy set, the PDP returns the access authorization to the subject. 

3. The authorization decision is translated into a security token at the STS. The subject will get the security 
token. 

4. Unless the resource location is known from the initial discovery, the subject obtains the resource endpoint 
information. At that time, the subject may also obtain a new token to access the resources.  

5. The resource access may be performed in two ways: 
(a) Using the security token, the subject accesses to individual resources.  
(b) In some cases, it is desired that the subject to access the resources through an aggregation service 

instead of querying each resources. It is the case that the subject does not want the resources to 
know he is accessing.  
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Following figure shows the case where PEP plays the key role. 

 

Figure 7 – Components interactions 

 
Controlled access to resources may be performed in the following steps:  
1. An authenticated subject may try to access resource. However the PDP brocks the access.  
2. Then, the PEP asks for authorization to STS. 
3. The authorization decision is translated into a security token at the STS. The PEP get the 

security token and enforce the access decision. 
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7 Requirements 

7.1 Threats and countermeasures  

There are following threats with Security token between PEP and PDP: 

1. Security token manufacture/modification 
Attacker may generate a bogus security token or modify the security token content. 

2. Security token disclosure 
Disclosure of security token may make the AMS vulnerable to other types of attacks, because it may 
contain sensitive authorization and attribute information. 

3. Security token repudiation by the PDP 
Security tokens may be repudiated by PDP if the proper mechanisms are not in place. 
 

4. Security token redirect 
An attacker uses the access token to one PEP to obtain access to second PEP. 

5. Security token reuse 
An attacker attempts to use the access token that has already been used with the intended PEP. 

6. Authenticator manufacture 
An attacker may attempts to generate a valid authenticator in Security token and use it to impersonate a 
Subject. 

7. Authenticator capture 
An attacker may use a session hijacking attack capture the authenticator in Security token. 

8. Security token substitution 
A Subject may attempt to impersonate a more privileged Subject by subverting the communication channel 
between PDP and PEP. 

To mitigate these threats, following countermeasures may be required: 

 Security token may be sent over a protected session such as TLS/SSL, for threat 1, 2, 7 and 8. 

 Security token may be digitally signed by PDP using a key that support authentication, for 
threat 1. 

 Security token may be digitally signed by PDP using a key that support non-repudiation, for 
threat 3. 

 Security token may include the identity of the PEP for whom it was generated, for threat 4. 

 Security token may include a timestamp and have a short lifetime of validity, for threat 5. 

 The authenticator in Security token may contain sufficient entropy that an attacker without 
direct access to PDP random number generator cannot guess the value of the authenticator, 
for threat 6. 
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7.2 Access to administrative information 

Access to administrative components of access management system (AMS) shall be restricted to people who 
have legitimated privilege.  

Access to administrative information may be operated from policy administration point (PAP). And attribute 
information of resources which is related to access control policy is stored in policy information point (PIP). 
Also the system administration may be conducted either from local or remote.  

Therefore, the design of an AMS shall have its information access policy to define: 

 Criteria for authorizing each administrative access to the information; 

 Conditions and mechanisms to access the information;  

 Conditions of use of the information;  

 Which operations of access to information needs to be recorded, and with what details; 

 The duration of the retention of the records; 

 The duration and conditions of  the AMS almighty system administrator account. 

7.3 Compliance 

7.3.1 Polices in access management  

Compliance is to be considered based on the policies regarding to access management.  

Access management policies shall address the following concerns: 

 applying some access control model for authorization decision, 

 requiring some level of assurance for the subject authentication as the basis for authorization, 

 monitoring and record keeping authorization related events to keep accountability, and 

 management of privacy sensitive information. 

7.3.2 Policy on access control model 

There are several access control models which should be adopted in distributed network environment. An 
enterprise organization may choose to adopt role based access control (RBAC) model, and some community 
may choose to adopt attribute based access control (ABAC) model to manage their resources. 

NOTE: see Annex A about access control models.  

First, the policy may be documented in natural language. Subsequently, the policy shall be translated in digital 
policy. Finally, it shall be confirmed that the digital policy is equivalent to the natural language policy. 
Acceptable evidence of conformity to these  requirements should be included. 

7.3.3 Policy from organizational considerations 

Organization may have added some policies regarding to access management. For example: 

 Organization may have a policy requiring some level of assurance for the subject 
authentication as the basis for authorization. 

 Organization may have multiple levels of policy administration point (PAP) and policy 
information point (PIP) to deal with hierarchically managed resources. 
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7.3.4 Legal and regulatory requirements 

The implementation of an access management system shall conform to legal and regulatory requirements 
applicable in the jurisdictions of its use. For example, there may be some legal and regulatory requirements 
on: 

 monitoring and recording access events, and 

 management of privacy sensitive information. 
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8 Practice 

8.1 Processes 

8.1.1 Authorization process 

In case autorization is to be implemented as service, STS, the interaction can adopt standardized format. For 
example XACML specification [11] can be adopted. 

 

8.1.2 Privilege management process 

The privilege management process implements the access control policy for the domain of applicability 
through the assignment of resource access privileges. For example; in the case of an RBAC model the 
privilege management process would provide the following functions: 

 Assignment of individuals to a role and setting of role privileges 

• within IMS: assigning the appropriate role name attribute to individuals who will act 
in that role 

• within AMS: assigning the relevant resource access control privileges to the role 
name  

 Within AMS: assigning the relevant resource access control privileges to the role name 
modifying privileges for a role: 

• within IMS: usually there will be no changes needed but a review of individuals 
assigned to the role should be undertaken to ensure that they are still eligible to 
perform the role with the new privileges. If not, the relevant individuals will need to 
be de-assigned from the role. 

• within AMS: modifying the access control  privileges assigned to the role. 

 Change of assignment of individuals to a role 

• within IMS: changing the assignment of role name for an individual to the new role 
name 

• within AMS: usually there will be no changes needed 

 

8.1.3 Availability of privilege information 

Privilege information to access protected resources can be registered into PIP, and made available from PDP 
at any time. AMS should support high-availability of such privilege information.  

NOTE At the same time, confidentiality should be required to such administrative information.  

It is best practice for many organisations to extend their access control policies by including: 

 Data loss prevention, where any data object sent outside the resource owner's organisation 
retains its access control. When a subject requests access to the data object, which is now in 
his own organisation, the object either contains the ability to authorise access or it refers back 
to the data resource owner's access regime for a new authorization request as if the data were 
still in the owning organisation. 

 Enterprise information protection, which controls the flow of data between systems and actors 
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within the resource owner's organisation, and also externally to other organisations based the 
owning organisation's policies. Such protection is to prevent specific data leaving the 
organisation in any event and particularly if there is an access control failure. This includes, for 
example, email filters. 
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Annex A  
Current access models  

(informative) 

A.1 General 

This annex introduces access control models which may be adopted as the basis of access control policy.   

A.2 Models 

Primarily, logical access control solutions have been based on the identity of a subject requesting 
execution of an operation upon an object. This is the case of IBAC or RBAC models where access to 
an object has been individually granted to a locally identified subject, or has been granted to locally 
defined roles that the subject is a member of. 

When a subject request access to an object the qualifiers of identity, groups, and roles are often 
insufficient to express the different possibilities of combinations to grant the access.  An alternative 
is to grant or deny user requests based on arbitrary attributes of the user and arbitrary attributes of 
the object, and environment conditions that may be globally recognized and more relevant to the 
policies at hand. 

A.2.1  (DAC)   

Discretionary Access Control (DAC)  model allows a subject to limit access to objects based on the 
identity of the subject / or groups to which it belong. Therefore a subject that has been granted 
access to information can do one or more of the following:  

− pass the information to other subjects or objects; 

− grant its privileges to other subjects;  

− change security attributes on subjects, objects, information systems, or system components;  

−  choose the security attributes to be associated with newly-created or revised objects; or  

− change the rules governing access control. Mandatory access controls restrict this capability  

A.2.2  (MAC)  

Mandatory Access Control (MAC) model prevents access to objects based on a established policy 
that is uniformly enforced by an authotrity across all subjects and objects within the boundary of an 
information system.   

On the contrary to DAC, in this model, a subject that has been granted access to information cannot 
change privileges and is constrained from doing any of the following: 

− passing the information to unauthorized subjects or objects;  

− granting its privileges to other subjects;  

− changing one or more security attributes on subjects, objects, the information system, or 
system components;  

− choosing the security attributes to be associated with newly-created or modified objects;  

− changing the rules governing access control. Organization-defined subjects may explicitly be 
granted organization-defined privileges (i.e., they are trusted subjects) such that they are not 
limited by some or all of the above constraints 
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A.2.3 RBAC 

This model employs pre-defined roles that carry a specific set of privileges associated with them and to which 
subjects are assigned. Thus, the access is implicitly predetermined by the subject assigning the roles to each 
subject and explicitly by the subject owner of the object when determining the privilege associated with each 
role. 

When the subject made a request the access control system evaluates the role assigned to the subject and 
the set of operations this role is authorized to perform on the object before rendering and enforcing an access 
decision.  

Three primary rules are defined for this model [8]: 

1. Role assignment:  

A subject can execute a transaction only if the subject has selected or been assigned a role. 

2. Role authorization:  

A subject's active role shall be authorized for the subject. With rule 1 above, this rule ensures 
that subjects can take on only roles for which they are authorized. 

3. Transaction authorization:  

A subject can execute a transaction (business action that involves access to resources)  only if 
the transaction is authorized for the subject's active role. With rules 1 and 2, this rule ensures 
that subjects can execute only transactions for which they are authorized. 

Role permissions may be inherited through a role hierarchy and typically reflect the permissions needed to 
perform defined functions within an organization. A given role may apply to a single subject or to several 
subjects  

The benefit of introducing roles is that it becomes not necessary to assign privilege for each subject, and 
becomes efficient; ( i.e roles can be updated without updating the privileges for every user on an individual 
basis); but RBAC does not easily support multi-factor decisions (for example, decisions dependent on physical 
location, and specialized training. Also as RBAC role assignments tend to be based upon more static 
organizational positions limiting RBAC architectures where dynamic access control decisions are required. 

 

A.2.4  IBAC. 

 GB 56 describing IBAC and explain why IBAC is not addressed in detail by this standard. 

Identity Based Access Contorl (IBAC) model is based on the identity of the subject and employs mechanisms 
such as access control lists (ACLs) to capture the identities of those subjects allowed to access the object. If a 
subject presents a credential that matches the one held in the ACL, the subject is given access to the object. 

In the IBAC model, the authorization decisions are made prior to any specific access request and result in the 
subject being added to the ACL. 

 

 

A.2.5 ABAC 

Attribute Based Access Control (ABAC) It is a logical access control model where authorization for a subject  
to access an object Is granted or denied based on assigned attributes of the subject, assigned attributes of the 
object, environment conditions relevant to the request, and a set of policies that are specified in terms of those 
attributes and conditions.  It is  bound to identity attribute authentication process [9][10].  The basic idea of 
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ABAC is not to define permissions directly between subjects and objects, but instead to use their attributes as 
the basis for authorization decision. ABAC relies upon the assignment of attributes to subjects and objects, 
and the development of policy that contains the access rules. Each object within the system must be assigned 
specific object attributes that characterize the object. This avoids the need for capabilities (operation/object 
pairs) to be directly assigned to subject requesters or to their roles or groups before the request is made. 

Permissions consist of the combination of a so-called object descriptor, which consists of a set of attributes 
and environment conditions. Subjects and objects are both represented by a set of attributes and related 
attribute values. 

Under ABAC each subject that uses the system must be assigned specific attributes. Access decisions can 
change between requests by simply changing attribute values, without the need to change the subject/object 
relationships defining underlying rule sets. This way ABAC avoids the need for explicit authorizations to be 
directly assigned to individual subjects prior to a request to perform an operation on the object minimizing the 
management of access control lists or roles and groups in large organizations. 

Authorization decision is conducted based on comparison of subject descriptor and permission.. ABAC 
systems are capable of enforcing both Discretionary Access Control (DAC) and Mandatory Access Control 
(MAC) concepts. IBAC /ACLs and RBAC are in some ways special cases of ABAC in terms of the attributes 
used. ACLs work on the attribute of “identity”. RBAC works on the attribute of “role”. The key difference with 
ABAC is the concept of policies that express a complex Boolean rule set that can evaluate many different 
attributes. 

The access control is done through Policy, rules, and relationships that determine how resources or objects 
are to be protected under which environment conditions. These policies must be enforced through the 
different components of the access control system. 

In an organization it should be necessary for an ABAC  system to establish management capabilities  to 
ensure consistent sharing and use of policies and attributes and the controlled distribution and employment of 
access control mechanisms throughout the organization. 
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