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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 27035-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Security techniques.

ISO/IEC 27035 consists of the following parts, under the general title Information technology — Security
techniques — Information security incident management:

— Part 1: Principles of incident management
— Part 2: Guidelines to plan and prepare for incident response

— Part 3: Guidelines for incident response operations

iv © ISO/IEC 2013 — All rights reserved
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Introduction

In general, information security policies or controls alone will not guarantee total protection of information,
information systems, services or networks. After controls have been implemented, residual vulnerabilities are
likely to remain that can make information security ineffective and thus information security incidents possible.
This can potentially have both direct and indirect adverse impacts on an organization's business operations.
Further, it is inevitable that new instances of previously unidentified threats will occur. Insufficient preparation
by an organization to deal with such incidents will make any response less effective, and increase the degree
of potential adverse business impact. Therefore, it is essential for any organization serious about information
security to have a structured and planned approach to:

— detect, report and assess information security incidents;

— respond to information security incidents, including the activation of appropriate controls for the
prevention and reduction of, and recovery from, impacts;

— report information security vulnerabilities that have not yet been exploited to cause information security
events and possibly information security incidents, and assess and deal with them appropriately;

— learn from information security incidents and vulnerabilities, institute preventive controls, and make
improvements to the overall approach to information security incident management.

For the purpose of achieving the approach, ISO/IEC 27035 provides guidance on information security incident
management from the following aspects in the corresponding parts of this International Standard:

— ISO/IEC 27035-1, Principles of incident management, (this document) presents basic concepts and
phases of information security incident management. It combines these concepts with principles in a
structured approach to detecting, reporting, assessing, responding and applying lessons learned.

— ISO/IEC 27035-2, Guidelines to plan and prepare for incident response, presents the concepts to plan
and prepare for incident response. The concepts are based on the plan and prepare phase of the model
presented in ISO/IEC 27035-1. This Part also covers the “Lessons Learned” phase of the model.

— ISO/IEC 27035-3, Guidelines for incident response operations, including staff responsibilities and
practical incident response activities.

The term ‘information security incident management’ is used in this International Standard to encompass the
management of not just information security incidents but also information security vulnerabilities.

© ISO/IEC 2013 — All rights reserved Y
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Information technology — Security techniques — Information
security incident management — Part 1: Principles of incident
management

1 Scope

ISO/IEC 27035-1 is the foundation of this multipart standard. It presents basic concepts and phases of
information security incident management. It combines these concepts with principles in a structured
approach to detecting, reporting, assessing, responding and applying lessons learned.

The principles given in this International Standard are generic and intended to be applicable to all
organizations, regardless of type, size or nature. Organizations can adjust the guidance given in this
International Standard according to their type, size and nature of business in relation to the information
security risk situation. This International Standard is also applicable to external organizations providing
information security incident management services.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management systems
— Overview and vocabulary

ISO/IEC 27005, Information technology — Security techniques — Information security risk management

ISO/IEC 27035-2, Information technology — Security techniques — Information security incident management
— Part 2: Guidelines to plan and prepare for incident response

ISO/IEC 27035-3, Information technology — Security techniques — Information security incident management
— Part 3: Guidelines for incident response operations

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the following apply.

3.1

honeypot

generic term for a decoy system used to deceive, distract, divert and encourage the attacker to spend time on
information that appears to be very valuable, but actually is fabricated and would not be of interest to a
legitimate user

Note 1 to entry: Additionally honeypots are covertly monitored so that defenders can gather data on attack methods and
approaches

© ISO/IEC 2013 — All rights reserved 1
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[SOURCE: ISO/IEC 27039—1, 2.19]

3.2

information security investigation

application of investigative and analysis techniques to capture, record and analyse information security
incidents

3.3

Incident Response Team

IRT

team of appropriately skilled and trusted members of the organization that handles incidents during their
lifecycle

Note 1 to entry: The IRT as described in this International Standard is an organizational function that covers the process
for information security incidents and is focused mainly on IT related incidents. Other common functions (with similar
abbreviations) within the incident handling may have a slightly different scope and purpose. The following are commonly
used abbreviations, though not exactly the same:

— CERT®™ A Computer Emergency Response Team mainly focuses on Information and Communications Technology
(ICT) incidents. There may be other specific national definitions for CERT®.

— CSIRT: A Computer Security Incident Response Team is a service organization that is responsible for receiving,
reviewing, and responding to computer security incident reports and activity. These services are usually performed
for a defined constituency, which could be a parent entity such as a corporation, governmental organization, or
educational organization; a region or country; a research network; or a paid client.

3.4
information security event
occurrence indicating a possible breach of information security, policy or failure of controls

3.5
information security incident
one or multiple related and identified information security events that may compromise operations

3.6
information security incident management
exercise of a consistent and effective approach to the handling of information security incidents

3.7

incident handling

actions of detecting, reporting, assessing, responding to, dealing with, and learning from information security
incidents

3.8

incident response

actions taken to protect and restore the normal operational conditions of an information system and the
information stored in it when an information security incident occurs

[SOURCE: ISO/IEC 27039—2, 2.23]

1 To be published.
2 To be published.

2 © ISO/IEC 2013 — Al rights reserved
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3.9

Point of Contact

PoC

previously identified person and/or department serving as the coordinator or focal point of information
concerning a specific resource, through whom communication regarding the specific resource should take
place

[Editor’s Note: NBs are kindly asked to contribute a definition text for this term.]

3.10
tarpit
systems that are intentionally exposed and designed to delay attacks

4 Overview

4.1 Basic concepts and principles

An information security event is an occurrence indicating a possible breach of information security, policy or
failure of controls. An information security incident is one or multiple related and identified information security
events that may compromise operations.

The occurrence of an information security event does not necessarily mean that an attempt has been
successful or that there are any implications on confidentiality, integrity and/or availability, i.e. not all
information security events are classified as information security incidents.

Information security incidents may be deliberate (e.g. caused by malware or intentional breach of discipline) or
accidental (e.g. caused by inadvertent errors of human or unavoidable acts of nature), and may be caused by
technical or physical means. Their consequences may include the unauthorized disclosure, modification,
destruction, or unavailability of information, or the damage or theft of organizational assets that contain
information. If unreported information security events are later determined to be incidents, it becomes difficult
to investigate the incidents and to take control in order to prevent recurrence.

Annex A provides descriptions of selected example information security incidents and their causes for
informative purposes only. It is important to note that these examples are by ho means exhaustive.

A threat acts in unwanted ways to exploit the vulnerabilities (weaknesses) of information systems, services or
networks, causing the occurrence of information security events and thus potentially causing unwanted
incidents to information assets exposed by the vulnerabilities. Figure 1 shows this relationship of objects in an
information security incident chain. The shaded objects are pre-existing, affected by the unshaded objects in
the chain that results in an information security incident.

[Editor’s Note: NBs are kindly asked to contribute a brief explanation of what information security incident
chain refers to.]

© ISO/IEC 2013 — All rights reserved 3



ISO/IEC WD 27035-1.3
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The shaded objects are pre-existing, affected by the unshaded
objects in the chain that results in an information security incident.

Figure 1 — The relationship of objects in an information security incident chain

4.2 Objectives of incident management

As a key part of an organization's overall information security strategy, the organization should put controls
and procedures in place to enable a structured well-planned approach to the management of information
security incidents. From an organization’s perspective, the prime objective is to avoid or contain the impact of
information security incidents to minimize the direct and indirect damage caused by the incidents.

The objectives of a structured well-planned approach to incident management are more refined and should
ensure the following:

a)

b)

c)

d)

e)

f)

Information security events are detected and dealt with efficiently, in particular in identifying whether they
need to be categorized and classified as information security incidents or not.

Identified information security incidents are assessed and responded to in the most appropriate and
efficient manner.

The adverse effects of information security incidents on the organization and its organization operations
are minimized by appropriate controls as part of the incident response.

A link with relevant elements from crisis management and business continuity management through an
escalation process is established.

Information security vulnerabilities are assessed and dealt with appropriately.
Lessons are learnt quickly from information security incidents, vulnerabilities and their management. This
is to increase the chances of preventing future information security incidents from occurring, improve the

implementation and use of information security controls, and improve the overall information security
incident management scheme.

© ISO/IEC 2013 — All rights reserved
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To help achieve this, organizations should ensure that information security incidents are documented in a
consistent manner, using appropriate standards for incident categorization and classification, and sharing, so
that metrics are derived from aggregated data over a period of time. This provides valuable information to aid
the strategic decision making process when investing in information security controls.

It is re-iterated that another objective associated with this International Standard is to provide guidance to
organizations that aim to meet the requirements specified in ISO/IEC 27001 (and thus supported by guidance
from ISO/IEC 27002). This includes information security incident management related requirements. A table
that cross-references information security incident management related clauses in ISO/IEC 27001 and
ISO/IEC 27002, and clauses in this International Standard is shown in Annex B.

4.3 Benefits of a structured approach

An organization using a structured approach to information security incident management will accrue
significant benefits, which can be grouped under the following.

a) Improving overall information security

A structured process for detection, reporting and assessment of and decision-making related to
information security events and incidents will enable rapid identification and response. This will improve
overall security by helping to quickly identify and implement a consistent solution, and thus providing a
means of preventing future similar information security incidents. Further, there will be benefits facilitated
by metrics, sharing and aggregation. The credibility of the organization will be improved by the
demonstration of its implementation of best practices with respect to information security incident
management.

b) Reducing adverse business impacts

A structured approach to information security incident management can assist in reducing the level of
potential adverse business impacts associated with information security incidents. These impacts can
include immediate financial loss and longer-term loss arising from damaged reputation and credibility (for
guidance on business impact analysis, see ISO/IEC 27005:2008).

c) Strengthening the information security incident prevention focus

Using a structured approach to information security incident management helps to create a better focus
on incident prevention within an organization, including identification methods for new threats and
vulnerabilities. Analysis of incident related data enables the identification of patterns and trends, thereby
facilitating a more accurate focus on incident prevention and thus identification of appropriate actions to
prevent their occurrence.

d) Strengthening prioritization

A structured approach to information security incident management will provide a solid basis for
prioritization when conducting information security incident investigations, including the use of effective
categorization and classification scales. If there are no clear procedures, there is a risk that investigation
activities could be conducted in a reactive mode, by responding to incidents as they occur and
overlooking what activities are needed. This could prevent investigation activities from being directed to
higher priority areas where they are really needed.

e) Strengthening evidence
Clear incident investigation procedures will help to ensure that data collection and handling are
evidentially sound and legally admissible. These are important considerations if legal prosecution or
disciplinary action might follow. For more information on digital evidence and investigation, see ISO/IEC
27037, 27041, 27042 and 27043.

f)  Contributing to budget and resource justifications

© ISO/IEC 2013 — All rights reserved 5
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)

h)

A well-defined and structured approach to information security incident management will help justify and
simplify the allocation of budgets and resources within involved organizational units. Further, benefit will
accrue for the information security incident management scheme itself, with the ability to better plan for
the allocation of staff and resources.

One example to control and optimize budget and resources is to add time tracking to information security
incident management to facilitate quantitative assessments of the organization's handling of information
security incidents. It should be possible to provide information on how long it takes to resolve information
security incidents of different priorities and on different platforms. If there are bottlenecks in the
information security incident management process, these should also be identifiable.

Improving updates to information security risk assessment and management results
The use of a structured approach to information security incident management will facilitate the

— better collection of data for assisting in the identification and determination of the characteristics of
the various threat types and associated vulnerabilities, and

— provision of data on frequencies of occurrence of the identified threat types.

The data collected on the adverse impacts on business operations from information security incidents will
be useful in the business impact analysis. The data collected to identify the occurrence frequency of the
various threat types will improve the quality of the threat assessment. Similarly, the data collected on
vulnerabilities will improve the quality of future vulnerability assessments (for guidance on information
security risk assessment and management, see ISO/IEC 27005:2008).

Providing enhanced information security awareness and training program material

A structured approach to information security incident management will provide focused information for
information security awareness programs. This focused information will provide real examples
demonstrating that information security incidents happen to real organizations. It will also be possible to
demonstrate the benefits associated with the rapid availability of solutions. Furthermore, such awareness
helps to reduce mistakes or panic/confusion in the event of an information security incident.

[Editor’s Note: NBs are kindly asked to contribute for defining “focused information”.]

i)

Providing input to information security policy and related documentation reviews

Data provided by an information security incident management scheme could provide valuable input to
reviews of the effectiveness and subsequent improvement of information security policies (and other
related information security documents). This applies to policies and other documents applicable both for
organization-wide and for individual systems, services and networks.

[Editor’s Note: NBs are kindly asked to reconsider and contribute the description of the above paragraph.]

4.4 Adaptability

The guidance provided by this International Standard (all parts) is extensive and if adopted in full, could
require significant resources to operate and manage. It is therefore important that an organization applying
this guidance should retain a sense of perspective and ensure that the resources applied to information
security incident management and the complexity of the mechanisms implemented, are kept in proportion to

the following:

a) size, structure and business nature of an organization,

b) scope of any information security management system for incident handling,

c) potential for loss through unprevented incidents, and

6 © ISO/IEC 2013 — Al rights reserved
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d) the goals of the business.

An organization using this International Standard should therefore adopt its guidance in due proportion to the
scale and characteristics of their business.

5 Phases

5.1 Overview

To achieve the objectives outlined in 4.2, information security incident management consists of the following
five distinct phases:

— Plan and Prepare (see Clause 5.2),

— Detection and Reporting (see Clause 5.3),
— Assessment and Decision (see Clause 5.4),
— Responses (see Clause 5.5), and

— Lessons Learnt (see Clause 5.6).

The first phase involves getting all that is required in place to operate successful information security incident
management. The other four phases involve the operational use of information security incident management.

A high-level view of these phases is shown in Figure 2.

© ISO/IEC 2013 — All rights reserved 7
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PLAN AND PREPARE
® information security incident management policy, and commitment of senior management

® information security and risk management policies updated at both corporate level and system,
service and network level

information security incident management scheme

IRT establishment
relationships and connections with internal and external organizations
technical and other support (including organizational and operational support)

information security incident management awareness briefings and training

information security incident management scheme testing

'

DETECTION AND REPORTING

® information security event detecting and reporting

'

ASSESSMENT AND DECISION

® assessment of information security event and decision on if it is information security incident

'

RESPONSES POST INCIDENT
® determination of whether information security incident is under ACTIVITY
control by investigation > ® further investigation,
if required

® containment and eradication of information security incident

® recovery from information security incident

LESSONS LEARNT

® identification of lessons learnt

® identification of and making improvements to information security

® identification of and making improvements to information security risk assessment and
management review results

® identification of and making improvements to information security incident management scheme

Figure 2 — Information security incident management phases

Figure 3 shows information security event and incident flow through information security incident management
phases and related activities.

8 © ISO/IEC 2013 — Al rights reserved
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5.2 Plan and Prepare

Effective information security incident management requires appropriate planning and preparation. For an
efficient and effective information security event, incident and vulnerability management scheme to be put into
operational use, an organization should complete a number of preparatory activities after the necessary
planning. The organization should ensure that the activities of the Plan and Prepare phase include the
following:

a)

b)

c)

[Editor’'s Note: NBs are kindly asked to consider and contribute the definition and use of term “scheme’

Activity to formulate and produce an information security incident management policy, and gaining senior
management commitment to that policy.

This should be preceded by an information security review of the organization's vulnerabilities,
confirmation of the need for an information security incident management scheme, and identification of
the benefits to the organization as a whole and to its departments. Ensuring continued management
commitment is vital for the acceptance of a structured approach to information security incident
management. Personnel need to recognize an incident, know what to do and understand the benefits of
the approach to the organization. Management needs to be supportive of the management scheme to
ensure that the organization commits to resourcing and maintaining an incident response capability.

Activity to update information security and risk management policies at a corporate level and specific
system, service and network levels.

This should include reference to information security event, incident and vulnerability management.
Policies need to be reviewed regularly in the context of output from the information security incident
management scheme.

Activity to define and document a detailed information security incident management scheme.

2

(versus “plan’) throughout this document.]

d)

f)

)

10

Overall, the scheme documentation should encompass the forms, procedures, organizational elements
and support tools for the detection and reporting of, assessment and decision making related to, making
responses to, and learning lessons from, information security incidents.

In some organizations, the scheme may be referred to as an information security incident response plan.

Activity to establish the IRT, with an appropriate training program designed, developed and provided to its
personnel.

According to the size, structure and the nature of the business, an organization may have an IRT of a
dedicated team, a virtual team, or a mix of the two options. A dedicated team may have virtual members
identified in specific units/functions (ICT, legal, public relations, outsourcing companies, etc.) that should
cooperate closely with the IRT during the resolution of an information security incident. A virtual team may
have a senior manager leading the team supported by groups of individuals specialized in particular
topics, e.g. in the handling of malware attacks, who will be called upon depending on the type of incident
concerned.

Activity to establish and preserve appropriate relationships and connections with internal and external
organizations that are directly involved in information security event, incident and vulnerability
management.

Activity to establish, implement and operate technical and other support (including organizational and
operational support) mechanisms for supporting the information security incident management scheme
(and thus the work of the IRT), and in order to prevent information security incident occurrences or reduce
the likelihood of occurrences of information security incidents.

Activity to design and develop an information security event, incident and vulnerability management
awareness and training program.

© ISO/IEC 2013 — All rights reserved
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All organizational personnel should be made aware through briefings and/or other mechanisms, of the
existence of the information security incident management scheme, its benefits and how to report
information security events, incidents and vulnerabilities. In parallel, appropriate training should be
provided to those personnel responsible for managing the information security incident management
scheme, decision makers involved in determining whether information security events are incidents, and
those individuals involved in the investigation of incidents. Awareness briefings and training sessions
should be repeated later to accommodate changes in personnel.

h) Activity to test the use of the information security incident management scheme, its processes and
procedures.

Tests should be organized periodically not only to test the scheme in a real situation, but also to verify
how the IRT behaves under the pressure of a severe complex incident. Particular attention should be
given to the creation of tests that focus on the evolving vulnerability, threat and risk scenarios. The
scheme should include standards that support information sharing, both within the organization and
outside (if required by the organization). One of the benefits of sharing is the aggregation of data into
useful metrics to aid strategic business decisions. Membership of a trusted information sharing
community also provides early warning of attacks and should be encouraged in any information security
incident management scheme and associated policy.

With this phase completed, organizations should be fully prepared to properly manage information security
incidents. Part 2 of this International Standard describes each of the activities listed above, including the
contents of each document required.

The following subclauses predominantly address the handling of information security events and incidents.
The organization should ensure that the appropriate personnel deal with reported information security
vulnerabilities in a similar manner to how non-information security faults are handled, possibly with
assessment and resolution using technical personnel (who may or may not be members of the IRT).
Information on vulnerabilities and their resolutions should be entered into the information security
event/incident/vulnerability database managed by the IRT.

5.3 Detection and Reporting
The second phase (Detection and Reporting) of information security incident management involves the
detection of, collecting information associated with, and reporting on occurrences of information security
events and the existence of information security vulnerabilities that may have not yet been exploited to cause
information security events and possibly information security incidents, by human or automatic means.
For the Detection and Reporting phase, an organization should ensure that the key activities are the following:
a) Activity to detect and report the occurrence of an information security event or the existence of an
information security vulnerability, whether by one of the organization's personnel/customers or
automatically, aided by the following:
1) alerts from security monitoring systems such as Intrusion Detection System (IDS)/ Intrusion
Detection and Prevention System (IDPS), antivirus program, honeypots/tarpits, log monitoring
systems, security information management systems, correlation engines and others,

2) alerts from network monitoring systems such as firewalls, network flow analysis, web filtering and
others,

3) alerts shared from partners, vendors, or those in information sharing groups on known and emerging
attack vectors (for more details, see ISO/IEC 27010:2012 and IETF RFC 5070.),

4) analysis of log information from devices, services, hosts, and various systems,
5) escalation of event reporting anomalous events detected by ICT,

6) escalation of event reporting anomalous events detected by help desks,
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7) user reports, and

8) external notifications coming from third parties such as other IRTs, information security services,
Internet Service Providers (ISPs), telecommunication service providers, outsourcing companies or
national IRTSs.

b) Activity to collect information on an information security event or vulnerability.

c) Activity to ensure that all involved in the PoC properly log all activities, results and related decisions for
later analysis.

d) Activity to ensure that digital evidence is gathered and stored securely, and that its secure preservation is
continually monitored, in case it is required for legal prosecution or internal disciplinary action (for more
detailed information on the identification, collection, acquisition and preservation of digital evidence, see
ISO/IEC 27037).

e) Activity to ensure that the change control regime is maintained covering information security event and
vulnerability tracking and event and vulnerability report updates, and thus that the information security
event/incident/vulnerability database is kept up-to-date.

f)  Activity to escalate, on an as required basis throughout the phase, for further review and/or decisions.
g) Activity to register in an Incident Tracking System.

All information collected pertaining to an information security event or vulnerability should be stored in the
information security event/incident/vulnerability database managed by the IRT. The information reported
during each activity should be as complete as possible at the time, to ensure that there is a good base
available for the assessments and decisions to be made, and of course the actions taken.

5.4 Assessment and Decision

The third phase of information security incident management involves the assessment of information
associated with occurrences of information security events and decision on if it is information security incident.

Once an information security event has been detected and reported, the subsequent activities are the
following.

a) Activity to distribute the responsibility for information security incident management activities through an
appropriate hierarchy of personnel, with assessment, decision making and actions involving both security
and non-security personnel.

b) Activity to provide formal procedures for each notified person to follow, including reviewing and amending
the report made, assessing the damage, and notifying the relevant personnel (with the individual actions
depending on the type and severity of the incident).

c) Activity to use guidelines for thorough documentation of an information security event and the subsequent
actions for an information security incident if the information security event becomes classified as an
information security incident.

d) Activity to update the information security event/incident/vulnerability database.

For the Assessment and Decision phase, an organization should ensure that the key activities are the
following:

e) Activity for information collection that can include testing, measurement activities and data gathering on

the detection of an information security event. The actual information collected will depend on the
information security event that has occurred. For details, refer to 27035-2.
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f)  Activity for the PoC to conduct the assessment to determine whether the event is a possible or concluded
information security incident or a false alarm.

Assessments should include the use of the agreed information security event/incident classification scale
(including determining the impacts of events based on the affected assets/services) and should decide
whether events should be classified as information security incidents. Whilst determining the impacts of
information security events (and thus possible incidents) in terms of the effects of breaches of
confidentiality, integrity and availability, organizations should ensure that the following are identified:

1) impact domain (physical or logical),

2) assets, infrastructures, information, processes, services and applications that are affected, or are
going to be affected, and

3) possible effects on organization core services.

g) Activity for the IRT to conduct the assessment to confirm the results of the PoC's assessment whether the
event is an information security incident or not, if applicable.

As necessary, another assessment should be conducted using the agreed information security
event/incident classification scale, with details of the event (possibly incident) type and affected resource
(categorization). This should be followed by decisions on how the confirmed information security incident
should be dealt with, by whom and in what priority. It should involve the predetermined prioritizing
process to enable a clear focus on assigning each information security incident to suitable persons and
determining the urgency of the handling and the responses to information security incident, including
whether an immediate response, information security investigation and communications activities are
required, in the next phase (Responses — see also 5.5).

h) Activity to ensure that all involved, particularly the IRT, properly log all activities, results and related
decisions for later analysis.

i)  Activity to ensure that the change control regime is maintained covering information security incident
tracking and incident report updates, and thus that the information security event/incident/vulnerability
database is kept up-to-date.

All information collected pertaining to an information security event, incident or vulnerability should be stored
in the information security event/incident/vulnerability database managed by the IRT. The information reported
during each activity should be as complete as possible at the time, to ensure that there is a good base
available for the assessments and decisions to be made, and of course the actions taken.

The organization should ensure that this phase involves the assessment of the information gathered on
reported information security vulnerabilities (that have not yet been exploited to cause information security
events, and possibly information security incidents), with decisions made on which need to be dealt with, by
whom, how and in what priority.

5.5 Responses

The fourth phase of information security incident management involves the making of responses to
information security incidents in accordance with the actions agreed in the Assessment and Decision phase.
Dependent on the decisions the responses could be made immediately, in real-time or in near real-time, and
some could well involve information security investigation.

For the Responses phase, an organization should ensure that the key activities are the following:

a) Activity to conduct investigation of incidents, as required and relative to the information security incident
classification scale rating, and changing that scale rating as necessary.

b) Activity to review by the IRT to determine if the information security incident is under control, and activity
below:
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<)
d)

f)

9)

h)

1) Activity to instigate the required response, if it is under control.

This could be an immediate response , which could include the activation of recovery procedures,
and/or issuing communications to relevant involved personnel, or a later slower time response (for
example, in facilitating full recovery from a disaster), whilst ensuring all information is ready for post-
incident review activities.

2) Activity to instigate crisis activities through escalation to crisis handling function, if it is not under
control or it is going to have a severe impact on the organization's core services.

Crisis handling function then is responsible for the incident, with full support of the IRT (including
such as activating a crisis management plan), and involving the related personnel, for example the
organization's crisis management manager and team (for guidance on business continuity
management see ISO/IEC 27031 and ISO/PAS 22399:2007).

Activity to assign internal resources and identify external resources in order to respond to an incident.

Activity to escalate, on an as required basis throughout the phase, for further assessments and/or
decisions.

Activity to ensure that all involved, particularly the IRT, properly log all activities for later analysis.

Activity to ensure that digital evidence is gathered and stored provably securely, and that its secure
preservation is continually monitored, in case it is required for legal prosecution or internal disciplinary
action.

Activity to ensure that the change control regime is maintained covering information security incident
tracking and incident report updates, and thus that the information security event/incident/vulnerability
database is kept up-to-date.

Activity to communicate the existence of the information security incident or any relevant details thereof to
other internal and external people or organizations, in particular asset/information/service owners
(determined during the impact analysis) and internal/external organizations that should be involved in the
management and resolution of the incident.

All information collected pertaining to an information security event, incident or vulnerability should be stored
in the information security event/incident/vulnerability database managed by the IRT, including for the
purposes of further analysis. The information reported during each activity should be as complete as possible
at the time, to ensure that there is a good base available for the assessments and decisions to be made, and
of course the actions taken.

Once an information security incident has been determined and the responses agreed, the subsequent
activities are the following:

i)

)

k)
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Activity to distribute the responsibility for incident management activities through an appropriate hierarchy
of personnel, with decision making and actions involving both security and non-security personnel as
necessary.

Activity to provide formal procedures for each involved person to follow, including reviewing and
amending reports made, re-assess the damage, and notify the relevant personnel (with the individual
actions depending on the type and severity of the incident).

Activity to use guidelines for thorough documentation of an information security incident and the
subsequent actions for the information security incident.

Activity to update the information security event/incident/vulnerability database.

Activity to conduct further information security investigation after recovery from an information security
incident, as required.
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Once any information security incident has been dealt with successfully, it should be formally closed and this
recorded in the information security event/incident/vulnerability database. The organization should ensure that
this phase also involves the making of responses to reported information security vulnerabilities in accordance
with the actions agreed in the Assessment and Decision phase. Once any vulnerability has been dealt with
details should be recorded in the information security event/incident/vulnerability database.

5.6 Lessons Learnt

The fourth phase of operational use of an information security incident management scheme follows when
information security incidents have been resolved/closed, and involves learning the lessons from how
incidents (and vulnerabilities) have been handled and dealt with. For the Lessons Learnt phase, an
organization should ensure that the key activities are the following:

a) Activity to identify the lessons learnt from information security incidents and vulnerabilities.

b) Activity to review, identify and make improvements to information security control implementation (new
and/or updated controls), as well as information security incident management policy, as result of the
lessons learnt, whether from one or many information security incidents or indeed from reported security
vulnerabilities. This is aided by the metrics fed into the organization's strategy on where to invest in
information security controls.

c) Activity to review, identify and make improvements to the organization's existing information security risk
assessment and management review results, as a result of the lessons learnt.

d) Activity to review of how effective the processes, procedures, the reporting formats and/or the
organizational structure were in responding to, assessing and recovering from each information security
incident and dealing with information security vulnerabilities, and on the basis of the lessons learnt
identifying and making improvements to the information security incident management scheme and its
documentation.

e) Activity to update the information security event/incident/vulnerability database.

f)  Activity to communicate and share the results of review within a trusted community (if the organization so
wishes).

g) Activity to determine if the incident information, associated attack vectors and vulnerabilities may be
shared with partner organizations to assist in preventing the same incidents from occurring in their
environments through notification of identified threats (for more details, see ISO/IEC 27010:2012 on
information sharing).

It is emphasized that the information security incident management activities are iterative, and thus an
organization should make regular improvements to a number of information security elements over time.
These improvements should be proposed on the basis of reviews of the data on information security incidents
and the responses to them and of reported information security vulnerabilities, as well as trends over time.
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Annex A
(informative)

Examples of information security incidents and their causes

A.1 Attacks

A.1.1 Denial of Service

Denial of Service (DoS) and Distributed Denial of Service (DDoS) are a broad category of incidents with a
common thread. Such incidents cause a system, service or network to fail to continue operating in its intended
capacity, most often with complete denial of access to legitimate users. There are two main types of
DoS/DDoS incidents caused by technical means: resource elimination and resource starvation.

Some typical examples of deliberate technical DoS/DDoS incidents include:
— pinging network broadcast addresses in order to fill up network bandwidth with response traffic,

— sending data in an unexpected format to a system, service or network in an attempt to crash it, or disrupt
its normal operation,

— opening up multiple authorized sessions with a particular system, service or network in an attempt to
exhaust its resources (i.e., to slow it down, lock it up or crash it).

Such attacks are often performed through Bots, a computer system running malware that is controlled via a
botnet. A botnet is a central bot command and control network managed by humans. Botnets can relate to
some hundreds to millions of affected computers.

Some technical DoS incidents may be caused accidentally, for example caused by operator misconfiguration
or through incompatibility of application software, but most of the time they are deliberate. Some technical
DoS incidents are intentionally launched in order to crash a system or service, or take down a network, while
others are merely the by-products of other malicious activity. For instance, some of the more common stealth
scanning and identification techniques can cause older or misconfigured systems or services to crash when
scanned. It should be noted that many deliberate technical DoS incidents are often executed anonymously (i.e.
the source of the attack is ‘faked’), since they typically do not rely on the attacker receiving any information
back from the network or system being attacked.

DoS incidents caused by non-technical means, resulting in loss of information, service and/or facilities, could
be caused, for example, by:

— breaches of physical security arrangements resulting in theft or wilful damage and destruction of
equipment,

— accidental damage to hardware (and/or its location) by fire or water damage/flood,

— extreme environmental conditions, for example high operating temperatures (e.g. due to air conditioning
failure),

— system malfunctions or overload,
— uncontrolled system changes,

— malfunctions of software or hardware.
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A.1.2 Unauthorized access

In general this category of incidents consists of actual unauthorized attempts to access or misuse a system,
service or network. Some examples of technically stimulated unauthorized access incidents include:

— attempts to retrieve password files,
— buffer overflow attacks to attempt to gain privileged (e.g., system administrator) access to a target,
— exploitation of protocol vulnerabilities to hijack or misdirect legitimate network connections,

— attempts to elevate privileges to resources or information beyond what a user or administrator already
legitimately possesses.

Unauthorized access incidents caused by non-technical means, resulting in direct or indirect disclosure or
modification of information, breaches of accountability or misuse of information systems, could be caused, for
example, by:

— breaches of physical security arrangements resulting in unauthorized access to information,

— poorly and/or mis-configured operating systems due to uncontrolled system changes, or malfunctions of
software or hardware.

A.1.3 Malware

Malware identifies a program or part of a program inserted into another program with the intent to modify its
original behaviour, usually to perform malicious activities as information and identify theft, information and
resource destruction, Denial of Service, Spam, etc. Malware attacks could be divided into five categories:
viruses, worms, Trojan horses, mobile code and blended. Whilst viruses are created to target any vulnerable
infected system, other malware are also used to perform targeted attacks. This is sometimes performed by

modifying an existing malware and creating a variant that often is not recognized by malware detection
technologies.

A.1.4 Abuse

This kind of incident occurs when a user violates an organization's information system security policies. Such
incidents are not attacks in the strict sense of the word, but are often reported as incidents and should be
managed by an IRT. Inappropriate usage could be:

— downloading and installing hacking tools,

— using corporate e-mail for spam or promotion of personal business,

— using corporate resources to set up an unauthorized web site,

— using peer-to peer activities to acquire or distribute pirated files (music, video, software).

A.2 Information gathering

In general terms, the information gathering category of incidents includes those activities associated with
identifying potential targets and understanding the services running on those targets. This type of incident
involves reconnaissance, with the goal being to identify the:

— existence of a target, and understand the network topology surrounding it, and with whom the target
routinely communicates, and
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potential vulnerabilities in the target or its immediate network environment that could be exploited.

Typical examples of information gathering attacks by technical means include:

dumping Domain Name System (DNS) records for the target's Internet domain (DNS zone transfer),
pinging network addresses to find systems that are ‘alive’,
probing the system to identify (e.g., fingerprint) the host operating system,

scanning the available network ports on a system to identify the related services (e.g. e-mail, File
Transfer Protocol (FTP), web, etc.) and the software version of those services,

scanning for one or more known vulnerable services across a network address range (horizontal
scanning).

In some cases, technical information gathering extends into unauthorized access if, for example, as part of
searching for vulnerabilities the attacker also attempts to gain unauthorized access. This commonly occurs
with automated hacking tools that not only search for vulnerabilities but also automatically attempt to exploit
the vulnerable systems, services and/or networks that are found.

Information gathering incidents caused by non-technical means, resulting in:

direct or indirect disclosure or modification information,
theft of intellectual property stored electronically,
breaches of accountability, e.g. in account logging,

misuse of information systems (e.g. contrary to law or organization policy),

could be caused, for example, by:

18

breaches of physical security arrangements resulting in unauthorized access to information, and theft of
data storage equipment that contains important data, for example encryption keys,

poorly and/or misconfigured operating systems due to uncontrolled system changes, or malfunctions of

software or hardware, resulting in internal or external personnel gaining access to information for which
they have no authority.
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Annex B
(informative)

Cross reference table of ISO/IEC 27001 vs ISO/IEC 27035

[Editor’s Note: This Annex will be updated to follow the new contents and structures of the revision of 27001

and Part2 & Part3 of 27035.]

ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

4.2.2 Implement and operate the ISMS
The organization shall do the following.

h) Implement procedures and other controls
capable of enabling prompt detection of
security events and response to security
incidents.

Part 1: 4 (Overview) for the overview of the
implementation of information security incident
management.

Part 1: 5 (Plan and Prepare) — the content could help
to implement information security incident
management.

Part 1: 6 (Detection and Reporting), 7 (Assessment
and Decision), 8 (Responses) and 9 (Lessons Learnt)
— the content could help to operate information
security incident management.

4.2.3 Monitor and review the ISMS
The organization shall do the following.

a) Execute monitoring and reviewing procedures
and other controls to:

2) promptly identify attempted and successful
security breaches and incidents;

4) help detect security events and thereby
prevent security incidents by the use of
indicators.

b) Undertake regular reviews of the effectiveness
of the ISMS (including meeting ISMS policy
and objectives, and review of security controls)
taking into account results of security audits,
incidents, effectiveness measurements,
suggestions and feedback from all interested
parties.

Part 1: 9 (Lessons Learnt) — the content could help to
monitor and review information security incident
management.

4.3.3 Control of records

Records shall be kept of the performance of the
process as outlined in 4.2 and of all occurrences
of significant security incidents related to the
ISMS.

Part 1: 5.1 (Overview of key activities) and 6
(Detection and Reporting) — the content could help to
define the scope of the records.

13 Information security incident management

Part 1: 4 (Overview) for the overview of the
implementation of information security incident
management.

Part 1: 5 (Plan and Prepare) — the content could help
to implement information security incident
management.
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ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

A.13.1 Reporting information security events and
vulnerabilities

Objective: To ensure information security events and
vulnerabilities associated with information systems are
communicated in a manner allowing timely corrective
action to be taken.

Formal event reporting and escalation procedures
should be in place. All employees, contractors and third
party users should be made aware of the procedures for
reporting the different types of events and vulnerabilities
that may have an impact on the security of
organizational assets. They should be required to report
any information security events and vulnerabilities as
quickly as possible to the designated PoC.

Part 1: 5 (Plan and Prepare) (in particular, see
5.4 Information security incident management
scheme, 5.5 Establishment of the IRT, 5.6
Technical and other support, 5.7 Awareness and
training and 5.8 Scheme testing.) and 6
(Detection and Reporting) — the content could
help to report information security events and
vulnerabilities

A.13.1.1 Reporting information security events

Control: Information security events should be
reported through appropriate management channels as
quickly as possible.

A.13.1.2 Reporting security vulnerabilities

Control: All employees, contractors and third party users
of information systems and services should be required
to note and report any observed or suspected security
vulnerabilities in systems or services.

A.13.2 Management of information security incidents
and improvements

Objective: To ensure a consistent and effective approach
is applied to the management of information security
incidents.

Responsibilities and procedures should be in place to
handle information security events and vulnerabilities
effectively once they have been reported. A process of
continual improvement should be applied to the
response to, monitoring, evaluating, and overall
management of information security incidents.

Where evidence is required, it should be collected to
ensure compliance with legal requirements.

A.13.2.1 Responsibilities and procedures

Control: Management responsibilities and procedures
should be established to ensure a quick, effective, and
orderly response to information security incidents.

Part 1: 7 (Assessment and Decision), 8
(Responses) and 9 (Lessons Learnt) and Annex
A (Example of Information Security Incidents
and Their Causes).

Part 1: 7 (Assessment and Decision) and 8
(Responses) — the content could help to define
the responsibilities and procedures.
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ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

A.13.2.2 Learning from information security incidents

Control: There should be mechanisms in place to enable the
types, volumes, and costs of information security incidents to be
guantified and monitored.

A.13.2.3 Collection of evidence

Control: Where a follow-up action against a person or organization
after an information security incident involves legal action (either
civil or criminal), evidence should be collected, retained, and
presented to conform to the rules for evidence laid down in the
relevant jurisdiction(s).

Part 1: 9 (Lessons Learnt) and Annex
A (Example of Information Security
Incidents and Their Causes) — the
content could help to learn from
information security incidents.

Part 1: 7 (Assessment and Decision)
and 8 (Responses) — the content
could help to define the procedures to
collect evidence.
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