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Introduction: 
SG13 is pleased to inform you that we held several special sessions to include meetings with Q8/17 representatives during the 2013 February SG13 meeting. The purpose of these meetings was to discuss the separation of cloud computing security work between SG13 and SG17. The meetings also provided an opportunity to draft a material useful in a potential response to TSAG concerning the WTSA-12 task described in Annex 1.

Discussion: 
During the opening plenary of the WP2/13 meeting, Contribution C-087 from the US Administration was discussed. WP2/13 agreed to support the proposal outlined in C-87 and to form an ad-hoc group to refine the text in the Contribution. The result of the ad-hoc editing group (TD 6 (WP2/13)) was presented in a joint Q8/13, Q17/13, Q18/13, Q19/13 and Q8/17 meeting. 
Q8/17 discussed the output of the SG13 cloud security ad-hoc and developed a draft Table that allocated the tasks to either SG13, SG17, or both via a common project(s). The allocation of tasks was based largely on the tasks identified by the SG13 ad-hoc group. The draft Table was then refined in a joint Q8/13, Q17/13, Q18/13, Q19/13 and Q8/17 meeting and a subsequent ad-hoc group of several interested individuals to include several representatives from SG17. This ad-hoc group reached an agreement concerning the arrangement of tasks between SG13 and SG17 (Annex 2) and it was approved during the SG13 closing plenary. It was recognized that there are several tasks that are mutually important to SG13 and SG17 which may require close collaboration and coordination. These tasks are listed as common to both SG13 and SG17 in Annex 2 and are candidates for mutual agreement of both Study Groups during the Recommendations (possibly including supplements) approval procedure. These types of Recommendations could use a double numbering between X-series and Y-series.
Conclusions: 

Annex 2 represents a good starting point for a joint SG13 and SG17 meeting concerning the separation of cloud computing security work in ITU-T. 

Proposals:
1. We propose that representatives from SG13 and SG17 meet during the first week of the April SG17 meeting. The purpose of this joint meeting is to continue the discussion of Annex 2. We believe this type of joint meeting will be very useful in completing the task outlined by WTSA-12 concerning the separation of cloud security work in ITU-T. 
2. If subsequent meetings are needed beyond the first week, we propose remote participation via GoToMeeting for those individuals who must attend the JTC 1/SC 27 meeting that overlaps with the SG17 meeting.
3. We further propose that a joint SG13 and SG17 liaison be prepared for distribution to TSAG that is based on the results of the April joint SG13/SG17 meeting.   
4. We propose that this jointly prepared proposed SG 13 and SG 17 liaison be singularly approved by SG 17 during its meeting and forwarded to TSAG and by SG 13 (by correspondence) and then forwarded to TSAG.  (Note that the final version that originates from SG 13 and SG 17 may differ in content if the collaborative efforts to have a mutually agreeable solution fail.)
Annexes:

Annex 1: Result of the WTSA-12 discussion on allocation of cloud security work (TD 84 (WTSA-12)) 
Annex 2: Cloud security Tasks distribution between SG13 and SG17
Annex 1
 Result of the WTSA-12 discussion on allocation of cloud security work 
(TD 84 (WTSA-12)) 
Output from WTSA-12, COM 4 report Doc 111 Rev1: to ask ITU-T Study Groups 17 and 13 to collaborate to identify possible areas of cloud computing security studies for Study Groups 13 and 17 and present the suggestions to the TSAG meeting in June 2013 that is mandated to take decision in June 2013 meeting. In the meantime, Questions H/17 and H/13 should take advantage of the opportunity afforded by the February 2013 meeting of Study Group 13 and the April 2013 meeting of Study Group 17 to collaborate. Until TSAG makes a decision by consensus in June 2013, Questions H/13 and H/17 should continue as per the mandates in their current Questions. Such collaboration between ITU-T Study Groups 13 and 17 shall not be interpreted or prejudge the final decision of the June 2013 meeting of TSAG.
Annex 2
Cloud security Tasks distribution between SG13 and SG17
	Task
	WP2/13 Proposal
	Q8/17 Proposal
	Owner
	Results of Discussions
	Existing Work

	Example Cloud security use cases
(Develop example cloud computing security use cases)
	SG13
	SG13
	SG13
	Both SGs feel that Use Cases are of limited use compared to threat analysis
	

	Functional Architecture
(Develop a functional cloud computing security Architecture)
	SG13
	SG13
	SG13
	Cloud Architecture. SG17 provides feedback on security aspects.
	

	Identify the security threats
(Identify cloud computing security threats for service categories and deployment models)
	SG13
	SG17
	Common Project
	SG17 proposes they start from X.ccsec. Seen as critical for SG17 to work.
	X.ccsec in Q8/17

	Derive security requirements: based on threats analysis and use  cases
	SG13
	SG17
	Common Project
	Both groups feel that threats and requirements for a given topic should be addressed in the same SG
	X.ccsec in Q8/17

	Identify areas where there is a lack of security capabilities or mechanisms
	SG17
	SG17
	SG17
	
	

	Allocation of Security functions to cloud computing functional architecture layers and functional blocks
	SG13
	SG17
	Common Project
	Greater detail than in CT-CCRA. Collaboration with SG13 essential.
	

	Detailed description of Security functions
	SG17
	SG17
	SG17
	Can include information flows, dynamic behaviour, etc (e.g. per I.130)
	

	Fundamental concepts for security architectures
	SG17
	SG17
	SG17
	Not specific to cloud, but can be applicable to cloud computing
	

	Defining trust models
	SG13
	SG17
	Common Project
	Not clear. Huge topic. No clear requirements.
	X.oitf in Q10/17

	Existing Security mechanisms
(applicable to cloud computing service categories and deployment models)
	SG17
	SG17
	SG17
	
	

	New security mechanisms
(applicable to cloud computing service categories and deployment models)
	SG17
	SG17
	SG17
	
	

	Security Management (ISMS family: working with JTC1/SC27)
	SG17
	SG17
	SG17
	
	Common text with ISO/IEC 27017

	Security Best Practices & Guidelines
	
	SG17
	
	
	

	Operational Security
	
	SG17
	
	
	x.goscc in Q8/17

	Existing work items already under way
	
	Continue in current Question
	To be agreed
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