- 2 -


	INTERNATIONAL TELECOMMUNICATION UNION
	‘joint coordination activity’ on Cloud Computing

	TELECOMMUNICATION
STANDARDIZATION SECTOR

STUDY PERIOD 2013-2016
	Doc 63

	
	English only

Original: English

	TD

	Source:
	SG17 liaison officers to JCA-Cloud

	Title:
	SG17 input to ITU-T JCA Cloud roadmap

	Contact:
	Liang Wei
	weiliang73@gmail.com

	
	Koji Nakao
	ko-nakao@kddi.com


ITU-T SG17, lead study group on security, is studying cloud computing security and currently has five draft Recommendations in progress which address cloud computing security specifically.
SG17 proposes the material in the table to be included into the ITU-T JCA-Cloud roadmap document.

	Activity domain

	Entity
	Title of deliverable
	Scope of deliverable
	Current status
	Starting date
	Target date

	
	ITU-T SG17
	X.ccsec
High-level security framework for cloud computing
	This Recommendation provides a high-level security framework for cloud computing based on the analysis of cloud security threats, security requirements and security areas. This security framework provides the methodology for identifying the security functions that are required within each functional block of the reference architecture of cloud computing. This can then be used to guide the development of security controls, policies, and procedures for the specific cloud service models.
	draft
	2010-04
	2013-04 (determination)

	
	ITU-T SG17
	X.fsspvn

Framework for a secure service platform for virtual network
	This Recommendation defines the framework of service platform for virtual network (SPVN), which provides for establishing and managing virtual network. The service platform provides the functions of network connectivity (e.g. NAT transversal), security service (e.g. identity management in virtual network) and network management (e.g. security policy distribution, group management in virtual network). This Recommendation also describes the key technologies used in the service platform and the interfaces between the service platform and applications.
	draft
	2010-12
	2014-01 (determination)

	
	ITU-T SG17
	X.goscc
Guidelines of operational security for cloud computing
	This Recommendation provides guideline of operational security for cloud computing, which includes guidance of service level agreement (SLA) and daily security maintenance for cloud computing. The target audiences of this Recommendation are cloud service providers, such as traditional telecom operators, ISPs and ICPs.
	draft
	2012-03
	2014-01 (determination)

	
	ITU-T SG17
	X.idmcc

Requirement of IdM in cloud computing
	The Recommendation focuses on the harmonization of the telecommunication services in the cloud computing environment. This Recommendation starts from the use-case and requirements analysis in consideration of the existing industry efforts and it concentrates on how to harmonize the telecommunication services and the Internet services based on a common identity management infrastructure in the cloud computing environment.
	draft
	2010-12
	2014-01 (determination

	
	ITU-T SG17
	X.sfcse
Security functional requirements for Software as a Service (SaaS) application environment
	This Recommendation provides a generic functional description for secure service oriented Software as a Service (SaaS) application environment that is independent of network types, operating system, middleware, vendor specific products or solutions. In addition, this Recommendation is independent of any service or scenarios specific model (e.g., web services, Parlay X or REST), assumptions or solutions. This Recommendation describes a structured approach for defining, designing, and implementing secure and manageable service oriented capabilities in telecommunication cloud computing environment.
	draft
	2011-04
	2014-01 (determination)


Note: There are plans in SG17 to create a new work item X.cpcc, Code of practice for information security controls for cloud computing services based on ISO/IEC 27002; but this planned work item yet needs to be confirmed by SG17 in April 2013
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