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Executive Summary
The Workshop on Standardization in e-health that took place in Geneva from 23 to 25 May 2003 convened by TSB Circular 151 (12 March 2003) and was prepared with the joint efforts of ITU-T Study Group 16 (Multimedia Systems, Services and Terminals) and ITU-D Study Group 2 (Development and management of telecommunication services and networks). This Workshop had as main objectives bringing together key players in e-health standardization and interoperability, to define a framework for standardization, to identify areas of possible coordination and cooperation, and to elaborate a standardization work plan, identifying possible ITU-T and ITU-D role.

The development of advanced digital and telecommunications techniques has enabled the development of very sophisticated equipment used in the medical area, as well as has contributed to distributed learning. Unfortunately, most solutions have been developed on a proprietary or ad-hoc basis, posing challenges to institutions working in the medical area willing to integrate their infrastructure and procedures, as well as to share resources with other institutions distributed in wide geographical area. These geographically distributed scenarios include not only sharing of resources and data amongst institutions in the developed countries but also serve to support provision of medical services and education in remote locations, e.g. in developing countries as well as disaster areas. Shared databases can reduce costs and increase efficiencies but can also enable early detection of epidemics and even bio-attacks. 

Standardization in e-health has long been sought as a key element in support of these activities, but has so far not produced a very high level interoperability desired by many. In organizing this Workshop, ITU-T, with the support of ITU-D and the participation of ISO, IEC and other SDOs, aimed at identifying the key issues needed in support of attaining this goal and to identify a possible role to be played in ITU-T to promote such standards.

Information and background information was posted on the ITU-T website (http://www.itu.int/ITU-T/worksem/e-health/index.html), which also contains the papers presented and the webcasting audio records of the presentations. The Workshop had an excellent attendance, as 114 participants from 41 different countries attended the Workshop. Twenty-five developing countries were represented in this event.

The Workshop opened with addresses by representatives of the two ITU sectors and WHO. After the opening session, one tutorial session giving also an overview of current standardization work and session on user’s requirements and perspectives were organized, followed by a panel. The second and third days concentrated on technical perspectives, and the third day closed with an overall panel, where the medical users and technical perspectives were brought together. 

The titles of these sessions were:


Tutorial & current standardization overview


User requirements and perspectives


Case studies


Towards a common understanding on e-health standardization – Panel discussion


Medical records and medical data


Patient data, ethical, legal and security issues


Telecommunications in support of e-health


Medical imaging and standards


Interoperability and Quality of Service


Economic benefits of e-health standardization


Panel discussion: e-health standardization; conclusions and recommendations

The Technical Sessions of the Workshop were complemented by a poster exhibition. A number of projects implemented by ITU-D and ongoing Telemedicine Pilot Projects in the developing countries were presented. Various Telemedicine solutions proposed and implemented in developed countries were also demonstrated on the posters. Results of the International Telemedicine Trade Fair were also presented. Additionally, several written contributions and other additional materials were available to the Workshop participants.

The key findings of the Workshop were presented at its closing session, which will be followed up by ITU-T Study Group 16 and ITU-D Study Group 2 in their ongoing work. The main outcome of the Workshop was the preparation of an action plan, which detailed the creation of an E-health Standardization Coordination Group (eHSCG), to be implemented soon after the Workshop.

This report is organized as follows. 


Section 1 contains an overview of the background to the Workshop. 


Section 2 contains the highlights of the main points raised in the tutorial session (Session 0) and in each of the subsequent technical sessions (Sessions 1 though 9). 


Section 3 contains the highlights of the Panel discussions held on the last day of the Workshop. 


Section 4 contains the action plan approved by the Workshop, including the draft terms of reference for a standardization coordination group. 


Section 5 contains a summary of the poster exhibition at the Workshop.  


Section 6 contains the Draft Action Plan prepared at the Workshop. 


Section 7 contains the conclusions from the Workshop. 

This report also contains three annexes:


Annex A summarizes the Workshop Programme. 


Annex B displays the results of the user satisfaction survey at the Workshop.


Annex C lists the members of the Workshop Steering Committee.


Annex D has a list of acronyms used in this report.

1. Introduction

The Workshop on Standardization in e-health that took place in Geneva from 23 to 25 May 2003 convened by TSB Circular 151 (12 March 2003) and was prepared with the joint efforts of ITU-T Study Group 16 (Multimedia Systems, Services and Terminals) and ITU-D Study Group 2 (Development and management of telecommunication services and networks) with the overall objectives to:


Bring together key players in e-health standardization and interoperability today.


Define a framework for standardization.


Identify areas of possible coordination and cooperation.


Prepare a standardization work plan, identifying possible ITU-T and ITU-D role.

The development of advanced digital and telecommunications techniques has enabled the development of very sophisticated equipment used in the medical area, as well as has contributed to distributed learning. Unfortunately, most solutions have been developed on a proprietary or ad-hoc basis, posing challenges to institutions working in the medical area willing to integrate their infrastructure and procedures, as well as to share resources with other institutions distributed in wide geographical area. These geographically distributed scenarios include not only sharing of resources and data amongst institutions in the developed countries but also serve to support provision of medical services and education in remote locations, e.g. in developing countries as well as disaster areas. Shared databases can reduce costs and increase efficiencies but can also enable early detection of epidemics and even bio-attacks. 

Standardization in e-health has long been sought as a key element in support of these activities, but has so far not produced a very high level interoperability desired by many. In organizing this Workshop, ITU-T, with the support of ITU-D and the participation of ISO, IEC and other SDOs, aimed at identifying the key issues needed in support of attaining this goal and to identify a possible role to be played in ITU-T to promote such standards.

Information and background information was posted on the ITU-T website (http://www.itu.int/ITU-T/worksem/e-health/index.html), which also contains the papers presented and the webcasting audio records of the presentations. An electronic version of this report can also be found at the same address.

Section 2 contains the highlights of the main points raised in the tutorial session (Session 0) and in each of the subsequent technical sessions (Sessions 1 though 9). Section 3 contains the highlights of the Panel discussions held on the last day of the Workshop. Section 4 contains the action plan approved by the Workshop, including the draft terms of reference for a standardization coordination group. Section 5 contains overall conclusions of the Workshop.  This report also contains three annexes. Annex A summarizes the Workshop Programme. Annex B contains the outcomes of discussions and conclusions during the different sessions of the Workshop. Annex C Contains the Draft Action Plan prepared at the Workshop. Annex D displays the results of the user satisfaction survey at the Workshop. Finally, Annex E lists the members of the Workshop Steering Committee.

2. Highlights of Technical Sessions

The Workshop had one tutorial session and nine technical sessions, as follows:


Tutorial & current standardization overview


User requirements and perspectives


Case studies


Towards a common understanding on e-health standardization – Panel discussion


Medical records and medical data


Patient data, ethical, legal and security issues


Telecommunications in support of e-health


Medical imaging and standards


Interoperability and Quality of Service


Economic benefits of e-health standardization

In the following, the outcome from the various Workshop sessions is presented.

2.1 Session 0 and Session 1 – Tutorial, Current Situation & User’s Perspective

Session Chair & Coordinator: Mr L. Androuchko, Rapporteur Question 14 1/2, ITU-D SG 2

2.1.1 Session Objectives

Session 0 provided the Workshops participants with an overview of issues in e-health and overview of current standardization work in different Standard Development Organizations. Session 1 aimed to identify user segmentation (governmental, military, institutions, end-users etc) and their respective needs from different angles (e.g. technical, medical, operational).

2.1.2 Presentations in Session 0

· Tutorial: What is Telemedicine/E-health?; Mr. L. Androuchko, ITU-D SG 2

· Overview of the TC 215 WG2 activity in the telemedicine-related area; Mr. M. Reynolds, ISO TC 215 

· IT-Standardisation in Healthcare – Coordination of international Activities; Mr. H. Siebold, IEC TC 62

· European standardization of Health Informatics; Mr. G. Klein, Chairman of CEN/TC 251

2.1.3 Presentations in Session 1

Session Chair: Ms I. Larizgitia, Dept of Health Service Provision, WHO

Session Coordinator: Mr L. Androuchko, Rapporteur Question 14 1/2, ITU-D SG 2

· Telemedicine standardization within NATO; Mr. D. Lam, U.S. Army, TATRC

· APT Second Opinion Centre; Mr. K. Kurokawa, presented by Mr. I. Nakajima, Tokai University

· E-health experience in Copenhagen University Hospital; Mr. O. Bergsten, Denmark

· European telemedicine standard on medical training and remote diagnosis of patients; Ms A. Helgesson; Care Service Administration, Sweden

2.1.4 Overview of issues User Comments & requirements
· A common understanding is that standardization in e-health is not meeting already existing needs of users. 

· There are many organizations developing different standards at a national, regional and even international level, but there is often a lack of knowledge on these existing standards and developments.

· Nevertheless, there is no strategic vision developed together and agreed upon, and there are in some cases competing standards. 

· Taking teleradiology as an example it is noteworthy that although DICOM is the worldwide de-facto standard, it is not a formal international standard.

· The ITU as a leading standard developing organization is the field of telecommunication and representing the interests of 189 member states has not been seriously involved in the process of developing specific e-health standards, or in ensuring that the development of ITU-T standards (i.e., Recommendations) explicitly support e-health requirements.

· The interest on telemedicine and its applications is not the same in developed and developing countries. During the Workshop, the view of developing countries representatives was that, while developed countries can continue lengthy discussion on cost-effectiveness of telemedicine, developing countries need telemedicine today in order to improve the use of existing limited medical resources by introduction, for example, of teleconsultation and distance medical training.

· Several countries (both developing and developed) are not awaiting the final international version of EHR (electronic health record). Each country is doing its own version of EHR by simply converting into electronic form the existing rules and paper procedures.

2.1.5 A proposal from the Session 1 Chair

· Set up an E-health Standardization Coordination Group (eHSCG) on Standardization for e-health in the framework of ITU-T Study Group 16. 

· Possible fields for cooperation:

· Video coding

· Security

· Quality of Service concepts and specifications

· Interoperability of Multimedia systems

· Mobile technologies in support of e-health applications.

· All international and regional standard development organizations and different forums active in standardization for e-health should be invited.

· Each participating organization should nominate a liaison person to work in eHSCG. ITU-T will provide secretariat support.

The eHSCG would:

· Make an inventory of the current situation with regard to international standardization applicable to e-health.

· Identify gaps based on user requirements.

· Propose priority areas.

· Identify common components for different telemedicine standards (e.g. security) in order to avoid duplication of work in different organizations.

2.1.6 Conclusions

· There is perceived to be an urgent need for international standards for coding of medical information (text, audio and video) but actually what is needed is better dissemination of the existing ones.

· For the industry, there is perceived to be a need for international standards for acquisition of medical information for telemedicine applications.

· There is perceived to be a lack of standards for data exchange between hospital information systems and specific applications used in technical medicine (radiology, laboratory, echo cardiology, etc.).

· There is perceived to be a lack of agreed (easy and secure) identification methods for telemedicine applications.

2.2 Session 2 – Case studies

Session Chair: Mr R. Welz, WDS Technologies SA

Session Coordinator: Mr P. Kantchev, BDT

2.2.1 Session Objectives

The objectives of Session 2 were to highlight recent e-health implementation experiences in different countries, with an emphasis on the standardization perspective.

2.2.2 Presentations in Session 2

· Overview of ITU-D case studies; P. Kantchev; BDT, ITU, Switzerland

· Keneya blown: the telemedicine pilot project in Mali; O. Ly, Geneva University Hospital, Switzerland

· Force Feedback Ultrasound Service; P. Thorel, France Telecom, R&D Telemedicine Services, France

· Argonaut 3D Virtual Medical Team; P. Thorel, France Telecom, R&D Telemedicine Services, France

· East Bhutan Tele-ECG Project; A. Subekti, Tokai University, Japan

2.2.3 Overview of issues in the session

· It was pointed out that no single standard can cover the global complexity of e-health applications.

· Some of the e-health standards are perceived as difficult to understand, as they relate to complex, highly technical issues.

· Missing bandwidth and slow implementation, particularly in developing countries.

· A large scale/Multi-vendor experience is missing.

· Missing Interoperability scenarios make large-scale (e.g. nation-wide) projects difficult.

· Standard for ECG encoding is perceived to be missing, actually the CEN/AAMI prEN1064:2003 SCP-ECG (Health informatics - Standard communication protocol - Computer assisted electrocardiography) has been in existence for 10 years.

· The combination of mobile technology and telemedicine technology will probably have some impact.

2.2.4 Recommendations

· There is no need for a new big healthcare standard to be started; rather “Meta”, or "Bridging", standards (like IHE or HL7-RIM) are now important.

· Coordination between ITU/ISO/CEN/DICOM/HL7 to be promoted.

· Follow-up studies should give better feedback.

· Large-scale projects should be promoted to test multi-vendor compatibility.

· Appropriate usage of XML should be promoted within the standards.

· Open Source/Royalties free standards should be sought.

· Special needs must be considered.

2.2.5 Follow up actions

· Diffusion of synthesized and compact information on ITU web sites with links to standards, projects & companies.

· Publication of guidelines for e-health implementers.

· Consider the creation of a “Telemedicine Reference Model”.

· Creation of an expert committee to synthesize/profile e-health standards.

· Organisation of informational conferences in developing countries.

· Linkage of national pilot projects to test interoperability.

· Ensure that overview standards or guidance documents are available for different application areas. Some examples are:

· BS 8421-1:2003  (Guide to health informatics - Results of healthcare service procedures - Delivery to end-users - Part 1: General guidance and recommendations)

· ISO/EN/IEEE 11073-00000 (Health informatics - Point-of-care medical device communication - Framework and overview)

· ITU-T Supplement 1 to H-Series of Recommendations (Application profile - Sign language and lip-reading real-time conversation using low bit-rate video communication; May 1999)

2.2.6 Conclusions

· E-health is slowly but surely happening. Be patient, telemedicine will not happen before IT is integrated sufficiently within hospitals (happening now).

· Time runs for consolidation and information rather then for new standards.

· Special attention for developing countries is needed so that there is not only a digital divide between North and South but within these areas.

In view of the conclusions above, the following proposal was made. 

· There is a need for a group of (volunteer) experts who could advise on what is / is not useful.

· Set up a Study Question for standardization that will enable interoperability in the ITU-T SG 16

· Organize systematically

· Filter what is available

· Democratic way of position taking

· Practical guidelines for setting up case studies

· Meet frequently

· Privileged web site

· Standards should not come after deployment, but elaborated pro-actively considering realistic user requirements

2.3 Session 3 – Towards a common understanding on e-health standardization

Session Chair: Mr Y. S. Kwak, Chairman-designate of ISO TC215

Session Coordinator: Mr M. Reynolds, ISO TC215 WG 2, Vice Convenor

2.3.1 Session Objectives

Session 3 was organized as a panel session that aimed at stimulating discussions on what should or should not be addressed by standardization.

2.3.2 Overview of issues in the session: 

Economic and social issues

· Economic motivators for deployment of telemedicine remain unclear if the health element is taken alone.

· Seem more positive if the economic impact on social care is included.

· Social engineering effects are reasonably easily demonstrated.

Interoperability

· It is possible, according to Indian experience, to ‘impose’ the use of standards to achieve interoperability. 

· However, the majority of telemedicine products are closed and proprietary so interoperability between complementary aspects of telemedicine products and the health record is not possible. 

· This lack of interoperability prevents telemedicine being usefully deployed in mainstream healthcare, and limits it to pilot work.

Sharing of information

· The lack of wide dissemination of the positive (and negative) outcomes of telemedicine projects hinders learning from the experience of others.

· It would be valuable if projects ensure that their results are made available to ISO TC215 and ITU-D, ITU-T secretariats for dissemination amongst their interested experts.

· Telemedicine information and educational resources need to be available at low cost (preferably free) for the developing countries, which have severe financial constraints.

Understanding the use case

· Independent of the technologies, there has to be a clear understanding of the individual scenarios that are to be supported.

· From an informal, but complete, exploration of the use scenario a formal model of the use case can be derived. From the use case the appropriate information and technical components can be identified.

· When sufficient use cases exist they should be compared and common features generalised to form the basis of appropriate standards and operational profiles.

2.3.3 Recommendations

· Understand and be explicit about economic and social issues.

· Interoperability is essential for “real-world” operational systems integrated into healthcare processes.

· Sharing of information about work is essential to prevent reinvention of wheels and reduction of cost of deployment.

· Understanding the use cases is essential to successful implementation, and the basis for meaningful co-operation in developing standards to achieve interoperability.

2.3.4 Follow-up actions

· Disseminate information on economic and social issues

· Promote the need for interoperability as the motor for real deployment of health record and telemedicine solutions.

· Share information about work to prevent reinvention of wheels and reduction of cost of deployment.

· Develop the use cases as the basis for meaningful co-operation in development of standards to achieve interoperability.

2.3.5 Conclusions

Chairman’s suggestions:

· Establish a Liaison from ITU to ISO TC215 to enable early sharing of appropriate documents

· ISO TC 215 and ITU to provide ITU-hosted website, simply as a referencing and search engine to other telemedicine websites worldwide

· ISO TC 215 and ITU to jointly develop, by mutual participation of self-nominated experts, use cases as the basis for identifying and, where appropriate, developing appropriate standards and profiles to enable interoperability.

2.4 Session 4 – Medical records and medical data

Session Chair: Mr G. Klein, Chair CEN TC251; Convenor ISO TC215 WG4

Session Coordinator: Mr G. Sebek, TSB

2.4.1 Session Objectives

Session 4 aimed at discussing several points related to medical records and medical data, in particular:

· Basic requirements for electronic data interchange in e-health. 

· Current status of standardization related to patient file and clinical information. 

· What data to be processed and what protocols to be used. 

· How is standardized Multimedia data handled for specialized medical records?

2.4.2 Presentations in Session 4

The following presentations were given in this session:

· Models of electronic data interchange in e-health; Mr M Reynolds, CEN TC251, ISO TC 215 

· Technical advantages of using ASN.1. for Telemedicine/E-health, Mr J Larmouth, UK

· Towards Standards for Management and Transmission of Medical Data in Web Technology; Mr F. Sicurello, Italian Telemedicine Association, President

· Highlights from European EHR standards work; Mr G Klein

Highlights from Presentation 1: 

“Models of electronic data interchange in e-health”

· Medical records and medical data: models of electronic data interchange:

· Text, and rarely with supplementary complex information

· As messages or documents 

· Need to understand how to do information management and technology:

· What, why and how?

· By whom, and when?

Highlights from Presentation 2

“Technical advantages of using ASN.1 for Telemedicine/E-health”

· ASN.1 is a notation for defining the content – the abstract syntax of documents, which is supported by compact binary encoding rules

· All message formats defined using ASN.1 can have both an XML format and a binary format 

· Tools are available to map message formats between compact binary and XML formats for such messages (in both directions)

· Ongoing work: The application of ASN.1 to SOAP and web services, mapping UML to ASN.1

Highlights from Presentation 3

“Towards Standards for Management and Transmission of Medical Data in Web Technology”

Phases of medical record standardization process:

1.
structure analysis of medical records;

2.
random retrieval and review of records of cases;

3.
comparison of the results among the different records;

4.
recording of data from new cases using a common record format.

Highlights from European EHR standards work

CEN/TC 251 is working on the revision of an extensive multipart pre-standard 13606 for Electronic Record Communication together with the global OpenEHR foundation.

	EHR
	The electronic health record for one person 

	Folders
	High-level organisation of the EHR e.g. per episode, per clinical speciality

	Compositions
	Set of entries committed at one date/time; e.g. progress note, report, letter, test result

	Sections
	Clinical headings reflecting the workflow and consultation/reasoning process 

	Entries
	Clinical “statements” about Observations, Evaluations, and Instructions 

	Clusters
	Compound entries e.g. blood pressure, full blood count

	Elements
	Element entries; e.g. reason for encounter, body weight

	Data values
	E.g. coded terms from term sets, measurements with units, etc


2.4.3 Overview of issues in the session

· Different health care organizations need to be able to communicate structured health records electronically. 

· The major requirement is for a store and forward service with standard e-mail techniques, today mainly SMTP but still X400 MHS is used in several European countries for health messages. 

· The lack of implemented standard structures for electronic health record is a major difficulty. 

· There are promising standardization activities going on in CEN and ISO that should be given strong support particularly with implementation and national and specialty customisation.

· Structured health records should in some cases be able to contain multimedia representation with different possibilities for changing the rendering of the primary captured image objects. 

· A major issue for interoperability of health records even if the new basic structure standards are used is to have available templates for different uses and large multilingual international reference terminologies for different purposes, lists of findings, diagnoses, procedures etc. 

· International co-operation and governmental steering may be required. 

2.4.4 Recommendations for an Action plan

· Clear need to handle multimedia records, even though today most of the records are text (ASCII or documents)

· Need to harmonize terminology, so that different medical cultures (even between same specialties) would be able to more easily parse information on a record.

The following items should be addressed in the near future:

· Establish joint forum for planning co-ordination

· A planning group with representatives of major organizations involved in e-health standardization shall be formed which also includes representatives of some international health related stakeholders.

· The following organizations should start this group: ITU-T, ISO, CEN, DICOM, IEEE, WHO

· The task is to increase information about ongoing standards activities in the respective organizations, avoid duplication and enhance co-operation where appropriate.

· Organize an action for international information about standards for e-health.

· An activity should be started within ITU-D with the assistance of the above-mentioned planning group to disseminate information about available standards for e-health and ongoing activities of different organizations. This activity may involve the web, conferences and special seminars and courses in different countries. 

· There will be an emphasis on the needs of the developing countries.

· This will also include dissemination of information on relevant inter-sector standards for e-health.

· Promote Pilot project demonstrations:

· ITU-D shall in its further work with pilot projects in developing countries make a special effort of ensuring that standards are used and demonstrated

2.5 Session 5 – Patient data, ethical, legal and security issues
Session Chair: Mr D. Chadwick, ITU-T Study Group 17

Session Coordinator: Mr G. Sebek, TSB

2.5.1 Session Objectives

Session 5 had amongst its objectives to identify the legal framework into which the standardization work has to be carried out and to present an overview of specific requirements for privacy, data protection and data security in e-health applications. Also, presentations were made on existing standardized security mechanisms.

2.5.2 Presentations in Session

· Security needs for Telemedicine; Mr Ph. Feuerstein, Radiologie, CH de Mulhouse

· The use of X.509 in E-healthcare; Mr D. Chadwick, Contributor to Q 9/17 on directory services & systems, ITU-T Study Group 17

· Security standards for health communication from ISO and CEN; Mr G. Klein, Convenor of ISO/TC 215/WG 4, and chairman of CEN/TC 251

· EHTEL - European Health Telematics Association; Mr M. Denz, EHTEL AWG Health Authorities, Swiss Medical Association FMH

· Standards for Confidentiality and Security in Health Care; Mr P. Waegemann, CEO, Medical Records Institute, Chair, ASTM Standards Committee E31 on Health Informatics; Chair, US TAG to ISO TC 215 on Health Informatics; Vice-Chair, Mobile Healthcare Alliance (MoHCA)

Highlights from Presentation 1

“Security needs for Telemedicine”

· Expressed security requirements from a user’s point of view, with an overview of the following aspects: confidentiality, authenticity, integrity, availability, auditability, anonymity and copyright protection

· Never underestimate the need for standardizing “manware” (by which the speaker meant user aspects of the system) as well as hardware and software

· Speaker would like a data transfer auto-destruction mechanism if someone attempts un-authorized access to data

Highlights from Presentation 2

“The Use of X.509 in E-healthcare”

· Speaker looked at how X.509 can be used for both strong authentication and strong authorisation

· It is still an issue how we authenticate patients electronically in a user acceptable manner, and how we allow an authorized relative to pick up an electronic prescription

Highlights from Presentation 3

“Security standards for health communication from ISO and CEN”

· Gave an overview of health informatics standards, which are often based on technology standards from ITU-T, ISO and IETF, but…

· We don’t only need standards for technologies, but also for trusted third party services, national and international agreements, and responsible users etc.

· A lot of standardisation work is needed in these softer areas, e.g. defining roles, security management procedures, and policies for TTPs etc.

Highlights from Presentation 4

“E-health legal issues”

· Martin Denz gave a short talk about EHTEL and EHTEL T6 working group for legal, security and privacy issues

· EHTEL objective is to promote the widespread use of Telematic in e-health.

· Additional material can be obtained from www.ehtel.org (see written contributions on the final edition CDROM)

Highlights from Presentation 5

“Standards for Confidentiality and Security in Health Care” - A view from the US

· E-health is different from e-commerce - Bilateral agreements are not acceptable in e-health care

· More than 200 general electronic security standards, but none apply specifically to e-health

· Trust in e-healthcare data is an issue – at least 5% of health data on the Internet is wrong

· Mobile security is needed for palm devices

· Speaker presented seven levels of electronic signature – lowest is self-generated, and strongest is PKI generated
2.5.3 Overview of issues in the session

· Users and patients requirements are important, and should not be overlooked or under-estimated e.g. in the US a top down approach to providing mobile access to EHR failed for years, but now doctors are demanding patient records be downloadable to their palm pilots.

· How do we authenticate professionals and patients in a way they can easily use and accept? Is PKI too difficult?

· How do we allow patients to authorize others to access their medical data and prescriptions?

· How can patients know they can trust health information on the Internet?

· How can unauthorized users be prevented from access?

2.5.4 Recommendations

· Security standards, which are usually built on existing technology standards such as SSL, X.509 etc., need to be specified or profiled for health-specific uses.

· We need softer standards as well as technology ones, for topics such as: security procedures, trusted third parties, defined roles (privilege attributes), international agreements, long term archiving etc.

2.5.5 Conclusions

There remains a need for international standardisation effort related to trust and security, not only in health specific technology related topics, but more importantly in the softer topics related to security management and international agreements.

2.6 Session 6 – Telecommunications in support of e-health
Session Chair: Mr P-A. Probst, ITU-T Study Group 16 Chairman

Session Coordinator: Mr S. de Campos Neto, TSB

2.6.1 Session Objectives

The objective of this Session was to give an overview of Telecommunications services, protocols, and access and transport technology in support of e-health and to identify possible extension of existing standards.

2.6.2 Presentations in Session 6

· H.323 MM-Systems for Telemedicine; P.E. Jones, Rapporteur for ITU-T Q.2/16

· Fibre Optics and xDSL last mile technologies applicable to e-health; P. Rosa, Counsellor ITU‑T SG 15

· Connecting the Health Community: the next Dimension for Patient Centred Care; J. Zimmermann, Siemens Medical Solutions/USA

Highlights from Presentation 1:

“H.323 Multimedia-Systems for Telemedicine”

· H.323 (Packet-based multimedia communications systems) was built from the ground-up as a multimedia conferencing protocol

· H.323 gained huge acceptance for VoIP and international recognized standard for multimedia communication over packet based networks (H.323 carries 90%+ of VoIP traffic today)

· H.323 is a system standard integrating audio, video and data functionalities

· Specific e-health requirements will need to be analysed

Highlights from Presentation 2:

“Fibre Optics and xDSL last mile technologies applicable to e-health”

· Fibre optic and xDSL access systems standards are in the mandate of ITU-T/SG15 as lead SG for Access Network Transport (ANT) and Optical Technology

· xDSL Standards allow today the transport of up to 26 Mbit/s from the local exchange to the user on the existing copper wire. The family of standards includes ADSL, VDSL, SHDSL, HDSL

· Fibre optic access systems standardized in SG15 are based on the Passive Optical Network concept (PON) using passive optical components and mono/bi-directional WDM techniques

· Optical Systems for PON access networks are specified in the G.983.x/ G.984.x series of Recommendations (symmetric or asymmetric, 155, 622 and 2488 Mbit/s)

Highlights from presentation 3:

“Connecting the Health Community: the next Dimension for Patient Centred Care”

· Role of industry to support and add value to the e-health customers and their communities

· Presentation of the IHE Vision for Growth as a model with four dimensions: workflows inside department, common consistent data, vertically integration of department, community

· Definition of a rational business framework and analysis of the workflows based on the patient, physician and payers expectations

· Focus on areas like privacy/confidentiality, architecture, standards/vocabulary, safety/quality

· Providing measurable benefits to patients and physicians creates the best chance for lasting success

· Choose the sequence of innovation introduction carefully, select for adoption

2.6.3 Recommendations

· Improve coordination and cooperation among ITU, IEC, ISO, other SDOs and other involved parties (e.g. DICOM) in order to ensure interoperability of Multimedia Systems and to benefit from the economic advantages of globally recognised standards.

· Adopt a business process oriented approach and set up priorities. 

· In the design for e-health applications, specific characteristics and suitability of the different technologies like copper, optics, satellite, mobile, WLAN, Bluetooth, etc., have to be considered when producing application profiles of standards (new or existing).

· Special attention should be given to the specific need of developing countries.

· Promote the benefits of the implementation of broadband wireless and/or fixed network infrastructure in developing countries.

· Explore the requirements for integration of the results of Telemedicine / Multimedia-supported procedures into EHR.

2.6.4 Follow-up actions

· Definition of capabilities of Multimedia-Systems to support e-health applications (e.g. Service definitions and description, architecture, coding, LDAP, security, etc), led by ITU-T SG 16 and in cooperation with other ITU-T SGs, ITU-D SG 2, ITU-R, ISO, IEC, CEN, and others.

· Promote e-health applications and the deployment of suitable access technologies in developing countries (e.g. international pilot projects, etc), led by ITU-D in cooperation with ITU-T, ITU-R, WHO, other UN-Agencies, Industry, Telecom Operators, health informatics groups, governmental healthcare agencies, etc.

· Analysis of the need for additional standards based on the main, or most urgent, business processes, led by the eHSCG involving all players.

· Define means for integration of the results of Telemedicine / Multimedia-supported procedures into EHR.

2.7 Session 7 – Medical imaging and standards

Session Chair and Coordinator: Mr I. Nakajima, Vice-Rapporteur Q14-1/2 ITU-D Study Group 2

2.7.1 Session Objectives

This session reviewed technical requirements for medical image transmission and gave an overview of existing standards for image and video compression and systems.

2.7.2 Presentations in Session 7

· MPEG-4 video transmission for ambulatory applications; Mr M. Hashimoto, NEC Co. Ltd.,

· Standard encoding protocols on image and video coding; Mr D. Lindbergh, Rapporteur Q E/16, ITU-T Study Group 16

· Success of DICOM standard; Mr C. Loef, DICOM Executive Committee, Interoperability Program Director, Philips Medical Systems, Best, The Netherlands

· Clinical Study on MPEG-2 Compression Based on the Rec. ITU-R BT. 500-9; Mr I. Nakajima, Vice-Rapporteur Q 14 1/2, ITU-D Study Group 2

Highlights from Presentation 1

“MPEG-4 video transmission on image and video coding”

· MPEG-4 video transmission was developed and applied to support real time telemedicine.

· Using multi-screen and vital data display, medical doctor can obtain realistic sensations at a triage centre.

· An algorithm using the spatial similarity in pictures was developed to recover raster errors and conceal packet loss.

Highlights from Presentation 2

“Standard encoding protocols on image and video coding”

ITU-T SG-16, Q.E/16 (Media Coding) and Q.6/16 (Advanced Video Coding) activities are presented.

· Overview of image coding standards, JPEG, JBIG, and JPEG-2000

· Overview of several video coding standards, especially ITU-T Rec. H.261, H.263, and H.264

· As regards ITU-T H.264 (Advanced Video Coding for Generic Audiovisual Services), a joint effort of ITU-T SG 16 and MPEG, compression gains of more than 50% can be achieved over MPEG-2

Highlights from Presentation 3

“Success of DICOM standard”

· DICOM is well positioned to continue to serve integration needs of medical imaging, including workflow, evidence information recording, effective access to imaging results in the enterprise.

· Active cooperation with other standards assures DICOM objects integration into future EHR – whether by reference, or through well-defined trans-coding mechanisms.

Highlights from Presentation 4

“Clinical Study on MPEG-2 Compression Based on the Rec. ITU-R BT.500”

· Based on ITU-R Rec. ITU-R BT. 500 (Methodology for the subjective assessment of the quality of television pictures), clinical study on MPEG-2 compression was performed.

· It is reported that at least 3 Mbit/s bandwidth required to transmit MPEG-2 with SD format.

· It is possible to calculate circuit (transponder) capacity based on suitable bandwidth and traffic numbers.

· It is reported that video in ambulance might be effective to save human life and reduce medical cost, if reliability channels are secured.

2.7.3 Overview of issues in the session

· DICOM is well positioned to continue to serve integration needs of medical imaging, including workflow, evidence information recording, effective access to imaging results in the enterprise.

· Advance video coding techniques (such as ITU-T Rec. H.264) might be expected to support telemedicine, not only for video conferencing but also for remote medical diagnosis. Increased compression gains will enable signals with good video quality over lower bandwidth channels.

2.7.4 Recommendations and follow-up actions

· ITU-T and DICOM should investigate the potential areas where collaboration between the two organizations would be mutually beneficial. 

· ITU-T should investigate the application of H.264 for performance of remote medical observation with real cases.

· ITU-T (with support from ITU-R) should develop a suitable video coding for fading channel to support mobile telemedicine, especially ambulatory applications.

2.8 Session 8 – Interoperability and Quality of Service

Session Chair: Mr J-Y Monfort, Chair ITU-T Study Group 12

Session Coordinator: Mrs J. Katona-Kiss, TSB

2.8.1 Session Objectives

Session 8 aimed to identify requirements for interoperability and Quality of Service (QoS) for health information systems, telemedicine networks, and telemedicine systems, and to review current standardization work.

2.8.2 Presentations in Session 8

· Interoperability and QoS implications of ISO TC 215 WG2; Mr T. Cooper Chairman, IEEE 1073, Technical Director, MDCIG / IEEE-ISTO, President, Breakthrough Solutions

· Architectures review for interoperability in e-health; Mr V. Traver, Project manager, Bioelectronics, Engineering and Telemedicine Group, ITACA, Polytechnic University of Valencia

· Basic requirements to Quality of Service (IP centric); Mr J-Y. Monfort, ITU-T SG 12 Chairman, France Telecom T&I/R&D

· ETHEL Interoperability in e-health; Mr. D. Denz, EHTEL AWG Health Authorities, Swiss Medical Association FMH

· Europe: TM-Alliance, facilitating e-health interoperability; Ms C. Bescos, Telemedicine Coordinator of TM-Alliance Project, European Space Agency

Highlights from presentation 1

“Interoperability and QoS implications of ISO TC 215 WG2”

· Presentation of ISO TC215 Interoperability & QoS across all working groups. The non-medical device interoperability work is concentrated on ISO layer 7.

· Presentation of ISO/EN/IEEE 11073-nnnnn (Health informatics - Point-of-care medical device communication - series), a.k.a. X73, point-of-care medical device communication (real time “Plug-n-Play”; efficient exchange of vital signs and medical data). It includes QoS Management.

· Need additional pilot projects to show capabilities of X73 protocols, as well as demand for interoperability from health care organizations.

· Support is welcome in adding security, web services, and rigorous LAN-based QoS support to the existing standards

Highlights from Presentation 2

“Architectures review for interoperability in e-health"

· An exhaustive presentation of available architectures for interoperability purposes IEEE 1471-2000, TOGAF (The Open Group Architecture Framework), paying special attention to “Telemedicine system Interoperability Architecture”

· There is a need of a common framework/architecture for the use of standards

· A list of standards for e-health and Telemedicine was given. It is perceived that each e-health domain has developed its own standards without reference to others. There is a need to solve problems of interoperability by deployment of existing or new (if needed) standards in several fields that have been identified (Distribution of components, Buses, User Interfaces, Medical devices, Terminology, Communications, etc)

Highlights from Presentation 3

“Basic requirements to Quality of Service (IP centric)”

· Overall presentation of ITU-T activities in QoS and network performance.

· Availability of preliminary limits for IP services. These data should be applied and adapted for telemedicine needs.

· Availability of QoS classes and ways to implement/signal/assess them under development.

· There is a need for more efficient integration of end-users context in QoS (concept of Quality of Experience, QoE) that could be applied to Telemedicine.

Highlights from Presentation 4

“EHTEL Interoperability in e-health”

· Key problems are not a technology issues, it is a matter of organisational development. Therefore e-health has to be seen as change management in healthcare by using ICT. EHTEL has identified critical success factors:

· Human-human interaction

· Understanding users need

· Trans-cultural management

· Education and training (skills)

· Organisational development

· Need to emphasize on communication and relationship management 

· Lower the number of competing standards, and the number of different data available (redundancy)

· Avoid over-specification of standards

· Interoperability has to be improved by interfacing heterogeneous systems. Need for modelling ICT into healthcare (coherence through existing models)

Highlights from Presentation 5

“Europe: TM-Alliance, facilitating e-health interoperability”

· Statement: Complexity in Europe to achieve a common e-health approach. Lessons learnt. 

· The aim of TM-Alliance (ESA, WHO, ITU) in interoperability

· Gathering multidisciplinary and international experts for the definition of Interfaces,

· Promoting and facilitating consensus

· Disseminating the agreements among the national policy makers, mass media and general public

· Their stated role is to facilitate the coordination between all the relevant actors in e-health and to disseminate and promote “best practices”

· Some concerns were expressed on the creation of one more coordination structure; nevertheless TM Alliance received some support. Feedback from the experts is welcomed

2.8.3 Overview of issues in the session

· Interoperability issues have been addressed during this session, but these problems have also been highlighted in other sessions.

· Interoperability issues are not only, or even mainly, technical.

· Interoperability architectures do exist, but there is a need of a commonly understood and agreed framework/architecture for the use of standards 

· Standardization is ongoing on LAN-based QoS for the real-time applications (remote control, etc).

2.8.4 Recommendations and conclusions

· There is a lack of communication. The Workshop could help to create contacts.

· These contacts need to be maintained and to begin to be productive after the Workshop. 

· There is a need to properly define “interoperability” and “QoS”, particularly when accounting for the different culture/terminology from the telecom and health informatics communities.

· Exchange of pieces of information on experiment/trial results in healthcare should permit to improve the existing requirements, in particular on QoS.

· Interoperability issues are not only technical as many international and national regulations (e.g. safety) apply to medical equipment and medical software. Interoperability architectures do exist, but there is a need of a common framework/architecture for the use of standards.

· Continue ongoing standardization on LAN-based QoS for the real-time applications (remote control, etc).

2.8.5 Follow-up actions

· Cooperation should be useful to identify QoS requirements with respect to regulated, safe and effective exchange of healthcare information.

· The different approaches identified under the term “interoperability” should be more detailed to increase the mutual understanding.

· Interoperability “events” – see ETSI, IMTC, IHE, IEEE-ISTO and other fora – might be used to fix the first implementations of standards (e.g. H.323, SIP…) at reasonable cost.

· It is necessary to take into account the user’s experience (acceptability). From user’s requirements point of view, it appears important to provide “user-friendly” interfaces in order to avoid misuses, lack of use or, even worse diagnose mistakes/errors. 

2.9 Session 9 – Economic benefits of e-health standardization

Session Chair: Mr Y. Kawasumi, Rapporteur Q 10 ITU-D Study Group 2 

Session Coordinator: Mr M. Tsuji, Osaka University

2.9.1 Session Objectives

This session gave an overview of the economic benefits of standards for e-health users, service providers, industry, governments, etc. The session also investigated the importance of coordination and promotion of standards for enabling those economic benefits.

2.9.2 Presentations in Session 9

· Measuring Economic Benefits of E-health: Theory and Practice; Mr M. Tsuji, Osaka University

· Economic benefits of E-health standardization from the US perspective; Mr P. Waegemann, CEO, Medical Records Institute; Chair, ASTM Standards Committee E31 on Health Informatics; Chair, US TAG to ISO TC 215 on Health Informatics; Vice-Chair, Mobile Healthcare Alliance (MoHCA)

· Economic benefits of E-health standardization from the Japanese perspective; Mr M Ishikawa, Kyoto University

Highlights from Presentation 1

Measuring Economic Benefits of e-health

· Revealed preference method

1. Travel cost method (Evaluation I) 

2. Replacement cost method (Evaluation II)

3. Hedonic method 

· Stated preference method

1. Contingent valuation method (CVM)/Willingness to Pay (WTP) approach (Evaluation III)

a) Less anxiety in day-to-day life 

b) Enhanced consciousness towards health 

c) Stabilization of illness 

d) Decrease in medical expenses, etc. 

Highlights from Presentation 2

Measuring Economic Benefits of e-health

· There are benefits for electronic administrative and financial systems in health care, for e-pharmacy, for mobile health (m-health), as well as for electronic health record systems.  

· Benefits are described in five categories: 

(1) Financial benefits/return on investment, 

(2) Reduction of medical errors,

(3) Benefits to patients, 

(4) Benefits to practitioners and providers, and 

(5) Better efficiency.

Highlights from Presentation 3

Economic Benefits of E-health Standardization from Japanese Perspective

· Businesses benefit from standards.

· Potential Competitive Advantage through Standards

· Cost Reduction through Standards

· Effects of Standards on the Supplier/Client Relationship 

· Effects of Standards on R&D Activities

· Benefits for Intellectual Property Holders through Standardization

· Users benefit from standards (for doctors and their staffs, and hospitals using e-health products and systems).

· Price reduction of products/services

· Facilitates the selection of sellers in the market

· Facilitates training for machine/system operation

· Facilitates the acquisition of complementary goods in the market

2.9.3 Overview of issues in the session

· Subjective evaluation and objective evaluation methods were discussed but the it may be too early to finalize items to quantify the benefits of e-health

· Quantitative evaluation results were provided by one of the presenters. Accumulation data and continuous monitoring of such data will reach to the basic Key Performance Indicator to measure the benefits of e-health of country, community levels including developing countries. Wider collection of case studies should be encouraged.

· There was the argument about the quantification of benefits of e-health. Patient satisfaction from various angles was highlighted. 

· The given figure of medical errors was surprising. The target of working area for this e-health group should be identified since the area will be wide.

· In the mean time there are people in the developing world who have no opportunity to expose themselves to the medical services in their life.

2.9.4 Recommendations

· List up the items to evaluate the benefits of e-health from various angles such as B/C, WTP/CVM, reduction of medical errors, better efficiency, user/business perspective, etc.

· Continuity of data monitoring of listed items.

· To establish database may be useful, in particular, with regard to the data and case studies in developing countries.

· Defining Key Performance Indicator to evaluate the benefits of e-health implementation should be studied based on the field data.

2.9.5 Conclusions

· It may be early to conclude the KPI for measuring the benefits of e-health.

· Qualitative and quantitative evaluation should be pursued.

· Accumulation of data from various countries, agencies and institutes, etc to conclude the KPI.

· Collection of case studies will advance the work.

· It was agreed that monitoring methodology for the economic benefits of e-health should be followed-up, with a periodic report provided to the eHSCG. Professor Tsuji volunteered to do lead this task.

3. Results of the Closing Panel

· There is no doubt that e-health is a major issue to be handled today. In particular, it was felt that the benefits for developing countries could be considerable (e.g. social, medical, economic, etc).

· The existence of many standards, potentially competing, is confusing to the end user and achieving interoperability remains an important issue. A “Telemedicine Reference Model” or some suitable general “super-architecture” should be identified.

· Creation of standards should not be reactive, but proactive considering user requirements. Users (governments, medical institutions, doctors, etc) should participate in the activities of standards developing organizations to help define the needed requirements before incompatible solutions come to the market. 

· Economic aspects of e-health standardization need to be carefully considered in a full-scenario calculation according to each use-case.

· E-health standardization has technical and non-technical (e.g. legal, ethical, cultural, economical, regional) aspects that need to be carefully considered.

· Attention must be paid to the use cases in which existing systems are used (both successfully and unsuccessfully), as they should provide valuable feedback to the standards making organizations as to what has worked and what has not. Better linkage is needed between use cases and standardization activities.

· Better coordination among the different players is needed. A common desire to strengthen cooperation between different players (ITU ‑ITU-T and ITU-D‑, ISO, IEC, CEN, IEEE, and HL7 and DICOM) was expressed from both the user’s perspective sessions as well as from the technical sessions.

· The steering committee of the Workshop and session chairs of the Workshop should start a dialogue to create a joint forum for planning coordination of e-health standardization activities.

· The main role of ITU-T could be on the telecommunications angle of e-health, especially for telemedicine; a (horizontal) study question should be created in ITU-T SG 16 to be the focal point in ITU-T for e-health Standardization issues. This study question should concentrate on increasing interoperability, particularly considering user’s requirements.

· A formal Liaison should be established between ITU (particularly –T and –D) and ISO (particularly TC215) for better exchange of information. Both organizations will pursue this topic.

· The visibility of existing web resources (e.g. the case study web page in ITU-D and the available standards from the different organizations applicable to e-health) should be strengthened. A focal point web site should be created, where relevant standards could be made available for free (as acceptable to the organizations owning the copyright of the works to be posted).

· A follow-up event on the same theme should be held in a suitable time frame.

4. Materials available but not presented at the Workshop

4.1 Written contributions

Several materials were submitted to the Workshop that could not be presented in the sessions due either to lack of time in particular sessions or due to the unavailability of a presenter. These materials were made available as written contributions on the CD-ROM and on the Workshop website, and the Workshop participants were invited to examine them.

Session 0 

· Global Telemedicine - Meeting the Needs of the Millennium; Malina Jordanova, MD, PhD, Frank Lievens

· Standardization in Telemedicine/E-Health; Mr L. Lareng, European Telemedicine Institute, Toulouse, France 

Session 1 

· e-Health / Telemedicine; Mr C. Herve, Ethical and forensic medicine Laboratory of Paris 5 University, Director 

Session 2 

· ITU Telemedicine Expert Training Course Hosted at Tokai University; Mr A. Subekti, Mr F. Ohyama, Mr I. Nakajima, Mr H. Juzoji; Tokai University Institute of Medical Sciences 

Session 4 

· ASN.1 and its use for e-health standards; Mr J. Larmouth (ASN.1 Rapporteur in ITU-T SG 17) 

· Towards Standards for Management and Transmission of Medical Data in Web Technology; Mr F. Sicurello, Italian Telemedicine Association, President 

· The Missing eHealth Strategy in Switzerland: From Deregulation to Innovation?; Mr M. Denz, Head eHealthcare Swiss Medical Association FMH 

Session 5 

· Telebiometric model: an international standard based on a theory of every aspect of security, safety, authentication and telemedicine; Dr Paul Gerome (Sorbonne), AULM SA, Switzerland 

· Public Key Infrastructures in eHealth; Mr S. Mandil, WISeKey SA; Mr J. Darbellay, WISeKey SA 

Session 6 

· Disaster Emergency Logistic Telemedicine Advanced Satellite System (DELTASS); Mr J.-C. Durand 

· MoniHealth: Mobile Healthcare; Mr V. Jones, Mr A. van Halteren, Mr R. Bults, Mr D. Konstantas, University of Twente, Center for Telematics and Information Technology - APS, Netherlands, Mr R. Herzog, Ericsson GmbH, Germany 

Session 7 

· Digital Imaging in Pathology for Standardization; Ms Y. Yagi 

· 'Open Source' – an Aid for the ills of e-Health; Mr B. Parlette 

Session 8 

· Telemedicine System Interoperability Architecture; Concept Description and Architecture Overview; Telemedicine Interoperability Alliance 

4.2 Additional material

Several information papers brochures, etc, not necessarily in presentation format, were made available to the Workshop participants (in CD-ROM and website) in order to complement the information available to them in topics related to standardization in e-health. The following is a list of such materials

· Telemedicine in Daily Clinical Work - Now? Tomorrow? ; Mr M. Denz, Head eHealthcare Swiss Medical Association FMH 

· Health On-line: eEurope 

· ASN.1 and its use for e-health standards by Mr J. Larmouth (ITU‑T SG 17) 

· Standardization of health informatics - results and challenges; Yearbook of Medical Informatics 2002; Centre for Health Telematics, Karolinska Institute, Stockholm, Sweeden, Dr G.O.Klein 

· The e Europe Action Plan; Health-on-line CEN-TC251-brochure 

· MobiHealth - innovative 2.5 / 3G mobile services and applications for healthcare; Mr D. Konstantas, Mr V. Jones, Mr R. Bults; University of Twente, Center for Telematics and Information technology - APS, The Netherlands; Mr R. Herzog, Ericcson GmbH, Germany 

· Questionnaire on access networks in developing countries for e-health applications - Question 14-1/2 (Application of telecommunication in health care), Administrative Circular CA/27 

· ISO/IEEE 11073 Standards for Medical Device Communication (including Simple Event Report Message Example)

· EHTEL Reports & Papers, EHTEL Law & Ethics, EHTEL White Paper T 6, and a link to EHTEL website 

· E-Health Challenges for standardization; G. Klein 2003-05-25. A review of user needs for e-health services with a particular emphasis on developing countries and a proposal for actions. (available as "proposal" under session 4)

5. Poster exhibitions

Several poster exhibitions were available in parallel to the main Workshop sessions. They included:

· BDT Projects in Mozambique (completed), Ethiopia (currently ongoing), and Beirut, Lebanon (planned).

· Materials from Telemedicine and Telecare International Trade Fair.

· Projects on Picture Archiving Communication Systems (PACS) in Canada and US

· Tokai University, Training Course on Telemedicine Applications

· Joint project of WHO and Tokai University in Bhutan

· Application for monitoring EKG via PSTN and GSM in Italy

· Telemedicine Association of Italy presented their activities

6. Action Plan

6.1 Liaison

The Workshop proposed that a formal 'Liaison' should be established between ITU and ISO to enable timely of information. Both organizations will pursue this topic.

6.2 E-health Standardization Coordination Group

The Workshop proposed the creation of an “E-health Standardization Coordination Group” (eHSCG) with the draft terms of reference as below:

1. The eHSCG shall be a coordination group on all aspects of e-health standardization. 

2. The eHSCG should strengthen the cooperation amongst the SDOs involved, improving information exchange between organizations and avoiding duplication of efforts. 

3. The eHSCG shall be technical (as opposed to regulatory) in nature taking into consideration regulatory, economic, medical and social issues.

4. The eHSCG should consider the requirements for appropriate development paths for health profiles of existing standards from different sources in order to provide functional sets for key health applications.

5. The eHSCG shall provide guidance for implementations and case studies.

6. The eHSCG shall support activities to increase user awareness of the existing standards, case studies, etc (for example via a specific website).

7. The eHSCG should meet regularly, taking advantage of the presence of the experts in e-heath-related technical standardization meetings.

8. The eHSCG shall in undertaking the above, always consider the requirements of developing countries as well as the experiences from case studies. 

9. The eHSCG should establish and maintain a dedicated website with information on e-health standards, e-health case studies, and standardization activities.

In addition to the terms of reference above, the eHSCG will also consider the following aspects for its operations. 

This group should have a low-overhead structure, at least as a starting point. 

The visibility of existing web resources (e.g. the case study web page in ITU-D and the available standards from the different organizations applicable to e-health) should be strengthened, ideally by creation of a dedicated website where relevant standards could be made freely available. The eHSCG, based on regular consultations amongst its members, will consider the following for posting on this website:

a) Standards/recommendations (either in entirety, or partly by publication of scope) pertinent to e-health; 

b) Practical Handbooks/Manuals on setting up new e-health projects;

c) Case studies, both latest achievements and setbacks in this domain; 

d) Proceedings/announcements on e-health events of non-commercial nature;

e) Links to web sites of Standardization Coordination Group Members and other applicable organizations

7. Conclusions

The ITU-T/D Workshop on “Standardization in E-health” took place in Geneva from 23 to 25 May 2003. This Workshop had as main objectives bringing together key players in e-health standardization and interoperability, to define a framework for standardization, to identify areas of possible coordination and cooperation, and to elaborate a standardization work plan, identifying possible ITU-T and ITU-D role.

Information and background information was posted on the ITU-T website (http://www.itu.int/ITU-T/worksem/e-health/index.html), which also contains the papers presented and the webcasting audio records of the presentations. The Workshop had an excellent attendance, as 114 participants from 41 different countries attended the Workshop. Twenty-five developing countries were represented in this event.

The Workshop opened with addresses by representatives of the two ITU sectors and WHO. After the opening session, one tutorial session giving also an overview of current standardization work and session on User’s Requirements and Perspectives were organized, followed by a panel. The second and third days concentrated on technical perspectives, and the third day closed with an overall panel, where the medical users and technical perspectives were brought together. 

The titles of these sessions were:


Tutorial & current standardization overview


User requirements and perspectives


Case studies


Towards a common understanding on e-health standardization – Panel discussion


Medical records and medical data


Patient data, ethical, legal and security issues


Telecommunications in support of e-health


Medical imaging and standards


Interoperability and Quality of Service


Economic benefits of e-health standardization


Panel discussion: e-health standardization; conclusions and recommendations

The Technical Sessions of the Workshop were complemented by a poster exhibition. A number of projects implemented by ITU-D and ongoing Telemedicine Pilot Projects in the developing countries were presented. Various Telemedicine solutions proposed and implemented in developed countries were also demonstrated on the posters. Results of the International Telemedicine Trade Fair were also presented. Additionally, several written contributions and other additional materials were available to the Workshop participants.

The key findings of the Workshop were presented at its closing session, which will be followed up by ITU-T Study Group 16 and ITU-D Study Group 2 in their ongoing work, and disseminated to the other standardization groups and consortia involved in the Workshop, e.g. ISO, CEN, IEEE, DICOM and HL7.

The main outcome of the Workshop was the preparation of an action plan, which detailed the creation of an E-health Standardization Coordination Group (eHSCG), which was proposed to be implemented soon after the Workshop. 

Annex A:
Workshop Programme

	Timing
	Day 1 – 23 May 2003

	09:30 – 10:30


	Opening: Introduction, overview and objectives
· ITU-T; Mr H. Zhao, the Director of TSB

· ITU-D; Mr H. Touré, the Director of BDT

· WHO; Mr A. Issakov

Session Chair: Mr P-A. Probst, ITU-T Study Group 16 Chairman

Session Coordinator: Mr S. de Campos Neto, TSB

Objectives: High-level addresses, highlighting the importance of Standardization in E-health including the roles of involved organizations.

	Break 10:30 - 10:45
	

	10:45 – 12:00
	Session 0: Tutorial & current standardization overview

· Tutorial: What is Telemedicine/E-health?; Mr L. Androuchko, Rapporteur Q 14 1/2, ITU-D SG 2

· ISO: Overview of the TC 215 WG2 activity in the telemedicine-related area; Mr M. Reynolds, ISO TC215 WG 2, Vice Convenor

· IEC: IT-Standardisation in Healthcare - Coordination of international Activities; Mr H. Siebold, IEC TC 62
· European standardization of Health Informatics; Mr G. Klein, Chair of CEN TC251, Health informatics and Convenor of ISO TC215 WG4, Security;
Session Chair: Mr L. Androuchko, Rapporteur Q14-1/2 ITU-D Study Group 2

Session Coordinator: Mr L. Androuchko

Objectives: Overview of issues in E-health and overview of current standardization work in different Standard Development Organizations.

	Lunch 12:00 – 13:00
	

	13:00 – 14:15
	Session 1: User requirements and perspectives 
· Report to ITU-T Telemedicine Workshop from the Telemedicine Panel of COMEDS/NATO; Mr D. Lam, U.S. Army Telemedicine and Advanced Technology Research Center (TATRC); University of Maryland School of Medicine

· APT Second Opinion Center; Mr K. Kurokawa, President, President of APT Telemedicine Workshop; Tokai University Institute of Medical Sciences, presented by Mr I. Nakajima

· E-health experience in Copenhagen University Hospital; Mr O. Bergsten, Denmark

· Needs and requirements for European telemedicine standard on medical training and remote diagnoses of patent's; Ms Anita Helgesson; Care Service Administration, Sweden

Session Chair: Ms I. Larizgitia, Dept of Health Service Provision, WHO

Session Coordinator: Mr L. Androuchko, Rapporteur Q14-1/2 ITU-D Study Group 2

Objectives: Identify user segmentation (governmental, military, institutions, end-users etc) and their respective needs from different angles (e.g. technical, medical, operational).

	Break 14:15 – 14:30
	

	14:30 – 15:30


	Session 2: Case studies 

· Overview of ITU-D case studies; Mr P. Kantchev, BDT

· Keneya blown: the telemedicine pilot project of Mali; Mr O. Ly, Executive Coordinator Of Keneya Blown, Division of Medical Informatics, Geneva University Hospitals, Geneva, Switzerland

· Force Feedback Ultrasound Service; Mr P. Thorel, FT, R&D Telemedicine Services, France 
· ARGONAUTE 3 D – Virtual Medical Team; Mr A. Bernard, France Telecom, presented by Mr P. Thorel

· East Bhutan Tele-ECG Project; Mr A. Subekti, Mr F. Ohyama, Mr I. Nakajima, Mr H. Juzoji; Tokai University Institute of Medical Sciences

Session Chair: Mr R. Weltz, WDS Technologies S.A.

Session Coordinator: Mr P. Kantchev, BDT

Objectives: Highlight recent e-health implementation experiences in different countries with the emphasis on the standardization perspective.

	Break 15:30 – 16:00
	

	16:00-18:00
	Session 3: Towards a common understanding on E-health standardization

· Introductory considerations; Mr M. Reynolds, ISO TC215 WG 2, Vice Convenor

· Open discussion

Session Chair: Mr Y. S. Kwak, Chairman-designate of ISO TC215, Health informatics

Session Coordinator: Mr M. Reynolds, ISO TC215 WG 2, Vice Convenor

Objectives: Panel discussion on what should or should not be addressed by standardization


	Timing
	Day 2 – 24 May 2003

	09:00 – 10:30


	Session 4: Medical records and medical data

· Models of electronic data interchange in e-health; Mr M. Reynolds (CEN TC251, ISO TC 215)

· Technical advantages of using ASN.1. for Telemedicine/E-health; Mr John Larmouth, Rapporteur Q.12/17 ITU-T Study Group 17

· Towards Standards for Management and Transmission of Medical Data in Web Technology; Mr F. Sicurello, Italian Telemedicine Association, President

· Health Records Information; Mr D. Kalra, Mr D. Lloyd, presented by Mr M. Reynolds, CEN TC251, ISO TC 215

Session Chair: Mr G. Klein, Chair of CEN TC251, Health informatics and Convenor of ISO TC215 WG4, Security;

Session Coordinator: Mr G. Sebek, TSB

Objectives: Basic requirements for electronic data interchange in e-health. Current status of standardization related to patient file and clinical information, specialized medical record. What data to be processed and what protocols to be used. How is standardized Multimedia data handled for specialized medical records?

	Break 10:30 – 11:00
	

	11:00 – 12:30
	Session 5: Patient data, ethical, legal and security issues
· Security needs for Telemedicine; Mr Ph. Feuerstein, Radiologie, CH de Mulhouse
· Application of authentication systems in E-health; Mr D. Chadwick, Contributor to Q 9/17 on directory services & systems ITU-T Study Group 17

· Security standards for health communication from ISO and CE; Mr G. Klein, Convenor of ISO/TC 215/WG 4, and chairman of CEN/TC 251

· EHTEL - European Health Telematics Association; Mr M. Denz, EHTEL AWG Health Authorities, Swiss Medical Association FMH

· Standards for Confidentiality and Security in Health Care: Mr P. Waegemann, CEO, Medical Records Institute; Chair, ASTM Standards Committee E31 on Health Informatics; Chair, US TAG to ISO TC 215 on Health Informatics; Vice-Chair, Mobile Healthcare Alliance (MoHCA)

Session Chair: Mr D. Chadwick, Contributor to Q 9/17 on directory services & systems ITU-T Study Group 17

Session Coordinator: Mr G. Sebek, TSB

Objectives: Identify the legal framework into which the standardization work has to be carried out. Present an overview of specific requirements for privacy, data protection and data security in e-health applications; presentation(s) on existing standardized security mechanisms.

	Lunch 12:30 – 14:00
	

	14:00 – 15:30
	Session 6: Telecommunications in support of E-health

· H.323 MM-Systems for e-health; Mr P. Jones, Rapporteur Q 2/16, ITU-T Study Group 16

· Fiber and DSL last mile access technologies for e-health; Mr P. Rosa, TSB
· Connecting the Health Community - The Next Dimension for Patient Centered Care; Mr J. Zimmerman, Siemens (USA)
Session Chair: Mr P-A. Probst, ITU-T Study Group 16 Chairman

Session Coordinator: Mr S. de Campos Neto, TSB

Objectives: To give an overview of Telecommunications services, protocols, access and transport technology in support of e-health and to identify possible extension of existing standards.

	Break 15:30 – 16:00
	

	16:00 – 18:00
	Session 7: Medical imaging and standards
· MPEG-4 video transmission for ambulatory applications: Mr M. Hashimoto, NEC Co. Ltd.,
· Standard encoding protocols on image and video coding: Mr D. Lindbergh, Rapporteur Q E/16, ITU-T Study Group 16

· Success of DICOM standard: Mr C. Loef, DICOM, Interoperability Program Director, Philips Medical Systems, Best, Netherlands
· Clinical Study on MPEG-2 Compression Based on the Rec. ITU-R BT. 500-9; Mr I. Nakajima, Vice-Rapporteur Q 14 1/2, ITU-D Study Group 2, Associate Professor Tokai University Institute of Medical Sciences, Invited Researcher Communication Research Laboratory, Japan
Session Chair: Mr I. Nakajima, Vice-Rapporteur Q14-1/2 ITU-D SG 2

Session Coordinator: Mr I. Nakajima

Objectives: Technical requirements for medical image transmission. Overview of existing standards for image and video compression and systems.


	Timing
	Day 3 – 25 May 2003

	09:00 – 10:30


	Session 8: Interoperability and Quality of Service
· Interoperability and QoS implications of ISO TC215 WG2 work: Mr T. Cooper, CEN TC251, ISO TC 215 

· Architectures review for interoperability in e-health; Mr V. Traver, Bioengineering, Electronic and Telemedicine Group - BET, ITACA - Universidad Politécnica de Valencia, Spain

· Basic requirements to quality of services (IP centric): Mr J-Y. Monfort, Chairman, ITU-T Study Group 12
· Interoperability in E-health; Mr M. Denz, EHTEL AWG Health Authorities, Swiss Medical Association FMH

· Europe: TM-Alliance, facilitating e-health interoperability; Ms C. Bescos, ESA

Session Chair: Mr Jean-Yves Monfort, ITU-T Study Group 12 Chairman

Session Coordinator: Ms J. Katona-Kiss, TSB

Objectives: Identify requirements for interoperability and Quality of Service for health information systems, telemedicine networks, and telemedicine systems and review current standardization work

	Break 10:30 – 11:00
	

	11:00 – 12:30
	Session 9: Economic benefits of E-health standardization

· Measuring Economic Benefits of e-health: Theory and Practice; Mr M. Tsuji, Osaka University

· E-health Standardization in Japan and JAHIS; Mr M. Tsuji, Osaka University

· Economic benefits of E-health standardization from the US perspective; Mr P. Waegemann, CEO, Medical Records Institute; Chair, ASTM Standards Committee E31 on Health Informatics; Chair, US TAG to ISO TC 215 on Health Informatics; Vice-Chair, Mobile Healthcare Alliance (MoHCA)

· Economic benefits of E-health standardization from the Japanese perspective: Mr M. Ishikawa, Osaka University
Session Chair: Mr Y. Kawasumi, Rapporteur Q 10 ITU-D Study Group 2

Session Coordinator: Mr M. Tsuji, Osaka University
Objectives: Overview of the economic benefits of standards for E-health users, service providers, industry, governments etc. Coordination and promotion of standards to enable those economic benefits.

	Lunch 12:30 – 14:00
	

	14:00 – 16:30
	Session 10: Panel Discussion: E-health Standardization

· Framework for E-health Standardization

· Open discussion

· Action plan

Session Chair: Mr P-A. Probst, ITU-T Study Group 16 Chairman

Objectives: Considering that e-health and Telemedicine standards will be used in a multicultural, multilingual and across-discipline context, to identify a framework for e-health standardization and to define the E-health Standardization Plan including further actions, synergies (e.g. QoS and Security), and definition of priorities.

	Break 15:30 – 16:00
	

	16:30 – 16:40
	Closing:

Wrap-up, conclusions and recommendations




Annex B:
Workshop Evaluation

Of one hundred fourteen participants, 52 (45.6%) filled in the evaluation form. From the respondents, 56.2% indicated an overall ranking for the Workshop as “satisfactory”, 27% as “very satisfactory” and 16.8% as “neutral”.

The average overall ranking of the Workshop was 4.1 (out of 5).

The average overall ranking of the “poster exhibition” was 3.3 (out of 5).

According to the feedback received, the presentations given at this Workshop were satisfactory and interesting, however some attendees expressed a desire for the inclusion of a regulatory aspects of medical devices and to see more practical applications. Some attendees expressed a desire of stronger coordination between ITU and WHO. The need for a common architecture applicable “everywhere” was highlighted. A wish to have more time for Questions and Answers was noted.

The majority of respondents proposed in their comments to handle another Workshop on Standardization in e-health within one-year time.

Annex C:
Workshop Steering Committee

The following individuals contributed to the organization and successful realization of this Workshop:

	· Mr Leonid Androuchko (Ukraine)

	· Mr Yasuhiko Kawasumi (Japan) 

	· Mr John Magill (UK) 

	· Mr Jean-Yves Monfort (France) 

	· Mr Isao Nakajima (Japan) 

	· Mr Pierre-André Probst (Switzerland) 

	· Mr Melvin Reynolds (UK) 

	· Mr Masatsugu Tsuji (Japan)


	· Mr Vladimir Androuchko (ITU-T/TSB)

	· Mr Simão Campos-Neto (ITU-T/TSB)

	· Mr Richard Hill (ITU-T/TSB) 

	· Mr Petko Kantchev (ITU-D/BDT)

	· Mrs Judit Katona-Kiss (ITU-T/TSB) 

	· Mr Georges Sebek (ITU-T/TSB)


Annex D:
List of Acronyms in this report

Technology-related:

	ANT
	Access Network Transport

	ASN.1
	Abstract Syntax Notation 1 (ITU-T X.680)

	DSL
	Digital Subscriber Line

	EHR
	Electronic Health Record

	eHSCG
	E-health Standardization Coordination Group

	MHS
	Mail Handling System

	MPEG
	Moving Picture Experts Group

	PKI
	Public Key Infrastructure

	PON
	Passive Optical Network

	QoE
	Quality of Experience

	QoS
	Quality of Service

	SDO
	Standards Development Organization

	SMTP
	Simple Mail Transport Protocol

	SOAP
	Simple Object Access Protocol. It's a mechanism whereby one system (the client) can ask another system (the server) to do something.

	SSL
	Secure Socket Layer

	TOGAF
	The Open Group Architecture Framework

	UML
	Unified Modelling Language (UML). UML is a standardized notation for object-oriented analysis and design.

	VoIP
	Voice over IP


Organizations

	CEN
	Commission Européenne de Normalisation

	DICOM
	Digital Imaging and Communications in Medicine

	EHTEL
	European Health Telematics Association

	ESA
	European Space Agency

	IEEE
	Institute of Electrical and Electronics Engineers

	IEEE-ISTO
	IEEE Industry Standards and Technology Organization

	ISO
	International Standards Organization

	ITU
	International Telecommunications Union

	ITU-D
	Development Sector of the ITU

	ITU-T
	Telecommunications Standardization Sector of the ITU

	MoHCA
	Mobile Healthcare Alliance

	WHO
	World Health Organization

	ETSI
	European Telecommunications Standardization Institute

	IMTC
	International Multimedia Telecommunications Consortium

	HL7
	Health Layer Seven


                                 

�“Telemedicine System Interoperability Architecture v0.9”; Craft Richard (Sandia National Laboratories), 2003. Available at � HYPERLINK "http://telemedicine.sandia.gov/TSIA Concept Paper.doc" ��http://telemedicine.sandia.gov/TSIA Concept Paper.doc�






