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ITU Plenipotentiary Conference 2002
Resolution PLEN/2 - Strengthening the role of ITU in
Information and communication network security

resolves

1  to review ITU's current activities in information and
communication network security;

2 to intensify work within existing ITU study groups in order
to:

a) reach a common understanding on the importance of
information and communication network security by
studying standards on technologies, products and services
with a view to developing recommendations, as appropriate;

b) seek ways to enhance exchange of technical information in
the field of information and communication network
security, and promote cooperation among appropriate
entities;

c) report on the result of these studies annually to the ITU
Council.
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ITU-T World Telecommunications
Standardization Assembly (WTSA)

Resolution 50, Cyberscecurity

- Evaluate existing and evolving new Recommendations with
respect to their robustness of design and potential for
exploitation by malicious parties

- Raise awareness of the need to defend against the threat
of cyber attack

Resolution 51, Combating spam

- Report on international initiatives for countering spam

- Member States to take steps within their national legal
frameworks to ensure measures are taken to combat spam

Resolution 52, Countering spam by technical

means

- Study Groups, in cooperation with other relevant groups,
to develop as a matter of urgency technical
Recommendations on countering spam
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ITU-T Study Groups

SG 2  Operational aspects of service provision, networks and
performance
SG 3  Tariff and accounting principles including related

telecommunications economic and policy issues

SG 4
SG 5
SG 6
SG9

SG 11
SG 12
SG 13
SG 15
SG 16
SG 17
SG 19

Telecommunication management
Protection against electromagnetic environment effects
Outside plant and related indoor installations

Integrated broadband cable networks and television and
sound transmission

Signalling requirements and protocols

Performance and quality of service

Next generation networks

Optical and other transport network infrastructures
Multimedia terminals, systems and applications
Security, languages and telecommunication software
Mobile telecommunication networks

TSAG Telecommunication Standardization Advisory Group
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ITU-T Security Manual
December 2003, October 2004

Basic security architecture and dimensions
Vulnerabilities, threats and risks

Security framework reguirements

PK1 and privilege management with X.509

Applications (Vol P, IPCablecom, Fax, Network
Management, e-prescriptions)
Security terminology

,,,,,,,,,,, | o Catalog of ITU-T security-related
= Recommendations

o List of Study Groups and security-related Questions

International Telecommunication Union

Sacurity In
Teilscommunications cnd
Information Technology
An averview of issues and the deployment of

© O O O O

T,

existing |TU-T Recommendations for secure
telecommunications

@
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X500
X.anz
X803
X210
X2
nez
Xa3
e
X.a15
KE16

X806

ITU-T security building blocks

Security Architacture Framework
Secunty architecture
Lowver layers security modsl
Upper leyers security made|
Security framewvorks for opan systems: Ovarviaw
Security framesearks for epen systems: Authonticatian frampswark
Security framesvorks for open systems: Access control framewwork
Secunty framewvarks for cpen systems: Non-repudiation framewark
Security framewvarke for epen systems: Confidentiality framawork
Security framesvarks for open systems: Intagrity framevork
Secunty framenvarks Tor epen systems: Secunty audit and alarms
framewvark

Talacommunication Sacurity
- Begurity snchitecture far systems providing end-to-and
communcations

XA05T — Information security managestsent systam — Requirgments for

telecornmisnications [EEMS-T)

HADB — A framework for specification of secunity and safety aspects of

tel ehio metrics

X121 — Freamework of security technologies for megile end-to-and

communications

HA122 — Guideline for implemeanting secure mobila systemns basad on PRI

273
H.274

Wiz

XEn
X847

X.243

W.500
X301
K500
X518

 Protocols
= Nutwork leyer seourity protocol
— Transport leyer securily profecsl

Security in Frame Ralay
= [ata compression and privacy over frame relay networks

— Security information objects for accass controd

— Duidelines for the use and managesmert of trusted third party
BEMviCEs

— Spectfication of TTP senvices to support the application of digital
signatures

Directory Services and Authentication
Owerview of concepts, modeds end services
Madils
Public-key and attribute certificats framewwarks
Pratocol spacifications.

Network Managemant Security
M.3018 - Princaples for 8 telecommunications managerment network
M.IDTE = TMN Security Dee e
M.3218,1 — TPMN managerment services for IMT-2000 securmty management
M.3320 - Managament requiramants framessark for the TMN Kdnterlace
M.3200  —  TMN managernent lunctions
_ Systems Managemant
X733 — Alanm repartng unetica
K735 - Log comtrol function
K73 - Security slarm reporting function
X740 - Security audi trail lunction
X741 - Objects and attributes for access contral
Televisions and Cable Systems
491~ Technical meshods for ensuring privacy in lang distance intemational television transmission
J83 - Requirements for conditional aceess in the secondary distribution of digital television an
cahle talevision systams
4178 - IPCablecom sscurity specification
Multimedia Communications
H.223 = Confidentiality system for sudipvisual services
H.234 —  Encryplion key managament and authentication system for audiovisusl senaces
H.215 —  Seourily and encryplion for H-sarics (H323 and othie H 245 -bag ed) multimadia
tarmingls
H.323 Annex J - Packet-based multimedia communications systems — Sacurity for H.323 Annax F
{Securtty for simple endpoind types)
H.350.2 — Directory services architacture for H.235
H.530 = Symmetric security procedures for H.323 mobility in H.510
Facsimila
T.30 Annex G~ Procedures far secure Group 3 decwment facoimila trangmiszion uging the HKM and
HF¥ system
T.30 Anmex H = Security in facsenile Group 3 based on the RSA algorithm
T.36 — Becurity capabaites for uge with Growp 3 facsimile terrmaneds
T.503 — Document application profile for the imterchange of Group 4 facsimile documents:
T.563 — Tarminal characteristics for Geoup 4 tacsimile apparatus
Message Handling Systams |(MHS)
Xapy - Nessage hending system and sensce Dwendaw
F.400
X402 — Overall architeciurs : :
KA1 - Massage transfer systern: Abstract senvice dafinition and proceduras
X413 - Massage staro: Abstract service defintion
X419 - Proteeol specifications
K420 - Interpersonal messaging systEm
X435 - Electronic dats interchange messaging system
Xaad - Voice messaging system

MU-T Recommendations are svalable from the (TU wehsite bitp: s, ot/ publication /oo kehop/how-to-buy. himil (this ste includes mommation on lemited free access 1o ITU-T Recommendations|

Curremt important security work in ITU-T includes

Telebiometrics, Security management, Maobility security, Emergency telecommunications

Far furthar information on ITU-T and its Study Groups: http Jfewwaw it int ITU-T




ITU-T Study Group 17

o Lead Study Group for Telecommunication Security

» Coordination/prioritization of security efforts
« Development of core security Recommendations

o Led ITU-T Workshop on Security 13-14 May 2002

 Security requirements and telecommunication reliability
» Hot topics on | P-based network security
¢ Security management
* Biometric authentication
o Another ITU-T Workshop on Security being planned

o Initiated the ITU-T Security Project
* Provide vision and direction for future work
» Reflect situation of current work
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Study Group 17 Security Focus
2001-2004

82 | 28 23|38
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Generic Upper Layers Security
: Overview X.830 _\
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Security Frameworks: Overview X.810 W

Upper Layers
Security Model

X.803
Security Architecture
X.800 J ~
Existing Recommendations in X.800-series Current work items
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ITU-T SG 17 Security Focus

2001-2004
Public Key and Attribute Certificate Frameworks
(X.509) Revision 2005
« Ongoing enhancements as a result of more complex uses
Security Architecture (X.805) New 2003
 For end-to-end communications
Security Management System (X.1051) New 2004

e For risk assessment, identification of assets and
Implementation characteristics

Mobile Security (X.1121 and X.1122) New 2004
* For mobhile end-to-end data communications

Telebiometric Multimodal Model (X.1081) New 2004

* A framework for the specification of security and safety
aspects of telebiometrics
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Study Group 17 Security Questions
2005-2008

- 08/17
olebiometrics

Telecom Systems

-»I ..-'J

Yok T elebiometric M odel

= l~Tdlebiometric Authentication
*X.1081

Q7/17
[Telecom j&
Security =yslems |
M anagement w Security
, L . Architecture
*ISMST Secur e Communication Services 2 E K
*| ncident *M obilesecgtr)e communications _ ramewor
*Security web services :
M anagement | *X 1121 ,yx,1177 | *Architecture,
*Risk Moddl,
Assessment _ m Concepts,
| Cyber Security
Methodology *Vulner ability information sharing... *Frameworks,
*etc... *| ncident handling oper ations etc...
£X 1051 *Security Strategy _ *X 800 series
*X.805
Q4/17 munications System Security *Vision, Project Roadmap, Compendia, ...
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Concluding Observations

0 Security Is everybody's business
o Security needsto be designed in upfront
o Security must be an ongoing effort

o Systematically addressing vulnerabilities
(Intrinsic properties of networks/systems)
IS key so that protection can be provided
Independent of what the threats (which are
constantly changing and may be unknown)
may be — X.805 is helpful here
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International Telecommunication Union

Thank You!
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Additional Detalls on Recently
Approved
Study Group 17
Security Recommendations
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VULNERABI
LITIES

Access Control
Authentication

Non-repudiation
Data Confidentiality
Communication Security

Data Integrity

X.805: Security Architecture
for End-to-End Communications

Availability
Privacy

Destruction
Corruption
Removal

Disclosure

Interruption

3 Security
Planes

Cybersecurity Symposium |1

—

8 Security Dimensions

29 March 2005

Moscow, Russia

* Vulnerabilities can exist in each Layer, Plane and Dimension
» 72 Security Perspectives (3 Layers ¥ 3 Planes ¥ 8 Dimensions)
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ITU-T X.805 Approach

Infrastructure
Layer

Services Layer Applications Layer

Management Plane

Module One Module Four Module Seven

Control/Signaling _ _

Plane Module Two Module Five Module Eight

User Plane _ _
Module Thyee Module Six Module Nine

Access Coniro
Authentication Datalntegrity

Availabiliy
Data Confidentiality

Cybersecurity Symposium |1 29 March 2005 Moscow, Russia
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ITU-T X.805

Provides A Holistic Approach:
o Comprehensive, End-to-End Network View of Security

o Appliesto Any Network Technology

* Wireless, Wireline, Optical Networks
* Voice, Data, Video, Converged Networks

o Appliesto Any Scope of Network Function

* Service Provider Networks

* Enterprise Networks

*  Government Networks

* Management/Operations, Administrative Networks
» Data Center Networks

o Can Map to Existing Standards

o Completes the Missing Piece of the Security Puzzle of what to
do next

Cybersecurity Symposium |1 29 March 2005 Moscow, Russia
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Security Management

o Information security management system —
Requirements for telecommunications
(ISMST)

- gpecifies the requirements for establishing,

Implementing, operating, monitoring, reviewing,
maintaining and improving a documented ISM S within the
context of the telecommunication’ s overall business risks.

- leverages | SO/IEC 17799:2000, | nformation technology,
Code of practice for information security management

- based on BS 7799-2:2002, Information Security
Management Systems — Specifications with Guidance for
use

Cybersecurity Symposium 11 29 March 2005 Moscow, Russia 17



1. Security policy

2. Organizational Security

Information Security Management
Domains defined in ISO/IEC 17799

3. Asset classification
& control

4. Personnel security

5. Physical &
environmental security

Cybersecurity Symposium |1

10. Compliance

LEF ] ‘:uf. ‘
' 7 Information Assets i .

o . ]
for Telecom Pl

9. Business
continuity
management

8. Systems
development &
maintenance

7.

Access control

6. Communications &
operations management

29 March 2005

Moscow, Russia




|nformation i
. Parties
Security
Management formaon

O O O O O O O

ISMS

System

ACT
Maintain and
improve the ISMS

PLAM
Establish the [SMS

& ==

Do CHECHK

Implement and Monitor and
operate the | SM »eﬂew the ISMS

Figure 1 = PDCA moded applied to 1SMS processes

Cevelopment,
maintenance and
improvement cycle

Interested
FParties

Managed
Infarnat con

sacurity
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Organizational security

Asset management
Personnel security

Physical and environmental security
Communications and operations management

A ccess control

System development and maintenance

Cybersecurity Symposium |1
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Mobile Security

Multi-part standard

o

Framework of security technologies for mobile end-
to-end data communications

- describes security threats, security requirements, and security
functions for mobile end-to-end data communication

- from the perspectives of the mobile user and application service
provider (ASP)

Guideline for implementing secure mobile systems
based on PKI

- describes considerations of implementing secure mobile systems
based on PKI, as a particular security technology

Security Policy (under development)

- different quality of security service needsto satisfy various
requirements of security services of both user and ASP
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General
Communication
Framework

Gateway
Framework

Security framework for mobile
end-to-end data communications

(— Data communication —>

Mobile Terminal —— Application
(Mobile User) = Se;ver
ASP
Mobile Network Open Network ( )
: Data : : Data :
communlcatlon communlcatlon
Mobile Terminal m @ Application
(Mobile User) " : SESF\FI)GF
Mobile (ASP)
Security
Gateway

e Security threats

» Relationship of security threats and models

e Security reguirements

» Relationship of security requirements and threats
e Security functions for satisfying requirements

Cybersecurity Symposium |1 29 March 2005 Moscow, Russia
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General
Model

Gateway
Model

X.1122

Secure mobile systems based on PKI

Repository
A ..
Mobile user’s side - B <=

: User VA

Mobile Terminal ‘F
(Mobile User) =5

Mobile Network

Mobile

Repository
P N
Mobile user’s side — _E_: o=

CA RA =

Mobile Terminal
(Mobile User)

e |

Mobile Network

Cybersecurity Symposium |1

&User VA

Mobile

29 March 2005

ASP’s VA

Open Network

ASP’s side CA

_;Repository

<

Application
Server

(ASP)

ASP Application Service Provider
CA Certification Authority

RA  Registration Authority

VA Validation Authority

ASP’s side CA

ASP’s VA

Open Network

Moscow, Russia

, R '
E epository

_——

Application
Server

(ASP)

22



Telebiometrics

o A modd for security and public safety in telebiometrics
that can -

 assist with the derivation of safe limits for the operation of
telecommunications systems and biometric devices

» provide aframework for developing ataxonomy of
biometric devices; and

o facilitate the development of authentication mechanisms,
based on both static (for example finger-prints) and
dynamic (for example gait, or signature pressure variation)
attributes of a human being.

o A taxonomy is provided of the interactions that can occur
where the human body meets devices capturing biometric
parameters or impacting on the body.

Cybersecurity Symposium 11 29 March 2005 Moscow, Russia
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Telebiometric Multimodal Model:
A Three Layer Model

o the scientific layer
» 5disciplines: physics, chemistry, biology,
culturology, psychology

o the sensory layer — 3 overlapping classifications
of interactions

* Video (sight), audio (sound), chemo (smell, taste),
tango (touch); radio (radiation) - each with an out
(emitted) and in (received) state

 behavioral, perceptual, conceptual
* postural, gestural, facial, verbal, demeanoral, not-a-
sign
o the metric layer
e 7 Sl base units(m, kg, s, A, K, mol, cd)

Cybersecurity Symposium 11 29 March 2005 Moscow, Russia
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