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Distinguished delegates,

Ladies and Gentlemen,

Let me welcome you to this Cybersecurity Symposium. My name is Houlin Zhao, Director of the Telecommunication Standardization Bureau of the International Telecommunication Union. Due to unforeseen circumstances, Mr. Yoshio Utsumi, Secretary-General of the ITU, will not be able to join us this morning.

With our increasing dependence on electronic communication networks, the importance of security cannot be overemphasized. The explosive growth in the use of this infrastructure has increased the reliance of organizations and individuals on the information stored and communicated using these systems. This has led to a heightened awareness of the need to protect data and resources.

Until relatively recently, ICT security has been mainly of concern to niche areas such as banking, aerospace and military applications. However, with the rapid and widespread growth in the use of data communications, particularly the Internet, security has become a concern to almost everyone.

The increased profile of ICT security may be attributed in part to widely reported incidents such as viruses, worms, hackers and threats to personal privacy. However, as computing and networking are now such an important part of daily life, the need for effective security measures to protect the computer and telecommunication systems of governments, industry, commerce, critical infrastructures and consumers is imperative.

The standardization sector of the International Telecommunication Union (ITU-T) has always put Security high on its agenda. Over 70 ITU-T Recommendations are published in the field. One of the most important security standards in use today is ITU-T Recommendation X.509, developed in 1988, for electronic authentication over public networks. Another is ITU-T Recommendation X.805, recently developed, which deals with security architecture for end-to-end communications. The World Telecommunication Standardization Assembly (WTSA-1996 and 2000) designated Study Group 17 as the Lead Study Group (LSG) for Communication Systems Security (CSS).

It should be noted that the Plenipotentiary Conference of the ITU (PP-02), held in Marrakesh, Morocco, in 2002, approved Resolution 130 regarding “strengthening the role of ITU in information and communication network security”.

During the last 2 years ITU has held several workshops on Security highlighting aspects such as security requirements and telecommunication reliability, IP-based Network Security, Security Management, biometric authentication, Mobile security, electronic signatures and certification authorities and policy studies.

This Symposium is the latest one of this kind action. This Cybersecurity Symposium will aim to cover some of the most important issues facing network operators, enterprises, governments and individuals today.

I hope that what you have learnt here today will help shape your future decisions on security. I wish you all a most productive time.

To conclude, I would like to extend my thanks to the members of the steering Committee and its Chairman, Mr. Herb Bertine, for their excellent work.

I wish to thank all Speakers and Moderators for having accepted our invitation to actively participate in this Cybersecurity Symposium. My thanks go to the Brazilian Administration for supporting such an event before the WTSA-04. I would also extend my thanks to Canada for their voluntary contribution of 10,000 Canadian Dollars towards sponsoring this symposium, and last but not least to Qualcomm for sponsoring not only coffees but also a lunch.

Now, let me invite Mr. Blois, Deputy Secretary-General, to take the floor.

