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Enabling e-commerce
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Enabling e-commerce

The main issue of e-commerce is to understand how to secure all transactions between providers and clients and how to control that entire flow in a real application. The main goal of this chapter is not to discuss all possible ways to do e-commerce (see the tutorial for that) but to give practical security recommendations for implementation and application of selected relevant business models.
The following details use cases of the traditional business model known as super-distribution applied to digital e-commerce environments. Digital music purchase and consumption and distance learning are the usage scenarios taken into account. Functional and non-functional requirements for the correct exploitation of the trading cases are provided. An analysis of the security of the entire process in terms of intellectual property management and protection is performed and related security requirements provided. The use cases described are appropriate for adoption in trials of the technology being developed in "MOSES", a European project (IST 34144).

This document describes the "network system" requirements, trying as much as possible to avoid imposing a specific implementation model. Therefore, no reference is made to a specific content format or to any cryptographic processing. 

Some main usage scenarios are described in more detail, and functional and non-functional requirements are provided. Different use cases for each usage scenario are detailed, every use case introducing new available options for content purchase, consumption and distribution. Lastly, requirements for safe (in terms of intellectual property protection) handling of the content and the process for its trading are presented, to be understood as an example for real field applications.

1
Usage scenario 1: digital music distribution

It is assumed that either a physical or an electronic commercial infrastructure to sell and deliver digital music (possibly stored on physical media) to the users is in place. It is also assumed that the user is equipped with a player that is able to play protected content according to the associated rules. The use cases described in the following paragraphs present an increasing level of complexity. Except where expressly specified, every new use case encompasses the features of all previous cases.

The user is supposed to be able to browse over the Internet by means of a web browser running on either a personal digital assistant (PDA) or a personal computer (PC).

2
Music production and distribution

The content is made available to customers by a producer (content author) and a distributor (service provider). The mechanisms protecting the music intellectual property ("tickets" and IPMP tools) can be provided either by one of the aforementioned parties or by a third party ("ticket" and IPMP tools provider).

3
Identity registration

Summary: Prior to executing any transaction within the considered network system, users must first register to receive their identity information. All processes require that users present their identity credentials in order to preserve a high level of security and trust between users and the various services.

However, since the network system is comprised of both "business-to-business" relationships (content distributors, content creators, web retail partners, network services) and "business-to-consumer" relationships (end consumers, web retail partners, network services), it requires that identity be managed differently for each type of relationship. 

Thus, the registration of identity within the network system will support the characteristics of both Consumer Identity and Agent Identity.

3.1
Consumer Identity registration

Description: Consumers may typically choose to become members of the network as the result of a web promotion by a network business partner, as a by-product of choosing downloadable music/movies from a retail website, or as a student registering with the tele-education services offered at his/her school. In general, during the registration process the user will be asked to submit information about his/herself ("profile information") and to choose information that will be used by the network system during authentication (e.g. username/password or pass-phrase). Once received, the authentication service will construct the appropriate credentials to be used for subsequent network transactions. These credentials will be returned to the user and stored securely on the user's PC/PDA/set-top box.

Main flow: In order to satisfy the Create Consumer Identity request, the requesting entity must send the following information to the authentication server (note: the user's information is typically, but not limited to, the following):

1)
User authentication information (e.g. network system username, password, etc.)

2)
User profile information (e.g. e-mail address, street address, etc.)

When the authentication server receives the above information, it will create the appropriate records in the database for this user. The authentication server will then create the appropriate credentials that will be used to securely identify this user for all subsequent network transactions. This information will be returned to the user for safe storage on their local PC/PDA/set-top box file systems.

Error conditions: The following will cause exceptions to be raised during the processing of the Create Consumer Identity Request:


User indicated by the supplied information is already an existing member of good standing in the network system and of the same type ("consumer").


User indicated by the supplied information is a member whose privileges have been revoked by the system.


User has supplied erroneous information that cannot be validated.

Security considerations: It is conceivable that the Create Consumer Identity request can be submitted only by those network affiliates that have gained appropriate security status (i.e. web retail partners, validated educational institutions, content owners, content distributors) and all other network requests of this type from unauthorized sources will be denied.

3.2
Agent identity registration

Description: Within the network of business partners (web retail partners, content distributors, etc.), it is desirable to allow certain transactions only to those members that have special security status within the system. Given the inherent financial, personal and copyright implications of the misuse of certain services, greater scrutiny may be necessary to ensure proper accountability and protection from malicious activity (e.g. denial of service attacks, improper licensing of content, invalid content created for unlawful distribution, etc.). Thus, it is conceivable that the registration of these business partners ("agents") will require a special case of the consumer identity registration scenario. Although these agents are still, in effect, consumers their business status should allow them to access enhanced services such as Content Preparation, Licensing Authorization, Consumer Registration services, Content-Metadata Registration, and so forth.

Main flow: Since the electronic registration of the network business partners should require greater scrutiny, it is conceivable that this will be a function of some prior "manual" business correspondence between the prospective affiliate and the network governing body (e.g. signed contract, licensing information, etc.). Once the proper arrangements have been made, the agent may commence the electronic registration process.

In order to satisfy the Create Agent Identity request, the requesting entity must send the following information to the authentication server (note: the user's information is typically, but not limited to, the following):

1)
User authentication information (e.g. network username, password, etc.)

2)
User profile information (e.g. e-mail address, business street address, etc.)

3)
Affiliate type (e.g. web retailer, content distributor, etc.).

When the authentication server receives the above information, it will create the appropriate records in the database for this user. The authentication server will then create the appropriate credentials that will be used to securely identify this user for all subsequent network transactions. This information will be returned to the user for safe storage on their local PC/PDA/set-top box file systems.

Error conditions: The following will cause exceptions to be raised during the processing of the Create Consumer Identity request:


User indicated by the supplied information is already an existing member of good standing in the network system and of the same type ("agent").


User indicated by the supplied information is a member whose privileges have been revoked by the network system.


User has not been activated by the network governing body as an "agent" user type.


User has supplied erroneous information that cannot be validated.

Security considerations: The Create Agent Identity request can only be submitted by those members (or prospective members) that have obtained the appropriate security status. All other network requests will be denied.

3.3
Content distribution

In a content distribution system, it is possible to identify the following entities:

1)
Content author. This is the author of mp4 content.

2)
Publisher. This is the publisher of mp4 content.

3)
Distributor. It takes the content from the publisher and gives it to the front-end seller.

4)
Front-end seller. This is the actual seller of the content (i.e. online music store).

5)
Purchaser. The purchaser can be either the end-user or a company that buys mp4 content from front-end sellers or from the distributor. They buy licences and give them free to users, asking in return for personal data about the users. These data are valuable information for companies: they may be used for future marketing actions.

How the aforementioned entities may interact in a real scenario is shown in the following example describing a contemporary commercial initiative.

3.4
Example of distribution

An example of a situation in which the purchaser is a company that after the purchase acts as re-distributor may be found in the action made by Sprite (Coca Cola Company) in Italy:

Buying a bottle of Sprite, a user finds a code on it. Linking to the Sprite site (http://www.thespriters.it/1sprite1song/index.php), the user has to subscribe first and then he has to write the code in a reserved area. In this way, he gets the chance to download an mp3 file free.

In this case, Sprite is the purchaser company that buys the copyright from the author and then distributes the content.

How the Sprite system works:


Downloading a file

–
The user has to subscribe giving his personal data. He has to choose a username and a password to access the mp3 download area and the system that gives the licences to listen to music.

–
After the subscription, the user can choose his favourite music file among the available titles, and then has to click on download.
–
A window opens and the user has to enter username and password. Afterwards he has to enter a code: the one written on the purchased Sprite bottle.

–
The file download is authorized only if all the requested data are correct. After a confirmation message, the download starts automatically.

–
The file is saved on the computer with the .zip extension. The name of the zip is the same as the chosen mp3.

–
When the file is extracted, it is possible to listen to it on Windows Media Player. At the same time, the browser opens a window for the licence request. The user has to enter again username and password. If he is authorized to get the licence, it will automatically be installed on the computer to allow listening. 

–
It is important to ask for the licence within 72 hours following the download, otherwise it is cancelled from the database.


Rules and terms

–
The code has to be valid for this initiative.

–
Every code can be used only once.

–
The code cannot be used to download the same song more than once.

–
A user can download only 100 songs during the whole initiative, with a limit of 20 songs per day.

–
It is possible to download only 100 songs, with a limit of 20 songs per day on the same computer. This means that if several users share the same computer, they can only download the above-mentioned allowed number of files.

–
There has to be at least 15 minutes between downloads.

–
It is not possible to allow a new download if the previous one has not ended.


What is a file licence?

–
To listen to the downloaded song, it is necessary to have a licence. For each new song there has to be a new licence.

–
All the music files are protected to respect copyrights. Only authorized users, upon subscription, can request and obtain a download licence to listen to their favourite song.


How the licence works

–
The file licences bind the listening of the file exclusively to the computer where the file has been downloaded. The licence ends on 31 December 2002. If the user tries to modify the licence, it will be temporarily disabled and the file will not work any more.

–
Licences are completely free.

According to this structure, it is possible to define the following events:

–
The author sells his content to a publisher and is paid for it. If the publisher is the music store, the author will receive a one-off fixed payment, or a fixed amount of money with a percentage according to how many copies of his "content" the publisher will be able to sell.

–
The publisher will provide the front-end seller with the content through the distributor.

–
The user will be able to purchase the content with the ticket mode.

–
When the user purchases the content and the licence, he becomes the content owner. In this way, he can either distribute his own content to others (user becomes re-seller as in the case of Sprite), or simply be the end user of the purchased content.
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Figure 1 – Content distribution chain

In the knowledge that in some cases the publisher, distributor and front-end seller are the same entity, in Figure 1 the possible relationships partially described above are shown:

–
Author sells content to distributor.

–
Front-end seller buys content from distributor.

–
Purchaser buys content from front-end seller.

–
Front-end seller receives money from purchaser, who may receive information from end-user.

Front-end seller and purchaser can be the same entity if some kind of personal information is required to the end-user as payment. This can represent considerable added value for some companies.

4
Ticket production and association to content

Summary: In a response to a network request, the licence server checks the authorization for a particular user, for a specific right or rights, for access to a specific piece of content. If it is determined that the user has the appropriate security level, an authorized ticket is constructed on behalf of the network user that grants him/her the requested rights to that content only.

Physical tickets may be constructed by the licence server and delivered to the user in two ways:

1)
When the content rights are purchased at the retail website, the associated licence authorization is saved to the database. The physical licence ticket is then constructed and returned to the user via his/her web browser and saved to the file system of the PC or PDA.

2)
Content rights are purchased at the retail website and the associated licencing authorization is saved to the database. However, the physical licence ticket is delivered at a subsequent time (for example, during the rights validation process within the client playback scenario).

To facilitate the above, the licence ticket production process could be implemented in two steps:


Create licence authorization – the licence authorization information is created and stored within the master databases for specific rights to specific content on behalf of specific users.


Create licence – the licence server checks for existing licence authorization information in the database. The licence server then constructs a valid licence ticket, and returns this to the requestor.

5
Create Licence Authorization request

Description: A user browsing a retail website for downloadable music or movies may initiate the licensing authorization creation request to the licence server by choosing to purchase the offer being displayed. Once the payment has been authorized, the website may make a secure, authorized request to the licence server to create the database authorization information necessary to construct a physical ticket upon subsequent licence requests.

Main flow: In order to satisfy the Create Licence Authorization request, the requesting entity must send the following information to the licence server:

1)
User's identity (or blank for "ALL" users)

2)
Content identity

3)
Rights information (all constraint information contained in the offer necessary to construct the licence authorization, e.g. expiry date, right (PLAY, BURN, etc.), number of plays).

When the licensing server receives the above information, it checks for the existence of the content by querying the database using the supplied Content Identifier. The licence server then checks for the existence of the user by querying the database using the supplied User Identity. If both are found, the licensing server constructs the appropriate licensing authorization in the database by linking the User Identifier to the Content Identifier, and finally to the rights information, limiting the licence by the supplied constraints.

The licence server responds to the requester with an appropriate response message indicating the results of the transaction.

Error conditions: The following will cause exceptions to be raised during the processing of the Create Licence Authorization request:


User indicated by supplied User Identity is not a valid member in good standing or cannot be found in the database.


Content indicated by supplied Content Identity is not valid or cannot be found in the database.


Rights/constraints indicated by rights information in the request are invalid or disallowed by the content distributor.

Security considerations: The licensing server will satisfy requests for the creation of licensing information only from entities that have the appropriate security status. Only those retail partners that have authorized the user's payment for content may make this request.

5.1
Create Licence request

Description: As the result of an authorized purchase of content rights (as described above), an authorized entity may make a secure request for the licence server to create a physical licence ticket for a specific user. 

Main flow: In order to satisfy the create licence request, the requesting entity must send the following information to the licence server:

1)
User Identity

2)
Content Identity

3)
Rights information (optional. In general, the player will govern which "verb" the user has chosen (PLAY, BURN, etc.) based upon his/her actions.)

When the licence server receives the above information, it begins the process of checking for licence authorization for the specific content by querying the database by Content Identifier and User Identity. If the licence authorization information is found, a licence ticket is created for all the rights and constraints found within the licence authorization. The ticket is subsequently returned to the requester.

5.2
Licence components: A licence has the following characteristics/components:
–
A licence may be used only by those principal entities designated within the licence. The authorization process must be able to prove ownership. The licence therefore contains the user's identity. (Cryptographic example: embedding the user's public key within the licence).

–
It must be difficult to forge a licence. Proper techniques will be implemented to ensure that the licence was created by an authorized entity and has not been tampered with. Licence contains proof-of-authenticity. (Cryptographic example: hash of the licence bytes are encrypted with private keys of trusted hosts (CAs). Signatures are checked against locally calculated hashes).

–
A content licence must be implemented such that content streams cannot be forged or substituted within licence structures. (Cryptographic example: during content preparation, hashes of the content streams are signed by trusted hosts. Content signatures are stored within the licence and checked during playback.)

–
Licence contains all grants/constraints for the specific digital work.

Error conditions: The following will cause exceptions to be raised during the processing of the Create Licence Request:


User indicated by supplied User Identity is not a valid member in good standing or cannot be found in the database.


Content indicated by supplied Content Identity is not valid or cannot be found in the database.


Licence authorization cannot be found for User Identity and Content Identity.


Rights/constraints indicated by rights information in the request are invalid or defined in the licence authorization information.

Security considerations: The licensing server will satisfy requests for the creation of a licence only from entities that have the appropriate security status. Only those users that present valid security credentials will be allowed to make licensing requests to the server. All other network requests will be denied.

Use case 1: Limited play (free trial)
Summary: The user gets a free "ticket" that entitles him/her to play a piece of protected music either for a limited period starting from a fixed date and time or for a limited number of times. 

Description: The user browses the website of a music site which offers a 24-hour free trial of the music tracks that are on sale. The user decides to try one free listening, so he downloads the protected music of his choice. The website informs the user that he will be able to listen to the music free for 24 hours; after that time the user will have to buy a proper licence. 

The ticket is protected in such a way that it can be used only by the legitimate user. If the user copies the ticket and distribute it to his/her friends, they will not be able to use it.

When the user wants to play the music, he/she will be required to "show the ticket", and to prove his/her identity. The player then checks the validity of the ticket and the entitlements contained in the ticket, including in this case the time limitation of the entitlements. Once the ticket has expired, the ticket is automatically removed from the player storage. However, the system will record the fact that the free ticket has been used, and will not allow any further free ticket for the same music to the same user.

If all required conditions are met, the user is allowed to play the music.

Error flows: If one of the following arises, the player will refuse to play the content:


the user is not the legitimate owner of the ticket


the ticket entitlements do not match the operations required by the user (e.g. the user chose to EDIT the content, but the ticket entitles him/her only to PLAY it)


the ticket is associated with a different content


the ticket is not yet applicable


the ticket has expired.

Use case 2: Unlimited play

Summary: Once the trial period has expired either in terms of number of consumptions or elapsed time the user buys a "ticket" that entitles him/her to use the protected content for an unlimited period. In the following, we assume that the user buys a ticket that allows the unlimited play of a specific content, with no other permission (e.g. the user cannot copy this entitlement to a friend). We also assume that all transactions are done electronically, however this does not mean that a permanent connection to the Internet is required in order to use the "ticket". 

Description: The user browses the website of a service provider containing audio clips of his/her favourite band, and decides to buy one of them. The user then performs an electronic transaction and buys the "ticket" that entitles him/her to perform unlimited play on the selected audio clip.

The ticket is delivered to the user at the end of the transaction and it is then the responsibility of the user to keep the ticket in a safe place and to use it in an appropriate way. The user also downloads the audio clip, and stores it in his/her own "audio clip player".

The ticket is protected in such a way that only the legitimate user can use it. If the user copies the ticket and distributes it to his/her friends, they will not be able to use it.

When the user wishes to play the audio clip, he/she will be required to "show the ticket", and to prove his/her identity. The player checks the user's identity, then the validity of the ticket and the entitlements contained in it, and finally informs the user of the result of the check. For example, if the check detects that the user is the legitimate owner of the ticket and that the ticket entitles him/her to play that specific content, the "play" button is enabled.

The user then plays the audio clip.

Variants: If no e-commerce infrastructure is in place, the same operations can be performed using a physical distribution network. For example, once the user has selected the content he wants to buy, he goes to a shop where he buys both the "ticket" and/or the content on a physical support. The ticket is a piece of information either known or owned only by the customer (e.g. a sequence of numbers printed on a piece of paper or a hardware token to be inserted into the player). The first time the user requires the player to play the content, he will be required to "show the ticket"; he then "shows the ticket" according to the physical support chosen (inputs the sequence of numbers contained in the ticket or inserts the hardware token received at the moment of the purchase). The player validates the ticket, stores the ticket locally for future use, and then plays the content. Since the ticket is now stored in the player, the user doesn't need to repeat the ticket input when he wants to play that content again. Of course a hardware ticket will require that the player device supports it (i.e. embedded smart-card reader).

Error flows: If one of the following arises, the player will refuse to play the content:


the user is not the legitimate owner of the ticket


the ticket entitlements do not match the operations required by the user (e.g. the user chose to COPY the content, but the ticket entitles him/her only to PLAY it)


the ticket is associated with a different content.

Use case 3: "Send a copy to a friend"

Summary: The user buys a "ticket" that entitles him/her to use the protected content and to transfer either the entire set or a subset of his/her entitlements to his/her friends or relatives. The operations can be for example PLAY, EDIT, MOVE, COPY, etc., or a combination thereof.

Description: Alice browses the website of a music store and decides to buy a "ticket" that allows her to play a piece of music she likes very much without limitations. Since she wants to share her music with her friends, the ticket she buys also allows her to distribute some copies of the protected content in a legitimate way. The number of allowed copies is limited, e.g. only 5 copies. The people receiving a copy of the ticket will not be allowed to make any further copy, so she is the only one who can distribute her own rights.

Variants: The copies could possibly have limitations that were not originally present in the original ticket, e.g. they could be valid for 30 days and then expire.

Error flows: The copy will not work when:


the number of actual copies exceeds the limits imposed in the original ticket


the original ticket has expired


the original ticket does not allow copies.

Use case 4: "Crash recovery"

Precondition: The user owns a collection of "tickets" that entitles him/her to play without limitations his/her preferred music tracks. The tickets are stored on the user's portable device together with the content, and a backup copy is available on his/her PC. Unfortunately the user's portable device crashes, so he/she has to buy a new one. Now, the user wants to recover from the crash all his/her music collection, using the backup copy of his/her entitlements and of the related pieces of music stored on the appropriate storage devices (PC, CD, various memories supports etc.).

Description: Alice is a careful customer who knows the value of the goods she bought on the network, so she always makes a backup copy of the "tickets" she buys on her PC. One day, her portable music player crashes, and all tickets stored in the player are lost together with the music. Therefore she buys a new player and loads all backup copies of her tickets into the new player. Then she downloads the content from the network or from any other backup device she owns (CD, PC, other storage devices). She can then listen again to her preferred music.

Variants: The backup service could be provided by the e-commerce site selling the tickets, however if Alice buys music from several different music stores, probably she has to download the backup copies of the tickets from each of them. If the download is done automatically by the player, this is not a problem.

Error flows: Of course this scenario assumes that the new player has the same functionality as the old one, including the security-related features. The restitution of lost tickets will fail if:


the user is not the legitimate owner of the tickets


the ticket has expired


the system requirements specified by the content vendor are not satisfied by the new device.

Comments: This use case has one main consequence: it is not possible to match the user identity with the identity of the player he/she uses. 

Use case 5: "Floating licence"

Precondition: The user owns some "tickets" that do not allow copies. However, the user wants to be able to listen his/her favourite music on different devices, like his/her car stereo when he/she is driving, or his/her personal device when he/she is walking in the street.

Description: Alice owns two players, one is a portable device, and the other is a car stereo. Usually Alice downloads the music she likes on to her PC, and then copies it into the two players. However, since music is protected, she also has to download the associated ticket to the PC first (where she keeps a backup copy of all her electronic goods), and then into the two devices. Then, when she is travelling by car, she identifies herself to the car stereo, so that the car stereo can validate all her tickets and allow her to listen her favourite songs. When she leaves the car, she removes her identification token and plugs it into the portable device, so that the portable device can validate all her tickets. If her brother Bob uses the same car, when Bob identifies himself, the car stereo will validate Bob's tickets only, even if all Alice's tickets are stored in the car stereo memory.

Error flows: This scenario assumes that the car stereo has the same functionality as the personal device, including the security-related features. The use of tickets will fail if the conditions associated with the content are not met, as in the previous cases:


the user is not the legitimate owner of the tickets


the ticket entitlements do not match the operations required by the user


the ticket is associated with a different content


the ticket is not yet applicable


the ticket has expired


the device is not recognized as an authorized platform.

Functional requirements: This section provides requirements concerning the functionality needed so that the aforementioned use cases can take place as described. Since the aim of the entire system being studied is to achieve content fruition in accordance with acquired usage rules, the most important requirements deal with secure content management and its protection from abuse. Other requirements related to diverse infrastructures needed (connectivity, storage capacity, user interface) are also provided.

Security requirements: Within the domain of information technology (IT) systems security, the recognized tenets of security are:


Confidentiality: protection from disclosure to unauthorized persons.


Integrity: maintaining data consistency.


Authentication: assurance of identity of person or originator of data.


Non-repudiation:originator of communications cannot deny it later.


Availability: legitimate users have access when they need it.


Access control: unauthorized users are kept out.

Through the analysis of the different components of the systems, such requirements will be taken into account and detailed according to the different aforementioned use cases.

The player: The secure player must be able to 

1)
authenticate the user;

2)
validate "tickets" (licences);

3)
compare the rules associated with each protected content with the entitlements stored in the associated ticket owned by the user;

4)
deny or allow content use accordingly;

5)
allow secure transfer and handling of sensitive content (credit cards numbers, passwords).

The following paragraphs describe each item in more detail.

User authentication: The basis for the implementation of each usage scenario described above is the ability to identify the user in a secure way. Moreover, the user authentication must be repeated every time the user requires a privileged operation to be performed on the protected content, otherwise a user can identify himself on a device once, and then let all his/her friends use the device forever!

The user identification must be different from the identity of the device that is used to play the protected content, otherwise 


a crash of the player would be unrecoverable;


using the content on different players would be impossible.

A simple solution is to use a physical token (i.e. a smart card) able to represent the user each time the user authentication is required. However, this requires a smart cart reader on each player device. The physical token shall be activated by the user every first time it is used after a device has been reset (player switched off and then on, or smart card extraction and re-insertion). A personal identification number (PIN) request by the token can implement this mechanism.

Another solution is to use a password that will expire after a while, e.g. every day, but this means that the user has to contact the service provider site each day to know his new password. It must be verified whether this is acceptable by users for a commercial service.

Ticket validation (integrity): This is a process whereby the player recognizes the user as the authentic owner of the licence stored in the form of a "ticket". For the user, the ticket can be just a sequence of numbers. But the player must be able to interpret the ticket, and to verify whether or not the user claiming to be the owner of the ticket is the real owner or false. 

Rules parsing: There are rules associated with content ("content rules") which are generic, and rules specific to each single user ("user rules") contained in the "ticket".

Content rules: Content rules are generally embedded in the content itself. They contain at least the following information:


the content unique identification,


the unique identifiers of the IPMP components (e.g. crypto algorithms, watermarking algorithms) that must be employed by the player in order to use the content.

The first information allows the player to match content and user rules, while the second allows the service provider to associate every piece of distributed content with the best IPMP tools assortment that matches his/her security requirements. Such modularity of the protection system allows its easy update (i.e. to change a cryptographic algorithm when it is assumed to have been cracked). Of course, the update applies to new content only. In any case, this means that the player must have the ability to recognize that it needs a missing component, and to automatically download and install it.

User rules: Once the ticket has been validated, it must be parsed to extract the information contained in it. This information cannot be changed in any way by the player or any other entity, otherwise a user could entitle himself to do whatever he/she wants with the content without paying. The parsing process reads each field in the ticket structure, which may contain information like:


the unique id of the content to which the ticket applies;


the date from which the ticket is valid;


the date of expiring;


the operations that the user is entitled to perform on the content (e.g. PLAY, EDIT, RELEASE, etc.);


for each allowed operation, the number of repetitions permitted;


the secrets needed in order to perform the operations to which the user is entitled. 

Great care must be taken by the player in handling this information, since it fully governs the use of the content and as such, it could be a possible point of attack by malicious users. 

Rule enforcement (access control): The player evaluates the rules associated with content and the rules contained in the "ticket", and applies the result of a match between them. If the match is positive, the player applies the user rules granting or denying access to each specific content use as expected.

Secure transfer and handling of content (integrity, confidentiality): Every piece of sensitive information required during the process of content use shall be protected from abuse. Such protection includes:


the content;


the associated ticket;


personal information related to the user (e.g. credit card number, electronic wallet PIN).

Techniques that are likely to be adopted include cryptography for the prevention of unauthorized access to sensitive information and watermarking in order to be able to track its illegitimate distribution.

Guarantee of quality of service (non-repudiation): If the service provided by the service provider is poor or not in conformity with the terms of the deal, the user shall be able to testify this in order to be guaranteed against content distributors' misconduct.

For instance, if the quality of the sound is very poor for reasons that are not of the user's responsibility (e.g. bad content storage or device handling), the service provider shall be made responsible for the provision of the adequate content quality or for a refund.

Availability: The implementation must maximize the service availability for the user, e.g. if a missing component is detected by the player, it should be able to upgrade automatically from a remote server regardless of the location and time the upgrade takes place. This means that suitable protection infrastructures shall shield the system from DDoS (distributed denial of service) attacks. Distributed denial of service attacks can bring down a network by flooding target machines with large amounts of traffic. Recently, several of the Internet's largest websites, including Yahoo, Amazon.com, eBay, and Buy.com, were disrupted for extended periods by DDoS tools. These new tools were detected in corporate networks, as well as in personal computers with high speed network connections. The prevalence of high speed DSL and the cable modem service magnifies these tools' potential effectiveness. 

6
E-commerce infrastructure

The e-commerce infrastructure can be broadly defined as the collection of standards, guidelines, components and services that provide benefit to the online business community. One of the key questions in defining an e-commerce implementation approach is to determine exactly how this infrastructure can be optimally used to support the applications being deployed.

The infrastructure can be illustrated as a multitiered pyramid, in which each layer provides support for the layer above, as in Figure 2 below.






Figure 2 – Multitiered pyramid infrastructure

The e-commerce infrastructure can be categorized as follows: 


Electronic commerce environment – These are guidelines and frameworks designed to make a conducive environment for e-commerce. The environment includes technical standards, a legal and regulatory framework, and various incentive schemes. 

Infrastructure services – These are services that provide specific e-commerce functions, like user authentication or credit card payment processing. Typically, one or more infrastructure services are required by an electronic commerce solution. The infrastructure services can be further categorized as network services, directory services, security services and payment services. 

Commerce solution providers – These are organizations that offer complete end-to-end solutions, or packaged components of a solution, for businesses that choose not to implement electronic commerce systems on their own. 
The infrastructure can be leveraged to enable e-commerce business applications more cost effectively, and with more predictable results than if an organization implemented the applications by developing all aspects of the solution on its own.

Each element of the e-commerce infrastructure is defined in more detail in the following paragraphs. 

6.1
Electronic commerce environment 

Online business applications, the infrastructure services and the commerce solution providers all exist within the structure's overall electronic commerce environment. The e-commerce environment is comprized of the following elements: 


Legal and regulatory framework – For electronic commerce to flourish there needs to be a conducive legal and policy environment. Businesses need to know that when they conduct business online, they enjoy the same legal protections as traditional businesses. 

Standards – It is necessary to establish a set of open, industry-led, technical standards in the areas of network protocols, security, e-mail and directories, electronic commerce, and information sources and exchange. The standards facilitate interconnection and interoperability of businesses over networks. 
6.2
Infrastructure services 

Infrastructure services comprise: 


Network services – These services provide the networks that link online businesses. These services are provided by Internet service providers. 

Directory services – These services allow customers to search for information or websites based on various search criteria. 

Security services – These services provide secure identification and secure communication over the Internet. Many tools for these purposes are available commercially. 

Content protection services – These services provide IPMP tools that supply the protection needed by content providers. These tools shall be as transparent as possible so that the entire process is not excessively weighed down in terms of time consumed. IPMP tool provider services shall be as efficient as possible (fast server for tools retrieval, light-weight tools to be downloaded, limited resource demanded on the local device).

Payment services – These services enable secure payments over the Internet.
6.3
Commerce solution providers 

Commerce solution providers (CSPs) are organizations that offer complete end-to-end solutions for businesses that choose not to, or do not have the capability to, implement e-commerce systems on their own. There are two categories of CSP: 


Business to consumer services – These CSPs create and host electronic commerce websites for merchants who sell directly to individuals.

Business to business services – These CSPs provide services for electronic commerce between businesses.
7
The content and the ticket

Both the music and the related usage rules stored in the "ticket" shall be protected from abuse during their entire lifecycle after the deal has taken place. Cryptography and watermarking techniques are likely to be employed for this purpose.

8
General security recommendations

Many experiences in recent years have shown that protection mechanisms for products destined to the large consumer market are subject to an impressive amount of technically skilled attacks. Therefore, a fundamental requirement of security engineering is that the system shall be as "patchable" as possible. This means that the protection scheme shall not be "frozen" within the technology that implements it, otherwise the damages of a successful attack could not be repaired without changing the whole technology (e.g. players, physical supports, etc.). This happened with the digital versatile disk (DVD), where the encryption algorithm was very weak and unchangeable, and the entire set of possible keys was fixed and built into every disk.

Another important security principle driving the realization of systems devoted to information protection states that if one control in the system of controls is compromized, other controls shall provide a "safety net" to limit or prevent the loss. This implies that a break in a single component does not produce the spilling of all the information required to access the sensitive content. In other words, in order to bypass the protection mechanisms the attacker must break every component and possibly even then the attempt could partially fail owing to the lack of a correct interaction among compromized components. 

9
Other functional requirements

Connectivity: Communication capabilities to be supported:


wireless connection (e.g. Bluetooth, infrared);


personal token interface (e.g. smart-card reader);


TCP/IP protocol.

Storage capabilities: Two types of storage facility have to be present: 


Volatile memory: is a type of memory that loses its information when power is not present. It is required for those memory-consuming operations that take place only during player use and do not produce results that need to be stored for future use.


Non-volatile memory: is a type of memory that preserves its information when power is not present. Such preservation can be either unlimited or for a lapse of time that is longer than the platform's lifetime. It is needed for the storage of those pieces of information needed by several successive uses of the device (content, usage rules, counters of different nature, etc.).

User interface: The user interface shall provide a friendly means to:


browse content stored on the player for consumption;


access the service provider for content purchase and download;


manage content (COPY, MOVE, EDIT operations).

9.1
Non-functional requirements

HW/SW portability: The music is intended to be played also on embedded devices with limited processing power; therefore, the player code must be able to perform the decoding and additional processing (decryption and/or watermarking) of audiovisual information with real-time performances. The target platforms should be among those currently available on the market and compatible with the most popular configurations.
Performances: With respect to current established ways of accessing and consuming digital audio-video content, the additional options described here must provide an experience as close as possible to the current scenarios in terms of complexity of use.

The implementation must make efficient use of all the device resources, including CPU time. In order to achieve this goal, platform-specific development kits available from devices' manufacturers are likely to boost the process of optimization.

Interoperability: The player must be able to communicate with the servers used to support the upgrading service, and to install and run new components. In order to achieve this goal, the player, acting as a client, must support the most common communication protocols for client-server applications. The possibility of transferring the purchased content and all the related items (tickets, IPMP tools) to platforms that differ from the one of origin without need for repackaging seems to be of interest for the customer and shall be taken into account to the largest possible extent. In fact, this option would allow content transfer to different platforms without need to be online and to download all necessary items. If the content is to be transferred to other players in an offline scenario, the content protection scheme and any aspect connected to content consumption shall be as platform-independent as possible.

Deploying: In order to have a minimal impact on the ease of use, the player must have an installation procedure for the target platform. It will be able to upgrade automatically once installed on a device if upgrades are free of charge; otherwise the process of upgrading shall be as straightforward as possible.

Usage scenario 2: Tele-education

The final goal of the whole system is the creation of a virtual classroom where the different actors feel as if they are physically participating in the same event. According to the nature of the cognitive process the essential means through which knowledge is transmitted are speech, text and drawings. Even if not essential, support for video is likely to significantly contribute to the quality of the users' experience. In this section attention will be focused on a common university-style lecture where essential elements are the teacher's voice and the blackboard.

Various content distribution and use models will be examined according to the temporal and the spatial distance between service production and its consumption.

Precondition common to all of the several use cases: This scenario envisages an educational TV programme, "In a drug store", being played to a school class. The instructor, Kim, prepares the class using an educational broadcasting system (EBS) studio while some pupils prepare for the class in the same classroom as Kim or at home. Students that are going to follow the class from home are subscribed to Korea Satellite Broadcasting (KSB), which is a multichannel pay-TV company that provides digital broadcasting services over satellite. EBS is a professional broadcasting company that produces entire channels of educational programmes. In order to be allowed to follow the class, they have to identify themselves to the EBS. This identification process is likely to require that all the pupils belonging to the educational institution be provided with a personal identification device (e.g. smart card).
10
Content preparation 

The educational institution where the class is taking place wishes to make it accessible to the largest number of pupils in the most flexible and comfortable way. This is the reason why a multimedia classroom is set up in order to best exploit the modern recording and telecommunication technologies. Such equipment will allow remote students to have an experience as close as possible to the experience of pupils attending classes in real classrooms. This requires that the classroom be equipped with a broadcasting system able to reach the largest number of pupils. Students can ask for a remote replay of the lecture not only as "live" transmission, but also for a later reviewing due to their unavailability at the time the class took place or for revision of the topics treated. This requires the possibility to store the recorded lesson on a server able to manage random requests for downloading according to the distribution policy established by the content owner.

The server hosting the content must provide basic functionality for content upload and activity monitoring. For example:


Easy-to-use browser-based user interface


Secure, instant access any time to site usage statistics, bandwidth utilization, etc.


Real-time and historical reports, plus full access to log files


Extensive viewer statistics available.

Use case 1: pupil at home attending "live" class

Precondition: A student, Hong, has a set-top box for broadcast communications reception at home. The set-top box is able to receive EBS transmissions and allows user identification and interaction (e.g. audio/video interfaces).
Description: Hong tunes his home TV to the EBS using a set-top box. When authenticating and accessing the service Hong can decide the degree of interactivity he wishes to reach. For example, he can decide whether he will record the programme or not, whether he wants to be able to ask questions or download Kim's notes or suggested support material. Any of these services may be provided following different distribution models; some of them can be free for a limited time or with limited operations allowed, others can be available only for purchase. For instance, before the beginning of the lesson Hong decides that he needs to be able to download free notes and a textbook for which he has to pay. During the class, he wishes to ask questions and get answers from Kim in order to write some important points made by Kim in the downloaded textbook.
Error flows: Since the pupil attending the class from home has exactly the same possibilities and the same obligations as those attending on site, the reasons for denial of service are the same as in the previous use case.

Use case 2: late class

Precondition: Cho was taking a sightseeing trip in Jeju with his relatives and missed the whole class. On his way back home, he would like to have a replay of the class on his PDA and have a look at Hong's notes and the textbook when he arrives home.

Description: Cho connects to the server where the recorded class has been stored and identifies himself to the system. Then he receives a replay of the class on his PDA, and downloads the textbook when he arrives home either from the EBS or from Hong's PC.
Error flows: In this case the pupil accessing the recorded class from home experiences a situation very close to that of pupils attending the class "live" from home. Therefore he has exactly the same possibilities and the same obligations; the reasons for denial of service are the same as in the previous use cases.

Functional requirements: As for the music distribution usage scenario, functional requirements here are provided with particular attention to intellectual property management and protection. 

If the class is downloaded on a local storage device, the scenario is very close to that of music distribution where the sensitive content is an audiovisual stream and not just music. The functional and non-functional requirements for this case can be supposed to be the same as those listed in the previous sections. The case of streaming consumption of the content is taken into account here.

Secure streaming of digital content is the perfect selling model because there are no inventory or carrying costs, and it can be sold to anyone and delivered anywhere easily. This has far-reaching implications for both online retailers as well as corporations that own digital content such as training materials, digital rights for seminars, conferences, trade shows sporting events and so on. For these advantages to be real, it is of the utmost importance that only the persons entitled to access the service can do so and that their use of the content is in accordance with the terms of the deal. Therefore, particular attention is devoted here to security requirements in streaming scenarios.

Security requirements: In a streaming context where the content is likely to be available to a large mass of potential customers (e.g. over the Internet), the security principles already introduced in previous examples are applicable:


Authentication: movie trailers, audio previews and other promotional media content can be secured so that they only play from the intended website.


Access control, confidentiality: expire access to content to unauthorized users and enable authentication of media users.


Access control: prevent unauthorized access of streaming content resulting from mass e‑mailing of streaming URL links.


Integrity: streamed reproduction shall actually be what is intended to be sent.


Non-repudiation: Streamed information authenticity shall be certifiable after reproduction (if stored by the client).


Availability: the streaming server shall be up and running 24x7.

In the following sections every component of the entire streaming system is described in terms of the functionality needed in order to achieve the above goals.

The player: The secure player, be it the set-top box or the PDA, must be able to:

1)
authenticate the user;

2)
check user rights on the selected content;

3)
deny or allow content use accordingly;

4)
allow secure transfer and handling of sensitive content (credit card numbers, passwords).

5)
allow a secure streamed consumption of the content.

The following paragraphs describe each item in more detail. 

User authentication: The basis for the implementation of each usage scenario described above is the ability to identify the user in a secure way. Moreover, the user authentication must be repeated every time the user requires to be allowed to see a streamed presentation on his local player. Otherwise, a user can identify himself on a device once, and then use the device forever or let all his/her friends do so!

The user identification must be different from the identity of the device that is used to play the protected content, otherwise:


a crash of the player would be unrecoverable;


accessing the content on different players would be impossible.

As for offline content consumption, a straightforward solution is to use a physical token (i.e. a smart card) able to represent the user each time the user authentication is required. Nowadays, if the presence of a smart-card reader in an STB is quite common, the same device for a PDA could engender some difficulties in terms of both cost and ease of use. Such a solution can be required for high-end devices destined for professional users where cost and ease of use are of secondary importance with respect to the value of the treated information. 

The simpler solution of using a password that can expire after a while is more suitable for circumstances where ease of use and low cost are of primary importance. 

User rights checking and packaging (access control, integrity): The server should be able to handle the different requests for streamed content and to check the rights held by the identified student asking for content. Different students belonging to the same educational institution may have different access rights on the available classes for several reasons (e.g. year of attendance, number of exams taken, etc.). Once the server has stated that the identified student holds the set of rights necessary to access the required class, it shall produce a "ticket" to be sent to the student together with the information stream. It will be the player's task to recognize the user as the authentic owner of the licence stored in the "ticket" by interpreting it, and verifying whether the user claiming to be the owner of the ticket is the real one or a faker. 

User rights check (access control)

Rules parsing

As for offline content fruition, generic rules associated with content are designated as "content rules" and rules specific to each single user are called "user rules" and are contained in the "ticket". Content rules are embedded in the content itself and allow on one side the player to match content and user rules and on the other the service provider to associate every piece of distributed content with the best IPMP tools assortment that matches his/her security requirements.

Once the rules container (the "ticket") has been validated, it is parsed to extract the information contained in it. This information cannot be changed in any way by the player or any other entity, otherwise a user could entitle himself to do whatever he/she wants with the content without paying. The player can only evaluate the rules associated with the content and those contained in the "ticket", and then apply the result of the match.

Secure transfer and handling of content (confidentiality, integrity): In a streaming scenario it is of the utmost importance that the quality of the rendering is not affected by run-time operations such as buffering and information pre-processing (e.g. watermarking), so that the service provided to the user is actually what he/she expects to receive. This means that the protection layer that is supposed to guarantee information confidentiality and integrity is at the same time completely transparent for the user.

The pieces of sensitive information required during the process of content use shall be protected from access by unauthorized users (eavesdropping). Such components include:


the content;


the associated ticket;


personal information related to the user.

Cryptographic and watermarking techniques are likely to be employed for these purposes.

Availability: The server shall be up and running as much as possible in order to allow users to access the content with no restriction of time (protection from DDoS attacks.

Other functional requirements

Connectivity: Communication capabilities to be supported:


broadband wireless or wired (only for STB) connection.


personal token interface (optional for PDA).

Storage capabilities: Two types of storage facility have to be present: 


Volatile memory: this type of memory that loses its information when power is not present is required here as a temporary buffer in case the bit rate of the downlink is higher than the bit rate of the presentation. It could be useful to prevent disturbances due to transient line interruptions. It is also likely to be filled with data produced by those operations that take place only during player use and do not produce results that have to be stored for use a second time.


Non-volatile memory: this is not needed for normal situations of streaming but could be useful if the process of rendering should be forcefully interrupted by sudden external events (e.g. long connection breaks or device power supply failure). In fact it would keep important information required when the situation returns to normal.

User interface: The user interface shall provide a friendly means to: 


access the service provider for user authentication,


browse content stored on the server for content selection and download,


manage content (PLAY, STOP, PAUSE operations).

Non-functional requirements

HW/SW portability: The streamed class is intended to be played also on embedded devices with limited processing power. Therefore on one hand the device must support broadband connections and on the other the player code must perform decoding and additional processing (decryption and/or watermarking) of audiovisual information with real-time performances. The possibility of transferring the content from one device to another (from STB to PDA or from PDA to PDA) requires that adequate communication mechanisms be supported among those currently available in commercial products.
Performances: The recorded and streamed class shall provide an experience as close as possible to that of a pupil really attending it in the classroom. This applies to audio and video rendering quality. Such quality is affected by several factors that have to be taken into account:


user-friendly interfaces;


decoder(s) performances;


protection scheme transparency;


connection speed and reliability;


adequate rendering devices (loudspeakers, displays).

All the device resources shall be efficiently exploited possibly by means of available development kits provided by original equipment manufacturers (OEMs).

Interoperability: Not only must upgrading services be supported by the client (the player), but also the IPMP infrastructure must be as flexible as possible. This includes the possibility of being downloaded from different available servers and fitting the widest range of platforms. The possibility of transferring the content without repackaging from one platform to another must be supported as much as possible. If current technology does not seem to be ready to completely fulfil this requirement, or if complete interoperability at the level of content seems to be too expensive to be supported, it can be left to high-end devices able to be extended in order to support future versions of the adopted protection technology.

11
Conclusions

The UML diagram in Figure 3 summarizes the functional requirements described above.
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Figure 3 – Actors and functionalities of the MOSES system

The different actors involved can collapse into a generic services provider actor that will supply all the required business services. The diagram omits the entities needed in order to support the security requirements or to implement functionality. This is due to the UML approach that avoids specifying "how" components have to be put into practice. All the intermediate operations answering user requests must be transparent and, if additional options supporting specific features (e.g. confidentiality) are necessary, they must be as habitual as possible (e.g. to buy something I have to put my credit card in an ATM).

From this point of view, the music scenario seems to be the hardest challenge. In fact, the high degree of interoperability and flexibility required by the user must be satisfied in order to defeat the temptation of a monopolistic solution to the DRM problem. 

The diagram in Figure 4 shows possible user interactions with digital content. Indexes near the association links (arrows) are called multiplicities; these count how many objects associated with a given entity or class can be present within a particular association. It is a concise way to describe scenarios where, for example, a music CD can be lent to a number of friends, and/or played on CD readers coming from different vendors (Panasonic, Sony, Philips, etc.) and in several devices (PC, DVD, etc.). The MOSES system is supposed to support such options to the largest extent.
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Figure 4 – User interaction with digital content

In the same context we will find a DRM system that reduces to a minimum the external interfaces required for the user's device. In other words, an audio CD does not need more functionality than power supply and a physical exchange to be played on different players.

To resume, the solutions will satisfy two fundamental requirements: different degrees of security for the vendors, maximum degree of freedom for the user.
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