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I
INTRODUCTION

What is e-commerce?

E-commerce is the use of electronic systems to engage in commercial activities. Businesses use e‑commerce to buy and sell goods and services create greater corporate awareness and provide customer service.

What kinds of e-commerce business models exist?

A new lexicon has developed for the different e-commerce business models. "Brick and mortar" companies are those that have a presence only in the physical world and are without a commercial Internet presence (virtually every major company now has a website but a brick and mortar company typically uses its site for passive promotional purposes rather than to engage in online commercial activity). "Bricks and clicks" companies are brick and mortar companies that combine a physical offline presence with one online. Examples in the United States include Barnes and Noble and Wal-Mart who sell from both their physical stores and their web stores. "Pure-play companies" or "dot-coms" operate exclusively online. Examples include Amazon.com, which operates websites in the United States, United Kingdom, France and Japan and Monster.com, a global online job search service with sites in India, Singapore, Australia, Europe and North America.

Are there different e-commerce market categories?

Yes. Business-to-consumer companies (B2C) are involved with individual consumers in a retail or service setting. Business-to-business companies (B2B) provide goods or services to other businesses. Although B2B has less public prominence than B2C, most analysts agree that the B2B sector garners a much higher volume of business than does B2C. Consumer-to-consumer companies (C2C) facilitate transactions between individual consumers. eBay, an online auction site that serves the C2C market, generates revenue from transactional fees, ancillary services and advertizing. Also relevant are government-to-business (G2B) and government-to-consumer/citizen (G2C). 

How large is e-commerce?

Despite the recent instability of many Internet companies, most analysts remain optimistic about the long-term future growth and critical importance of e-commerce and the Internet economy. By 2004, global Internet commerce is expected to swell to USD 3 trillion. As these numbers increase, it becomes apparent that e-commerce is developing into an integral component of the world economy.

How has e-commerce changed in recent years?

The e-commerce marketplace has witnessed dramatic shifts in recent years. During the late 1990s, venture capital flowed freely into Internet-based ventures, leading to thousands of novel and not-so-novel companies chasing dreams of cashing out with a quick initial public offering (IPO). The Internet market staged a stunning reversal in late 2000 and early 2001, however, as decline valuations for Internet companies led to the collapse of hundreds of companies with insufficient capital reserves. As a result, headlines touting the latest dot-com IPO success were replaced with news of yet another dot-com failure. While many successful e-commerce companies remain, their valuations and business models more closely resemble traditional businesses.

What are the most important elements of e-commerce law?

The most important elements of e-commerce law relate to the fundamental components of commercial transactions – how to ensure that an online contract is as valid and enforceable as one consummated offline. The building blocks of e-commerce law therefore focus on both enforcing the validity of electronic contracts and ensuring that the parties can be held to their bargains.

Once the contractual issues have been addressed, e-commerce law analysis shifts to a series of legal issues that may govern the transaction. These include jurisdiction (which court or arbitral tribunal can adjudicate a case), consumer protection issues, taxation, privacy, domain name disputes, as well as the role and potential liability of intermediaries such as Internet service providers.

II
WHO SETS THE RULES FOR E-COMMERCE?

Who addresses e-commerce law at the international level?

As discussed in greater detail below, several organizations contribute to the development of global e-commerce law at the international level. Different organizations have tended to take the lead on different issues: 

•
UNCITRAL has played a leading role in developing model laws for e-commerce transactions; 

•
OECD has been at the forefront of Internet taxation, e-commerce consumer protection and privacy;

•
WIPO has been the international leader on digital copyright and trademark issues involving domain names;

•
ICANN has implemented the Uniform Domain Name Dispute Resolution Policy, which has addressed thousands of domain name disputes;

•
APEC has worked on digital divide concerns and small and medium-sized enterprise (SME) e-commerce adoption;

•
The Hague Conference on Private International Law has been the worldwide leader on Internet jurisdiction issues;

•
WTO has considered e-commerce trade barriers.

Who addresses e-commerce law at the national level?

E-commerce law frameworks at the national level vary by country. In some countries, such as Japan, India, Malaysia, South Africa and Columbia, most of the e-commerce law and policy initiatives come from the national government. The United States and Canada use a dual approach whereby both the federal and state/provincial governments play a role, while in the European Union, directives applicable in all Member States are often the most important source of legal guidance. 

How important are NGOs in the e-commerce law and policy development process?

On certain issues, such as jurisdictional rules and consumer protection, NGOs play a critical role in the development of e-commerce law and policy as they are often accorded a place at the negotiating and drafting table. At other times, the role of the NGO is more reactive, responding to new proposals and lobbying on behalf of business or consumer interests.

1
What international organizations are involved in e-commerce law? What do they do?

a)
UNCITRAL

What is UNCITRAL?

UNCITRAL is the United Nations Commission on International Trade Law. Established by the United Nations in 1966 to harmonize the law of international trade, it is a core legal body of the United Nations system that works to create accessible, predictable and unified commercial laws.

The Commission is composed of 36 Member States elected by the General Assembly, are chosen to represent the world's various geographic regions and its principle economic and legal systems. Members are elected for terms of six years, with the terms of half the members expiring every three years. The UNCITRAL secretariat is located in Vienna and carries out its work in annual sessions, which are held in alternate years in New York and Vienna. All States and interested international organizations are invited to attend as observers and participate in sessions of the Commission and of its working groups.

What does UNCITRAL do?

UNCITRAL focuses on law reform and creating model commercial laws that are both accessible and predictable. This is accomplished through: 

•
Conventions, model laws and rules which are acceptable worldwide 

•
Legal and legislative guides and practical recommendations 

•
Updated information on case law and enactments of uniform commercial law 

•
Technical assistance in law reform projects 

•
Regional and national seminars on uniform commercial law.

The Commission has established six working groups to perform the substantive preparatory work on a range of topics, including: international sale of goods; international transport of goods; international commercial arbitration; public procurement and infrastructure development; construction contracts; international payments; cross-border insolvency and, most important for current purposes, electronic commerce.

What is UNCITRAL's involvement with e-commerce?

UNCITRAL created a Model Law on Electronic Commerce in 1996 to enhance the use of paperless communication. In 2001, it created a Model Law on Electronic Signatures. Future electronic commerce work will focus on: electronic contracting, with a view to creating a draft convention; online dispute settlement; dematerialization of documents of title; and a convention to remove legal barriers to the development of electronic commerce in international trade instruments.

b)
OECD

What is OECD?

The Organisation for Economic Co-operation and Development (OECD) grew out of the Organisation for European Economic Cooperation, which administered American and Canadian aid to Europe after World War II. Established in 1961, OECD today has 30 member countries and maintains active relationships with 70 more. Its goals are to build strong economies in its member countries, improve market systems, expand free trade and contribute to development in both industrialized and developing countries. The governing body of OECD, the Council, is led by a secretary-general and is made up of representatives of member countries, who provide guidance on the work of OECD committees and decide on the annual budget. 

What does OECD do?

OECD facilitates the creation of international instruments, decisions and recommendations in areas where multilateral agreements may create progress for individual countries in a globalized economy. Its various directorates and committees analyse issues, identify policies and deal with a wide range of economic and social issues from macroeconomics to trade, education, development and science and innovation. Among its other functions, OECD:

•
has published more than 4 000 publications including research reports, conventions, working papers, country surveys and statistics spanning the spectrum of socio-economics; 

•
promotes and develops international statistical standards and coordinates statistical activities with other international agencies;

•
fosters good governance in the government and private sectors through the hosting of conferences and the development of policy and guidelines;

•
identifies and analyses issues surrounding emerging economies, sustainable development and aid.

What is OECD's involvement with e-commerce?

E-commerce has become an area of focus for OECD because of its transborder nature and its potential for all countries in the areas of economic growth, trade and improved social conditions. It has developed policy in areas ranging from telecommunication infrastructure and services to taxation, consumer protection, network security, privacy and data protection, as well as emerging markets and developing economies. 

Following its "OECD Action Plan for Electronic Commerce", endorsed by its members in 1998, its work programme focus is to build trust for users and consumers; establish ground rules for the digital marketplace; enhance the information infrastructure for e-commerce; and maximize the benefits of e-commerce. Some of the activities currently under way in the area of e-commerce include:

•
implementing aspects of the OECD Guidelines for Consumer Protection in the Context of Electronic Commerce;

•
promoting the use of privacy-enhancing technologies and user education and awareness about online privacy issues;

•
studying the effects of e-commerce on cross-border trade in financial services, on contract law and on electronic delivery of insurance products;

•
studying access to high-bandwidth information and communication technologies at affordable costs in rural as well as in urban areas;

•
researching the needs for and constraints to, capacity development for trade faced by developing countries; and

•
disseminating its work on e-commerce to member and non-member countries through other international organizations.

c)
WIPO

What is WIPO?

The World Intellectual Property Organization (WIPO) is an international organization that promotes and protects original works in the realms of art, science and technology. 

Headquartered in Switzerland, WIPO is one of the 16 specialized agencies of the United Nations. It administers 23 international treaties dealing with different aspects of intellectual property protection (both industrial protection and copyright) and has more than 170 Member States. 

Although WIPO was formed in 1970, its roots go back as far as the 1883 Paris Convention for the Protection of Industrial Property. In 1974, WIPO became a specialized agency of the United Nations with the mandate to administer intellectual property matters recognized by the Member States of the United Nations. 

What does WIPO do?

WIPO's main objective is to develop international standards for the protection of intellectual property in keeping with ongoing advances in technology and business. Through its treaties, it seeks to:

•
harmonize national intellectual property legislation and procedures; 

•
provide services for international applications for industrial property rights; 

•
exchange intellectual property information; 

•
provide legal and technical assistance to developing and other countries; 

•
facilitate the resolution of private intellectual property disputes; and 

•
marshal information technology as a tool for storing, accessing and using valuable intellectual property information. 

What is WIPO's involvement with e-commerce?

WIPO has created a Digital Agenda to respond to the confluence of the Internet, digital technologies and the intellectual property system. Through international discussions and negotiations, WIPO is formulating new ways in which intellectual works can be disseminated, while at the same time ensuring the rights of their creators remain protected. 

The Digital Agenda also aims to:

•
integrate developing countries into the Internet environment through such tools as the use of WIPOnet and the electronic delivery of information and services;

•
rethink how intellectual property law works in Internet transactions and examine emerging new norms in this respect; 

•
facilitate the creation of effective online systems to resolve disputes; and

•
coordinate and ensure the development of efficient and consistent responses to common concerns across national and multi-sectoral boundaries.

d)
ICANN

What is ICANN?

The Internet Corporation for Assigned Names and Numbers (ICANN) is a technical coordination body for the Internet. Created in October 1998 by a broad coalition of the Internet's business, technical, academic and user communities, ICANN has assumed responsibility for a set of technical functions previously performed under United States Government contract by other groups.

As a non-profit, private-sector corporation, ICANN is dedicated: to preserving the operational stability of the Internet; to promoting competition; to achieving broad representation of global Internet communities; and to developing policy through private-sector, bottom-up, consensus-based means. ICANN welcomes the participation of any interested Internet user, business or organization. The Board of ICANN is currently composed of nineteen directors: nine at-large directors, nine selected by ICANN's three supporting organizations and the president/CEO (ex officio). Five of the current at-large directors were selected by an Internet users' vote.

What does ICANN do?

ICANN coordinates the assignment of the following identifiers that must be globally unique for the Internet to function:

•
Internet domain names 

•
IP address numbers 

•
protocol parameter and port numbers.

In addition, ICANN coordinates the stable operation of the Internet's root server system.

What is ICANN's involvement with e-commerce?

Future ICANN work is likely to address several key issues including institutional reform, the participation of Internet users in the policy-making process, the establishment of new top-level domains and amendments to ICANN's domain name dispute resolution process.

e)
The Hague Conference on Private International Law

What is the Hague Conference on Private International Law?

The Hague Conference is an intergovernmental organization that works to unify private international law rules. The first session of the Hague Conference was held in 1893; after seven more sessions, a statute came into force in 1955 making the Conference a permanent organization. 

The Conference, which has 59 Member States, holds plenary sessions every four years to discuss and adopt draft conventions and recommendations and make decisions on the working agenda of the Conference. Non-Member States invited to participate on an equal footing with Member States can vote at plenary sessions. The Conference is organized by a secretariat (the Permanent Bureau) which has its seat at The Hague and whose officials must be of different nationalities. The Bureau organizes the plenary sessions and maintains contacts with Member States, international organizations and users of the conventions.

What does the Hague Conference do?

The principal role of the Conference is to negotiate and draft multilateral treaties (conventions) in the different fields of private international law (e.g. international judicial and administrative cooperation; conflict of laws for contracts, torts, maintenance obligations, status and protection of children, relations between spouses, wills and estates or trusts; jurisdiction and enforcement of foreign judgments). Currently, its areas of concern include:

•
conflict of jurisdictions;

•
applicable law and international judicial and administrative cooperation regarding civil liability for environmental damage;

•
problems of private international law raised by electronic interchange; and

•
maintenance (support) obligations.

What is the Hague Conference's involvement with e-commerce?

In 1999, the Conference held a round-table discussion (in conjunction with the University of Geneva) with experts in various fields on issues arising from e-commerce and Internet transactions. A series of recommendations were adopted in such areas as online contracts, business-to-business and business-to-consumer transactions and online dispute resolution. In June 2001 the Conference held its Nineteenth Session to work towards a new Convention on Jurisdiction and Foreign Judgments in Civil and Commercial Matters and to decide on its future work programme. Delegates based their discussions on both a Preliminary Draft Convention drawn up in October 1999 and on the results of formal and informal meetings of experts on e-commerce and intellectual property.

f)
WTO

What is WTO?

The World Trade Organization (WTO) is the international organization that deals with the rules of trade between nations.  Based in Switzerland, WTO was formed in 1995 as the successor of the General Agreement on Tariffs and Trade (GATT), which set up a multilateral trading system shortly after World War II. Today WTO has over 130 member nations, more than 75% of which are developing or least-developed countries.

A series of rounds of trade negotiations under GATT and WTO have led to agreements between governments on various aspects of trade, tariffs, telecommunications and financial services. These agreements help set the ground rules for international trade and commerce. Decisions are made by the entire membership, generally by consensus. WTO hosts a ministerial conference that generally meets every two years. Several other levels of councils and committees work on a wide variety of issues.

What does WTO do?

The primary functions of WTO are to:

•
administer WTO trade agreements;

•
act as a forum for trade negotiations;

•
handle trade disputes;

•
monitor national trade policies;

•
provide technical assistance and training for developing countries; and

•
work together with other international organizations.

What is WTO's involvement with e-commerce?

At the 1998 ministerial meeting, WTO members agreed to study trade issues arising from global electronic commerce, focusing on three questions:

•
how do existing WTO agreements impact e-commerce? 

•
are there any weaknesses or omissions in the law which need to be remedied?

•
are there any new issues not now covered by WTO system on which members want to negotiate new disciplines?

Since then, issues related to e-commerce have been examined by WTO councils in the areas of services, goods, intellectual property and trade and development. A seminar on "Government Facilitation of E-commerce for Development" was held in June 2000, at which speakers from developing and developed countries, international organizations and the private sector addressed issues related to e-commerce and development. Each of WTO bodies working on e-commerce issues has produced progress reports for the General Council.

2
What national or regional entities are heavily involved in e-commerce law?

a)
European Union (EU)

What are the most important European Union e-commerce law directives?

The European Commission has shaped e-commerce law throughout Europe and around the world since the mid-1990s. Essential directives include:

•
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data

•
Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of databases

•
Directive 97/7/EC of the European Parliament and of the Council of 20 May 1997 on the protection of consumers in respect of distance contracts
•
Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market ("Directive on electronic commerce")
•
Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the harmonisation of certain aspects of copyright and related rights in the information society.

b)
Council of Europe

Who sits on the Council of Europe?

Although it is frequently confused with the European Union, the Council of Europe is a distinct body that encompasses a far larger group of countries than the EU. It includes 41 countries from Andorra to the United Kingdom. Several non-European countries, including the United States, Canada and Japan, enjoy observer status with the Council.

What is the Council's involvement with e-commerce issues?

The Council of Europe is best known for having successfully completed negotiations on a global cybercrime treaty in 2001. The treaty covers a wide range of online criminal activity including fraud and computer hacking. It also addresses Internet service provider liability and copyright concerns. In late 2001, the Council announced plans to develop an additional protocol dealing with racism and xenophobia online.

c)
APEC

What is APEC?

The Asia-Pacific Economic Cooperation (APEC) was established in 1989 in response to the growing interdependence of Asia-Pacific economies. It began as an informal ministerial-level dialogue group with 12 members and has grown to include 21 member economies comprising some 2.5 billion people, a combined gross domestic product of over USD 18 trillion in 1999 and over 47 per cent of world trade. Its goal is to advance economic dynamism and sense of community within the Asia-Pacific region. 

APEC operates by consensus. The APEC chair rotates annually among members and hosts an annual ministerial meeting of foreign and economic ministers. At each year's ministerial meeting, members define and fund the work programmes for APEC's various committees, subcommittees, working groups and forums. APEC also has a Business Advisory Council composed of up to three senior business people from each member economy to provide advice on APEC action plans and specific business/private sector priorities.

What does APEC do?

APEC's goal is to achieve "free and open trade and investment in the Asia-Pacific by 2010 for developed member economies and 2020 for developing ones." In Osaka in 1995, APEC leaders established the three pillars of APEC activities: trade and investment liberalization, business facilitation and economic and technical cooperation. In 2000, APEC's objectives included:

•
managing globalization through economic and technical cooperation and through participating in international forums;

•
an Action Agenda for the New Economy, focusing on an e-Commerce Readiness Assessment, paperless trading and capacity building for both people and institutions;

•
ensuring individuals from rural and urban communities alike have access to the Internet by 2010, including a pledge to triple the number of people with such access by 2005; and

•
strengthening the multilateral trading system through a new WTO round.

What is APEC's involvement with e-commerce?

APEC's E-Commerce Steering Group is currently working on a range of issues, including:

•
a Digital Divide Blueprint for Action to address issues of the digital divide and reliable, affordable access to the information infrastructure;

•
paperless trading;

•
a review of the 2000 APEC Action Plan to Support the Use of Electronic Commerce by SMEs;

•
development of APEC voluntary online consumer protection principles;

•
development of policy regarding the creation of an environment conducive to e-learning; and

•
reviewing and updating the 1998 APEC Blueprint for Action on Electronic Commerce.

d)
United States

Which United States agencies and organizations have been at the forefront of e-commerce law and policy development?

The United States has been a leader in developing e-commerce law policy since the Internet's inception. Agencies and organizations leading the way include:

•
The Department of Commerce, which continues to play an oversight role over the Internet's infrastructure including the domain name system;

•
The Federal Trade Commission, which has played the role of privacy and consumer protection enforcer;

•
The Department of Justice, which administers United States competition law policy;

•
The State Department, which leads the United States delegation at the Hague Conference negotiations;

•
The Federal Communications Commission, which regulates communications infrastructure;

•
The American Bar Association, which has developed policy documents on jurisdiction, privacy and e-commerce law; and

•
The National Conference of Commissioners on Uniform State Law, which has drafted the Uniform Electronic Transactions Act, the United States version of the UNCITRAL Model Law on Electronic Commerce.

e)
Canada

Who regulates e-commerce activity in Canada?

No single agency or entity can be said to regulate the Internet or e-commerce in Canada. Agencies that play a significant role in Canadian Internet and e-commerce law and policy include:

•
Industry Canada (privacy, electronic commerce, electronic signatures, copyright)

•
Justice (jurisdiction, cybercrime)

•
Canadian Heritage (copyright)

•
Competition Bureau (consumer protection, marketplace regulation)

•
Canadian Internet Registration Authority (dot-ca domain names)

•
Canadian Copyright Board (copyright)

•
Canadian Radio-television and Telecommunications Commission (broadcast, Internet regulation)

•
Uniform Law Conference of Canada (e-commerce, jurisdiction).

f)
Australia

What is the most prominent e-commerce regulatory activity in Australia?

Although Australia has enacted e-commerce, privacy and online gambling legislation, it is perhaps best known for its online content regulation. The Australia Broadcasting Authority has been granted the power to order offensive content removed from Australian-based websites and to request that Australian Internet service providers take steps to make such foreign-based content inaccessible to Australian users. Despite dire predictions about the likely effect of such legislation, few sites have been removed from the web and the number of complaints has been relatively limited. 

g)
Singapore 

How early did Singapore adopt e-commerce legislation

While dozens of countries have enacted e-commerce legislation, Singapore stands as one of the very first to establish an e-commerce legal framework. The country enacted the Electronic Transactions Act of 1998 in June of that year. Moreover, the first digitally signed international government document between Singapore, Canada and the State of Pennsylvania was signed in April 1998.

h)
Colombia

Has Columbia enacted e-commerce legislation?

Yes. Colombia approved a law on electronic commerce, digital signatures and certification authorities (Proyecto de Ley Sobre Comercio Electrónico, Firmas Digitales y Autoridades de Certificación) in August 1999. The law is based on the UNCITRAL Model Law on Electronic Commerce. Further regulations concerning requirements for certificate authorities (discussed further below) have also been adopted. 

i)
Argentina

Is it too late to adopt e-commerce legislation at the national level?

No. While much of Europe, the United States and Canada have enacted their legislation, many countries are still working on appropriate domestic e-commerce statutes. For example, Argentina enacted its digital signature law in December 2001. The Argentinian law addresses the licensing and liability of certificate authorities and the legal effects of electronic documents signed by digital signature. Moreover, the Government has prepared amendments to the Civil Code in order to adjust requirements of form to electronic commerce.

j)
Tunisia

How broad is Tunisia's e-commerce legislation?

Tunisia enacted the Electronic Exchanges and Electronic Commerce Law in 2000. Much like its counterparts around the world, the law covers electronic contracting and the validity of electronic signatures. In addition, the law boldly creates a National Agency for Electronic Certification, an administratively independent public agency designed to address electronic signature and certification issues.

3
What NGOs are involved in e-commerce law?

a)
Global Business Dialogue on E-commerce (GBDe)

Who belongs to GBDe?

Established in January 1999, the Global Business Dialogue on E-commerce counts dozens of the world's largest companies as its members including Disney, Vivendi Universal, BCE, AOL Time Warner, NEC, NTT, Hitachi, Toshiba, Alcatel, Deutsche Telkom, Daimler Chrysler and Nokia.

What are GBDe's areas of concern?

GBDe focuses on providing governments with the business perspective on e-commerce law and policy development. The organization has identified eight areas of concern: consumer confidence, convergence, cybersecurity, digital bridges, e-government, intellectual property rights, taxation and trade.

b)
Internet Law & Policy Forum (ILPF)

What is ILPF?

Founded in 1995, the Internet Law and Policy Forum is an international non-profit organization of major, Internet-oriented companies, including Verisign, Microsoft, BCE, Fujitsu and Deutsche Telekom, dedicated to promoting the global growth of electronic commerce and communications by contributing to solutions of the particular legal issues which arise from the cross-border nature of the Internet and electronic networks. ILPF provides information, calling upon the legal, business and technical expertise of its member companies and other companies, from governments and intergovernmental organizations and from the practice of law around the world.

What are ILPF's key issues?

ILPF addresses issues of concern through working groups consisting of representatives from member organizations. It currently has four such working groups:

•
Working Group on Jurisdiction

•
Working Group on Electronic Authentication (a combination of the original Working Groups on Certificate Authorities and on Digital Signatures)

•
Working Group on Content Regulation and Intermediary Liability 

•
Working Group on Self-Regulation.

c)
Consumers International

What is Consumers International?

Founded in 1960, Consumers International supports, links and represents consumer groups and agencies all over the world. It has a membership of more than 260 organizations in almost 120 countries. It strives to promote a fairer society through defending the rights of all consumers, including the poor, marginalized and disadvantaged.

How is Consumers International involved in e-commerce?

Consumers International identified e-commerce as an issue of concern in 1998, calling on governments to establish global protections for consumers who are engaged in e-commerce. Since that time, the organization has played a leading role in crafting e-commerce consumer protection policy and in working to establish effective and fair dispute resolution processes.

d)
Electronic Privacy Information Centre (EPIC)

What is EPIC?

EPIC is a public interest research centre in Washington, D.C., established in 1994 to focus public attention on emerging civil liberties issues and to protect privacy, the First Amendment of the United States Constitution and constitutional values.

In what cases has EPIC become involved?

EPIC acts predominantly on cases of interest to the United States. It has appeared on some of the Internet and e-commerce's leading-edge cases including the Scarfo case on key stroke monitoring, the Microsoft antitrust case and the case challenging the constitutionality of the Children's Online Protection Act. EPIC has also played an important role in global awareness campaigns involving privacy issues.

e)
International Chamber of Commerce (ICC)

What is ICC?

The International Chamber of Commerce is a world business organization that speaks on behalf of enterprises from all sectors in every part of the world. ICC promotes an open international trade and investment system and the market economy. It often works with its member companies to develop global business codes of conduct. It also provides essential services, foremost among them the ICC International Court of Arbitration, a leading arbitral institution. Within a year of the creation of the United Nations, ICC was granted consultative status at the highest level with the United Nations and its specialized agencies.

How is ICC involved in e-commerce law and policy?

ICC is involved in e-commerce law issues on several fronts. Given its leading role in dispute resolution, ICC has shown a keen interest in developing dispute resolution for both B2C and B2B e‑commerce. It has adapted for e-commerce its leading international trade rules, such as the Incoterms and the Uniform Rules for Documentary Credits (UCP 500). The organization has also become involved in jurisdictional negotiations, privacy and electronic contracting.

III
E-COMMERCE LAWS

(i)
UNCITRAL MODEL LAW ON ELECTRONIC COMMERCE

1
Origins

The Model Law, adopted in 1996, is intended to facilitate the use of modern means of communication and storage of information, such as electronic data interchange (EDI), electronic mail and telecopy, with or without the use of such support as the Internet. It is based on the establishment of a functional equivalent for paper-based concepts such as "writing", "signature" and "original". 

2
Key provisions

How does the Model Law treat electronic transactions?

The key principle underlying the Model Law is the concept of "electronic equivalence," found in Article Five. Although the Model Law does not deem electronic communications valid (just as with paper documents, legal validity depends upon more than a document's form), it provides that information or documents will not be denied legal effect or enforceability solely because they are in electronic format. 

How does the Model Law achieve electronic equivalence?

A series of functional equivalency rules specify what conditions must be met for an electronic communication to constitute a legally effective substitute for a conventional, paper-based communication. For example, Article Six provides that a legal requirement to provide information or a document sent "in writing" is satisfied by its electronic equivalent if it is in a form that can be subsequently accessed and used by the recipient. 

Article Eight states that electronic documents will satisfy a legal requirement for "original" documents if there is a reliable assurance as to the integrity of the information and that the information is capable of being displayed to the person to whom it is to be presented. The question of whether an assurance is reliable is to be determined in the light of all the circumstances, including the purpose for which the document was created.

How is the integrity of the information determined?

Article Eight also addresses this issue. It provides that the criteria for assessing integrity shall be whether the information has remained complete and unaltered, apart from the addition of any endorsement and any change that arises in the normal course of communication, storage and display.

Does the Model Law address the admissibility and evidential weight of electronic communication?

Yes. Article Nine creates an electronic equivalence standard for evidentiary purposes as it provides that evidentiary rules shall not deny the admissibility of an electronic communication solely on the grounds that it is in electronic form.

What conditions does the Model Law set for data retention?

Article Ten addresses the issue of data retention. It provides that data retention requirements are met where the information contained with the electronic message is accessible so as to be usable for subsequent reference, the message itself is retained in the format in which it was generated and any information indicating origin, destination, date and time of the message is retained.

Does the Model Law address online contracts?
Yes. The most interesting section of the Model Law focuses on online contracts. Although thousands of contracts are entered into daily through the Internet, some sellers and consumers remain uncertain of the legal implications of clicking the "I agree" button on a website. Article Eleven of the Model Law removes any doubt that this popular form of online consent is valid by stipulating that unless the parties agree otherwise, an offer or acceptance of an offer can be expressed in electronic form. 

3
National implementations

a)
United States

Has the United States implemented the UNCITRAL Model Law at the national or state level?

Yes, both. Nevertheless, most of the activity initially occurred at the state level, with dozens of states using the Uniform Electronic Transaction Act (UETA), developed by the National Conference of Commissioners on Uniform State Law, as a model. When some state laws began to deviate from UETA, the United States Congress stepped in to create a uniform standard by enacting the Electronic Signatures in Global and National Commerce Act (E-SIGN) in 2000.

Are there any important differences between the UETA and the UNCITRAL Model Law?

Yes. First, UETA includes a consent provision that clarifies that the Act does not require a record or signature to be created, generated, sent, communicated, received, stored or otherwise processed or used by electronic means or in electronic form. Second, it facilitates the use of electronic signatures for notarization of documents. Third, Section 10 of UETA features rules for where a change or error in an electronic record occurs in a transmission between parties to a transaction.

How does E-SIGN co-exist with the state law versions of UETA?

E-SIGN specifically provides that if there is a modification to UETA, state statutes that incorporate that modification supersede the federal statute.

What are some of the provisions that distinguish E-SIGN from UETA?

First, E-SIGN includes strong consumer consent provisions. These provisions require that consumers affirmatively consent before electronic records can be used to provide them with information that, under other law, must be provided or made available to them in writing. Consumers are also granted the right to withdraw their consent.

Second, E-SIGN contains some fairly expansive provisions related to contracting by electronic agents. The statute provides that a contract may not be denied legal effect solely because its formation or creation involved one or more electronic agents, provided that the action of the electronic agent is "legally attributable" to the person to be bound.

b)
European Union

Has the European Union addressed the issues found in the UNCITRAL Model Law?

Yes. The EU's Electronic Commerce Directive contains several articles that bear direct similarity to principles found in the Model Law. Although it falls to Member States to implement the directive into national law, the directive does have direct effect in those States that fail to enact e-commerce legislation in a timely manner.

How does the E-commerce directive treat electronic contracts?

Article 10 of the directive speaks to contracts concluded by electronic means. It provides that Member States shall ensure that their legal system allows contracts to be concluded by electronic means. In particular, Member States are warned not to create obstacles for the use of electronic contracts.

c)
Canada

Has Canada implemented the UNCITRAL Model Law on e-commerce into national law?

Yes and no. Although the Model Law has not been enacted into federal law, with one exception all provinces and territories have enacted versions of a Canadian model based on the United Nations model.

What is the Canadian model law?

The Uniform Electronic Commerce Act (UECA), a project of the Uniform Law Conference of Canada (ULCC), obtained official approval in 1999, providing Canada with a legal model for electronic commerce transactions. The subject of more than two years of negotiation, UECA brought much needed certainty to the world of e-commerce. Based largely on the UNCITRAL Model Law, it clarifies issues such as the enforceability and formation of online contracts, the use of electronic agents in the contracting process and at what point an electronic contract is presumed sent and received.

Have all provinces and territories enacted the Canadian model into law?

Not quite. UECA has received widespread approval from Canadian provinces and territories. As of March 2002, all Canadian provinces, with the exception of Quebec, had enacted legislation based on the UECA model. In November 2001, Quebec enacted its own e-commerce legislation that departs from the UECA model.

d)
Other countries

What other countries have enacted the UNCITRAL Model Law into national law?

Dozens of countries from virtually every continent worldwide have used the Model Law as the basis for establishing national e-commerce legislation. 

In South America, Colombia passed the Electronic Commerce Law 527 in 1999, based on the 1996 UNCITRAL model law. It establishes the validity and admissibility for "data messages," as well as the enforceability of contracts that contain data messages. Additionally, it provides for the validity of digital signatures and delineates standards for the licensure of certification entities and for the issuance of certificates. 

In Asia, Thailand also passed its own Electronic Commerce Law in 1999. It addresses electronic signatures along with all electronic communications.

In the Americas, Bermuda enacted the Electronic Transactions Act in 1999 to address the legal validity and enforceability of electronic signatures and records as well as their admissibility as evidence in any legal proceeding.

In Africa, Tunisia enacted the Electronic Exchanges and Electronic Commerce Law in 2000. Although the law addresses the general organization of electronic exchanges it also governs electronic contracts including the validity and execution liability that may arise from that form of contract.

(ii)
UNCITRAL MODEL LAW ON ELECTRONIC SIGNATURES

1
Origins

When was the Model Law finalized?

The Model Law was approved by the UNCITRAL Working Group on Electronic Commerce at its thirty-seventh session, held at Vienna from 18 to 29 September 2000. It took effect in 2001.

2
Key provisions

What is the scope of the Model Law on electronic signatures?

Article One of the Model Law states that it applies where electronic signatures are used in the context of commercial activities. It does not override any rule of law intended for the protection of consumers.

How does the Model Law define "electronic signature?"

Article Two of the Model Law defines electronic signature as "data in electronic form in, affixed to, or logically associated with, a data message, which may be used to identify the signatory in relation to the data message and indicate the signatory's approval of the information contained in the data message."

Does the Model Law also establish an electronic equivalence standard?

Yes. Article Six of the Model Law provides that where the law requires a signature of a person, that requirement is met in relation to a data message if an electronic signature is used provided that the signature is as reliable as was appropriate for the purpose for which the data message was generated or communicated. The reliability is determined in the light of all the circumstances, including any relevant agreement. 

When is an electronic signature considered reliable under the Model Law?

The Model Law treats an electronic signature as reliable provided that it meets four criteria. First, the signature creation data are linked solely to the signatory. Second, the signature creation data was under the sole control of the signatory. Third, any alteration of the electronic signature, made after signing, is detectable. Fourth, where the purpose of the signature is to provide assurance as to the integrity of the underlying information, any alteration of that information must be detectable.

What obligations does the Model Law place on users (signatories) of electronic signatures?

Article Eight of the Model Law provides that signatories must use reasonable care to avoid unauthorized use of their electronic signature. If they become aware that the security of their electronic signature has been compromised, they must notify any person that might be affected without delay.

What obligations does the Model Law place on parties that rely on electronic signatures?

Article 11 of the Model Law provides that a relying party will bear the legal consequences of its failure to take reasonable steps to verify the reliability of an electronic signature or to observe any limitations that may be placed on a certificate. A certificate is a data message that confirms a link between the signatory and the signatory creation data. It provides verification that the person who electronically signed a document is who they say they are.

What is a certification service provider?

A certification service provider is a person that issues certificates and may provide other services related to electronic signatures.

What requirements does the Model Law place on certification service providers?

Article Nine of the Model Law establishes several conduct requirements for certification service providers including:

•
to act in accordance with States' policies and practices;

•
to exercise reasonable care to ensure the accuracy of any information found on its certificates;

•
to provide reasonably accessible means whereby parties relying on a certificate can confirm certain information pertaining to the certificate; and

•
to utilize trustworthy systems.

How does a system meet the trustworthy standard?

Although the Model Law does not create firm standards, it does provide that the following factors should be considered when determining trustworthiness:

•
Financial and human resources of the provider

•
Quality of hardware and software systems

•
Procedures for processing certificates.

•
Availability of information to signatories and relying parties

•
Regularity and extent of independent audits

•
Regulation or licensing by government authorities.

(iii)
EU DIRECTIVE ON E-SIGNATURES

What is the purpose of the EU Directive on E-signatures?

The purpose of this directive is to facilitate the use of electronic signatures and to contribute to their legal recognition. It establishes a legal framework for electronic signatures and certain certification services in order to ensure the proper functioning of the internal market.

Does the directive ensure that electronic signatures are legally valid?

Yes. It states that Member States must ensure that electronic signatures meet certain legal and technological standards to satisfy the legal requirements of a signature in relation to data in electronic form in the same manner as a handwritten signature satisfies those requirements in relation to paper-based data; and that such signatures be admissible as evidence in legal proceedings.

Does the directive set rules for the potential liability of certificate authorities?

Yes. It provides that at a minimum, Member States must ensure that by issuing a certificate as a qualified certificate to the public or by guaranteeing such a certificate to the public a certification service provider is liable for damage caused to any entity or legal or natural person who reasonably relies on that certificate being accurate.

Does the directive contemplate electronic signatures certified by non-EU Member State authorities?

Yes. The directive provides that Member States shall ensure that certificates which are issued as qualified certificates to the public by a certification service-provider established in a non-EU country are recognized as legally equivalent to certificates issued by a certification-service provider established within the EU provided that the provider meets certain conditions.

Have any non-EU members worked toward obtaining certification?

Yes. Hungary adopted electronic signature legislation in May 2001. The law, which took effect in September 2001, is said to fully compliant with the EU principles. The Hungarian legislation creates two types of electronic signatures – a simple electronic signature and a qualified electronic signature. The legislation appoints the Minister of Education to administer future issues that may arise within the context of the certification of electronic signatures.

IV
E-COMMERCE LEGAL ISSUES
(i)
JURISDICTION AND APPLICABLE LAW

Are e-commerce and the Internet borderless?

The development of cyberlaw has long been shaped by the belief that the Internet is borderless. Many observers argue that without borders, the Internet is impervious to the real-space laws that mirror traditional geographic boundaries. Courts have generally accepted the vision of a borderless Internet as evidenced by their reluctance to even consider the possibility that geographic distinctions might be possible online. In ALA v. Pataki, for example, a 1997 United States case challenging a New York state law that sought to regulate obscene content found online, the court argued that "[t]he Internet is wholly insensitive to geographic distinctions. In almost every case, users of the Internet neither know nor care about the physical location of the Internet resources they access."

Although the court's view of the Internet may have been correct at the time, the Internet has not remained static. Providers of Internet content increasingly do care about the physical location of Internet resources and the users that access them, as do legislators and courts who may want real space limitations imposed on the online environment. 

In the business world, Canada's JumpTV has garnered considerable publicity for its plans to use geographic identification technology to limit its Internet retransmission signal to Canadians. Other companies already using the technology for similar purposes include CinemaNow, a California-based online distributor of feature-length films that uses geographic identification technology to limit distribution of its films to ensure it is compliant with distribution-licence rules that vary by country.

How does applicable law differ from choice of forum?

Although occasionally discussed interchangeably, applicable law and choice of forum are distinct concepts that must both be addressed when addressing Internet jurisdiction concerns. Applicable law refers to which country's law will be applied to a particular dispute. While some contracts will specify which law governs should a dispute arise, where such a clause has not been included, it is left to the courts to determine which law should be applied. 

Choice of forum refers to which court will decide a particular dispute. The majority of Internet jurisdiction cases address this latter issue, as courts struggle with the question of whether they can 

assert jurisdiction over a particular dispute. Once the appropriate court has been identified, the court will then be asked to determine which law should be applied.

Are there international rules or treaties that govern Internet jurisdiction?

Not yet. The Hague Conference on Private International Law has been actively working toward developing an international convention on jurisdiction and the enforcement of judgements. If successful, the convention would address a range of issues including jurisdictional rules for consumer and business transactions. 

What rule would the Hague Conference convention adopt for Internet jurisdiction?

As of March 2002, the Hague Conference convention approach was still subject to negotiation. Although delegates have succeeded in negotiating many aspects of the convention, the Internet issues have proven to be particularly difficult. The primary issue of contention surrounds whether to adopt a "country of origin" or "country of destination" jurisdictional approach to Internet consumer disputes.

The United States, alongside most business groups, support a "country of origin" approach under which jurisdiction would always rest with the jurisdiction of the seller in an online transaction. Most European countries, alongside consumer groups, meanwhile, support a "country of destination" approach that ensures that consumers can always sue in their home jurisdiction. The origin versus destination debate has polarized both groups, making it difficult to reach a compromise.

Are there alternatives to country of origin or country of destination being considered?

Yes. There has been some support voiced for a "targeting" approach that would allow consumers to sue in their home jurisdiction where sellers target their jurisdiction. This middle ground might allow businesses to confine their online activities (and thus their legal risk) to a limited number of jurisdictions, while ensuring that consumers retain the right to apply their local consumer protection laws to e-commerce transactions.

Has the European Union addressed Internet jurisdiction or applicable law issues?

Yes. The European Union has adopted several regulations that are relevant to the Internet jurisdiction issue. The primary source of law is the 1980 Rome Convention, which distinguishes between business and consumer contracts.

The Convention presupposes that most business transactions will include a governing law clause such that the parties may determine for themselves whose law will apply. Where the parties have neglected to include a governing law clause, the Convention provides that the law of the country most closely associated with the contract will apply.

Consumers are more likely to be able to rely on local law under the Rome Convention. It provides that where there is no governing law clause and the seller advertized its goods or services to the consumer, the law will be that where the consumer is resident. Moreover, even if there is a governing law clause, the Convention provides that such a clause will not exclude mandatory rules such as consumer protection regulations.

While the Rome Convention addresses which law applies, the 1968 Brussels Convention on Jurisdiction along with the 1998 Lugano Convention address which court may assert jurisdiction. The Brussels and Lugano Conventions provide consumers with similar protections since they are entitled to sue in either their resident jurisdiction or in that of the seller. In the case of business transactions, the Conventions stipulate that the parties may decide themselves by way of a contractual provision. If they fail to do so, a business may be sued in the State in which it is domiciled.

How have the courts addressed Internet jurisdiction issues?

Courts in the United States and around the world have been somewhat inconsistent in their treatment of Internet jurisdiction issues. Although some courts have been willing to assert jurisdiction to virtually any website accessible within their jurisdiction, others have adopted a more cautious approach that sets some limits on when a court will assert jurisdiction over a foreign or out-of-state entity whose ties to the jurisdiction are limited to the Internet. This latter approach is often referred to as the "Zippo test."

What is the Zippo test?

The Zippo test arose out of a Pennsylvania federal court case involving a trademark dispute over the zippo.com domain name. Zippo Manufacturing was a Pennsylvania-based manufacturer of the well-known "Zippo" brand of tobacco lighters. Zippo Dot Com was a California based Internet news service that used the domain name "Zippo.com" to provide access to Internet newsgroups. Dot Com's contacts with Pennsylvania occurred almost exclusively on the Internet since the company maintained no offices, employees or agents in the state. Dot Com had some success in attracting Pennsylvania subscribers. At the time of the action, approximately 3 000 or two per cent of its subscribers resided in that state. The issue before the court was one of personal jurisdiction arising out of a claim of trademark infringement and dilution.

Rather than using Internet analogies as the basis for its analysis, the Court focused on the prior, somewhat limited Internet case law, generating the following conclusion:

–
"With this global revolution looming on the horizon, the development of the law concerning the permissible scope of personal jurisdiction based on Internet use is in its infant stages. The cases are scant. Nevertheless, our review of the available cases and materials reveals that the likelihood that personal jurisdiction can be constitutionally exercised is directly proportionate to the nature and quality of commercial activity that an entity conducts over the Internet. This sliding scale is consistent with well developed personal jurisdiction principles. At one end of the spectrum are situations where a defendant clearly does business over the Internet. If the defendant enters into contracts with residents of a foreign jurisdiction that involve the knowing and repeated transmission of computer files over the Internet, personal jurisdiction is proper. At the opposite end are situations where a defendant has simply posted information on an Internet website which is accessible to users in foreign jurisdictions. A passive website that does little more than make information available to those who are interested in it is not grounds for the exercise of personal jurisdiction. The middle ground is occupied by interactive websites where a user can exchange information with the host computer. In these cases, the exercise of jurisdiction is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the website."

Although the Court may have conveniently interpreted some earlier cases to obtain its desired result, its critical finding was that the jurisdictional analysis in Internet cases should be based on, as the Court states, the nature and quality of the commercial activity conducted on the Internet. There was a strong argument that prior to Zippo, the jurisdictional analysis was based upon the mere use of the Internet itself, a finding that might easily produce a somewhat inappropriate analogy and lead to the subsequent application of legal doctrine unsuited to the circumstances. In the aftermath of the Zippo decision, in which the Court used its analysis to find that jurisdiction was proper due to Dot Com's subscription sales to state residents, Internet legal analysis underwent a significant shift in perspective.

Have courts in other countries adopted the Zippo test?

Yes. Canadian courts signalled their approval of the Zippo approach in Braintech Inc. v. Kostiuk. This 1999 British Columbia Court of Appeal case, the first Canadian appellate-level decision to address the Internet jurisdiction issue, involved a series of allegedly defamatory messages posted on a stock chat site by a B.C.-resident. Braintech, a B.C.-based company, sued the poster in a Texas court, which awarded the company roughly $ 400 000 in damages. 

When the company returned to B.C. to enforce the judgment, the B.C. courts examined the appropriateness of the Texas court's assertion of jurisdiction over the dispute. Adopting the passive versus active test by citing directly from the Zippo case, the B.C. Court of Appeal ruled that the Texas court had improperly asserted its jurisdiction. It argued that the postings were passive in nature and thus provided insufficient grounds to grant the Texas court authority over the case. Braintech's appeal to the Canadian Supreme Court was denied in early March 2000.

Is the Zippo test still valid?

Despite the widespread acceptance of the Zippo doctrine (and indeed the export of the test to other countries including Canada), cracks in the test began to appear late in 1999. In fact, closer examination of the case law indicates that by 2001, many courts were no longer strictly applying the Zippo standard but rather were using other criteria to determine when assertion of jurisdiction was appropriate. 

Numerous judgments reflect that courts in the United States moved toward a broader, effects-based approach when deciding whether or not to assert jurisdiction in the Internet context. Under this new approach, rather than examining the specific characteristics of a website and its potential impact, courts focused their analysis on the actual effects that the website had in the jurisdiction. Indeed, courts are now relying increasingly on the effects doctrine that was established by the United States Supreme Court in Calder v. Jones. That doctrine holds that a court may assert jurisdiction over an out-of-state entity where the effects of that entity's activities are felt within the court's jurisdiction.

What was the controversial French case involving Yahoo.com about?

Few Internet law cases have attracted as much attention as the Yahoo! France case, in which a French judge asserted jurisdiction over the world's most popular website, ordering it to implement technical or access control measures blocking auctions featuring Nazi memorabilia hosted on the California-based Yahoo.com site from French residents. Yahoo! reacted with alarm, maintaining that the French court could not properly assert jurisdiction over the matter. It noted that the company maintains dozens of country-specific websites, including a Yahoo.fr site customized for France that is free of Nazi-related content. These country-specific sites target the local population in their local language and endeavour to comply with all local laws and regulations.

The company went on to argue that its flagship site, Yahoo.com, was targeted primarily toward a United States audience. Since Nazi memorabilia are protected under United States free speech laws, the auctions were entirely lawful there. Moreover, the Yahoo.com site featured a terms of use agreement which stipulated that the site was governed by United States law. Since the Yahoo.com site was not intended for a French audience and users implicitly agreed that United States law would be binding, the company felt confident that a French judge could not credibly assert jurisdiction over the site.

Judge Jean-Jacques Gomez of the Court of First Instance of Paris disagreed, ruling that he was entitled to assert jurisdiction over the dispute since the content found on the Yahoo.com site was available to French residents and was unlawful under French law. Before issuing his final order, the judge commissioned an international panel to determine whether the technological means were 

available to allow Yahoo! to comply with an order to keep the prohibited content away from French residents. The panel reported that though such technologies were imperfect, they could accurately identify French Internet users at least 70 per cent of the time.

Based on that analysis, Judge Gomez ordered Yahoo! to ensure that French residents could not access content on the site that violated French law. Failure to comply with the order would result in fines of USD 13 000 per day. Soon after, Yahoo! removed the controversial content from its site, but the company proceeded to contest the validity of the French court's order in a California court.
(ii)
CONSUMER ISSUES

Why are online consumer protections different from those offline?

Unlike the offline environment, where consumers enter a store, inspect potential purchases and judge for themselves the trustworthiness of a seller, the online world does not provide the same opportunity to use a "buyer's instinct." Rather, many consumers are forced to proceed on faith, knowing precious little about the seller to whom they are entrusting their credit card data.

What are the OECD Consumer Protection Guidelines?

OECD's Council approved the Guidelines for Consumer Protection in the Context of Electronic Commerce in December 1999. These are designed to help ensure that consumers are no less protected when shopping online than they are when they buy from their local store or order from a catalogue. The guidelines establish the core characteristics of effective consumer protection for online business-to-consumer transactions, thereby eliminating some of the uncertainties that both consumers and businesses encounter when buying and selling online.

What general principles are found in the OECD Consumer Protection Guidelines?

The guidelines feature eight categories of general principles. They are:

•
Transparent and effective protection – Consumers who participate in electronic commerce should be afforded transparent and effective consumer protection that is not less than the level of protection afforded in other forms of commerce.

•
Fair Business, Advertising and Marketing Practices – Businesses engaged in electronic commerce should pay due regard to the interests of consumers and act in accordance with fair business, advertizing and marketing practices.

•
Online Disclosures – Clear and obvious disclosures. A complete description follows.

•
Confirmation Process – To avoid ambiguity concerning the consumer's intent to make a purchase, the consumer should be able, before concluding the purchase, to identify precisely the goods or services he or she wishes to purchase; identify and correct any errors or modify the order; express an informed and deliberate consent to the purchase; and retain a complete and accurate record of the transaction.

•
Payment – Consumers should be provided with easy-to-use, secure payment mechanisms and information on the level of security such mechanisms afford.

•
Dispute Resolution – Consumers should be provided meaningful access to fair and timely alternative dispute resolution and redress without undue cost or burden.

•
Privacy – Business-to-consumer electronic commerce should be conducted in accordance with the recognized privacy principles set out in the OECD Guidelines Governing the Protection of Privacy and Transborder Flow of Personal Data (1980) and taking into account the OECD Ministerial Declaration on the Protection of Privacy on Global Networks (1998), to provide appropriate and effective protection for consumers.

•
Education and Awareness – Governments, business and consumer representatives should work together to educate consumers about electronic commerce, to foster informed decision-making by consumers participating in electronic commerce and to increase business and consumer awareness of the consumer protection framework that applies to their online activities.

What online disclosures do the guidelines recommend?

The guidelines prescribe three types of online information disclosures. First, information about the business including identification of the business, its legal name, address, contact information and government registration or licence numbers. Second, sufficient information about the goods or services to enable consumers to make an informed decision about whether or not to enter into the transaction. Third, information about the transaction including terms, conditions and costs associated with the transaction. This may include making the information available in multiple languages, an itemization of costs, terms of delivery, as well as details on any limitations or warranties.

What consumer protection measures has the EU adopted that are particularly relevant to consumer e-commerce transactions?

The 1997 EU Distance Selling Directive, which was to be implemented by all Member States by May 2000, is particularly important from an e-commerce perspective. The directive mandates that consumers be provided with the following information before the conclusion of any distance contract:

a)
the identity of the supplier and, in the case of contracts requiring payment in advance, his address; 

b)
the main characteristics of the goods or services; 

c)
the price of the goods or services including all taxes; 

d)
delivery costs, where appropriate; 

e)
the arrangements for payment, delivery or performance; 

f)
the existence of a right of withdrawal; 

g)
the cost of using the means of distance communication, where it is calculated other than at the basic rate; 

h)
the period for which the offer or the price remains valid; and

i)
where appropriate, the minimum duration of the contract in the case of contracts for the supply of products or services to be performed permanently or recurrently. 

Does the directive provide consumers with the right to withdraw from otherwise valid distance contracts?

Yes. Article Six of the directive provides that consumers have a period of at least seven working days in which to withdraw from a distance contract without penalty and without cause. The only charge that may be made to the consumer is the direct cost of returning the goods.

Does the directive require the supplier to complete the transaction within a given time frame?

Yes. Article Seven of the directive requires the supplier to execute the order within a maximum of 30 days from the day following that on which the consumer forwarded their order to the supplier.

(iii)
TAXATION

Can countries tax e-commerce sales?

Since countries and states frequently rely on sales taxes as an important source of revenue, increasing sales on the Internet raise important taxation policy considerations. Unless the transaction takes place between a buyer and a seller residing in the same taxing jurisdiction, collection of sales tax rarely, if ever, occurs. Sensing that the Internet could cause tax dollars to be lost, some countries and states have begun to consider enacting Internet taxes. Opposition to such schemes is fierce, however, as it is feared that such taxes would severely dampen the growth of electronic commerce.

Proponents of a tax-free Internet fear that governments view the Internet as a lucrative new source of revenue and will rush to impose new taxes on transactions taking place within their jurisdiction. Given the Internet's distinctly non-geographic design, collection of new taxes would pose significant enforcement challenges since it is frequently unclear precisely where a transaction occurs when it is conducted online. Moreover, consumers and businesses might be dissuaded from embracing the Internet's commercial potential due to concerns with compliance and cost.
Why is the concept of a "permanent establishment" relevant?

The issue of a permanent establishment in an e-commerce context is both complicated and critically important from a tax policy perspective. Many states and countries use the existence of a permanent establishment as the basis for their right to levy corporate income or sales taxes. The definition of permanent establishment for e-commerce purposes will therefore be a key determinant for whether a country may tax an online business. 

How does OECD propose to define a permanent establishment within the e-commerce context?

OECD has issued guidance on when a computer server might be considered a permanent establishment for taxation purposes. The guidance notes that computer equipment at a given location may only constitute a permanent establishment if it meets the requirement of being fixed. In the case of a server, what is relevant is not the possibility of the server being moved, but whether it is in fact moved. In order to constitute a fixed place of business, a server will need to be located at a certain place for a sufficient period of time.

Moreover, the guidelines also provide that where an enterprise operates computer equipment at a particular location, a permanent establishment may exist even though no personnel of that enterprise are required at that location for the operation of the equipment. The presence of personnel is not necessary to consider that an enterprise wholly or partly carries on its business at a location.

While this guidance suggests that businesses may increasingly find themselves deemed to have a permanent establishment in multiple jurisdictions, there are some important limitations. For example, the guidelines are careful to note that retaining an Internet service provider to host a website does not, on its own, constitute the creation of a permanent establishment.
What position has the United States adopted on e-commerce taxation?

The United States has assumed a leading role as a key proponent of a tax-free Internet. In 1998, the United States Congress passed the Internet Tax Freedom Act, which established a three-year moratorium on both Internet access taxes as well as new Internet taxes. That policy came under fire in 2001 when policy makers considered a permanent extension to the moratorium. Although most federal officials supported the moratorium, many state and local officials feared that revenue losses would be substantial and began to raise the prospect of new Internet taxation schemes. The law was temporarily allowed to lapse, though an extension was subsequently negotiated.
Has the European Union established a bit tax for Internet downloads?

No. Early European proposals focused on a "bit tax" which would levy tax based on the amount of digital content downloaded. Critics pointed out that the size of download bore little relation to the value of the downloaded content and thus the tax scheme was inherently unfair. The proposal was eventually abandoned.
Does the European Union apply value-added tax (VAT) to online purchases from non-member country merchants?

Not yet, but it has announced its intention to do so by 2003. In early 2002, it approved a plan that would impose VAT for all online purchases. The EU believes this will create a level-playing field between vendors located in EU member countries who already collect VAT and those located outside the EU which do not. Under the plan, vendors located outside the EU who sell goods or services to EU residents will be required to register for VAT collection. The proposal has yielded condemnation from United States e-commerce businesses, which argue that the plan will harm the development of e-commerce throughout Europe and place an unfair obligation on non-European businesses.

(iv)
PRIVACY

What are the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data?

The OECD privacy guidelines were created in 1980, well before the Internet boom and the emergence of e-commerce. Although more than 20 years old, the principles found in the guidelines continue to serve as the basis for most privacy initiatives worldwide.

What are the principles found in the OECD privacy guidelines?

The guidelines feature eight privacy principles:

1)
Collection Limitation Principle

There should be limits to the collection of personal data. Such data should be obtained by lawful and fair means and, where appropriate, with the knowledge or consent of the data subject. 

2)
Data Quality Principle 

Personal data should be relevant to the purposes for which they are to be used. To the extent necessary for those purposes, data should be accurate, complete and kept up-to-date. 

3)
Purpose Specification Principle 

The purposes for which personal data are collected should be specified not later than at the time of data collection and the subsequent use limited to the fulfillment of those purposes or such others as are not incompatible with those purposes and as are specified at each occasion of change of purpose. 

4)
Use Limitation Principle 

Personal data should not be disclosed, made available or otherwise used for purposes other than those specified in accordance with the data quality principle except with the consent of the data subject; or by the authority of law.

5)
Security Safeguards Principle 

Personal data should be protected by reasonable security safeguards against risks such as loss or unauthorized access, destruction, use, modification or disclosure of data. 

6)
Openness Principle 

There should be a general policy of openness about developments, practices and policies with respect to personal data. Means should be readily available of establishing the existence and nature of personal data and the main purposes of their use, as well as the identity and usual residence of the data controller. 

7)
Individual Participation Principle 

An individual should have the right to obtain from a data controller, or otherwise, confirmation of whether or not the data controller has data relating to him or her. An individual should have the right to receive that data and to challenge it if incorrect. 

8)
Accountability Principle 

A data controller should be accountable for complying with measures that give effect to the principles stated above.

What is the EU Data Protection Directive?

The EU Data Protection directive was enacted in 1995 with Member States required to implement its provisions by October 1998. The directive's primary goal was to create a common European standard of privacy protection for the processing of personal data. The directive establishes a series of protections for individuals including the right to know why information is being collected and how the information will be used and disclosed. Individuals are also entitled to compensation for any damages that arise from failure to abide by the directive's requirements.

Is the Data Protection Directive applicable outside the EU?

Although the directive does not have direct effect outside the EU, it does contain an "adequacy clause" that has had a significant effect on the privacy law frameworks of non-EU countries. Article 25 provides that Member States must ensure that the transfer of personal data to non-EU countries takes place only if the non-EU country provides an adequate level of privacy protection. 

How is this adequacy standard determined? Which countries have obtained EU approval for their privacy law frameworks?

Article 25 of the directive provides that the adequacy of the level of protection of personal data provided by a non-EU country shall be assessed in the light of all circumstances surrounding the data transfer, with particular consideration given to the nature of the data, as well as the purpose and duration of the data processing. As of March 2002, only Switzerland, Hungary and Canada had obtained EU approval for their privacy law frameworks.

Has Hungary enacted data privacy protection law?

Yes. Hungary enacted the Protection of Personal Data and the Public Interest Act in 1992. The purpose of the Act is to guarantee personal control over personal information. Much like the OECD guidelines, the Hungarian privacy law contains provisions that address the need to provide a specific purpose for data collection, rights of access to personal data, limitations on data transfers outside the country and the possibility of compensation where damage occurs.

What are the origins of Canada's private sector privacy legislation?Hb

The Personal Information Protection and Electronic Documents Act received Royal Assent in April 2000 and came into force on 1 January 2001. The Act establishes the rules for the protection and management of personal information that is collected, used or disclosed by private organizations during the course of commercial activities.

The fundamental tenets of the Act are: 

i)
organizations that collect, use or disclose personal information during the course of commercial activity must do so only with the prior knowledge and consent of the affected individuals; and

ii)
such information may only be used for the purposes for which consent has been given. 

The Act limits the collection, use and disclosure of personal information to purposes that a "reasonable person" would consider appropriate in the circumstances. It will apply to any private enterprise that collects, uses or discloses personal information and will not be limited to businesses engaging in e-commerce or the electronic collection of data. Thus, information collected in a ballot box located in a supermarket will enjoy the same protection as personal data collected through online surveys.

The Act is based on the fair information principles set out in the Canadian Standards Association's Model Privacy Code for the Protection of Personal Information (the "CSA Code"). The CSA Code is the product of a collaborative effort between businesses, governments, academics, consumer associations and other privacy stakeholders. The principles of the CSA Code are incorporated (with some modifications) into the Act as Schedule 1 and private sector organizations must adhere to them.

Has the United States enacted private sector privacy legislation?

The United States does not have comprehensive privacy legislation at the federal level. It has enacted a series of industry or data-specific privacy laws. These include:

•
the Gramm-Leach-Bliley Act, which covers financial privacy;

•
the Health Insurance Portability and Accountability Act, which covers health privacy;

•
the Children's Online Privacy Protection Act, which provides children under the age of 13 with special privacy protections.

What is the EU – United States Safe Harbour Agreement?

In addition to the industry or data-specific privacy laws referred to above, the United States and the European Union have entered into a safe harbour agreement that is designed to ensure the free flow of personal data between the two parties. Without such an agreement, there were fears that the EU might begin to block data transfers to the United States on the grounds that it did not meet the Data Protection Directive's adequacy standard.

Although the Safe Harbour agreement has been in place since 2000 and was thought to provide an effective solution bridging the United States – European privacy divide, United States support for the agreement has been tepid, at best. President George W. Bush has publicly questioned the agreement, noting his concern with the perception that the European Union is dictating United States privacy policy. With the notable exceptions of Microsoft and Intel, United States corporations have thus far been slow in signing up for the Safe Harbour Agreement.

(v)
INTERNET GOVERNANCE AND DOMAIN NAMES

1
Domain name dispute resolution

Who ran the Internet's domain name system before the creation of ICANN?

The Internet Assigned Numbers Authority (IANA), headed by the late Jon Postel, initially managed the Domain Name System (DNS). Growing demand from businesses and individuals, however, together with the increasing administrative burden of maintaining the system resulted in changes to 

the system in 1992. That year, the United States Government granted Network Solutions, Inc. (NSI) the exclusive right to register three generic top-level domain names (gTLDs) -- dot-com, dot-net and dot-org. As part of the registration right, which was initially scheduled to last for five years, NSI was charged with managerial responsibility for the maintenance of DNS. 

With the first agreement set to expire in 1997, the United States Department of Commerce granted NSI a two-year extension. In return, NSI agreed to create a Shared Registry System that would allow competing companies to register dot-com, dot-org and dot-net domains. Moreover, once a competitive registrar system was established, NSI agreed to apply for accreditation through the same process as other registrars, thereby relinquishing its competitive advantage over the domain name registry market.

Was there a domain name dispute resolution process before the creation of the ICANN UDRP?

NSI did not have a formal dispute resolution mechanism to address domain name disputes when it took over the registry responsibilities from IANA. As disputes began to mount, NSI recognized the need for a dispute resolution policy. Early efforts, however, became a source of frustration for trademark owners and domain name registrants alike since the dispute policies focused primarily on protecting NSI from liability.

Prior to 1995, NSI maintained that domain name registrants bore the responsibility for ensuring that their domain name did not infringe upon any trademark rights, but otherwise did not provide a formal dispute resolution policy. NSI released its first formal domain name dispute policy in July 1995. It allowed trademark owners to challenge the registration of a domain name by presenting NSI with evidence that the domain name infringed upon its trademark rights. The policy required the trademark holder to present evidence that its trademark was identical to the registered domain name. The domain name registrant could successfully defend its right to the domain by presenting a valid trademark of its own. If it was unable to produce evidence of a registered trademark, NSI would allow the domain name registrant to retain the domain for 90 days as part of a transition process. If the domain name registrant refused to accept an alternative domain, NSI would place the domain "on hold" so that neither party could use it.

NSI issued its first amendment to the policy in November 1995. The revised policy addressed situations where the domain name registration pre-dated the issuance of a trademark. In those situations, the domain name registrant was entitled to keep the domain, provided that it agreed to post a bond to indemnify NSI from any liability.

NSI revised its dispute resolution policy yet again in September 1996. The new policy required trademark owners to notify domain name registrants of their legal claim before commencing a dispute resolution action. Moreover, the policy established limitations on the domain name registrants' defense of a competing trademark by requiring that the trademark be issued prior to the commencement of the dispute resolution action. This latter change was needed after domain name registrants began obtaining quick trademark registrations from Tunisia.

NSI revised its dispute resolution policy for the final time in February 1998. That revision enabled trademark owners to place domain names "on hold" pending the resolution of the dispute. The domain name registrant, if challenged, could prevent the domain name from being placed on hold by submitting evidence that established that (1) the domain name was registered before the complainant's trademark or (2) the domain name holder owned a competing trademark in the domain name.
How was the ICANN UDRP created?

As the number of domain name lawsuits mushroomed and concerns over the stability of DNS increased, the National Telecommunications and Information Administration (NTIA), an agency of the United States Department of Commerce, issued a draft discussion paper in February 1998 titled "A Proposal to Improve Technical Management of Internet Names and Addresses", better known as the "Green Paper." Following the Green Paper consultation, a final report entitled "Management of Internet Names and Addresses" or the "White Paper" was published by NTIA in June 1998. A key concern expressed during the Green Paper public consultations was the fear that the United States would seek to impose United States trademark law on the Internet for the resolution of domain name disputes. 

In an attempt to alleviate this concern, the White Paper committed to a WIPO-led, international process to develop recommendations for a uniform approach to resolving trademark and domain name disputes. WIPO published its first Request for Comments (RFC-1) in July 1998, followed soon after by two further Requests (RFC-2 and RFC-3) calling for public consultation. WIPO released its final report in April 1999. Using the WIPO final report and the White paper as its guide, ICANN moved quickly to draft a policy to address cybersquatting and related issues. Only months after the completion of the WIPO consultation, the ICANN Board of Directors approved the Uniform Domain-Name Dispute – Resolution Policy (UDRP) and its accompanying rules on 24 October 1999.

Who administers domain name disputes?

While ICANN establishes the policies pertaining to the UDRP, administration of the dispute resolution process is largely "outsourced" to several accredited dispute resolution providers. As of April 2002, there were five such providers – the World Intellectual Property Organization (Switzerland), the National Arbitration Forum (United States), eResolution (Canada), the Asian Domain Name Dispute Resolution Centre (China) and the CPR Institute for Dispute Resolution (United States). The arbitration providers provide full case management services including case intake, panelist assignment and publication of decisions.

Is a domain name registrant required to participate in the ICANN UDRP process?

Yes. Domain name registrants are required to submit to a mandatory administrative proceeding conducted by a dispute-resolution service provider approved by ICANN where a complainant asserts that: 

1)
the domain name is identical or confusingly similar to a trademark or service mark in which the complainant has rights; and 

2)
the registrant has no rights or legitimate interests in respect of the domain name; and 

3)
the domain name has been registered and is being used in bad faith. 

To succeed, the complainant must prove that all three elements are present.

What constitutes bad faith registration and use of a domain name?

The policy provides some guidance as to what constitutes evidence of bad faith registration and use of a domain name. They include: 

1)
circumstances indicating that the registrant has acquired the domain name primarily for the purpose of selling, renting or otherwise transferring it to the complainant who is the owner of the trademark or service mark, or to a competitor of the complainant, for valuable consideration in excess of "out-of-pocket" costs directly related to the domain name; or 

2)
the registrant has registered the domain name in order to prevent the owner of the trademark or service mark from reflecting the mark in a corresponding domain name, provided that a pattern of such conduct is evidenced; or 

3)
the domain name has been registered primarily for the purpose of disrupting the business of a competitor; or 

4)
the domain name has been registered primarily for commercial gain through creating a likelihood of confusion.

How do domain name holders prove that they have a legitimate interest in the domain name?

A domain name holder can demonstrate rights or a legitimate interest in a domain name by presenting evidence that: 

1)
before any notice to the respondent of the dispute, the respondent used or prepared to use the domain name or a name corresponding to the domain name in connection with a bona fide offering of goods or services; 

2)
the respondent has been commonly known by the domain name, even if no trademark or service mark rights have been acquired; 

3)
legitimate non-commercial or fair use of the domain name, without intent to divert consumers or tarnish the trademark or service mark for commercial gain, is being made.

What is the process for an ICANN UDRP complaint? How are the arbitration panelists determined?

A proceeding commences when the complainant submits a complaint to an ICANN approved dispute resolution service provider of their choosing. The complainant must specify whether the dispute is to be decided by a single-member or three-member panel. The fee for a single-member panel is paid entirely by the complainant. In the event that a three-member panel is requested, the complainant must submit names and contacts of three candidates from a roster of any ICANN-approved provider to serve as one of the panelists.

Following a compliance review, the provider forwards the complaint to the respondent.

The respondent must submit a response to the provider within 20 days of commencement of the proceeding. If no response is submitted, the panel decides the case based solely upon the evidence furnished by the complainant.

Even if the complainant has requested a single-member panel, the respondent has the right to have the dispute decided by a three-member panel instead. If either the complainant or respondent requests a three-member panel, the respondent must provide the names and contact details of three candidates to serve as one of the panelists, which can also be drawn from any ICANN-approved provider's roster. Where the complainant has elected to have the dispute decided by a single-member panel and the respondent requests a three-member panel, the respondent is required to pay one-half of the applicable fee for a three-member panel. 

If the complainant requests a single-member panel and the respondent does not object, the provider alone assigns a single panelist from its roster to the case. If a three-member panel is selected, one panelist is selected from the list of candidates provided by each of the complainant and the respondent. The third panelist is appointed by the provider from a list of five candidates submitted by the provider to the parties, the selection from among the five being "made in a manner that reasonably balances the preferences of both Parties". The typical approach is to allow each party to strike out up to two names from the list of five.

2
ccTLD domain name dispute resolution

What is a ccTLD?

A ccTLD is a country-code top level domain. Unlike gTLDs (generic top level domains such as dot-com, dot-net and dot-org), hundreds of countries have their own domain name suffix. Popular ccTLDs include dot-uk (United Kingdom), dot-fr (France), dot-jp (Japan), dot-sg (Singapore), dot-au (Australia), dot-ca (Canada) and dot-br (Brazil). Often ccTLDs have their own registration rules distinct from those found for gTLDs.

Do ccTLDs have domain name dispute resolution rules?

Many do. Although some simply use the ICANN UDRP, some variations exist, particularly among the larger ccTLDS. Countries that use the ICANN UDRP as their national dispute resolution policy include Antigua, Belize, Ecuador, Laos People's Democratic Republic, Mexico, Namibia, Philippines, Romania and Venezuela.

How does India's dispute resolution policy differ from the ICANN UDRP?

The dispute resolution policy for India's dot-in domain, administered by the National Centre for Software Technology, is much broader in scope than either the ICANN UDRP or the ccTLD dispute resolution policies examined above. The dot-in process allows for disputes to be launched for the following reasons:

•
the domain name is identical or confusingly similar to a trademark or service mark in which the complainant has rightful claim;

•
the domain name holder has no rights or legitimate interests in respect of the domain name;

•
the domain name holder has sold/auctioned/transferred the domain name to a third party without the approval of the domain registrar;

•
the domain name has not been used by the holder for over one year;

•
a trademark holder alleges cybersquatting; and 

•
any other dispute, accepted by the domain registrar at his or her own discretion.

Once a complaint is launched, the domain registrar advises the domain name holder that a third party complaint has been filed with him giving details of the complaint (name, address, cause of complaint) through a registered letter as well as by e-mail. The domain name holder has 15 days from receipt of the notice to reply. An oral hearing may also be granted where both parties could present their cases arising out of such a dispute. A decision in writing is communicated by the domain registrar within one month of the final hearing.

How does Canada's dispute resolution policy differ from the ICANN UDRP?

The Canadian Internet Registration Authority (CIRA) approved the Canadian Dispute Resolution Policy (CDRP), a Canadianized version of the ICANN UDRP in October 2001. CDRP creates a domain name dispute resolution process for dot-ca domains that maintains many of the benefits of the ICANN UDRP, while at the same time addressing concerns about the ICANN UDRP's procedural fairness.

The policy differs in several material respects. First, unlike the ICANN UDRP, CDRP contains explicit provisions protecting good faith commercial usage of the domain, good faith non-commercial use of the domain such as websites engaged in criticism or news reporting and good faith use of a generic domain or a domain that references a geographical place. It is noteworthy that if the registrant demonstrates a legitimate interest in the domain, they are entitled to retain it even if the complainant has proven confusion and bad faith.

Second, unlike the ICANN UDRP, CDRP also contains a reverse hijacking clause with some teeth. The clause, which can be invoked where the complainant commences an action in bad faith, provides that the complainant can be ordered to pay up to $ 5 000 to the respondent to defray the costs incurred by the respondent in defending an action that should never have been brought in the first place. 

Third, the CDRP Rules provide that all contested cases will be decided by three-member panels to be paid for by the complainant. Where the respondent fails to respond, the complainant has the option of requesting a less costly one-person panel. 

How does the United Kingdom's dispute resolution policy differ from the ICANN UDRP?

The dot-uk dispute resolution procedure, administered by Nominet.uk, features several variations on the ICANN UDRP model. First, unlike the ICANN UDRP, which has its disputes addressed by third party arbitration providers such as WIPO and the National Arbitration Forum, Nominet.uk runs its own dispute resolution mechanism. Claims are launched directly with Nominet.uk, which proceeds to appoint an expert from its own roster to address the case.

Second, the dot-uk approach includes a mandatory mediation period, where the parties are required to work to negotiate a resolution to their dispute.

Third, unlike the ICANN UDRP and the CIRA CDRP, both of which reference bad faith by the domain name registrant, the dot-uk approach is premised on the presence of an "abusive registration." An abusive registration refers to a domain that was registered or otherwise acquired in a manner which, at the time when the registration or acquisition occurred, took unfair advantage of or was unfairly detrimental to the complainant's rights or has been used in a manner which took unfair advantage of or was unfairly detrimental to the complainant's rights.

Fourth, the dot-uk approach includes an appeal process whereby either party is permitted to appeal against a decision on the basis that the matter be re-examined on the facts or that the proper procedure has not been followed.

(vi)
INTERMEDIARY LIABILITY ISSUES

Why has intermediary liability emerged as an important issue in recent years?

With governments and regulators generally frustrated with their lack of control over Internet activities, the potential for intermediaries, particularly Internet service providers, to carry out the regulatory function is viewed by some as a possible solution to Internet regulation. Particularly if one accepts the important role that technology can play in regulating Internet activity, then the role of the ISP becomes quite crucial. Although certain technologies can be implemented at the level of the individual browser or by an individual website, there are times when technological implementation falls to the ISP, if to anyone at all.

How has the United States' addressed the issue of intermediary liability?

The United States provides very broad protection from liability to ISPs and other intermediaries. Section 230 of the Communications Decency Act provides that no provider of an interactive computer service will be liable for any good faith action designed to restrict access to obscene content. 

Has the European Union followed the United States' lead on this issue?

Yes. The EU Electronic Commerce directive also provides intermediaries with important protections from liability. The directive exempts intermediaries for liability for online content where the intermediary merely plays a passive role in transmitting and storing website information. An exemption is provided for network providers who act as "conduits" to the information but serve no editorial or controlling function in its creation or dissemination.
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