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The Security WG met in Ottawa, Canada, on September 28 (morning session) and September 29, 2004 (afternoon session).  Dr. Igor Faynberg, (Bell Laboratories/Lucent Technologies, USA) chaired the meeting.  The drafting sessions were held on September 28 (afternoon) and September 29 (morning).  

Goals of the meeting

The group met according to the agenda (FGNGN-ID-00245) to 

· Review and approval of the draft agenda;

· Review of the assigned documents, FGNGN-ID-00112, FGNGN-ID-00118, FGNGN-ID-00119, FGNGN-ID-00124, FGNGN-ID-00177, FGNGN-ID-00178, FGNGN-ID-00197, FGNGN-ID-00198, FGNGN-ID-00199, FGNGN-ID-00215, FGNGN-ID-00226, FGNGN-ID-00227, FGNGN-ID-00228, and FGNGN-ID-00229.
· Progress of the work on draft technical specification NGN Security Framework
. 
Summary of the results
The group has

1. Approved the agenda and the schedule;

2. Reviewed all assigned documents; 

3. At the drafting sessions progressed work on the draft technical specification NGN Security Framework.  (Specifically, base text was developed for the References, Granularity of Protection, and  Selection of an OSI layer for security provisions sections. The input material for several other sections was reviewed) .

Detailed results

1 Agenda and work schedule 
The group agreed on the work schedule.

2 Review of the assigned documents

· FGNGN-ID-00112, Some considerations for the security in NGN
The document listed some considerations regarding security issues of the NGN. The group decided that these issues, after an additional review, will need to be addressed in the final draft. The text of the document is attached in Annex 2 of the draft specification NGN Security Framework. The group agreed that Annex 2 will be removed from the document when all the issues it has highlighted are addressed.

· FGNGN-ID-00118, Some Proposed Text for NGN Security Framework (Network Domain)
The text of this document has been accepted as a candidate text for section 9.2 Network domain security and is attached in Annex 1 of the draft specification NGN Security Framework. The group agreed that the text of this document (as well as all others contained in Annex 1) will be incorporated in the draft specification NGN Security Framework after all comments are addressed. 

· FGNGN-ID-00119, Some Proposed Text for NGN Security Framework (IP-CAN) 

This document proposes text for the section 9.1 IP-CAN Security of the draft specification NGN Security Framework. The group agreed to accept the text as a candidate for section 9.1. The document is attached in draft specification NGN Security Framework. It is expected that additional contributions will address all comments and the text will be incorporated in NGN Security Framework.
· FGNGN-ID-00124, Potential source documentation which may be relevant to FGNGN security discussions

This contribution proposes that a number of ATIS Committee T1S1 documents be included as references.  The proposal has been accepted, and the documents listed in the document have been included in section 2 References of the draft specification.
· FGNGN-ID-00177, Authentication for multiple subsystems
This contributions proposes to add a reference to the central UAAF (User Access Authorisation Function) in the NASS (Network Attachment Subsystem). The proposal has been accepted, and the reference has been added to section 8.1 Access security: User AAA framework for NGN.
· FGNGN-ID-00178, Authentication for roaming
This contribution proposes that user authentication data available to other network domains for the purpose of supporting roaming on Wi-Fi and LAN access connections was added to section 9.2 Network domain security. The proposal has been accepted and the draft specification updated accordingly.

· FGNGN-ID-00197, Draft of Section 9.3 (IMS access security) of the draft specification NGN Security Framework
This contribution proposes the text for Section 9.3 on the access in the IMS security architecture. Initially, the contribution has caused certain controversy and a long discussion on the degree of acceptance of the IMS architecture within the NGN FG. Ultimately, the text has been proposed (and inserted) that has resolved all issues; however, the present text is still kept in the Annex 1 to let interested parties to review it sufficiently and contribute additional material before it is moved into the main body of the document.

· FGNGN-ID-00198, Input to Section 5 of the draft specification NGN Security Framework

This contribution proposes the reference materials, which have been agreed on for inclusion into the reference section. 

· FGNGN-ID-00215, Backup Mechanism of the Call Server in the NGN Security Architecture  

This contribution proposes the backup mechanism for call server and its relevant security consideration as the solution that ensures availability. The meeting has decided that this excellent material has to be reviewed by WG 1 to determine that the backup is indeed a service supported by that group. Once that determination takes place, WG 5 will accept the material for study, and the relevant place in the specification will be allocated to it.  

· FGNGN-ID-00226, Proposed Text for Framework of Security Granularity in NGN
This contribution describes the classification of security granularity for security requirements.  The contribution has generated an important discussion, and the overall feeling was that the material is very useful and important for the further study of NGN security.  The meeting has requested the follow-up contribution which will 1) align the terminology with that used in ITU-T; and 2) provide examples explaining the concept and its use. The present text has been retained in Annex 1.

· FGNGN-ID-00227, Proposed Text for Open Service Security in NGN
This contribution proposes security requirements for value-added services from the third party to open service platform in the NGN service layer. A special section of the Annex has been created to place the present text of the contribution. To progress the work further, a follow up contribution that will define the new terms (such as “trusted third party” or “open service platforms”) has been requested.  

· FGNGN-ID-00228, Proposed Text for Security Framework of Transport Layer in NGN.

This contribution proposes text for security framework of the NGN Transport layer. The text of the contribution has been retained in Annex 1; the follow-up contributions are requested to further down this work and bring it to maturity. The specific modifications requested by the meeting concern the alignment with ITU-T Recommendation X.805. 

· FGNGN-ID-00229, Proposed text of Security framework for home networks.

This contribution proposes the security framework for home networks in NGN.  The present text of the contribution has been included in Annex 1. While the subject of the contribution was found important for general subject of security and its technical level excellent, the meeting has registered a doubt that the home network beyond the access to NGN is within the scope of the NGN. This question is to be raised at the plenary and followed up on  further with WG 2. Depending on the outcome of  the WG 2 recommendation, additional contributions are requested, which should 1) provide specific examples and 2) clarify (or modify) the second diagram.

Outgoing liaisons 

· None at this meeting

Output documents

· Draft of the technical specification NGN Security Framework (FGNGN-OD-0034).
Plan for the next meeting activities

· Advance and possibly complete the work on the draft technical specification NGN Security Framework by moving the fixed material from Annex 1 to the main body.
Chairman’s note

This chairman wishes to thank all meeting participants and contributors. Special thanks go to Dr. Jianyong Chen (ZTE Corporation); and to Messieurs Miao Fuyou (Huawei Technologies), Joseph Zebarth  (Nortel Networks), and Zachary Zeltsan (Lucent Technologies) for their dedication to drafting of the specification, long hours that they put into this work, and the outstanding result published in FGNGN-OD-0034.
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