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Abstract
This contribution proposes content of security framework for home networks in NGN. The security requirements in different planes are outlined.
1. Introduction

It is important to clarify the security framework for home network in NGN, because the home network is one of important types of access networks in NGN. 

2. Definitions

Confidentiality: the property that information is not made available or disclosed to unauthorized individuals, entities, or processes (ISO 7498-2:1988).

Integrity: the property of safeguarding the accuracy and completeness of assets. It protects the administrative and management information of network services against unauthorized modification, deletion, creation, and replication.

Availability: the property of being accessible and usable upon demand by an authorized entity (ISO 7498-2:1988).

Accountability: the property that ensures that the actions of an entity may be traced uniquely to the entity (ISO 7498-2:1988).

Authenticity: the property that ensures that the identity of a subject or resource is the one claimed. Authenticity applies to entities such as users, processes, systems and information.

Authorization: The granting of rights, which includes the granting of access based on access rights.

Reliability: the property of consistent intended behaviour and results.

3. Security threats for home networks

3.1 Disclosure of information
Important information is easy to be intercepted by unauthorized or illegal user when remote user accesses home network via outside open network.

3.2 Impersonation
Illegal user could impersonate other terminal after pilfered terminal device identification, network address, or key information. Once impersonate behaviour succeeds, illegal user could control home devices furtively.

3.3 Network attacks
Illegal user could attack home network utilizing various kinds of security leaks in TCP/IP layer. The Qos of home network may descend evidently because of resource exhausting. 

4
Entity planes for home networks
Home user could access home network and control home devices either at home or at remote place. According to the entity function in integrated home network, this contribution defines four entity planes illustrated in figure 1: 
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Figure 1: The entity planes for home networks
4.1 RU Plane (Remote User Plane)
RU plane refers to remote user, who could control home devices from remote place via outside open network.

4.2 HA Plane (Home Access Plane)
HA plane refers to home gateway equipments, addresses the access work between home network and outside open network.

4.3 HD Plane (Home Devices Plane)
HD plane refers to a collection of intelligent home devices in home network.

4.4 HU Plane (Home User Plane)
HU plane refers to home user, who could control home devices at home.
5.
Security framework for home networks

According to the division of entity planes, the security of home network can be reflects by security elements among these entities. By this means, the general security model of home network can be depicted by following figure 2. From this figure, there are various security elements between different entity planes. The security elements provided between four entity planes could ensure the security of communication and operation with home networks effectively.
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Figure 2: Model of security framework for home networks
5.1
RU Plane & HA Plane 
The communication between RU Plane and HA Plane is an unreliable network environment. It refers to the communication between remote user and home gateway, when remote user access home network via outside open network. 

In order to prevent unauthorized or illegal users from intercepting, which might cause disclosure of information, authenticity of remote user identity should be verified; Data confidentiality should be protected at the same time; Availability protection should be ensured in different network states.
5.2 HA Plane & HD Plane

The communication between HA Plane and HD Plane is within home network. It refers to the communication between home gateway equipments and home devices. 

The protection of data confidentiality and authenticity between devices should be provided; Availability protection should be ensured in different network states.
5.3 RU Plane & HD Plane
The communication between RU Plane and HD Plane is an undependable network environment. It refers to the communication between remote user and home devices. 

In order to prevent unauthorized or illegal users from intercepting, which might cause disclosure of information or impersonation of home user identity, authenticity of remote user identity should be verified; Data confidentiality should be protected at the same time; Availability and integrity should be ensured in different network states. Accountability means that remote user could trace the target home device accurately (For example: the device with trouble could be traced accurately); Authorization provides that different access rights should be granted for different users.

5.4 HD Plane & HU Plane

The communication between HD Plane and HU Plane is within home network. It refers to the communication between home devices and home user. 

Authenticity of home devices should be verified by home user; Accountability ensures that home user could trace the home device accurately (For example: the trouble device could be traced accurately); Authorization provides that different access rights should be granted for different users (For example: children must not control the dangerous intelligent home devices).
5.5 RU Plane & HU Plane

The communication between HU Plane and HU Plane refers to the communication between remote user and home user. 

Authenticity should be verified between remote user and home user.
6
Proposal

This contribution proposes the security framework for home network in NGN. It is discussed to be content of Section 8.4 (security framework for home networks) in draft recommendation FGNGN-OD-0002R1 “Outline of the draft technical specification NGN Security Framework”
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