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1. Abstract
This contribution proposes a security framework of NGN transport layer that is based on layering architecture of NGN.

2. Introduction
The NGN transport layer is a group of functions that control and manage resources to carry packets that may contain user, control and management information/load between terminals. 
3. Security threats in transport layer of NGN architecture
Because of open distribution feature of NGN, the transport layer may exist potential threats that are listed as follows:

3.1 Disclosure of information in transport process

When information is transmitted in transport layer of NGN, data flow is copied by illegal users. Important information may leak to the illegal users. 

3.2 Modification of information in transport process

When information is transmitted in transport layer of NGN, data flow is intercepted and modified by illegal users. The legal receiver will receive wrong information.

3.3 Unauthorized usage of control functions and management functions provided by transport layer

When control functions and management functions in transport layer are used by unauthorized users, the transmission of data flow may become unstable. In the worst case, services may suspend.

3.4 Illegal attack of transport layer of network server.

The transport layer of network server has potential bugs or leaks in communication protocols that may be utilized by illegal users and cause serious problems. 

4. Security Dimensions needed in NGN transport layer 
4.1 Authentication
4.2 Authorization
4.3 Accountability:
4.4 Confidentiality
4.5 Integrity
4.6 Availability
4.7 Privacy
5. Reference security model for transport layer of NGN architecture
According to the NGN architecture, there are three planes, i.e., user plan, control plan and management plane, in transport layer. As every plan can perform relative independent task that are needed by transport layer, the security framework for transport layer can be considered as the security inside the plane and the security outside the plane, i.e., interfaces among plans. 

Comparing with most of nowadays network, one of distinguish features in NGN is the separation of layers and planes. After the separation, some threats will appear among layers and planes, e.g. disclosure of information, modification of information and illegal attack, etc. Security solutions inside a plane are relative mature because they could inherit most of security technologies from current generation networks. By this means, Security framework for transport layer is firstly reflected by the security interface among different planes. The security interface among planes includes authentication, authorization, integrity and confidentiality. 

The security model for transport layer can be depicted as follows:
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Figure 1.  NGN Transport layer security Model

There are three plane securities in figure 1. They are user plane security, control plane security and management plane security, respectively. These plane securities focus on interface protection among planes. There are two types of interfaces: one is from other planes in transport layer, the other is from the same type of plane in service layer. For example, the management plane security protects or filters information from user plane and control plane, and from the corresponding management plane in service layer.

5.1 User plane security

User plane security focuses on the protections or filters of information coming from other planes to the user plane.  When other planes in NGN transport layer access/request/control the user plane, it must be processed by security function from user plane firstly.

Any access from user pane in service layer must be processed by security functions from user plane in transport layer.

5.2 Control plane security

Control plane security focuses on the protections or filters of information coming from other planes to the control plane. When other planes in NGN transport layer access/request/control the control plane, it must be processed by security functions from control plane firstly.

Any access from control pane in service layer must be processed by the security functions from control plane in transport layer.

5.3 Management plane security

Management plane security focuses on the protections or filters of information coming from other planes to the management plane. When other planes in NGN transport layer access/request/control the management plane, it must be processed by security functions from management plane firstly.

Any access from management pane in service layer must be processed by security functions from management plane in transport layer.
6. Proposal
It is recommended that the above text is considered as content in section 8 of Outline of the draft technical specification NGN Security Framework.
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