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Abstract
This contribution proposes security requirements between value-added services from the third party to open service platform in NGN service layer. The security framework also reflects different security requirements between trusted and un-trusted value added services.  

1. Introduction
It is necessary to clarify security requirements of interface between value-added service and open service platform in NGN because various types of value-added services are one of the most important features in NGN. 

2. Definitions

Authentication
Authorization
Confidentiality
Integrity
Accountability
Availability
Privacy
Content monitor and filter
It should be executed to monitor and filter the content from the un-trusted third party to prevent cheat and illegal actions. When serious security accidents happen, service can be closed immediately.

3. Security threats in open service
Since service layer provides open interface for service providers, it enables service creation environment for instant services creation and also causes some new threats that are listed as follows.
1) Service platform resource unauthorized
2) Control functions and management functions unauthorized
3) Service destruction by unauthorized entities but can not be traced

4) Disclosure of business data and important information 

4. Open service security
In NGN service architecture, value-added service providers from the third party can be divided into the trusted third party and the non-trusted third party. The former may be network providers themselves, subordinate organizations or partners. While the latter may be independent service providers. By this means, the general open service security can be depicted by following figure 1. From this figure, there are various security elements between value-added service and open service platform. The security elements provided between value-added service and open service platform could ensure the protection of communication and effective service.

[image: image1]
                           Figure 1.  Open service security in service layer of NGN

When value-added service providers from the third party are trusted, it is not necessary to monitor and filter the content from the trusted third party to the service platform. As information is transmitted through open network, it should be protected by integrity and availability. For some sensitive information, confidentiality is also required. Some security elements that are marked as * in figure 1 are selective for the trusted third party because the trusted third party could be considered as one part of service platform providers. These selective security elements are authentication, authorization, accountability and privacy. 
When valued-added service providers from the third party are not trusted, it is necessary to monitor and filter the content transmitted from the un-trusted third party to the service platform that could prevent cheat and illegal actions, and ensure accurate charge. In un-trusted environment, the identity of value-added service providers from the third party should be verified firstly. Various applications are provided by authorization mechanisms. Data confidentiality should be protected for some sensitive information. Availability, integrity and privacy should be ensured in different network states. Accountability is also necessary to trace the un-trusted value-added service providers from the third party. 
Proposal
 It is recommended that the above text be considered in section 9 of Outline of the draft technical specification NGN Security Framework.
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