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Summary
This contribution describes the classification of security granularity for security requirements. The clarification of security granularity can provide an important guideline for utilizing security functions in different security layers to achieve the most optimal solution of NGN security. 

1. Background

At previous WG5 of FGNGN, ITU-T meeting, a draft recommendation with FGNGN-OD-0002R1 “Outline of the draft technical specification NGN Security Framework” has been discussed. 

· Protection of granularity is listed in section 6.2. It is necessary to discuss the protection of granularity that requires by the security of NGN.

2. Scope

This proposal provides a general guideline for classification of security granularity that is based on framework of NGN. It does not provide detail technologies of the security granularity that are necessary in the design of security solutions for NGN.

3. Definitions

Security granularity: It is a parameter that classifies security requirements for communication networks. The parameter can guide the configuration of security policy to achieve the most efficiency of network protection.

4. Motivation for the classification of security granularity in NGN

Security solution of applications can be provided in different layers, such as on transport layer and service layer, respectively. They can also be provided by the collaboration of different security functions in multi layers. As various applications and services can be easily built up on NGN, security solutions of NGN should meet with different security requirement of these applications and services. Therefore, when we consider the security framework of NGN, we should clarify different granularity of security requirements. 

As we know, different applications and services have different security requirements. Thus, we need an effective mechanism that can easily configure security functions in multi layers to protect the applications and services. The clarification of security granularity in different layers can benefit the configuration. 

As we know, security functions always consume computing power evidently. The same level of protection in lower layer has always better efficiency than that in upper layer when we deal with the same data bits. That is because in higher layer, we may distinguish different types of data flow and use individual protection for every type of data flow. However, it is also more difficult to achieve end to end security in lower layer. Especially, when various applications have different security requirements, the security functions in lower layers cannot provide individual security solution for different applications. 

On the other hand, we should avoid additional duplication protections of data flow in different layers. By this means, for the optimization of computing power, our security solution of NGN should not only satisfy the security requirement of individual applications, but also use security functions of security layer as lower as possible to reduce the overall consumption of computing power.

5. Framework of security granularity in NGN


Figure 1 Security layers reflects different classes of security granularity

In NGN architecture, the network is divided into two layers, i.e., service layer and transport layer. In order to reflect the security functions distributing in the NGN, we define two security layers, i.e., application security and service security in service layer of NGN, and define another two security layers, i.e., package security and link security in transport layer of NGN. 

5.1
Security Layers

5.1.1 Application Security Layer

The Applications Security Layer focuses on security of the network-based applications accessed by Service Provider customers. These applications include web browsing application, email application, basic file transport application, etc. The Application Security Layer is used to protect the customers. 
5.1.2 Service Security Layer

The Services Security Layer addresses security of services that Service Providers provide to their customers. These services includes domain name services, value-added services, QoS, etc. The Services Security Layer is used to protect the Service Providers and their customers
5.1.3 Package Security Layer

The Package Security Layer addresses security of package that network facilities provide to transport information. For NGN, it is considered that IP will be the primary protocol used to provide NGN services to end-users as well as supporting legacy services. In this case, the type of package is based on IP. Thus, the functions in package security layer are focus on the protection of IP package. 

5.1.4 Link Security Layer

Link Security Layer addresses security of frame transmission between directly connected network facilities. The main task of the link layer is to take a raw transmission facility and transform it into a line that appears free of transmission errors in the upper layer. It accomplishes this task by having the sender break the input data up into data frames (typically a few hundred bytes), transmit the frames sequentially, and process the acknowledgment frames sent back by the receiver. 
5.2 Classification of Security Granularity

5.2.1 Link class of security granularity

Link class of security granularity reflects the common character of security requirements that could be satisfied by security functions in link security layer. Comparing with other three classes of security granularity, the link class is the coarsest, but the efficiency is always the highest. When network facilities transmit information in the same link channel, the common security requirements in the same link channel belongs to the link class of security granularity and can be satisfied by the security functions in link security layer. For example, the confidentiality requirement of wireless transmission between mobile endpoint and the base station belongs to the link class of security granularity and could be protected by encryption functions in link security layer. 

5.2.2 Package class of security granularity

Package class of security granularity reflects the common character of security requirements that could be satisfied by security functions in package security layer. The package class is finer than link class, but coarser than service class. When network facilities transmit information with the same destination of package, such as IP based package with the same IP address, their common security requirements belongs to package class of security granularity and could be satisfied by the security functions in the package security layer. For example, the security requirements belongs to the package class of security granularity that IPsec VPN satisfies

5.2.3 Service class of security granularity

Service class of security granularity reflects the common character of security requirements that could be satisfied by security functions in service security layer. The service class is finer than package class, but coarser than application class. When network facilities transmit information with the same service platform, their common security requirements for all information belongs to service class of security granularity and could be satisfied by the security functions in the service security layer. For example, service providers can provide the same integration protection for all messages that are produced on the same service platform. Thus, the integration requirement has service class of security granularity.

5.2.4 Content class of security granularity

Content class of security granularity reflects the common character of security requirements that could be satisfied by security functions in application security layer. The content class is the finest. The security requirements for particular applications belong to content class of security granularity and could only be satisfied by security functions in application layers. For example, some content in an application, such as information of personal credit card should be transmitted by strong encryption. Such protection has content class of security granularity.

6. Discussion

When we design a security solution for NGN, the above classification of security granularity can guide the utilization of security functions in different security layers efficiently. If certain security protections are needed between two ends of connection, we may realize them in link security layer. If certain security protections are needed in the same type of package transmission, such as the package transmission with the same IP address, we can realize them with package class of security granularity. If certain security protections are required under the same service layer, we can realize them with service class of security granularity. If certain security protections are required by some content in individual application, we can realize them with content class of security granularity.

On the other hand, when the application environment changes, the security policies can adjust the security configuration in different security layers according the different security granularity of all security requirements. The following figure depicts the function of security granularity in security policy:




Figure 2: the function of security granularity in security policy

7. Proposal

This contribution proposes classification of security granularity for NGN framework. It is discussed to be content of granularity protection in draft recommendation FGNGN-OD-0002R1 “Outline of the draft technical specification NGN Security Framework”
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