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1. Introduction

This document proposes input for the sections 6.2 (Granularity of protection) and 6.3 (Selection of an OSI layer for security provisions) of the draft specification NGN Security Framework (output document FGNGN-OD-0002R1).

2. Granularity of protection

Granularity of protection is essential consideration for designing security solutions, particularly for the selection of security mechanisms. While some security mechanisms can be employed to protect entire network (possibly leaving it vulnerable from the inside attacks), other can provide protection down to the individual user or application. Choosing the right degree of granularity is important for a cost-effective solution that is able to address security needs of a system. Assessment of the required granularity of protection should take into account expected usage patterns, implementation layers, and deployment considerations. A secure set of machines (e.g. network operation center with strictly secured access) may require only subnet granularity. On the other hand, security of a particular application should be addressed by the security mechanisms embedded into the application. Use of the external to an application security mechanisms may severely affect the application’s deployment. 

3. Selection of an OSI layer for security provisions

Any OSI layer can have security mechanisms.  Principally, a security mechanism of a lower layer provides protection for the higher layers, but this protection could be insufficient. For example, link-layer encryption may provide a very good security, but only for the packets transmitted on that one link. Contrarily, some e-mail security mechanisms (e.g. PGP, PEM, S/MIME) give good protection, but (without any special adaptations) for only one application – e-mail. Most security experts believe that real communication security has to be end-to-end (i.e. end-to-end encryption and integrity check) and can be achieved in application layer. This approach has a serious deficiency: it requires to make all applications (even millions of the existing ones) security-aware.

These examples illustrate two essential factors that should be considered for selection of the right set of the security mechanisms and the OSI layers for their implementations:

· Security mechanisms of the lower-level layers provide security services to the higher-level layers, but such protection may be insufficient

· Security mechanisms of the higher-level layers are, in general, better suited to provide needed protection, but they usually have a narrower scope of applicability.

4. Proposals

· Accept text of section 2 of this document as an input to section 6.2 of the draft specification NGN Security Framework (FGNGN-OD-0002R1).

· Accept text of section 3 of this document as an input to section 6.3 of the draft specification NGN Security Framework (FGNGN-OD-0002R1).
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