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1. Introduction

Section 9.3 (IMS access security) of the output document FGNGN-OD-0002 R1 (Outline of the draft technical specification NGN Security Framework) lists major principles of secure access to IMS. It also makes provision for specifying access security capability based on 3GPP/3GPP2 specifications. This document elaborates on these principles and introduces IMS security architecture that is based on specifications developed by 3GPP/3GPP2. We propose to incorporate text of Sections 2 and 3 of this document into future specification NGN Security Framework.

2. Abbreviations and acronyms

AAA
Authentication, Authorization, and Accounting

CSCF 



Call Session Control Function

HSS Collective

Home Subscriber Server equivalent to AAA plus Databases

I-CSCF



Interrogating CSCF

IM 



IP Multimedia

IMPI 



IM Private Identity

IMPU 



IM Public Identity

IMS 



IP Multimedia Core Network Subsystem

LMSD 



Legacy MS Domain

MMD 



Multi-Media Domain

MS 



Mobile Station

P-CSCF


Proxy CSCF

PDS 



Packet Data Subsystem (3GPP2 PDSN-based)

PS-Domain


Packet switched domain

SA 



Security Association

S-CSCF


Serving CSCF

SIP 



Session Initiation Protocol

UA



User Agent

UE 



User Equipment (equivalent to MS)

3. Overview of the security architecture

In the PS-Domain, service is not provided until a security association is established between the mobile equipment and the network. IMS is essentially an overlay to the PS-Domain  and has a low dependency on the PS-Domain . Consequently a separate security association is required between the multimedia client and the IMS before access is granted to multimedia services. The IMS Security Framework is shown in Figure 1. IMS authentication keys and functions at the user side shall be stored in some secure memory location on an UE. It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PS-Domain  authentication. 
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Figure 1 – The IMS security architecture

There are five different security associations and different needs for security protection for IMS and they are numbered 1,2, 3, 4 and 5 in Figure 1. The Gm reference point and Cx-interface that are referenced in bullet points 2 and 3 below are described in the draft specification Functional Requirements and Architecture of the NGN (output document FGNGN-OD-00007R1). The document also provides references to the specifications that define the Gm reference point and Cx-interface.

1. Provides mutual authentication between the UE and the S-CSCF. The HSS (defined in FGNGN-OD-00007R1) delegates the performance of subscriber authentication to the S-CSCF. However the HSS is responsible for generating keys and challenges. The long-term key in the secure memory of the UE and the HSS is associated with the user private identity (IMPI). The subscriber will have one (network internal) user private identity (IMPI) and at least one external user public identity (IMPU).

2. Provides a secure link and a security association (SA) between the UE and a P-CSCF for protection of the Gm reference point. Data origin authentication is provided i.e. the corroboration that the source of data received is as claimed. 

3. Provides security within the network domain internally for the Cx-interface. This security association will be covered in section 9.2 of the future specification NGN Security Framework.

4. Provides security between different networks for SIP capable nodes. This security association will be covered in section 9.2 of the future specification NGN Security Framework. This security association is only applicable when the P-CSCF resides in the Visited Network (VN). If the P-CSCF resides in the Home Network (HN) then bullet point number five below applies.

5. Provides security within the network internally between SIP capable nodes. This security association will be covered in section 9.2 of the future specification NGN Security Framework. Note that this security association also applies when the P-CSCF resides in the HN.

There exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains. This specification assumes that the IP MMD core network supports secure communications via standard IETF protocols as will be specified  in section 9.2 of the future specification NGN Security Framework.

Mutual authentication is required between the UE and the HN.

The mechanisms specified in this technical specification are independent of the mechanisms defined for the systems outside the Core IMS (defined in FGNGN-OD-00007R1).

An independent IMS security mechanism provides additional protection against security breaches. For example, if the PDS security is breached the IMS would continue to be protected by its own security mechanism. As indicated in Figure 1 the P-CSCF may be located either in the Visited or the Home Network.

The confidentiality and integrity protection for SIP-signaling is provided in a hop-by-hop fashion. The first hop i.e. between the UE and the P-CSCF will be specified in this technical specification. The other hops, inter-domain and intra-domain are specified in IETF RFC 3261, SIP: Session Initiation Protocol.

4. Proposals

· Adopt the IMS security architecture specified in 3GPP and 3GPP2 documents as security architecture of the IMS part of the NGN.

· Incorporate text of Sections 2 and 3 of this document into future specification NGN Security Framework.

· Include the specifications referenced in this document into a list of the relevant to NGN security standards.
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