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1. Introduction

Y.NGN-CMIP describes the service procedures and application scenarios for customer manageable IP networks. This contribution provides some texts for manageable access control services with service level provisioning concepts from the customer’s point of view.

This contribution concerns the following concepts and service driven access procedures:

· Objectives for manageable access control with service profile concepts from the customers’ points of view 

· Description of access gateway functional blocks for service provisioned driven access control in manageable IP networks

· Description of service procedures and protocol design concerns for access control with service level negotiations and user profiles in manageable IP networks

2. Proposal

This contribution proposes to insert Section 8.2 of Y.NGN-CMIP.

It is thought that this contribution shall form a basis for further developments of Y.NGN-CMIP.

Some texts that are proposed are as follows:

________________
8.2. Manageable Access Control Services

Manageable access control is a concept designed to keep in mind the versatility of customer manageable IP networks. A key feature of manageable IP networks is providing the customer with greater flexibility of content access with minimal changes in conditioning. Manageable access control is developed with the business model of service provisioning in mind. The proposal is an insight to provide the customer with superior content retrieval and access while maintaining the economies of scale for the network provider and the customer alike. We describe an access gateway functional block to support the concept of service driven access control in manageable IP networks and show how it can be used to describe procedures to maintain reliable and resilient service provisioning in the context of roaming, integration and internetworking of different domains. 

8.2.1. Objectives for manageable access control with customer-oriented service profile concepts

Reserving a service profile driven access control mechanism for traffic aggregates is one of the key features for manageable IP networks. This is because the user requests may contain application data of different contents and bandwidth requirements. From the perspectives of commercial viability, the customer would want to pay for the network services only if his or her desired level of content retrieval was satisfied. The existing access control mechanisms for IP networks do not take into consideration the feature of dynamic service profile provisioning to accommodate multiple requests of a customer for multivariable content access. This is the key driving factor behind proposing a service profile driven mechanism for access control. 

8.2.2. Functional blocks for manageable access control services:
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The concept of using functional blocks in intelligent access gateways that are made aware using IP addresses for manageable access control is described. Fig.1 shows the functional blocks of an access gateway for a manageable IP network that enables service provisioned access control to users. There are three major aspects of the design from the customer manageable access points of view, which are described as follows:
User Access Block:

The User Access Block is where the primary data reduction functions reside and where the user’s request information gets logged first. Information that is deemed critical to manage the network is translated into a standard object format and forwarded to the Information Handling Block. A User Access Block comprises of software which adheres to open standards. This software is designed to accept traffic flow based on IP addresses and imparts the intelligence to the access gateway for manageable access control.
Information Handling Block:

The Information Handling Block provides data management and data communications between the User Access Block and the Service Negotiation Block. All information forwarded from the User Access Block is utilized by the Information Handling Block to provide information to the network operators. The Information Handling Block adheres to open standards to provide ubiquitous information access. This allows the Information Handling Block to share management information stored in distributed databases. These databases provide common data storage so that new objects can be easily inserted into the access handling environment. This is one of the key concepts in manageable access from the customers' point of view where enforcement of service level agreements must be robust and reliable.
Service Negotiation Block: 

The Service Negotiation Block performs the function of presenting the user's information to the network provider. It has the functionalities for requested service negotiation with the network operator based on the user's profile for access control in manageable IP networks. Charging and billing procedures also form an important part of the functionality of the Service Negotiation Block. It acts as the 'front-end' interface for user-network communications and completes the binding for direct communication with the user once the requested service negotiation and authentication with the network provider is complete. Once this is done, it updates its' reference database about the established session and keeps a tag for billing and accounting processes. 
This architecture has two important benefits: 

1. It is easy to design and independence of data flow and control information maintenance can be ensured to a very high degree;
2. It involves minimum overhead in communications and is secure in terms of established sessions

An important feature of the Service Negotiation Block in manageable access control is dynamism and ability to update easily if the customer's service requests change during an ongoing established session. The Service Negotiation Block needs only to update its' internal records and communicate the change to the network provider about the change in request. An entirely new session establishment is not necessary. Billing information is passed onto the user once its' session is completed.
8.2.3 Service procedures for access control with requested service negotiations and user profiles

· Dynamic negotiation of service profile information:

One of the ideas in our proposal of manageable access control is dynamic negotiation of service profile information, which takes place in the Services Negotiation Block of the access gateway to which the customers are linked with. Network access can thus be partitioned dynamically using the functional blocks of the access gateway for manageable access control. 
· Service procedures for manageable access by the user:
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Fig.2. shows a simple protocol design flow for service driven access control in manageable IP networks.

The user sends in a request to the access gateway with service provisioning requests, whereby the User Access Block looks up the network conditioning database and passes the request on to the Information Handling Block and thence to the Service Negotiation Block. The Service Negotiation Block must provide application multiplexing, which is one of the key concepts in manageable access control. There should be a provision to accommodate changes in customers' service level agreements dynamically in an ongoing established session, and to admit the user profile while roaming. It negotiates the session requirements with the network provider while maintaining a set of default requested objects in its internal database. This is another key feature which enables service provisioning negotiation for manageable access control. Based on the user’s requests, the presentation manager opens a session control session with the network provider and informs the request of services, negotiates about the policy management with the network provider about directory, access control and security issues based on the default stored values and opens the sessions pertaining to bandwidth management and transport. 
· Billing and accounting procedures: 

The Service Negotiation Block updates its reference database with the session initiated and starts the system log module once the session is initiated. This is needed for billing and accounting purposes. The logs are important for the collection and distribution of the user's preferences, application requirements, network device capabilities on the network operator side and availing the accounting policy information from the network operator. Once a successful connection with the network provider is done upon authentication and verification of the user profile, it informs the User Access Block and the user starts receiving his service requests.
· Support of mobility and seamless connectivity based on manageable access control:

Since the manageable access control scheme provides gateway access using IP address awareness, it is also important to support cross network policy management for mobile users during roaming. This functional component provides the required policies governing users who access third party networks and cross geographical boundaries. It keeps in constant contact with other cross network location registers of the geographically dispersed but inter-connected networks, exchanging accounting, service feature profile and control data for local and roaming subscribers. If within an established session, there is a change in the user’s service requests, or profile, the Service Negotiation Block updates its internal database and starts negotiating with the network operator without creating a new session or disrupting the flow in the established one. If the network operator does not entertain this new request, the Service Negotiation Block informs the user about the unavailability of resources while continuing to service the earlier request. The user has the choice to either go along with or terminate the ongoing session. After the user has terminated the session, the Service Negotiation Block makes a final write to its internal database about the session statistics and makes a note of the accounting tag. It releases the tokens involved for this session and passes on the information to the User Access Block and thence to the user.
________________
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