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1. Introduction

This contribution communicates a Security Architecture issue signalled by Belgacom at the TISPAN#4 meeting of 14-17 Sept. 

“Draft FGNGN-FRA version 1 (FGNGN-OD-00007R1)” Section 8 “The NGN Subsystem architecture” lists a Network Attachement Subsystem (NASS) that is intended to perform authentication and contains authentication data.

This leads to the conclusion that storing of Authentication data is done in minimal two places in the proposed NGN architecture.

2. Abbreviations and acronyms

AAA
Authentication, Authorization, and Accounting

HSS



Home Subscriber Server

NASS 



Network Attachment Subsystem

SIP 



Session Initiation Protocol

UAAF



User Access Authorisation Function

2. The NGN architecture

“Draft FGNGN-FRA version 1” provided in FGNGN-OD-00007R1 contains in section 8 “Contains the following picture 3 in section 8:
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NGN Subsystem Architecture overview for an initial set of standards

The Network Attachement Subsystem (NASS) is intended to contain a User Access Authorisation Function (UAAF) that performs user authentication, as well as authorisation checking, based on user profiles, for network access. For each user, the UAAF contains authentication data (user identity, list of supported authentication methods, key materials…) and information related to the required network access configuration: these data are called “user network profile”.

From 3GPP 23 002 “UMTS network architecture” it can be concluded that the HSS also contains user authentication data.

The interaction between NASS and IMS and the protocols used on this connection is unclear and needs further investigation.

3. Security architecture consequences

It seems there are advantages to having a centrally available authentication function and data.

The consequence for the IMS authentication function is not yet fully clear. Options are:

· Make the central authentication a coordination/translation of authentication functions in the different subsystems. 

· Recognise the central authentication function in NGN and find a way to waiver IMS authentication.

· Isolate the IMS authentication functionality and make it the basis for the whole NGN authentication.

4.  Proposals

In the “draft technical specification NGN Security Framework” (FGNGN-OD-0002R1) 
section 8.1 “Access security: User AAA framework for NGN” add a reference to the central UAAF function in the NASS subsystem. Add an editor’s note soliciting for further contribution on this issue.
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