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ABSTRACT

This contribution proposes inclusion of application services resiliency (ASR) as a fundamental requirement and attribute in the development of the next generation network infrastructure.  

Introduction
This contribution discusses the notion of application service resiliency for next generation network services. It proposes that ASR should be considered for inclusion as a fundamental requirement and attribute in the development of the next generation network infrastructure.   

Problem Statement

Service provider plans to support the emerging suite of advanced IP based network services (e.g. carrier-grade VoIP, video-conferencing, medical monitoring, multi-player gaming etc), must take into account the critical fact that their real-time attributes and traditional QoS characteristics (i.e., jitter, delay, packet loss, etc)
 need to be preserved and made resilient (i.e. uninterrupted persistency) in the face of any and all failure conditions.  This is especially the case since many of these services are delivered over the “best effort” based Internet which, given its propensity for variable queuing delays on network routers and dropped packets as well as lengthy (i.e. in the order of 10s of seconds) re-routing restoration mechanisms is not particularly well suited to maintain the real-time and QoS characteristics required by these services [1]. 

By way of definition, application service resiliency is the measurable attribute or characteristic of maintaining application service persistency or continuity in spite of any underlying failure conditions to the server resources.   

The need for application service resiliency (ASR) is not universal for all IP based services. In fact there are several such services that require little or no resiliency attributes. In Figure 1 below, we provide one possible way of graphically visualizing this issue of differential resiliency requirements for IP based services [2]. 
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Figure 1. Resiliency Requirements of IP Services


From the above figure, it is somewhat evident that this sort of ASR capability would be particularly important and valuable for such mission critical services like carrier-grade VoIP, streaming video and a variety of advanced multimedia services as well as database transactions and E-commerce applications for which business and residential subscribers often place a high value on service continuity and un-interruptibility in the face of network node or link failure. 

Profitable deployment of these emerging advanced mission-critical IP based services is critically contingent upon being able to support application service resiliency while simultaneously meeting basic QoS metrics for these services. Moreover, from a network resource perspective, ASR and QoS objectives must be met subject to cost optimization constraints. So, in a word, ASR mechanisms capable of supporting sustained profitable deployment of advanced IP based services must necessarily meet two fundamental conditions viz., speed of service restoration (i.e., 10s of milliseconds) and cost-constrained network resource utilization. We describe such ASR mechanisms as being optimized ASR (i.e. O-ASR).

Current Standardized Resiliency Approaches

Standards based protection and restoration mechanisms are fairly common in the wide area network. These mechanisms have been developed by a variety of regional and global standards bodies and typically operate at the various layers of the ISO OSI model. 

Currently deployed equipment in IP based access networks are often limited in their available protection mechanisms, which are not always as flexible, efficient or economical as required.  For example, it may be desirable to protect only a small amount of the total data traffic being provided to the network core.  In such a case, protecting all the data from a service gateway or other access network element using, for example, a protection scheme based on a SONET/SDH uni-directional path switching ring (UPSR/SNCP) would not be economical, since typically, only a fraction of the data requires fast restoration
.

The following provides a summary of the “issues” with existing standards based network/service resiliency schemes:

1. Having failure detection and failover mechanisms that are way too slow
 (i.e. operating in the range of multiple seconds to multiple minutes) to effectively support the stringent uptime requirements of embedded IP-based service flows

2. Over allocation of network physical resources relative to the service protection/restoration/resiliency needs of the underlying service (i.e. protects resources as opposed to service flows contained therein)  

3. Inflexible in the ability to incrementally “tune” in protection resources for service resiliency commensurate with the needs of the underlying assured service 

In Table 1 below, we summarize the existing restoration mechanisms and compare each against the two fundamental requirements for O-ASR. 

The survivability or protection/resiliency schemes discussed in Table 1 although different in implementation and levels of efficiency have one thing in common, which is the fact that they do not directly target the specific service flow as the entity to be protected. They in fact focus upon protecting the network links or equipment nodes and tend therefore to be all-or nothing with respect to their benefit to any given path or node. In other words, for these mechanisms protection is either 100% or 0% for the traffic bearing signals
. In general, such approaches to restoration not only lack the flexibility and service identification abilities to adequately address the specific application resiliency needs of the new IP based services but they are moreover relatively wasteful of bandwidth. 

Table 1 Comparison of key Restoration Approaches
	Name
	Reference Standard
	Standards

Org
	Layer
	Mechanism

Summary
	Restoration/ Reconfiguration

Time
	O-ASR Compliant? 

	SONET/SDH APS
	G.783,707

GR.253
	ITU

Telcordia
	1
	1+1 protection for USPR/SNCP (MS-SPring) 
	<50ms
	No: Fast, but protected pipe is large, and limited to SONET/SDH

	MPLS 
	Y.1720
	ITU
	1.5/2.5
	Provides requirements and mechanisms for 1+1 and 1:1 protection switching functionality for the user-plane in MPLS networks. The mechanism is designed to support end-to-end point-to-point 
	<50ms
	Limited to MPLS

No per service flow resiliency

	RSTP: Rapid Spanning Tree Algorithm and Protocol
	802.1w

clause 17
	IEEE
	2
	Reduces LAN topology to a spanning tree
	<2 sec

(vs. 50 sec of default 802.1D)
	No: too slow, limited to Ethernet LAN

	PVST: Per VLAN Spanning Tree
	802.1s
	IEEE
	2
	Supports multiple STP instances (MST regions)
	Up to 12 seconds
	No: too slow, limited to Ethernet LAN

	Resilient Packet Rings
	802.17
	IEEE
	2
	Supports steering and wrapping (optional) 
	< 50 ms
	Fast, but protects service bundles and not per service flow

Also for single ring only

	Fast reroute extensions for RSVP-TE for LSP tunnels


	Draft-ietf-mpls-rsvp-lsp-fastreroute-06.txt,
Also

RFC3209
Also

RFC3469
	IETF
	2.5
	Extends RSVP to establish backup LSP tunnels for local repair, for use with VoIP and more
	Tens of milliseconds
	Fast, but limited to MPLS

Also, protects service bundles (i.e. per LSP) and not per 

service flow

No E-E protection only Next Hop or Next-Next Hop protection.

	IP fast reroute
	http://www.ietf.org/internet-drafts/draft-ietf-rtgwg-ipfrr-framework-01.txt
	IETF
	3
	Computes backup routes that allow failure to be repaired locally without informing other routers
	Tens of ms
	Only an IETF ID with sketchy details. Potentially fast restoration but would require equipment upgrade at every node.

No per service flow protection

Only local in scope

	OSPF V2
	RFC2328 

(section 7.4)
	IETF
	3
	Backup Designated Router, elected by Hello protocol, already has adjacencies, which reduces start-up time.
	30sec typical for Router

Dead Interval:  The # of seconds before the router's neighbors will declare it down, when they stop hearing the router's Hello Packets.


	No: too slow

	Segmented path protection
	http://www.ietf.org/internet-drafts/draft-berger-ccamp-gmpls-segment-recovery-00.txt
	IETF
	2
	Protects segment (a collection of links) to minimize protection overhead
	TBD
	Same issues as FFR


Proposal for ASR work item

In this contribution, we suggest that a potential technical solution to the problem of effectively supporting advanced IP based services in public transport and service provider networks lies in the area of O-ASR which can be engineered to ensure guaranteed minimal interruption intervals for protected assured application service flows
 while simultaneously meeting traditional wire line like QoS metrics for these service flows.

 Of the emerging IP based real-time advanced services, VoIP (followed by video and VoD) represents the largest market opportunity. Moreover, it is a common place industry view that VoIP services in particular require strict adherence to one way delay bounds (150 ms)
, jitter (<= 50ms) and packet loss (0.05). These basic technical requirements are critical aspects (among others) of any QoS contract entered into by network operator and service subscriber and must be strictly met if QoS and service quality degradation are to be avoided. Moreover, since noticeable service discontinuities in this context would confront the network operator with costly SLA penalties the cost effective establishment of resiliency mechanisms
 would also be of material benefit to them. 

Given that an emerging portfolio of advanced IP based embedded services are increasingly going to be supported from multi-service access node equipment deployed at the network edge, and given that not every service flow originating therein requires resiliency support, it is very clear therefore that a need exists for a network mechanism that can selectively protect and restore data on the aggregated or individual service flow level
.  Consistent with this, any such mechanism must also on a cost-minimized basis, selectively provide for sufficiently rapid restoration (i.e., order of 10s milliseconds) of the affected services to ensure the availability and requirements of fault sensitive services.  

The proposed work item suggests that a more parsimonious, flexible and selective approach to restoration/resiliency is warranted to conserve network resources as well as to meet the increasingly stringent uptime requirements of the emerging suite of IP based embedded services. 

Proposal  

This contribution proposes that FGNGN:

1. Considers inclusion of application service resiliency aspects as a fundamental requirement and attribute in the development of the next generation network infrastructure.   

2. Solicit technical contributions on the architectural and protocol aspects of ASR.
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� Parametric values for packet and other delays are PSTN and VoIP networks are given in [3] Outage time impacts discussed in [4] indicate that outage durations 2s-10s result in all switched circuits services being disconnected and outages in excess of 10s cause all calls and data sessions to be terminated. 





� Network resource savings between 34%-65% has been reported by [5] [6] when compared with fully protected or fully restorable resiliency scenarios.


� Note in general MPLS network particularly those based upon FRR or ITU-T Rec.Y.1720 [7] can support 50 milliseconds restoration.


� It could be argued that MPLS does have the capability of protection LSP on a per CoS basis. This does go some distance in addressing the per service flow protection issue but does not quite get us there. See Table 1 for further comments.


� The problem of service resiliency has garnered wide interest throughout the industry particularly as the move towards converged networks and the delivery of new real-time IP based services has intensified. In this connection, see [5][6] [8][9]





� See ITU-T G.114


� Network resiliency encompasses aspects relating to hardware redundancy, network design as well as the underlying network protection and restoration mechanisms. In this contribution, we are more focused on the narrower definition of resiliency i.e. network assets protection and restoration.


� The alternative is to improve the network recovery capabilities of core networks. This would be very difficult with the deployed base of routers. There is also the problem of scalability; if an OC-48 or Gigabit Ethernet link fails it may influence very large numbers of service flows. This will result in very heavy loads at the network edge.
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Figure 1. Resiliency Requirements of IP Services








