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ABSTRACT

This contribution proposes a set of requirements in support of application services resiliency (ASR) as a fundamental requirement and attribute in the development of the next generation network infrastructure.  

1. Introduction
As the Internet and IP based networking becomes more prominent in the delivery of real-time and mission critical services issues of network survivability and resilience becomes increasingly important. Data networks traditionally have been equipped with survivability/resiliency mechanisms but as we have discussed in [1] these are often much too slow for the QoS and availability requirements of the emerging IP based multimedia and mission critical services. Application service resiliency is an approach designed to provide the network infrastructure with the capability of assuring measured and determined levels of application service continuity and persistency in the event of any unanticipated network impacting failure events
.

2. Definitions
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Definitions* Terms

* See FGNGN-0D-00010 “New Version for Draft TR-123.qos for further elaboration of these terms.

Table 1. Reference Network Model: Key Terms


3. Network Reference Architecture 
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Figure 1. Broadband Reference Network Architecture
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Figure 1 above provides an illustration of a generic reference network model for L3/IP based services originating within a CPN and being presented to a packet bearer access network (L2/L3 based) for uplink to an IP core transport network 

ASR can be applied to several discrete segments defined across the network architecture. In Figure 2 we provide a partitioning of the possible ASR segments. 

· Segment 1 or CPN edge to access network element (ANE) edge

· Segment 2 or ANE to ANE

· Segment 3 ANE to core network element (CNE) edge

· Segment 4 or CNE to CNE 
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Figure 2. Broadband Reference Network Model: Resiliency  Domains

ISP 1

CR

ISP n

CR

Segment 4

Segment 2 Segment 1

Segment 3


4. ASR Requirements 

4.1 General Requirements:

Gen-1 
The network ASR mechanism should minimize capital expenditures (CAPEX) by being operational only at network end-points. 

Gen-2
The ASR functionality should be independent of any specific server technology, server topology or client protocol. Such architectural independence is necessary in order to allow for network modification and evolution in as non-disruptive a manner as possible.

4.2 Functional Requirements: 

FUNCT-1 
Each packet in a traffic aggregate or service flow MUST be capable of being marked with a unique resiliency level.

FUNCT-2 
The application of ASR markings on a packet flow MUST not incur a significant delay to activate or perform i.e. no aspect of QoS should be negatively affected.

FUNCT-3
It MUST be possible for service resiliency to be partitioned into specific classes depending upon the underlying application need for speed of recovery.  

FUNCT-4 
It MUST be possible for the network to select and signal one of the multiple resiliency levels for a given service flow, with the packet flow defaulting to the lowest resiliency level if none is specified. 

FUNCT-5 
It MUST be possible for the network to maintain ASR rankings for packet flows. A packet flow with a higher ASR ranking MUST not be provided a lower level of preferential treatment than one with a lower ASR level. 

FUNCT-6 
The application of ASR markings on a packet flow MUST not incur a significant delay to activate or perform i.e. no aspect of QoS should be negatively affected.

FUNCT-7 
It MUST be possible for the network ASR mechanism to rapidly detect (i.e. in the order of 10s milliseconds) the resiliency class contracted for by a packet flow.

FUNCT-8 
It MUST be possible for the network ASR mechanism to rapidly detect (i.e. 10s of milliseconds) any network or service flow impacting failure condition. 

FUNCT-9 
It MUST be possible for the network ASR mechanism to be supportive of multimodal protection schemes (i.e. failover should operate between backup transport resources based on different or heterogeneous technologies [e.g., Gigabit Ethernet failover to SONET/SDH or wire line to wireless]).
FUNCT-10 
It MUST be possible for the network ASR mechanism to inter-work (via appropriately defined hold off timers) with any existing multi-layer survivability mechanism

FUNCT-11 
It MUST be possible for the network ASR mechanism to flexibly select between recovery schemes (i.e. protection or restoration).

FUNCT-12 
It MUST be possible for the network ASR mechanism to be scalable (i.e. easily support several thousand independent packet flows).

FUNCT-13 
It MUST be possible for the network ASR mechanism to be monitored thus providing the network with the capability of knowing if a contracted for ASR level is being met. 

4.3 End User Requirements:

END-1

It MUST be possible for service or packet flows of any arbitrary IP service or application to be individually afforded appropriate levels of resiliency.  
END-2

All IP based services supported with ASR SHALL experience recovery speeds commensurate with defined ASR classes.

END-3

The operation of the network ASR mechanism MUST take into account any potential effects on QoS requirements of the underlying IP service. 

END-4 

It MUST be possible for the network ASR mechanism to simultaneously support multiple IP services.

5 Proposal:

It is proposed that the above set of requirements be considered for inclusion as inputs into the development of the application service resiliency mechanism to be used for support of next generation packet networks IP services. 
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� The notion of survivability and resiliency are often used interchangeably. [1] provides further elaboration on this and related concepts.
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