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ABSTRACT

This contribution proposes that traffic priority is critical for the successful acceptance and completion of key services in NGN. Specifically, emergency services and Control Plane traffic require preferential treatment for admission and successful completion under reduced bandwidth conditions resulting from network failures and congestion. Three areas are proposed for study: Priority Classification, Priority Signalling, and Priority Mechanisms that have the potential to enable the delivery of priority services. Working Groups 1 (Service Requirements), 3 (QoS), and 4 (Control and Signalling Capability) are appropriate groups for investigating this topic.

1. Introduction
Traffic priority in Next Generation Networks (NGN) is a critical component of service availability and reliability. Simply stated, under reduced bandwidth conditions due to failures or outages, certain classes of communications traffic require preferential treatment for call/session setup and successful completion than others. Examples of such classes include control plane traffic including signaling as well as national Emergency Telecommunications Service (ETS) and E-911 services. In that sense, the prioritization of traffic can permit service providers to increase a network’s availability under reduced bandwidth conditions for specified traffic classes. Priority is thus a key aspect of reliability and is independent of traffic performance requirements such as delay and jitter.

The goal of this contribution is to highlight the need for standardizing traffic priority classification in NGN networks and to drive the corresponding development in enabling mechanisms and protocols (e.g., signaling priority header extensions). 

2. Priority Discussion

Bandwidth availability in networks drives the need for priority classification. Service providers can design networks in an optimal manner with sufficient spare capacity such that the desired type and amount of traffic can successfully be admitted and completed as well as re-routed under most overload (e.g., response to advertising or public events) and failure (e.g., network equipment outage) situations. However, the scope and extent of network damage from many failures cannot be predicted. Certain types of failures can be severe (e.g., terrorist attacks, hurricanes and other disasters, overloads caused by hackers) and can result in significant loss of available bandwidth locally as well as regionally. Under such conditions, it is important that service providers have the ability to recognize and preferentially treat certain classes of traffic that are deemed critical from the perspective of network operations (control plane traffic) as well as the delivery of emergency services (e.g., ETS and E-911 calls). In addition, certain classes of defined customer traffic may require preferential treatment over the so-called “Best Effort” services per customer Service Level Agreements (SLA). 

The network functions that are most impacted by priority classification are Connection Admission Control (CAC) and service restoration [1], [2], [3]. CAC policies provide the means to preferentially admit critical traffic flows into a network. For example, in an Multi-Protocol Label Switch (MPLS) enabled network, a higher priority service can be admitted by setting up an appropriate Label Switched Path (LSP) in preference over a lower priority service by reserving the last available, minimum-level of bandwidth (called the "reserved bandwidth") for the higher priority service LSP set up.  The higher priority service only uses the reserved bandwidth for LSP setup when that is all the bandwidth left. In emergency conditions, when service network capacities are likely to be reduced, effective CAC mechanisms that recognize agreed upon priority services such as emergency communications, are critical to the successful setup and transmission of such services. Similarly, service restoration under failure conditions can be enabled if sufficient spare bandwidth is available in the network. Depending on the amount of spare bandwidth available, certain LSP classes may be given preference for restoration over others. 

Thus there are three critical aspects to the concept of priority:

· Priority Classification - A set of classes of communications traffic such that service providers can agree upon the relative importance of these classes.
· Priority Signaling - Extensions in signaling protocols such that inter-domain interfaces can recognize the priority requirements of incoming packet streams.
· Priority Enabling Mechanisms – The means by which a network can recognize the priority class of incoming packet streams via signaling protocol transmission and provide the appropriate treatment for reserving the necessary network resources for successful session completion.
3. Priority Classification

All customer service traffic in NGN networks can be referred to as communications in the “User Plane”. Service providers offer these services to individual customers with Quality of Service (QoS) performance and priority requirements agreed to by means of SLA agreements. By contrast, “Control Plane” traffic refers to protocol traffic in packet networks required for efficient operation of all network functions. Examples of Control Plane traffic include routing protocols such as OSPF and BGP messages as well as signaling protocols such as SIP. 

Priority classification for User Plane traffic is currently being advanced in the Alliance for Telecommunications Industry Solutions (ATIS) Performance, Reliability, and QoS Committee and Committee T1S1.7 [4]. Three broad classes for CAC priority are currently under investigation as follows:

· High: Emergency services (e.g., ETS and E911). Note that ETS can comprise real-time VoIP services as well as data and video services in the future.

· Normal: Real-time services (VoIP, video), VPN and Data services.

· Best Effort: “Traditional” Internet Service Provider (ISP) services (e-mail, web surfing). Note that this class of traffic can be of significant volume and can provide a cushion to protect more important high and normal priority services.

The goal of this classification is the following - under reduced network bandwidth conditions, high and normal priority traffic flows are given higher priorities of admission at the expense of best effort traffic. Further, under very severe emergency conditions where significantly large portions of a network are unavailable, high priority traffic flows are preferentially admitted over normal and best effort traffic. 

Priority classes for service restoration need to be examined. Also requiring attention is whether restoration priority needs to be independent from CAC priority. For example, a High CAC priority class of service may or may not require High restoration priority - the customer may demand Best Effort restoration priority for that specific service. ITU-T Recommendation E.361 [1] recommends separate parameters for CAC and restoration priorities and that can enable the necessary independence.

The priority question for Control Plane traffic requires further study. There are many aspects for discussion here:

· Control Plane Traffic Composition/Mix: The full range of intra- and inter-domain control plane traffic needs to be established. Agreement needs to be reached on whether all forms of messages related to protocols such as OSPF, RSVP/RSVP-TE, BGP, SIP, etc., are considered to be control plane traffic. 

· Relative Importance of Control Plane Traffic: The question then needs to be asked whether all identified forms of control plane traffic are equally important. For instance, OSPF Link State Advertisements (LSA) may not be as critical as SIP signaling messages. In fact, the volume of LSA traffic can significantly increase under certain failure conditions – “message storms” – and there is work [5] that seeks to limit LSA propagation under these conditions. This includes specific proposals to prioritize “Hello” and “LSA ACK” messages over LSAs.  Accordingly, some form of classification of control plane traffic is advisable. 

· Priority Enabling Mechanisms: As discussed in Section 5, priority enabling mechanisms may or may not be able to support unique prioritization for Control Plane traffic over User Plane traffic. For instance, Differentiated Services (DiffServ) has a single Expedited Forwarding (EF) queue for real-time traffic that gets serviced first over data traffic in the Assured Forwarding (AF) queues. If unique queues and LSPs for Control plane are not feasible, then Control Plane Traffic may have to share priorities with User Plane traffic. For instance, High priority for CAC may be assigned to critical control plane traffic and emergency services. This may require that an EF queue may have to include real-time emergency services as well as control plane data traffic. Appropriate analysis is required to determine whether such a mix results in traffic impairments under an EF queue.

4. Priority Signaling
Once priority classification is established, then these priority values need to be conveyed between and within network domains so that they can be recognized and acted upon end-to-end. 

In IP networks, the Session Initiation Protocol (SIP) [6] is the mechanism by which real-time interactions can be initiated. SIP establishes, modifies, and terminates multimedia sessions. Such sessions are initiated by means of a SIP request from a “SIP client” that triggers an appropriate response from a “SIP server”. It is independent of the type of multimedia session handled and of the mechanism used to describe the session. Work on the requirements for the development of User Plane CAC priority header extensions in SIP has commenced in the ATIS Committee T1S1.7 [7]. Eventually, this work will need to be extended to embrace restoration priority and priority for Control Plane traffic.

In IP networks, the label distribution for Traffic Engineering and QoS (and hence priority) is done via the Resource Reservation Protocol – Traffic Engineering (RSVP-TE) [8], [9]. This protocol permits the creation of explicitly routed LSPs and provides smooth rerouting, preemption, and loop detection. RSVP-TE uses extended Interior Gateway Protocols (IGP) as well as constraint-based routing. It provides signaling between pairs of Label Edge Routers (end-to-end signaling) and creates a state for a traffic trunk. As the LSP tunnel aggregates multiple traffic trunks, the amount of RSVP state overhead in the network is reduced.

One specific issue related to end-to-end QoS signaling for RSVP-TE is the need to transmit QoS information to intermediate nodes along an LSP path that has already been established by RSVP-TE. This need is currently being worked in the Next Steps in Signaling (NSIS) Working Group in the IETF. Specific requirements [10] have been developed for a model that decomposes the overall signaling protocol into a generic lower transport layer and application specific upper layers. The first application under examination is the signaling of QoS models [11] – specifically an NSIS Signaling Layer Protocol (NSLP) for signaling QoS reservations in the Internet. NSLP describes a standard template of QoS parameters including common parameters and parameters that are specific to a given QoS model. Work on the inclusion of priority parameters in the NSLP QoS standard template is under discussion in NSIS.

5. Priority Enabling Mechanisms
Mechanisms have been developed in the IETF for the specific purpose of delivering QoS in IP networks. One mechanism that has the potential to enable the provision of priority services in IP networks is a combination of DiffServ [12] and MPLS [13], [14] – DiffServ-Aware MPLS Traffic Engineering (DS-TE). DiffServ provides a QoS treatment to traffic aggregates. It is scalable and does not require per-flow signaling. However, it cannot guarantee QoS because it does not influence the path of a packet. MPLS can force packets into specific paths and, in combinations with constraint-based routing, can guarantee bandwidth for Forwarding Equivalency Classes. But MPLS by itself cannot specify class-based differentiated treatment of packet flows. 

Combining DiffServ and MPLS-based TE can lead to true QoS in IP packet backbones [15], [16]. To achieve this functionality, networks have to be carefully engineered with traffic engineering applied on a per-class basis – that is the objective of DS-TE [17]. The goal of DS-TE is to guarantee bandwidth separately for each type of traffic such that the QoS requirements compliance for that traffic type is improved and optimized. A grouping of Traffic Trunks based on the class of service requirements such that they share the same bandwidth reservation is called Class Type (CT). Up to eight Class Types are allowed. Each CT has two attributes: 

· Bandwidth Constraint (BC) – A limit on the percentage of a link’s bandwidth that a particular CT may request. 

· Preemption Priority (p) – The relative importance of a given CT compared to others. This priority enables the DS-TE bandwidth constraint models to release shared bandwidth occupied by a lower priority LSP when higher priority LSP traffic arrives during conditions of congestion. 
Three Bandwidth Constraint models are in progress at the IETF. The Russian Dolls model (RDM) [18] allocates the maximum allowable bandwidth cumulatively by grouping successive Class Types according to their preemption priority. This model works most efficiently when the preemption priority is enabled; conversely the model’s performance can degrade when preemption is disabled [19], [20]. The Maximum Allocation Model (MAM) [21] and the Maximum Allocation with Reservation (MAR) [22] model assign a Bandwidth Constraint to each CT. However, MAR allows Class Types to exceed their bandwidth allocation under no congestion condition with reversion to the allocated limits when congestion is present. MAM/MAR models are not sensitive to whether the preemption priority is enabled or not. 

A simulation study of the performance of the MAR and MAM models [23] is based on the following objectives for all Bandwidth Constraint Models:

· The model should perform equally well under conditions of preemption or otherwise. Note that the RDM model does not perform well when preemption is disabled.

· Under normal and overload conditions, bandwidth should be shared efficiently between Class Types.

· One Class Type cannot “hog” the bandwidth of another Class Type under overload conditions.

· Higher priority Class Types should be expected to have “reasonable” performance QoS under overload conditions.

· Model implementation should be simplified as much as possible – minimal signaling load processing/extensions.

The MAM and MAR models successfully met all these objectives. However, the MAR model displays better performance in terms of “protecting” higher priority communications services under overload conditions. This coupled with the current practice of no preemption in communications services by many service providers, positions the MAR model as an attractive candidate for the provision of IP priority services.

Specific issues that require further examination are as follows:

· As described above, each Class Type has a preemption priority assigned to it. However, based on the premise of no preemption in the use of MAR, this attribute is disabled in MAR operation. The question of priority assignment for Class Types for MAR usage under such conditions can then be answered by associating a more traditional Connection Admission Control (CAC) reservation priority for LSPs in any given Class Type. ITU-T Recommendation E.361 [1] defines such a reservation priority parameter: CAC_PRTY. The simulation study for MAR performance [23] assumes three CAC reservation priority levels – High, Normal, and Best Effort. 

· In Section 3, the three CAC priority classes include emergency High priority real-time services as well as Normal priority real-time services. However, DiffServ associates a single EF code point for all real-time services. Hence, there is a need to determine whether a second EF code point for real-time services is desirable. 

· The issue of Control Plane traffic also remains to be examined. This includes the assignment of a unique Class Type to such traffic as well as the impact of potentially mixing Control Plane and real-time traffic in EF queues (see Section 3).

The above discussion is an illustration of how DS-TE could potentially be used to enable priority services in IP networks as well as the related questions/issues that will have to be addressed for successful implementation. 

6. Conclusion
This contribution highlights the criticality of traffic priority in NGN networks and describes three aspects of priority that require careful examination:

· Priority Classification - A set of classes of communications traffic such that service providers can agree upon the relative importance of these classes.
· Priority Signaling - Extensions in signaling protocols such that inter-domain interfaces can recognize the priority requirements of incoming packet streams.
· Priority Enabling Mechanisms – The means by which a network can recognize the priority class of incoming packet streams via signaling protocol transmission and provide the appropriate treatment for reserving the necessary network resources for successful session completion.
It is therefore proposed that these key issues are taken up for further study by the QoS Working Group 3 and the Control and Signaling Capability Working Group 4 in the NGN Focus Group. Service priority requirements can also be addressed by Working Group 1.
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