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1. Abstract

This document proposes changes about merging section 5 (High level Functional Requirements for NGN) and 18.2 (Appendix IV: Functional Requirements for Network Interoperability) of Y.NGN-FRA. 

2. Proposals
Section 5 of Y.NGN-FRA describes functional requirements of NGN, and section 18.2 describes functional requirements regarding interoperability of NGN. Since those two sections are closely related, this document proposes merging those two sections as follows.

“18.2.1.
Network Address and Network Address Translation” and 18.2.2. “Directory Naming Service” should be merged into 5.1 “Addressing, Naming and Directory Services features”.

“18.2.3.
User profile management” should be merged into 5.3. “User Profile Management”.

“18.2.4.
Terminal management” should be merged into 5.4. “Terminal Management”.

“18.2.5.
Pattern of Communication” should be merged into 5.5. “Handling of Various Communication Patterns”.

“18.2.6.
Mobility Management” should be merged into 5.6. “Mobility and Nomadism”.

“18.2.7.
Quality of Service” should be merged into 5.8. “Multi-level Quality of Service Support”.

“18.2.8.
Security” should be merged into 5.9.”Security and Privacy”.

“18.2.9.
Congestion and Failure Protection and Recovery” should be merged into 5.12.”Failure Avoidance and Recovery Including from Congestion and Failure (Network Reliability)”.

“18.2.10.
Public Safety” and “18.2.11. Controlled Routing and Signalling Information Screening” should be merged into 5.13. “Regularity requirements (Public Safety (ETS/TDR))”.

“18.2.12. OA&M Related Functions” should be merged into 5.14. “OA&M Related Functions (Usage Control & Management)”.

The proposed merged text of section 5 is described below (text from section 18.2 is shown as underlined). As a result of this merging, section from 18.2.1 to 18.2.12 should be discarded.
5 High level Functional Requirements for NGN (From NCAP1)
Networks do not need to have all of service requirements described in the subsections below. It is an operator's choice to select the necessary components for the services they plan to deploy.

5.1 Addressing, Naming and Directory Services features

Information to identify senders and recipients are generally as follows:

- Addressing system based on physical network structure,

- Logical naming system mapped to Logical address,

- Directory service to translate logical names into logical addresses.

With the arrival of home electric appliances which can connect to networks and the spread of wireless tags and wearable computers, the number of terminal connecting to networks will increase in the near future.

For this reason, it is necessary for address systems based on physical configuration to have large address space and, at the same time, to manage allocation of address and construct subnetworks flexibly.

An example of directory service is static translation from name to address such as when ENUM translates a telephone number to an IP address. In addition, a ubiquitous directory service is required to search for addresses of objects (users, mobile terminals and so on) moving around in a network, and is also required to getting profiles of objects. 

In general, different directory services are required depending on different networks and/or services, as addressing is different for different type of networks and services. For example, the mapping rule between IP address/URL and telephone number is different for IP telephony service and messaging service such as voice mail.

Moreover, group addressing scheme which enables multicasting is required for such services as remote conference service and contents delivery service to distribute information in good quality of service.

These addressing and directory services can be implemented as individual mapping scheme for each service, or via common mapping scheme across different services.  
On considering network interoperability, address which locates the physical terminals or devices has to be referred from each other’s network. When the address format differs or used address ranges overlap between two networks, functions of address translation are necessary in order to refer mutually to each network's address. The NAT function can be anticipated to resolve address range overlap. Functionality of address format conversion is required in inter-working function to resolve address format difference. Both telecom e.g. E.164 based and Internet numbering and addressing schemes e.g. sip:my.name@company.org shall be supported by the NGN as user identities.
Other numbering schemes such as private numbering must be supported by the home network.
Because naming service is closely related to addressing system, naming and addressing system above should be considered together. On interconnection of networks, translation of the naming service is needed on these cases below.

(Case 1) naming service is provided by only one side of the networks

This case represents that destination may be specified by direct address on the communicating network. In this case, it is necessary to perform matching of a name and an address by inter-working function.

(Case 2) naming services are provided by both networks, but naming systems are different

It is the case where although two networks adopt the same transferring method, which changes into an address from a name and communicates (e.g.: -- the network using DNS of the Internet, the network using naming service of X.500, the network using WINS of Windows, etc.), but a protocol or format differs. In this case, it is necessary to have the conversion table of a name and address matching by inter-working function, and to also perform protocol conversion.

(Case 3) naming systems of both networks are same, but naming space is overlapped

It is the case that directory services of both networks are the same (e.g.: -- both of networks use DNS) but used same name spaces, inter-working function should convert names in order not to use same name in two networks.
5.2 Authentication, Authorization and Accounting

5.2.1 Authentication and authorization

The NGN shall provide authentication and authorization functions. An authentication function can protect from unauthorized use of networks, such as SPAM mail prevention. By the authorization function, the access authority to network resources can be set up and access violation can be prevented.At any time the NGN shall be able to verify the identity of users and terminals. Additionally it shall be able to check the authorization of the user to use resources of the NGN and to access services offered by an NGN.
In order to achieve identification of a user in a network, the network needs to have functions to manage users' information and authenticate. Authentication, Authorization and Accounting should be processed securely.
The NGN shall support single login of a user.

5.2.2 Accounting, charging

The NGN shall provide accounting functions, off-line (i.e. post processing) and on-line charging (i.e. charging during the session).

5.3 User Profile Management

In order to manage a networks' resource, management of network users' information is an especially important factor. User profile information is independent of any physical objects, such as terminal and access link subscription.  Information to identify network users is shown below and it is necessary to manage the information as a basic function of networks. 

- User identities, attribute information of individual human user, e.g., uniquely assigned number or name,

- User location information,

- User presence information (including aggregation, allows a user to subscribe to a single presence entity to watch the presence information of users, which are subscribed to presence services residing in different networks and being owned by different service providers).
- User's subscription information of services and applications

- User preference information
The NGN shall allow to have multiple user identities assigned to a single subscription.
It shall be possible to notify the control entities about changes in the user profile data.
An example of "Identify terminal" is to know which mobile terminal is making a call. Also "identify individual" means to identify and authenticate persons who are users of a network and application services e.g. mobile-phone service. Let us consider one case: If a person calls by different terminals, he/she is recognized as the same in person, but different in terminal. 

"User location" is necessary to get geographical information as a network's function in case of an emergency call, etc.  Using fixed phone, "user location" can be searched because telephone carriers take charge of addresses of the terminals in DB. As for mobile phones, managements of geographical information by GPS are being tried.  Also, for wireless LANs, "User location" can be known by location of the access point.

In order to support the user's preferences for multimedia applications, the capability negotiation may take into account the information in the user profile whenever applicable. This includes the capability to route the multimedia session to a specific terminal, when multiple terminals share the same NGN service subscription.
Identities of NGN users, used e.g. for authentication, authorization and routing, shall be administered by the operator and shall not be changeable by the user.
User profile management capability has to be consistent throughout networks. Stated differently, a user needs to be identified as the same regardless of which network they move to.

5.4 Terminal Management

The management of user's terminal systems is part of resource management. A user can use multiple terminals in parallel.

User's terminal system is the same as customer premise equipment (CPE) which consists of terminating point (Network Termination Unit: NTU) and user's terminal equipment.  Examples of NTU are modems for ADSL or CATV or optical network unit (ONU) for FTTH.   Examples of user's terminal equipment are Personal computer (PC), Set-top-box (STB), Home gateway (HGW), telephone, fax, and TV set.

The necessary information for managing these CPEs include terminal identification, address, name, static attributes such as supported protocols, transmission speed, bandwidth, and processing power, and dynamically changing attributes such as the user using the CPE, current physical location of the CPE, running applications on CPE.
Whenever a device is plugged to a network, the network provides means to configure the device automatically.
Management functional areas are configuration management, fault management, performance management, accounting management, and security management.   The managed objects of the CPE should be identified and managed for each management functional area.

Terminal information such as identification information, characteristic information and dynamic status information should be managed in each network. In order to attain mutual communication between two networks, inter-working function for forwarding and translation of terminal information is needed in inter-working function.

For example, in order to establish connection between terminals in different networks, calling party’s terminal has to know the other side’s terminal identification information. For applications like contents distribution throughout networks, terminal characteristic information is necessary to determine optimal speed, codec and protocol. Also, in order to realize information services aware of a user’s location, it is necessary to acquire user information and location information.
5.5 Handling of Various Communication Patterns

Emerging NGN applications and services can be classified by some communication attributes which may lead to specific control or transport protocols. Typical attributes are the number of communicating peer and realtime/non-realtime characteristics. In addition, the NGN shall support high responsive services. Thus, applications and services are classified as the following table:

Table 1 Examples of communication patterns

	Realtime/

Non-realtime

Communication

Path
	Realtime
	Non-realtime

	One to one
	Telephone, Fax

chat (Peer-to-peer dialogue) , 

network game
Push to talk
	E-mail,

Video/voice mail,
Fax-mail conversion,

Peer-to-peer data transfer

	One to many
	Telephone,

Streaming (contents distribution),

Network game

Information retrieval (database, browsing)
	E-mail,

Video/voice mail,

Download (contents distribution),

Document delivery

	Many to one
	Remote telemetry,

Alarm surveillance,

Information retrieval
Push to talk
	Remote telemetry

	Many to many
	Conference,

Chat (multilateral),

Network game
	Distributed cooperation (e.g., software development)


An example of "one-to-one" communication is person-to-person telephone call.  An example of “one-to-many" communication is a broadcast or conference session. In case of a broadcasting communication pattern, for the purpose of optimizing quantity of recourses in a network, it should use multicast mechanism. 

Services for market place model e.g. conference or auction, adopt the style that users join in a service at once. In doing so, a community is generated among users and they communicate freely to each other. Such many-to-many pattern communication also has to be supported.

Within an NGN it shall be possible to offer and support standardized and non-standardized services. The support of non-standardized services is defined by service capabilities.
A default set of media types shall be defined to ensure interoperability.
As a pattern of communication, there exists one-to-one, one-many, many-to-many and many-to-one figures and each of these should be possible across multiple networks. For example, in the case of trying to bring about multicast function, a function is needed to interconnect networks so that multicast function of each network can work together.

5.6 Mobility and Nomadism

For both wireline and wireless terminal, network has to keep tracing the location of the terminal. This feature is very similar to roaming functionality of cellular phone. There are some key functions for mobility management. 

· Function which enables to look up the profile of terminals from anywhere, such as address, geographical location and radio condition

· Function which allows terminals to receive call or data at any time

· Function which keep data connection even while terminals are moving
The network infrastructure shall be transparent to the user, once contact to the home network is made. The point of network access or the device shall not impact the behaviour of a service or data communication provided that the terminal capabilities support this service
Users attached to their home network shall have access to services provisioned by

· their home network operator and 

· 3rd party service providers.

Roaming users, i.e. users attached to a visited network, shall have access to services provisioned by

· their home network operator

· the visited network operator and 

· 3rd party service providers.

Such services offered by the visited network could include, for example:

· Access to local numbering plans;

· Address translation;

· Services dependent on the geographical location of the user, e.g. traffic information.

Note: Visited network offered services would probably be non-subscription services, although they may be chargeable.
In order to allow users and terminals to move different network, and in order to receive same services from network, the compatibility of mobility management among connected networks should be secured in inter-working function.

To manage mobility of users and terminals throughout connected networks, signals which indicates moving of users or terminals and signals which notify creation of new user or new terminal has to be circulated throughout networks. These signals have to be correctly forwarded and translated to every network.

Moreover, in order to keep connected to network even when users or terminals move its location, signals which represents the status of the connection to network also has to be issued in real time.

The NGN shall provide mechanisms for seamless handover for roaming users

· within the same NGN network and the same access technology (where applicable)

· within the same NGN network and different access technologies (where applicable)

· between different NGN networks and the same access technology (where applicable)

· between different NGN networks and different access technologies (where applicable)
5.7 Fixed-mobile Convergence

The NGN shall support fixed-mobile convergence, e.g. to provide common solutions for session control, security, QoS, charging and service provisioning for both fixed and mobile users.
5.8 Multi-level Quality of Service Support 

In order to apply a network to various applications for communication in the NGN era, it is necessary to show clearly what kind of quality terms the network should attain. Quality terms for a network vary greatly depending on applications. So, it’s very important that one can know if service level of a network meets service level of an application.

In NGN, quality terms which are needed by applications run on the network should be clearly described. In order to make it realize, required conditions for each parameter, such as throughput, delay, jitter, loss, and so on, also has to be described. The NGN shall provide mechanisms to negotiate QoS between networks users and applications for multimedia sessions and for individual media components in a multimedia session both at the time of a session establishment as well as during the session.
It will be very complicated work to control QoS in massive NGN of carrier class according to various application services. Given this factor, a mechanism to do this like one-dimensionally and systematically comes to be useful, and as a technology for this, policy-based management (especially policy-based QoS control) will be needed. 

There should be capabilities to extend policy-based management across multiple domains in order to assure QoS of multimedia sessions. Bearer independent and bearer dependent QoS policies should be available.

Also technology to control quality terms of a network system would be as follows:

- Differentiate and control the traffic handling for each application or communication class,

- Disguise connectionless mode as connection mode communication (there is a way to make a connection and monitor quality of end-to-end in order to guarantee QoS from end to end. MPLS and IntServ are examples of tools to support this), 

- Restrict usage of network resources per user. Another approach to guarantee quality of service in networks is to restrict the number of users and usage of each user/terminal (manage resource allocation and police accordingly).

Note – Refer to draft TRQ.ipqos for further information.

The NGN requirement is for guaranteed end-to-end QoS. In the case of connecting two networks, quality of service has to be interworked across the networks. So there is a priority control as intermediation for controlling quality of service in the connected network.
5.9 Security and Privacy
An NGN shall provide security from network operator and user perspective:
· Confidentiality: no unauthorized information leakage/ access,

· Integrity: no unauthorized data modification,

· Non Repudiation: performed actions can not be denied,

· Availability: no Denial of Service/ accessibility of services or data,

· Privacy: Non unauthorized disclosure or manipulation of user data including user preferences, profiles, presence & availability and location information.
An NGN shall provide the possibility to establish trust relationships with other networks, with application providers and with users. This includes the capability of the network to authenticate and authorize a single user and another network. A user should have the possibility to authenticate the network.

Multimedia applications shall be provided in a secure manner.

Issues concerning to the security of NGN are:

- Encryption of user and/or signalling data,

- Authentication of the connected user and certification of transferred data (e.g. for e-commerce applications),

- Control of Access Right to data on any type of content.

This can be achieved by using functions that realize a communication path by using encryption technology (i.e. information can not be intercepted by outside users because it is virtually closed).

There are some types of realizing data encryption. One is IP-VPN service which is realized by establishing VPN connection among network's edge routers. Another one is internet VPN technique which is realized by establishing VPN connection between end user's terminal and host server.

Feature described section 5.2 can be used for the user authentication, and, in addition, password or IC(SIM) card can be used for security.

In order to protect networks from malicious traffic/actions or abuse, such functionality like firewall is needed. 

Security functionality should be installed on the boundary between the networks and passage of data should be controlled through it. This includes functions such as filtering data packets and signalling information according the rules specified e.g. refusal of communication from particular applications or users.

5.10 Network Integrity

Integrity means wholeness, completeness or consistency, and thus network integrity means network functionalities and performance are consistent, complete and satisfactory in reliability point of view. 

It is required the network is not destroyed or jeopardized by attacks such as unauthorized access, intrusion to keep network integrity.  As NGN is configured based on connectionless technology like Internet, it is more difficult to identify and trace communicating entities than current circuit-based networks.  It is required to realize secure IP-based packet network by reinforcing the network capabilities.

While section 8.9 Security addresses end-to-end users' security including user data confidentiality, entity authentication, authorization and access control, section 8.10 addresses network level security on safeness against attacks such as intrusion and unauthorized access.
5.11 Service Creation

In the NGN environment, as networks become highly enhanced, demand for new services will greatly increase. Some of such demands can be described as follows.

· It is needed to develop more intelligent and complicated network services.

· Network services should be developed more easily even by network operator.

· Network services should be portable or reusable among networks.

· APIs maybe applicable to network services and applications as a part of service creation environment.

There are some reasons of requirements on service creation: 

In the conventional networks implementing new functionalities is difficult and costly because depending on network equipments such as switch and transmission system.  The provision of the software to implement is limited to specific manufacturers, since the application programming interface is proprietary (not open).

However, in NGN a wide range of services will emerge, and advanced and complex functionalities are requested to be offered promptly by providers.  For the reason, it is requisite for network/service providers themselves to be able to develop new service functions.  Further, software reusability, portability, and use of commercial software should be supported for cost effective development. 
To realize these requirements, an open API may be necessary, and it is required services and applications can be developed using this open API.
The following options for service delivery shall be available with the NGN:

- An architectural framework shall be provided by the NGN that enables maximum flexibility in the end user devices and network servers including application servers. This framework shall enable an operator to efficiently deploy multimedia applications without having to wait for these applications or additional enabling technology to be standardised in the NGN environment or somewhere else. For example download of client software from a 3rd party repository.

- Service enablers, which will allow multimedia applications to be deployed in a vendor independent manner.
The NGN shall support peer-to-peer and client-server service provisioning (e.g. service addressing, application broker proxies and quality of service provisioning for services).
Interface between service plane and control plane: the NGN shall provide a unique invocation interface between call and session control plane and application plane for access to and control of applications. The access to applications can be provided, e.g., via:

- OSA/PARLAY,

- CORBA,
- IN.
5.12 Failure Avoidance and Recovery Including from Congestion and Failure (Network Reliability)

When serious accidents and special events occur, network will degrade or fault at the worst case may occur because of congestion triggered by network access increase and systems failure.   Such functionalities as automatic switching to alternate route and dynamic routing, downgrading of performance or quality, traffic control mechanism to maintain services are therefore required.  

When recovered from the fault and degraded state, it is required to restore performance and quality.

These functionalities can also be regarded as part of network integrity functions.
In order to enable a dynamic routing function for maintaining communication at the time of failure in network, it may be necessary to exchange failure information and composition information (routing information etc.) between the management functions of each network. For this reason, network status information such as failure type, emergency level and cause may be shared.
5.13 Regularity requirements (Public Safety (ETS/TDR))
Regarding public services like telephone service, functions as the following need to be taken into consideration:
- Lawful interception (law enforcement),
- Malicious caller identification (e.g., tracing of the addresser/sender of a transmission.  Addresser/sender points to the identiy of individual, terminal and location as mentioned in the "User profile management" section).

· Emergency

An NGN must support priority end-to-end priority call mechanism for emergency call.

Emergency traffic must be treated as a priority when congestion occurs. Thus, such mechanisms are required as priority processing of data and band reservation for priority transmission. 
Note – refer to E.106/draft F.706 services and TRQ.xxx (ieps functional requirements) for further information.

- Presentation of identities

The NGN shall support mechanisms for the network operator to guarantee the authenticity of a user identity presented for an incoming call to a user where the call is wholly within that operator’s network (i.e. originating and terminating parties are subscribers to, and resident in, a single NGN). This is equivalent to the situation for the CLIP service with today’s telephony networks.

The NGN shall provide mechanisms that allow to present the identity of the session originator, if this is not restricted by the session originator.
The NGN shall support mechanisms for the network operator to guarantee the authenticity of a user identity presented for an outgoing call to a user where the call is wholly within that operator’s network (i.e. originating and terminating parties are subscribers to, and resident in, a single NGN). This is equivalent to the situation for COLP with today’s telephony networks.

The NGN shall provide mechanisms that allow to present the identity of the connected party to the session originator, if this is not restricted by the connected party or the network.

[Editors Note: Overriding of presentation restriction to the called user should be added as an additional regulatory requirement. Contributions are invited.]

[Editors Note: Carrier selection and number portability service is missing. Contributions are invited.]

- Prioritized traffic handling (including Traffic identification/user authentication/resource allocation/traffic handling)

In order to make it possible to perform regulation and information filtering of the communication based on the policy and mutual agreement among regulation organizations and network operating companies ranging over interconnected networks, it is necessary to perform exchange of necessary information, and monitoring information.
5.14 OA&M Related Functions (Usage Control & Management)

Functions on the network operation are considered as the comprehensive function for networks. 

Examples are shown as follows.

· service profile management

· quality monitoring

· usage information management/accounting (call/session detail records, traffic details records, application related records if applicable)

· system failure monitoring
· provisioning

In case of occurrence of a failure etc., it is necessary for rapid recovery to analyze the cause and to carry out measures for recovery as speedily as possible. OSS which enables intuitive trouble detecting from centralized location will be needed. 

[Editor’s Note – Requirements coming from other relevant SGs (in particular 3 and 4) activities. Only real time traffic handling and management functions impacting control/signalling will be progressed here.]
It is assumed that operation, administration and management functions are supported by each network. Ranging over different networks, fault management, configuration management, performance management, accounting management, and security management, should be carried out in an integrated way by exchanging management information or signals for management functions between each operation support systems (OSSs). Thereby, automatic connection setup and release, traffic surveillance, accounting, etc. are realized.

In order to make these possible, a standardized protocol for network management is required, and such interworking of management systems should be provided.
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