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Introduction

This contribution will discuss several general requirements of a future packet based bearer network (referred to as a bearer network throughout the contribution) and show that in order to address the general requirements discussed, out of band (with respect to application/customer traffic) bearer control and management planes are a requirement of a future packet based bearer network.  It is important to note that out of band bearer control and management planes do not by themselves fully address the general requirements discussed but that taking the bearer control and management planes out of band is merely one essential step that is required in order to satisfy the general requirements discussed.

Discussion

Network operators are now facing a major turning point in the evolution of their many and various service-dedicated platforms towards a simpler, more converged ‘connectionless’ and ‘connection-orientated’ common service networks.  Such networks must be robust, carrier-scale, and flexible while providing:

· Fair and meaningful services (both public and private) over all operating load points including the support for differential charging (not linked to bandwidth usage) of services.

· An ability to differentiate the ‘urgency’ and ‘importance’ of an application/service.

· Lowest capex/opex whole life costs.

· A secure and stable operating environment for customers and operators.

· An ability to cater for all current and future (unknown) traffic types.

· The grand fathering of legacy ‘technology-based services’.

Therefore the following general requirements (amongst others) are placed on future packet based bearer networks:

1. Sensitive bearer network control and management plane protocols must be completely secure from attack and the bearer network must remain secure and stable under situations of extreme stress, for example during serious failures.

2. The bearer network must be ‘designed for uncertainty’ and therefore it must be able to accommodate unforeseen traffic types/vectors.

3. The bearer network must offer a strong degree of performance and behaviour isolation between different traffic sources and traffic types.

4. The bearer network must support simple and complete OAM in the bearer network’s data plane.

We will now take each of these general requirements in turn and show that a requirement for out of band bearer control and management planes is a natural consequence of the general requirements above.

1. Sensitive bearer network control and management plane protocols must be completely secure from attack and the bearer network must remain secure and stable under situations of extreme stress, for example serious failures.

Carrying bearer network control and management traffic in band with respect to application/customer (of the bearer network) traffic results in the bearer network control and management traffic experiencing the same levels of network stress and congestion as the application traffic.  In cases where this stress and congestion is caused by some form of network attack (for example a denial of service attack) then it is likely that the attack will impact the bearer networks control and management traffic to some degree.  This could have several consequences including the duration of the attack being longer than necessary or impacting a larger proportion of the bearer network as the effect of the attack on control and management traffic may impact the time it takes the bearer network to recover from the attack or prevent the bearer control and management traffic from reaching its intended destination in a timely manner.  The consequences of serious failure within the bearer network are likely to be similar to those when the bearer network is under certain types of attack as the amount of spare bandwidth/capacity in the network is reduced as a result of the failure.  In addition if the bearer control and management planes are able to be compromised (through congestion, attack or some other method) then a service provider is not able to offer strong security guarantees to its customers.

There is also a cost associated with carrying bearer control and management traffic in band and an additional cost (both financially and in terms of corporate reputation/image) if bearer control and management planes are compromised.  It could be argued that the cost of carrying bearer control and management in band is greater than carrying it out of band especially if the bearer control and/or management planes are compromised by an application/customer attack.  So the question arises: Why would a service provider wish to offer a target for compromising/attacking its bearer control and management planes when there is no need to do so? 

By taking the bearer control and management traffic out of band, customer/application plane traffic (and therefore any attacks from customers/applications) is not able to impact the bearer control and management traffic directly. 

It should be noted that taking bearer control and management traffic out of band is not by itself enough to secure the bearer control and management planes from all forms of attack, however it is a vital component of an overall bearer control and management security strategy.

The bearer network must be ‘designed for uncertainty’ and therefore it must be able to accommodate unforeseen traffic types/vectors.

Unforeseen traffic types/vectors can be split into two broad categories:

· Traffic types that result from new applications/services being deployed.

· Traffic types that result from existing applications/services being used in new ways (including new forms of attack).

Carrying bearer network control and management traffic in band with respect to application traffic could result in the bearer control and management traffic being affected by unforeseen traffic types which may have the same impact on bearer control and management traffic as an attack or serious failure.  Carrying bearer control and management traffic out of band prevents any unforeseen traffic types from affecting the bearer control and management traffic.

The bearer network must offer a strong degree of performance and behaviour isolation between different traffic sources and traffic types.

A strong degree of performance and behaviour isolation between customer services is an important requirement if the bearer network is to offer fair and meaningful services to all customers across all network load points.  A strong degree of traffic separation is also required in order to protect the privacy of customer data.  For example traffic from one customer VPN must be kept completely separated from traffic from a different customer’s VPN for several reasons including the need to provide customers with a strong degree of privacy and security from other customers.  For the same reasons, there is a requirement to provide the bearer control and management traffic with a strong degree of privacy and security from the bearer application/customer traffic.  Out of band bearer control and management planes provide the strong degree of privacy and security separation (from other traffic sources and types) required.

The bearer network must support simple and complete OAM in the bearer network’s data plane.

Supporting simple and complete OAM in the bearer network’s data plane does not lead directly to a requirement for out of band control and management planes.  However, out of band bearer control and management planes force architecturally correct OAM in the bearer network’s data plane.  This is because out of band bearer control and management traffic is isolated from the bearer data plane (i.e. application/customer traffic) and therefore the bearer control and management planes can not be used to proxy for bearer data plane OAM, forcing bearer data plane OAM to be carried in band with respect to the bearer data plane (i.e. in band with respect to application/customer traffic). 

Proposal

It is proposed that a requirement for out of band control and management planes is added to the set of future packet based network requirements.  It is also proposed that the four general requirements listed above be added to the set of future packet based network requirements, although it is anticipated that these general requirements will be replaced with more detailed and specific requirements over time.
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