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Abstract

This document proposes a description of the Resource and Admission Control Subsystem (RACS) within the framework of end-to-end QoS as defined in [2]. This includes resource allocation and admission control as well as policy enforcement based on operator-specified policy rules. Also included is the ability to handle network address and port translation for media flows.
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2 Abbreviations

CSCF
Call Session Control Function 

IM
IP Multimedia

IMS
IP Multimedia Core Network Subsystem

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

IP-CAN
IP-Connectivity Access Network

ISDN
Integrated Services Digital Network

P-CSCF
Proxy-CSCF

PDF
Policy Decision Function

PHB
Per Hop Behavior

PEP
Policy Enforcement Point

RACS
Resource and Admission Control Subsystem

RGW
Routing Gateway

SAF
Session-based Application Function

SBLP
Service-Based Local Policy

S-CSCF
Serving-CSCF

SDP
Session Description Protocol

SIP
Session Initiation Protocol

TPF
Traffic Plane Function

UE
User Equipment

3 Overview

3.1 Basic RACS Model

The basic resource and admission control subsystem (RACS) model is shown in Figure 1. 
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Figure 1 Basic RACS Model

A variety of services may be supplied to the User Equipment (UE) via Application Functions. If a given Application Function (AF) requires access to resources associated with a Transport Plane Function (TPF) it does so via a Policy Decision Function (PDF) which applies service-based local policy (SBLP) to the request. The interface between the AF and PDF is referred to as the Gq interface, while the interface between the PDF and TPF is referred to as the Go interface. SIP [13] is one of the application signalling protocols that may be used.

A TPF consists of a transport control function as defined in the General Reference Model of Y.2011 [1]. The TPF has access to resources in the transport layer and is able to control specific transport functions within the transport layer.

Function Distribution: The PDF may communicate with several transport plane functions within components separated in space, as illustrated by Figure 2. For example, one component could have QoS related functions while a separate component may contain NAT/FW capability. Other reasons for having multiple TPFs could have to do with the existence of multiple control points, such as a Routing Gateway (RGW) and a Broadband Remote Access Server (BRAS) in a DSL network [6]. The Go interface definition should allow for the necessary flexibility to allow separation of control points as well as separation of functionality between multiple components.
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Figure 2 Multiple TPFs

3.2 Transport Edge Functions

One such control point is at the edge between an access and a core network as illustrated by Figure 3. The TPF contains QoS policing and access controls to police and limit access to the core network. The TPF may be implemented as part of an edge/access router or aggregation device that sits at the edge of the core network.
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Figure 3 Edge TPF between Access and Core

The core may be a diffserv network with the TPF acting as a Diffserv Edge Function, providing:

· Per Hop Behavior: queuing and scheduling to provide the appropriate per hop behaviour (PHB) for the specified service class.

· QoS marking: DSCP bits to set for that flow,

· Rate Limiting: based on authorized bandwidth.

Other Functions at the edge may include:

· A gating function:  the ability to enable or disable a media flow , and

· Network Address and Port Translation (NAPT): This may be in the form of a media relay. For cases where media session addresses (e.g. SDP) are passed end-to-end in order for both endpoints to communicate with one another, the SDP (at the AF layer) must be modified with the address translation information (i.e. address bindings) obtained from the TPF.

3.3 Admission Control for Core Resources

The core may be provisioned so that it can handle the maximum traffic required for each service class such that admission control is only required across the access. In other cases admission control may also be performed in the core either via an aggregated path-coupled mechanism (e.g. aggregated RSVP) or using centralized resource control. 
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Figure 4 Centralized Resource Control (Bandwidth Manager)

In the centralized resource control approach, a Bandwidth Manager containing a policy decision function applies operator policy rules to resource management and admission control decisions. The AF makes requests via the Gq interface (as in the distributed PDF case). However, in this case the Bandwidth Manager coordinates resource allocation across the operator's network, whereas in the distributed PDF case, a given PDF may be controlling a specific Diffserv edge function, with coordination from edge-to-edge being done using application signalling (e.g. pre-conditions in the case of SIP [14]).

3.4 Access Control

A TPF that contains access control and rate limiting at the edge is illustrated by Figure 5.
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Figure 5 TPF with (optional) Access Controls

Access Control consists of:

· A classifier that classifies the packets that will have access to downstream transport functions and resources. The classifier should consists of a 5-tuple (source and destination IP address and port as well as protocol Id).

· A gate that allows the flow to be turned off or on (e.g. the opening and closing of media pin-holes).

In addition to classifying and gating, a rate limiter is applied to police the traffic flow to authorized limits. This prevents theft of service and denial of service attacks that could occur if an endpoint transmits more traffic than agreed to based on the negotiated media session description (SDP [8]).

3.5 Policy Control

The PDF acts as a policy decision point (PDP) while a TPF can act as a policy enforcement point (PEP) within the framework of policy-based admission control described in [9]. The flow of policy data as well as the triggers for making policy decisions can vary. The two basic methods for applying policy decisions can be described as "push" and "pull" models:

1. In the "push" model, the AF makes a request to the PDF which applies policy and pushes the necessary policy data into TPF(s) which provide policy enforcement.

2. In the "pull" model, the AF again makes a request to the PDF which applies policy and generates the appropriate policy data. In this case, the authorized and authenticated policy data is returned to the AF in the form of authorization tokens. The AF passes the tokens to the UE via application signalling. The UE then includes the tokens in a path-coupled signalling message. When the path message arrives at TPF (acting as a PEP), it is sent to the PDF for an authentication check.

In cases where application signalling uses SIP, RFC 3313 [15] provides a mechanism for passing authorization tokens between an AF and UE. RFC 3520 [16] describes a policy data element for carrying policy data for session-based applications. Other policy data elements may also be passed (e.g. pre-emption [11], application id [12]). 

In the 3GPP end-to-end QoS framework [4], the passing of authentication tokens (method 2) is mandated. One or more tokens are passed via a PDP context request and may in addition be passed via a layer 3 path-coupled mechanism (e.g. RSVP). Since the PDP context mechanism is 3GPP (layer 2) specific, and path-coupled mechanisms are optional in the NGN architecture, the authorization token mechanism cannot be mandated within NGN. However, it may be used in cases where it can be supported (i.e. where a path-coupled mechanism is available).

3.6 Resource Allocation and Admission Control

3.6.1 Allocation

An AF may need to make an admission control decision based on the availability of resources for a given session. In a telephony application for example, an AF may wish to make sure that resources are allocated before "ringing the phone".

In the case of a path-coupled mechanism the endpoint generating the traffic will receive a response indicating the results of a reservation request. However, in cases where the endpoint is not trusted, the AF can obtain reservation status for a flow via the Gq interface (i.e. when the reservation is installed in the TPF, this is reported to the PDF which can then send a notification to the AF).

Path-decoupled resource reservation can be also done via a "push" mechanism (i.e. a request from the AF sent to a PDF which makes requests directly to one or more TPFs).

In addition to knowing when resources are allocated, the AF and/or any per-usage charging entity may wish to know when resources are released. Release can be controlled directly (via a "push" request from the AF) or, in the case of a path-coupled mechanism, the AF can receive a notification when resources are released within the TPF.

3.6.2 Access Control (Gating Function)

Resource allocation should be decoupled from access control (the gating function). The opening of the gate may be done at the same time that resources are allocated. Alternatively, these may be separated into reserve and commit phases:

· Reserve before ringing the phone, followed later by

· Commit when communication between users begins.

4 RACS Function (TPF, UE, PDF and AF) Capabilities

This section describes capabilities associated with the TPF, UE, PDF, and AF functions. Some of the information in this section has been derived from [4].

4.1.1 TPF - Edge Function

This section describes capabilities associated with a TPF that acts as a Diffserv Edge Function as well a Policy Enforcement Point (PEP) for service-based local policy. The TPF may also provide NAPT (address translation) functionality.

The packets that are subject to service-based local policy for a given unidirectional flow are classified using a micro-flow classifier using the standard 5-tuple: (source IP address, destination IP address, source port, destination port, protocol Id). The classifier may be derived from information obtained via a path-coupled (e.g. RSVP) request and/or via parameters provided via the Go interface. Some of these parameters may be wild-carded. For example, an AF that derives classifiers from SDP information may know the protocol and destination IP address and port but may wild-card the source IP address and/or port.

Diffserv Edge Function:

A TPF that provides a DiffServ Edge Function shall be compliant with the IETF specifications for Differentiated Services [9]. Parameters for the DiffServ Edge Function (i.e. classifiers, meters, packet handling actions including the DSCP marking for outgoing packets) may be derived from information obtained from a path-coupled signalling mechanism (e.g. RSVP) or may provided via the Go interface.

QoS Policy Enforcement and Gating:

The policy enforcement point controls the quality of service and admission control parameters and provides a "gating" function. Policy decisions are either "pushed" from the PDF to the TPF or are requested by the TPF (i.e. "pulled) via the Go interface.

Policy-based admission control ensures that the resources that can be used by a particular set of IP flows are within authorized limits specified by the PDF via the Go interface. This sets an upper bound on the resources that can be reserved or allocated for the set of IP flows for a given QoS class. 

Policy enforcement includes the ability to control a "gate" implemented within the TPF. A gate operates on a unidirectional flow of packets defined by a classifier. When the gate is open, the packets in the flow are accepted, and are thus subject to the DiffServ edge treatment. When the gate is closed, all of the packets for that flow are dropped.

NAPT:

A network address and port translation function (NAPT) may be provided by a TPF along the bearer path. This allows for different address spaces (public or private) on either side of the TPF. Address mappings are managed within the TPF while address modification for application layer signalling (e.g. modification of the SDP) will be provided by the AF. 

4.1.2 UE

This section describes the capabilities of the UE. 

The UE acts as a Diffserv Edge Function for traffic originating from the UE. In addition, it may act as an IntServ function in the case where a path-coupled resource reservation mechanism such as RSVP is used. In the later case, the authorization for reservation requests may be provided by means of an authorization token.

DiffServ Edge Function: 

The UE acts as a DiffServ edge function [9] for the traffic originating from applications running on the UE. The UE may perform traffic conditioning and must be able to apply the appropriate per hob behaviour (PHB) to packets based on diffserv code point (DSCP) values that are provisioned for that application.

Intserv Function:

The UE may have the capability of requesting QoS reservations using a path-coupled reservation request mechanism such as RSVP [7]. The DSCP value to use may be contained within an authorization token in the request message (such as described in [16]). Alternatively, the DSCP value may be pulled from the PDF when a path-coupled reservation method arrives at the TPF.

Authorization Token: 

The UE may obtain an authorization token via application signalling and include the token in its path-coupled reservation request.

4.1.3 PDF

This section describes the capabilities of the PDF. The PDF may apply policy via either the "push" or "pull" model described in section 3.5 of this document. The PDF makes policy decisions based information obtained from requests by the AF via the Gq interface along with operator-defined policy rules provisioned within the PDF. It then either pushes the policy to the appropriate TPF directly or it responds to the request from the AF with an authorization token containing the appropriate policy data elements and later reacts to the arrival of the token in a path message ("pull" model):

· The PDF shall check to insure that the information contained in the request from the AF is consistent with operator policy rules defined in the PDF.

· The PDF provides authorization for QoS resources based on requests from the AF. This includes authorization of bandwidth resources, the DSCP value to use etc. Restrictions may also be placed on individual flows (by specifying the 5-tuple describing the flow with wild-cards where no restrictions apply).

· The PDF helps ensure enforcement either by providing the policy data directly to the TPF ("push" model) or by using an authorization token mechanism ("pull" model).

· In addition to authorizing initial requests, the PDF authorizes modifications to existing requests (e.g. due to mid-call codec changes).

· The PDF may also act as an intermediary for an AF that requests address binding information when NAPT functionality is required in a TPF.

4.1.4 Application Function (AF)

This section looks at requirements on Application Functions related to controlling bearer resources.

The Application Funcion (AF) interacts with the PDF via the Gq interface. It makes requests for bearer resources and may receive notifications when resources are reserved and released.

The AF:

· Provides information to the PDF to identify media flows as well as the bandwidth that needs to be authorized and allocated for those flows. Resource priority requirements may also be supplied.

· The AF shall indicate whether the media should be enabled (i.e. gate opened) when resources are allocated. Alternatively, the gate AF may request that the gate be opened later, after resources are committed.

· In the case where a NAPT function is required, the AF shall request address mapping information and shall do any modifications that may be required to address information within application signalling (e.g. SDP).

· In the case where a path-coupled resource reservation mechanism is used the AF shall indicate to the PDF whether it wished to be notified when reservations are obtained and released.

· When an authorization token mechanism is used the PDF may supply the AF with one or more authorization tokens which the AF shall include in application signalling to the UE.

5 Interface Requirements

5.1 Gq Interface

5.1.1 Functional Requirements

The Gq Interface provides the ability for an AF to make requests:

· For allocation and authorization of resources for a media flow,

· QoS handling,

· For gating (enable/disable) control of a media flow,

· To insert a NAPT function and request address mapping information.

In addition, the AF can request notification of events. 

The PDF applies policy to requests and either allows or denies the request based on operator policy rules. Either a "push" or "pull" model may be used.

Note that the Gq interface is equally applicable to communicating with a PDF within a centralized Bandwidth Manager (see Figure 4) as it is for communicating with a PDF that is associated with the edge (Figure 3).

5.1.2 Protocol Requirements

This section provides a brief description of the protocol requirements for the Gq interface.

Request-Response Transactions: The protocol must allow the AF to request a transaction to be performed by the PDF and get a response (that can be correlated with the request) in return.

Notifications: The protocol must allow the notification of asynchronous events (from the PDF to the AF).

Reliable Delivery: The protocol should provide reliable delivery of messages.

Extension Mechanisms: The protocol should including extension mechanisms such as versioning or other means to allow changes while ensuring backwards compatibility.

Capabilities: The AF must be able to determine capabilities when requesting resources and other transport plane functions via the PDF.

Security: All messages between AF and PDF must be authenticated such that requests to the PDF from unauthenticated sources will not be performed and such that notifications sent from the PDF to AF can be ensured to come from the authenticated PDF source.

One to Many: Multiple Application Functions must be able to make requests to a given PDF. An AF may also communicate with multiple PDFs. However, only a single AF will make a request to a given PDF for a particular session.
5.1.3 Information Exchanged

This section describes the information exchanged across the Gq interface between the AF and PDF.

Policy Request for a Media Session: The AF may request that policy be applied for a given media session. A media session may consist of a single unidirectional media stream or it may be a bi-directional session consisting of two media streams (one for each direction). The AF provides the following information to the PDF when requesting authorization and allocation for a media session: 

· Session Identification Information:

· Direction (in->out, out->in, bi-directional), where "in" refers to inside the core network so that "out->in" refers to the direction towards the core network. In some cases (where there is a centralized PDF with a media flow that spans the core), the terms "in" and "out" may be arbitrary.

· Media Classifiers: either one or two classifiers depending on whether the session is unidirectional or bi-directional. The classifier consists of a 5-tuple: source/destination address and port numbers, protocol Id. Wild-cards may be provided for information that is not available. Note that a given media stream may require that two ports are specified for each direction (RTP and RTCP). 

· Application Identifier: This information may be used by the PDF along with the type of service information to differentiate QoS for different application services.
· Type of Service Information: voice bearer, video telephony bearer, streaming video etc.
· Bandwidth to be Allocated: This value is specified when a "push" type allocation is done. A value of 0 indicates that no bandwidth should be allocated.
· Bandwidth to be Authorized: This is an upper limit on the amount of bandwidth that may be allocated. Note that the authorized amount may be specified during initial setup, while allocation may be done either using a "push" or path-coupled mechanism. A later path-coupled reservation request that remains within the authorized limits will be accepted as long as resources are available.
· Notifications Required:
· A persistent notification (one that does not have to be requested) is provided to the AF in the case that the PDF determines that the bearer is lost or resources de-allocated for some reason.
· Notifications of Forwarding Policy associated with path-coupled mechanisms (e.g. RSVP): reservation allocated; reservation modified; reservation released.
· Media Control Policy: indication of whether the gate should be automatically opened when the resources are allocated or whether the AF will supply a separate "enable" message.
· Revoke Policy: an indication as to whether or not the PDF has the authority to revoke the authorization and de-allocate resources at some future point in time (e.g. pre-emption).

Authorisation tokens: The PDF may generate one or more authorisation tokens on request from the AF. Authorization tokens contain the an identifier that identifies the PDF and a session identifier which allows the PDF to uniquely identify the AF session (e.g. AUTH_ENT_ID and SESSION_ID in [16])

Charging correlation related information: The AF and PDF may exchange charging correlation related information.

Media control commands: These are gate control commands that allow the AF to enable (open the gate) or disable (close the gate) for a given media flow. Note that closing the gate does not de-allocate bandwidth resources.

Address Translation Request: For the case where network address and port translation is required the PDF will act as an intermediary and respond with the address mapping information obtained from the TPF.

Request to Modify: The AF may request the PDF to modify a session.

Request to Release: The AF may request the PDF to release a session. Releasing the session de-allocates all resources associated with that session.

5.2 Go Interface

5.2.1 Functional Requirements

The Go Interface allows the PDF to push policy decisions to the TPF and also allows for path-coupled resource allocation mechanisms where the policy decision is requested from the TPF ("pull" mechanism). The PDF may specify:

· Resources to be allocated for a media flow,

· QoS handling such as DSCP marking to use,

· Gate (enable/disable) control for a media flow,

· The insertion of a NAPT function, requesting the necessary address mapping information.

In addition, the PDF can request notification of events and may receive a request from the PDF to verify an authorization token that has been obtained via a path-coupled resource signalling mechanism.

Note that the NAPT function may be contained within the same or different component from the function providing bandwidth allocation. The Go interface should allow for this flexibility.

5.2.2 Protocol Requirements

This section provides a brief description of the protocol requirements for the Go interface. Most of the requirements are either similar or the same as those required for the protocol at the Gq interface.

Request-Response Transactions: The protocol must allow the PDF to request a transaction to be performed by the TPF and get a response (that can be correlated with the request) in return.

Notifications: The protocol must allow the notification of asynchronous events (from the TPF to the PDF).

Reliable Delivery: The protocol should provide reliable delivery of messages.

Extension Mechanisms: The protocol should including extension mechanisms such as versioning or other means to allow changes while ensuring backwards compatibility.

Capabilities: The PDF must be able to determine capabilities when requesting resources and other transport plane functions from the TPF.

Security: All messages between PDF and TPF must be authenticated such that requests to the TPF from unauthenticated sources will not be performed and such that notifications sent from the TPF to PDF can be ensured to come from an authenticated TPF source.

5.2.3 Information Exchanged

This section describes the information exchanged across the Go interface between the PDF and TPF.

Policy Push: The PDF may push policy to the TPF for a given media session. A media session may consist of a single unidirectional media stream or it may be a bi-directional session consisting of two media streams (one for each direction). The PDF provides the following information to the TPF when requesting media session handling: 

· Session Identification Information:

· Direction (in->out, out->in, bi-directional), where "in" refers to inside the core network so that "out->in" refers to the direction towards the core network.

· Media Classifiers: either one or two classifiers depending on whether the session is unidirectional or bi-directional. The classifier consists of a 5-tuple: source/destination address and port numbers, protocol Id. Wild-cards may be provided for information that is not available. Note that a given media stream may require that two ports are specified for each direction (RTP and RTCP).

· QoS handling parameters including DSCP values to use.

· Bandwidth to be Allocated (this would be supplied when path-coupled resource reservation are not applicable). Setting this value to 0 results in allocating no bandwidth (which may result in de-allocating previously allocated bandwidth resources).
· Authorized Bandwidth.
· Charging Correlation Information.
· Notifications Required:
· A persistent notification (one that does not have to be requested) is provided to the PDF in the case where the bearer is lost (or resources de-allocated for some reason).
· Notifications associated with path-coupled mechanisms (e.g. RSVP): reservation allocated; reservation modified; reservation released.
· Accounting reports related to flow-based charging.
· Media Control: enable/disable for each media stream.
Authorisation tokens: In the case of a path-coupled mechanism, an authorization token for the media session may be passed from the TPF to the PDF for authentication check. The token may contain policy data that was previously authorized and authenticated by the PDF. Once the token is received by the PDF, the PDF may push additional policy to the TPF beyond that specified in the authorization token.

Media control commands: These are gate control commands that allow the PDF to enable (open the gate) or disable (close the gate) for a given media flow. Closing the gate does not de-allocate bandwidth resources.

Address Translation Request: For the case where network address and port translation is required the PDF will act as an intermediary and respond with the address mapping information obtained from the TPF.

Session Modify: The PDF must be able to request modification of session parameters.

Release: The PDF must be able to request release of resources for a session.

6 Proposal

It is proposed that the above text should form the basis of the RACS specification.
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