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Abstract

This document describes the use of a PIM (Policy Information Model) in an NGN End-to-End QoS solution.

1 Introduction

There is a requirement to support end-to-end QoS guaranteed services and the dynamic provisioning of Edge Routers. This document proposes a solution based on the use of the DMTF Core Information Model (CIM) policy model to apply QoS policies to specific devices in a network. 

The Distributed Management Task Force (DMTF), formed in 1992, developed the Common Information Model (CIM) which is a standard for the exchange of management information in a platform-independent and technology-neutral way (see http://www.dmtf.org). 

Section 2 presents a usage scenario followed by a solution description in section 3.

2 Usage scenario 

Figure 1 illustrates a scenario for achieving End-to-End QoS. The network shown provides a service with specific requirements (such as bandwidth).  During the process when end points establish a session with each other, they interact with a Session Initiation Protocol (SIP) server. As a part of establishing a session, the Policy Decision or Resource Control Function (PDF)requests the ER (Edge Router) to police and mark a flow represented by the 5-tuple (traffic type:source_ip:source_port:destination_ip:destination_port) as well as the interface on which the policing and marking is to be done. The PDF / RCF applies and activates policies on the ER and also provides a mechanism for querying the ER for status information. The example described in this contribution focuses on the procedures on the “Go” interface.

Figure 1. Example scenario for achieving end-to-end QoS.
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3 The proposed PIM

3.1 Overview and benefits of this approach

The proposed Policy Information Model is a model that associates services with sessions (services consist of features, like QoS, ACLs, timeouts, and more) and a RPC mechanism to exchange and apply this data to the Router.
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Figure 2: Proposed PIM Architecture

Figure 2 illustrates the architecture. Applications that need to set, activate and deactivate policies on the Router invoke Remote Procedure Calls (RPC) on a PIM Client (referred to in the figure as a Service Gateway PIM (SGPIM) client). The RPCs are encoded in the industry standard Simple Object Access Protocol (SOAP). RPCs encoded in SOAP are transported in a protocol such as the Blocks Extensible Exchange Protocol Core (BEEP).

BEEP is a protocol standard that is scalable, efficient, simple, extensible and robust. BEEP is a framework for designing application protocols. Factors in favor of BEEP are:

· It is standardized - RFC 3080 contains the specification for BEEP.

· Open source implementations are available (see http://www.beepcore.org).

· BEEP also provides a means to secure data through TLS (Transport Layer Security) and to authenticate peers through a variety of plug-in authentication mechanisms operating over SASL (Simple Authentication Security Layer).

BEEP provides all the underlying functions required by an application protocol. The application designer only needs to concentrate on those details that are particular to the protocol under development. For instance all application protocols need the following:

· A reliable transport mechanism such as TCP.

· A way to frame messages, i.e. determine the start and end of messages. For instance HTTP uses an octet count and SMTP uses a delimiter with quoting.

· A way to determine what type of message it is (whether text, binary, image etc). Depending on the type of message, there is a need to encode the message. For instance HTTP and SMTP both use MIME.

· Negotiating capabilities such as versions and options.

· Proper connection release.

· Request and response correlation.

· Pipelining and multiplexing. This helps improve throughput and performance.

· Security through TLS and SASL.

BEEP provides all of the above and application protocol designers can take all of these requirements for granted.

BEEP provides data security through TLS (Transport Layer Security, RFC 2246) and pluggable authentication through the SASL (Simple Authentication and Security Layer, RFC 2222) mechanism. BEEP operates over TCP. RFC3117 provides a good discussion on the rationale behind BEEP and the manner in which it achieves scalability, efficiency, simplicity, extensibility and robustness.

SOAP is a protocol standard for the exchange of XML-based messages. RPCs are encoded as XML messages within SOAP. SOAP is a protocol recommended by the World Wide Web Consortium (W3C). The specifications for SOAP may found at http://www.w3.org/TR/soap/.

A primary advantage of using SOAP is that the RPCs exposed by the Client interfaces can be published as a Web Services Definition Language (WSDL) file (see http://www.w3.org/TR/wsdl). There are several tools available in the market that can take a WSDL file and generate Java, C++ or C# code. The Axis engine (http://ws.apache.org/axis/) can read WSDL files and produce Java code to implement RPCs published in the WSDL file either as a SOAP server or as a SOAP client. The Xmlspy tool (http://www.altova.com) can read WSDL files and also produce Java, C++ or C# code representing the various data elements that are arguments to the RPCs. Xmlspy also produces XML output that can be directly sent to the Router for rapid prototyping.

This approach can also be used for capabilities query and security applications.

3.2 Client Interfaces

The PIM Client interface contains the remote procedure calls that can be made by an application (such as the PDF) on to the Router.

For the proposed solution, the following RPCs on SessionClient interface of the PIM can be used: 

String activatePolicy(GUID clientId, PolicySet policy) throws InvalidPolicyException

Provisions and activates the given policy on the target subject. The procedure will return a name for the provisioned policy. An InvalidPolicy error may be returned.

void deActivatePolicy(GUID clientId, String policyName) throws NoSuchPolicyException

De-activate the named policy. A NoSuchPolicy error may be returned.

The first RPC (activatePolicy) activates a policy (of type PolicySet) on a client (represented by a GUID type clientId). GUID consists of two elements: EdgeId and SessionId. See AnnexA for the description of Policies. The set of RPCs could be extended to provide further capabilities such as modifying policy (modifyPolicy).

3.3 Proposed solution

As stated in section 0, the PDF / RCF requires the ER to police and mark a flow represented by a 5-tuple (traffic type:source_ip:source_port:destination_ip:destination_port) arriving at a certain interface on the ER.

SGPIM would model this policy as follows:

On the interface /target/interface/interface_id, 

for traffic matching the 5-tuple (traffic_type:source_ip:source_port:destination_iop:destination_port)


police 1000


mark EF

The equivalent policy represented as a policy set would be sent to the Router through the RPC:

activatePolicy(GUID clientId, PolicySet policySet)

 (see Figure ). 

Figure 3: Setting the flow by activating a Policy


[image: image3.emf]: Policy Decision Function  : Edge Router

activatePolicy(clientID:GUID, policySet:PolicySet)


To remove the flow from the policing and marking, the following RPC is used:

deActivatePolicy(GUID clientId, String policyName)

 (see Figure ). 

Figure 4: Removing the flow by deactivating the policy
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The first parameter—client of type GUID—represents the Interface on which the marking and policing is to be done. This is represented as follows, in pseudo-language. 

GUID = {

sessionId = “/target/interface/<interface_id>”

}

The second parameter—policySet of type PolicySet—contains the definition of the QoS policy. This is expressed in pseudo-language as follows:

PolicyRule = {

  PolicyRuleName = “name”

PolicyConditionInRule = {

  CompoundPolicyCondition = {

    ConditionListType = CNF

    SimplePolicyCondition = {

      Keyword = traffic_type

      Operator = “=”

      Value = <traffic_type>

    }

    SimplePolicyCondition = {

      Keyword = source_ip

      Operator = “=”

      Value = <source_ip>

    }

    SimplePolicyCondition = {

      Keyword = source_port

      Operator = “=”

      Value = <source_port>

    }

    SimplePolicyCondition = {

      Keyword = dest_ip

      Operator = “=”

      Value = <dest_ip>

    }

    SimplePolicyCondition = {

      Keyword = dest_port

      Operator = “=”

      Value = <dest_port>

    }

  }

}

PolicyActionInRule = {

  CompoundPolicyAction = {

    SimplePolicyAction = QosPolicingAction {

      Value = <policing_val>

    }

    SimplePolicyAction = QosMarkingAction {

      Value = <marking_val>

    }

  }

}

}

Note that QosPolicingAction and QosMarkingAction are derived from QosPolicyAction (that in turn derives from SimplePolicyAction).
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Figure 5: Qos Action classes

4 Proposal

It is proposed to study the applicability of the approach described earlier in this contribution to the equivalents in the NGN architecture of the 3GPP IMS Gq and Go interfaces. 

Annex A. Policy Description

A.1 PolicyRule

A policy within the SGPIM is represented by the CIM notion of a PolicyRule. The PolicyRule and all its components and derived classes are identical to those defined in the CIM Policy Model version 2.7, unless otherwise specified. Much of the text in this section and subsections has been taken verbatim from the DMTF, MOF file (CIM_Policy28.mof). See http://www.dmtf.org for a detailed description of the CIM Policy Model.

The PolicyRule derives from an abstract class entitled PolicySet (See CIM_Policy28.mof) and represents the 'If Condition then Action' semantics of a policy rule. A PolicyRule contains a PolicyCondition and a PolicyAction. When a PolicyCondition turns TRUE, the corresponding PolicyAction will be executed. A PolicyCondition may be complex (see 0). A PolicyAction may be compound and contain more than one action (see 0). PolicyRules are uniquely identified by the PolicyRuleName.
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Figure 6: PolicyRule and components

The conditions and actions associated with a PolicyRule are modeled, respectively, by the classes PolicyCondition and PolicyAction. These condition and action objects are tied to instances of PolicyRule by the PolicyConditionInPolicyRule and PolicyActionInPolicyRule aggregations.

A.2 PolicyCondition

The PolicyCondition class is an abstract class to represent conditions. A PolicyCondition is uniquely identified by the PolicyConditionName. SimpleCondition and CompoundPolicyCondition are instantiable derived classes of PolicyCondition. Note that SimplePolicyCondition is not part of the CIM model, but is specific to the SGPIM. CIM does not provide for a simple policy condition of the type required by SGPIM.
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Figure 7: PolicyCondition

SimplePolicyCondition

A SimpleCondition is of the form <keyword> <operator> <value>. Operators are from the set ‘==’. ‘<’, ‘<=’, ‘>’, ‘>=’. A SimpleCondition evaluates to TRUE or FALSE.

CompoundPolicyCondition

A CompoundPolicyCondition holds combinations of SimpleConditions or CompoundPolicyConditions. The relationship between a PolicyCondition and a CompoundPolicyCondition is similar to that of PolcyRule and PolicyCondition (see 0). This relationship is encapsulated in the association class PolicyConditionInPolicyCondition (Figure ). Aggregate components of CompoundPolicyCondition are grouped by GroupNumber. There groups are then combined in accordance with the value of ConditionListType (that would be either CNF or DNF). Negation of a particular component is indicated by the member ConditionNegated.

The CompoundPolicyCondition is a collection of ORed set of ANDed PolicyConditions (Disjunctive Normal Form, or DNF) or an ANDed set of ORed PolicyConditions (Conjunctive Normal Form, or  CNF). Individual PolicyConditions may either be negated (NOT C) or unnegated (C).

The CompoundPolicyCondition class has a member named ConditionListType, to indicate whether the conditions for the rule are in DNF (disjunctive normal form), CNF (conjunctive normal form).

The PolicyConditionInPolicyCondition aggregation contains two properties to complete the representation of the conditional expression. The first of these properties is an integer to partition the referenced PolicyConditions into one or more groups, and the second is a Boolean to indicate whether a referenced Condition is negated.

An example shows how ConditionListType and these two additional properties provide a unique representation of a set of PolicyConditions in either DNF or CNF.

Suppose we have a CompoundPolicyCondition that aggregates five PolicyConditions C1 through C5, with the following values in the properties of the five PolicyConditionInPolicyRule associations:

C1: GroupNumber = 1, ConditionNegated = FALSE 

C2: GroupNumber = 1, ConditionNegated = TRUE 

C3: GroupNumber = 1, ConditionNegated = 

C4: GroupNumber = 2, ConditionNegated = 

C5: GroupNumber = 2, ConditionNegated = FALSE

If ConditionListType = DNF, then the overall condition for CompoundPolicyCondition is:

(C1 AND (NOT C2) AND C3) OR (C4 AND C5)

On the other hand, if ConditionListType = CNF, then the overall condition for the CompoundPolicyCondition is:

 (C1 OR (NOT C2) OR C3) AND (C4 OR C5)

A.3 PolicyAction

PolicyAction (Figure ) is an abstract class that represents actions executed by policies.  SimplePolicyAction is an action characterized by an action name and arguments to the action. Combinations of actions may be created through the class CompoundPolicyAction. 
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Figure 8: PolicyAction and its components
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