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1.
Abstract

This contribution identifies a number of documents currently undergoing preparation in Committee T1S1, an ATIS Committee, which deals with the subject of signalling and control plane security, as it relates to carrier networks.  These documents represent a potential source of information that may be directly portable into ITU-T FGNGN security documentation.

2.
Discussion

At the June 2004 ITU-T NGN focus group meeting, terms of reference and a work plan were developed by WG 5, these were as follows:

“1.1 Terms of Reference 

· Identify threats in the NGN network (end-user, UNI, and NNI)

· Identify and specify authentication and other mechanisms relevant to NGN

NOTE: Emergency Telecommunications Services (ETS) and lawful intercept matters are specifically excluded from the scope of these terms of reference 

1.2 Proposed Workplan
1. Analyse the threats and select a subset to be addressed first, and define and publish the requirements that address this subset (September, 2004)...................”


Note: This is a truncated list.

T1S1 is currently developing a suite of security documents related to carrier connection across an IP NNI.  The following Figure provides an overview of this suite of documents and the scope of each document is also presented for information.  It should be noted that these documents are in various stages of maturity.
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3.
Proposed draft standards and their scope

T1S1 Signalling and Control Pane Security Roadmap

This document:

· Provides a framework for T1S1 security related work.

· References to related security work in other standards bodies (e.g. T1M1, OIF, etc.).

· Describes the relations with respect to other security work.  It provides a general overview of the security work in T1S1 and describes the current activities regarding security.

Generic Signalling and Control Plane Security Requirements

This document addresses generic signalling and control plane security aspects of evolving telecommunications networks.  Evolving telecommunications networks often combine legacy telecommunication facilities with new technologies such as Wireless, ATM, and Internet Protocol transport mechanisms.  The security recommendations given in this document apply to service provider networks and may also be applicable to individual company corporate enterprise networks.  

This document aligns with the organization and framework provided by Recommendation X.805, Security Architecture for Systems Providing End-to-End Communications.  {Reference [ITU X.805]}, and existing security standards are referenced and specified as appropriate. 

SS7/BICC Security

This document provides security requirements and guidelines for the Signalling System No.7 (SS7) network and its network interconnections, and includes both the User-to-Network-Interface (UNI) and Network-to-Network (NNI).  The scope of this document includes both the traditional SS7 network and the Bearer Independent Call Control (BICC) network.  The traditional SS7 network is an SS7 network using the ISDN User Part (ISUP) call control protocol over a Message Transfer Part (MTP) transport network consisting of dedicated MTP2 or Signalling ATM Adaptation Layer (SAAL) signalling links.  The BICC network is a network using the BICC call control protocol over an appropriate transport network, where the signalling and bearer are separated, as specified in T1.673 Bearer Independent Call Control (BICC) Capability Set 1+.  Specifically, this document provides:

(a) Security requirements and guidelines for the SS7 network (traditional SS7 network and BICC network) including the supported application protocols and services.

(b) Security requirements and guidelines regarding SS7 network interconnections to other SS7 networks and other signalling network types (e.g. H.323, SIP, Packet Cable, etc.).

(c) Security requirements and guidelines related to SS7 network interactions with the management plane (i.e. management networks) and user plane (i.e. bearer networks).

The main purpose of this document is to provide guidance and recommendations to network providers and equipment manufacturers in areas of network security.  It is also intended to guide industry groups to develop and specify the necessary protocol capabilities or enhancements for security. 

UNI (Customer) Access Signalling Security

This document will define the User-Network Interface Signalling Security requirements.  The document addresses security requirements for voice over packet and multimedia security, including: SIP Signalling; H.323 (H.225, H.245, RAS); and H.248 Signalling

VoP/Multimedia Signalling Security

This document addresses VoP/Multimedia signalling and control plane security aspects of evolving telecommunications networks.  Evolving telecommunications networks often combine legacy telecommunication facilities with new technologies such as Wireless, ATM, and Internet Protocol transport mechanisms.  The security recommendations given in this document apply to service provider networks and may also be applicable to individual company corporate enterprise networks.  

This document aligns with the organization and framework provided by Recommendation X.805, Security Architecture for Systems Providing End-to-End Communications.  {Reference [ITU X.805]}, and existing security standards are referenced and specified as appropriate.

4.
References

FG NGN 36R1, June 2004 Meeting Report for WG 5

T1S1/2003-556 Baseline Text - Signalling and Control Plane Security Roadmap Standard

T1S1/2003-646 Baseline Text - Generic Signalling and Control Plane Security Requirements for Evolving Networks Standard

T1S1/2003-414 Baseline Text - SS7/BICC Network and NNI Interconnection Security Standard

T1S1/2003- 644 Baseline Text - UNI (Customer) Access Signalling Security Standard

T1S1/2003- 642 Baseline Text - VoP/Multimedia Signalling and Control Security
5.
Recommendation 

It is recommended that the above documents be considered by the ITU-T FGNGN as a potential source from which security related standards material may be drawn.
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