- 2 -
FGNGN-ID-00119


	INTERNATIONAL TELECOMMUNICATION UNION
	Focus Group On Next Generation Networks

	TELECOMMUNICATION
STANDARDIZATION SECTOR

STUDY PERIOD 2001-2004
	FGNGN-ID-00119

	
	Original: English

	WG(s)
	WG5
	Ottawa, 27 Sept - 1 Oct 2004

	INPUT DOCUMENT

	Source:
	Huawei Technologies Co., Ltd.

	Title:
	Some Proposed Text for NGN Security Framework (IP-CAN)


1. Introduction

It’s proposed the following text to be incorporated to section 9.1 of the outline of NGN security framework document (FGNGN-OD-0002R1 of 2nd meeting FGNGN). The proposed text is drafted according to the requirement in the document and analysis of access network and existent security technologies. 

2. Proposals

The access network locates between user terminal and core network, and it is the component nearer to user than other parts of the network. In some cases, the physical environment of access links is easier to be accessed by intruder than links in core network. So it is very important to provide confidentiality, access control and authentication service to access network.

Confidentiality can be attained by network layer security mechanism, such as encapsulation security payload (ESP) of IPsec, which is a general security protocol for IP. IPsec is an end to end protocol, usually works between hosts in transport mode or routers in tunnel mode. Because of the end-to-end feature of IPsec, it is not widely deployed as an important mechanism of access security. Some SDOes develop layer 2 security mechanisms that provide segment by segment security service for data. The link layer security mechanism is being defined for IEEE 802 data link layer in IEEE 802.1 committee. Confidentiality, integrity and anti-replay service are provided by the protocol. In DOCSIS 1.1 baseline privacy interface plus (BPI+) security service are defined for DOCSIS1.1 data link layer. There are quite a lot some other such security mechanisms for different data link protocols. The implementer of IP-CAN should consider the availability and propriety of such mechanism.

Access control and authentication are usually implemented on access network to avoid unauthorized access. There are a lot of mechanisms to implement them. In IETF Protocol carrying Authentication of Network Access (PANA) is developed to define a generic mechanism for access network, and it is proper to be applied in IP-CAN because it is independent of link technologies. There are also other link layer authentication mechanism, such as PPP over ATM (PPPoA) and PPP over Ethernet (PPPoE). EAP is a widely deployed authentication protocol in these mechanisms because of its flexibility to adapt to various authentication algorithms. IP filter controls the access of IP packets to network, and access control list (ACL) is often implemented to filter IP packets.
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