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1. Introduction

It’s proposed the following text to be incorporated to section 9.2 of the outline of NGN security framework document (FGNGN-OD-0002R1 of 2nd meeting FGNGN) . The proposed text is drafted according to the requirement in the document and analysis of NGN core network and existent security technologies. 

2. Proposals

The core network is comprised of transport devices, such as routers, system devices and common components. There are data/media, management and control traffics among these network entities.

The security of protocols is important component of the security of overall network. Some protocols have built-in security mechanism and provide security services for the data it delivers, such as confidentiality. SIP as major session control protocol works along with some security mechanisms. The protocol itself provides authentication of client to server/proxy by digest authentication algorithm and mutual authentication of client and server/proxy by mechanism in S/MIME. The security of SIP will also be covered in IMS access security.

Routing protocols represents the most important control traffics in transport network, and the security of routing data is critical to the security of network. There are some security mechanisms in routing protocol to ensure the integrity of routing data and RIPv2, OSPF, IS-IS and BGP provides such integrity service. Some security protocols can also be applied to protect routing protocol and data, for example, IPsec are applied to BGP traffic to protect the traffic between different operators.

IPsec is one of the security protocols in the IP technology domain, and it can be applied to protect traffics in any grain between network nodes by specifying different security policy. The IPsec provides following security service for IP traffics by Authentication Header and Encapsulating Security Payload protocols:

1.  Confidentiality of packet

2.  Limited confidentiality of traffic flow

3.  Connectionless Integrity

4. Data origin authentication

5. Anti-replay

6. Access Control
There are two modes in IPsec: transport and tunnel mode. Usually transport mode is applied to traffics from one host to another, and it is appropriate choice for protection of management and control data in network domain. Tunnel mode is useful to protect traffics that routers forward.

TLS is a security protocol to provide confidentiality and integrity to end to end TCP communication. It can be applied to protect protocol, such as SIP.

Separation of traffics makes it impossible to launch an attack from host in a traffic flow to communication in another one. Furthermore, control, management and data traffics have different security policy in most networks because the sensitivity of these traffics is different. It’s a good practice to separate them by logical or physical tunnels, such as IPsec or LSP.

Firewall and intrusion detection system are popular perimeter mechanisms in Internet. The implementer of network domain security should investigate the propriety of applying such mechanisms with a view to their performance implication to network.
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