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ABSTRACT

In recognition of some generic problems about the security in NGN, this contribution focuses on identifying and putting forward some problems for discussion in the hope that the considerations, corresponding new requirements and solutions can be reflected in the subsequent ITU-T NGN-FG studies of the security for NGN.

1. Overview
ITU-T NGN FG is now working hard aiming at developing an overall framework for NGN standards; undoubtedly, security is a very important aspect in this project. This contribution identifies some common problems that NGN security faces.

On the other hand, according to the result of 2nd meeting, IMS architecture from 3GPP is in principle agreed to be used as the basic of the study of architecture, which is mainly a product of 3GPP and had been developed to meet the security demands of 3G mobile networks, therefore when attempting to apply the IMS-based security solution to fixed networks, there are many problems inherent to fixed networks but not encountered in mobile networks that are needed to be taken into careful consideration.

2. Problems for consideration 
The common problems have been identified are as follows:

(1)Secure methods for encryption keys distribution and management between endpoints and the NGN, location of potential security flaws and mitigation measures.
(2)Security for non-SIP endpoints and network-side devices, considering the widespread use of H.323, H.248 and MGCP/MEGACO,etc.

(3)Tradeoffs between protection and efficiency, a balance between the strength of protection (partial or full encryption, encryption algorithm’s powerfulness) and communication efficiency should be achieved.

(4)Application-level security that are able to meet diverse application-level requirements.. 

(5)IPv4 NAT related issues and their effects on NGN security.

(6)How to make best use of the existing security mechanisms of some forms of access networks? How to avoid and resolve potential conflicts when introducing a security solution which has an access security model?   

These problems are generic in nature, but they become more outstanding and urgent to be considered when appearing in an IMS-based security solution for NGN. Therefore, the following IMS-related issues are pointed out for discussion:

a. The mechanisms such as the IK and CK generation, maintenance and synchronization with HSS defined in the IMS-based access security may not be supported for SIP endpoints in a fixed network or non-IMS SIP endpoints. In such a circumstance, how will the distribution of the IK and CK between these endpoints and the P-CSCF are conducted?

b. Within the current IMS-based security framework, there is a potential security flaw that is risky in the sense that in the IMS access domain security AKA procedure, the IK and CK in the P-CSCF is generated by the HSS and then transferred to the P-CSCF via the S-CSCF in plain text. Therefore the P-CSCF IK and CK are vulnerable to attacks on security by a malicious party. A possible solution to this problem is to employ the IMS network domain security mechanism for the transfer of the P-CSCF’s IK and CK. However, this will cause another problem that the path between the HSS and S-CSCF and the path between the S-CSCF and the P-CSCF should be IPSec-protected. But the IPSec implementation, as we know, is rather low in cost-effectiveness. Therefore these is a dilemma to be resolved: Shall we still stick to the IMS access domain security mechanism while ignoring the security risk or use the IMS network domain security routine at the cost of performance due to the introduction of IPSec? One solution to this problem perhaps is to encrypt only IK and CK and leave the rest of a datagram unprotected.
c. Within the current IMS Accessed Security Framework, there is another potential security flaw. The authentication from terminal side to network side is implemented by UE authenticating the HSS. But actually the P-CSCF is counterfeited easily by all kinds of hacker. Although the UE authenticated the HSS, but it’s still possible that the P-CSCF is counterfeited. So maybe it’s more reasonable that the authentication from terminal side to network side is implemented by UE authenticating the P-CSCF and at the same time the HSS is authenticated too.
d. Although SIP is becoming increasingly popular as a major protocol for NGN-based voice and multimedia applications, there are still a huge number of non-SIP endpoints including MGCP/H.248-based IADs and H.323-based e-phones or soft-phones that have already been in use for a rather long time in networks. The problem is how these non-SIP endpoints will be connected to an IMS network in a secure manner, and how IK and CK will be distributed and managed?  

e. Application-level security has not been given consideration in the IMS security architecture. The application-level security that should be studied includes the authentication of a UE by an AS, the encryption of service-level information (such as the user-typed card numbers and pins in the case of pre-pay cards. In this case, encryption should not applied to an entire datagram, instead, it is applied to only a part of the datagram that contains sensitive data) and the encryption key distribution and management between an AS and a UE necessary for encryption.

f. In a UMTS access network, an endpoint UE accesses the P-CSCF via a GGSN as an intermediary which forwards the traffic. The security provided by the UMTS air interface can to a degree ensure the security of the P-CSCF. However, in a fixed network, an endpoint UE can access the P-CSCF directly. In such a model, the P-CSCF will be exposed to all endpoint UEs, which will necessarily cause the P-CSCF to be more vulnerable to security attacks by a malicious party which can be either a legal user harbouring bad will or an illegal user impersonating as a legal user. A result, there is a security flaw. 

g. Because of the scarcity of IPv4 addresses, a vast number of UE endpoints in fixed networks have to be connected to an IMS network through FW/NAT. How the problem of data origin authentication and data integrity be correctly solved in the implementation of an IMS access domain security procedure in case that NAT devices are present between a UE endpoint and the P-CSCF?

h. Overlapped functionalities and perhaps even conflicts between the IMS access domain security models and the security models of some forms of fixed access networks. This is a problem having a rather broad application background. As a matter of fact, in those regions like Europe and North America, HFC cable broadband access networks enjoy a rather deep penetration serving a large portion of the population in these regions. However, the VOIP over Packet Cable standards have already clearly  defined a complete security architecture and detailed  procedures for encryption keys distribution and management for cable-based access networks covering issues like  the encryption key negotiation between an endpoint and the a CMS(Call Management Server) . Here comes the problem of overlapped functionalities when considering the problem of an IMS-based NGN providing access to endpoints in these cable-based networks. How to resolve these overlapping and even conflicts? And how to carefully establish the IMS access domain security models in order to avoid the potential functional overlapping as much as possible?
i. In the IMS access security framework, the associated SA is too complex, for example the associated port include: port_uc/port_us、port_pc/port_ps, and the SPI include: spi_pc/spi_ps、spi_uc/spi_us.  One side it make the system more complex, on the other hand it will fail to traverse the FW/NAT if the UE’s client and server port are not conformably.
Listed above are only a part of potential problems, there may be more similar problems associated with IMS-based security when using 3G mobile networks architecture in the NGN to arise. 

3. Proposal

It is proposed that the problems discussed above be incorporated into NGN FG’s security framework or requirement documents.
_____________

	Contact:
	Yan Jun

Huawei Technoliges Co., Ltd.

	Tel: +86 755 89650902

Fax: 
Email: yan_jun@huawei.com

	Contact:
	Luo Zhong

Huawei Technologies Co., Ltd.
	Tel: +86 755 2878 6346

Fax: +86 755 28789166

Email: noah@huawei.com

	Attention: This document is an internal ITU-T Document intended only for use by the Member States of the ITU, by ITU-T Sector Members and Associates, and their respective staff and collaborators in their ITU related work. It shall not be made available to, and used by, any other persons or entities without the prior written consent of the ITU-T.

	

	All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior written permission of the source/author of this document.



