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6.1
NGN threat model

The base of network security was established in ITU-T X.800 Recommendation series. The Recommendation X.800 identifies the following security threats to the networks:

a)
Destruction of information and/or other resources;

b)
Corruption or modification of information;

c)
Theft, removal or loss of information and/or other resources;

d)
Disclosure of information; 

e)
 Interruption of services.

The value of this approach to the threats’ identification was re-affirmed by the recently developed ITU-T Recommendation X.805 “Security Architecture for Systems Providing End-to-end Communications”, which adopted the threat model of X.800. The input document FGNGN-006-June04 that proposes to base security studies of the NGN on the concepts of X.805 was accepted as a work item at the first NGN FG meeting. The ways to protect a network against the threats identified by X.800 are also described in the Recommendation X.805. We believe that the results of the threats studies described in the Recommendations X.800 and X.805 could be utilized also for the NGN.

In addition to identifying security threats, X.800 also provides the threats classification. The following classes of threats are defined in X.800: 

a)
Accidental threats are those threats that exist with no premeditated intent.

b)
Intentional threats are those that may range from casual examination using easily available monitoring tools to sophisticated attacks using special system knowledge. An intentional threat, if realized, may be considered to be an “attack”.

c)
Passive threats are those, which, if realized, would not result in any modification to any information contained in the system(s) and where neither the operation nor the state of the system is changed.

d)
Active threats are such threats to a system that involve the alteration of information contained in the system, or changes to the state or operation of the system.

This classification is also applicable in the context of the NGN and could be used for designing security solutions for the NGN.

Editor’s note: More detailed studies of security threats are needed for some specific cases (e.g. end-user, UNI, and NNI)  
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Components of the NGN security

The various areas of security stated in this specification should be addressed, i.e. IP-CAN security, network domain security, IMS access security and application security. These studies, although they may have some dependencies to each other, can be addressed separately in terms of documentation.

9.1
IP-CAN security

External to IMS, it is assumed that the IP-CAN is secure, i.e., security is provided by the IP-CAN architecture, which provides transport for both media and signaling, and this security architecture is orthogonal to the security specified  for the IMS.

IP-CAN security should provide confidentiality.

9.2
Network domain security

IMS functional entities are realized by physical entities in the Core Network; the interconnection among the network entities must be secured.

A generic means of network domain security , e.g., based on standard IETF protocols, should be available between all core network entities, including those providing IMS. The security WG may want to investigate both 3GPP and 3GPP2 solutions for applicability.

9.3
IMS access security

Users of the IMS must be authorized to use the IMS and, once authorized for IMS services, the user must be authenticated for each access. IMS security mechanisms are independent of the IP-CAN security mechanism. 

IMS access security should not be dependent on the technology used by the IP-CAN security.

For use with IMS, an access security capability shall be provided, based on 3GPP and 3GPP2 documentation. Extensions to resolve issues of intervening NAT and firewalls shall be negotiated with both 3GPP and 3GPP2, in order to achieve a single harmonized solution.

9.4
Application security

Applications built on top of IMS will have their own security requirements. 

10
IMS security mechanism based on the use of UICC card or equivalent

Editor’s note: Security WG should invite future contributions, particularly from operators, on their perception of the usage of UICCs or equivalent.
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