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Abstract

This contribution examines the security aspects surrounding the decision of WG2 at the last NGN Focus Group meeting to use IMS as one of the components of the NGN architecture.

This contribution summarizes the specifications on IMS security in 3GPP and 3GPP2.

1.
Introduction

This contribution examines the security aspects surrounding the decision of WG2 at the last NGN Focus Group meeting to use IMS as one of the components of the NGN architecture.

Security can be divided into a number of different areas within the IMS architecture.

· IP-CAN security. External to IMS, it is assumed that the IP-CAN is secure, i.e., security is provided by the IP-CAN architecture, which provides transport for both media and signalling, and this security architecture is orthogonal to the security specified  for the IMS.

· Network domain security. IMS functional entities are realised by physical entities in the Core Network; the interconnection among the network entities must be secured.

· IMS access security. Users of the IMS must be authorised to use the IMS and, once authorised for IMS services, the user must be authenticated for each access. IMS security mechanisms are independent of the IP-CAN security mechanism.

· Application security. Applications built on top of IMS will have their own security requirements. This is not covered further in this contribution.

1.1
IP-CAN security

In 3GPP and 3GPP2, each IP-CAN has its own security requirements, which tend to be specific to the access technology. It is assumed that this will continue in NGN. 

There are a couple of considerations that do need to be taken into account:

1. IMS security relies on the IP-CAN security to provide over the air confidentiality of both the signalling streams and the media streams.

2. It is not desirable to link other levels of authentication to the IP-CAN security. Attempts to do this usually result in layering violations, complications of inter-node signalling, and additional complexity of the trust model. The IMS security shall be orthogonal to the transport layer technology, therefore allowing ease of interworking and functionality transparency regardless of access technologies, e.g., 3GPP, 3GPP2, WLAN, DSL, etc. Note that there have been proposals in 3GPP to support a short-term security solution for use with terminal devices that do not support IMS security by linking them to the GPRS security (the solutions proposed assume that the IMS is deployed over a GPRS transport and security, which makes it not applicable in 3GPP2 environment. Therefore the interim solution is technology dependent and not relevant for the current  NGN discussions.

1.2
Network domain security

Both 3GPP and 3GPP2 use hop-by-hop security, based on IETF protocols, to ensure security between IP core-network entities. IMS entities are core network entities, and therefore this security is equally applicable. Because this is treated generically, , it means that 3GPP and 3GPP2 may employ different security mechanisms  and are different in their specifications, since there is no benefit for aligning specifically for IMS purposes. Network domain security provides integrity protection and confidentiality between core network entities.

Both 3GPP and 3GPP2 treat interdomain and intradomain security slightly differently.

For interdomain security:

· In 3GPP, this security relies on a mandatory Security Gateway (SEG) between two network domains, which terminates an external IPsec tunnel. Effectively, interdomain transport is managed by tunnelled connection between Security Gateways. This is specified in 3GPP TS 33.210.

· In 3GPP2, the use of Security Gateways is optional, and direct connection between inter-domain SIP nodes is allowed. Such nodes shall be capable of IPSec/IKE. Specifically, the following applies:

"…interface 4 provides security between different networks for SIP capable nodes. The involved nodes shall be capable of IPsec [14]. Privacy protection shall be applied with cryptographic strength greater than DES. Integrity protection shall be applied. IPsec may be used in either transport mode or tunnel mode; when used in tunnel mode, one or both of the network security domains may use Security Gateways. Security associations between nodes in different networks shall be negotiated using IPsec/IKE [25]."

For intradomain security:

· In 3GPP, implementation of security solutions specified in 3GPP TS 33.210.is optional 

· In 3GPP2, the following applies: 

"The interfaces labelled 3 and 5 in Figure 1 are between SIP-capable nodes in the same network security domain. As this interface exists entirely within one network security domain, the administrative authority may choose any mechanism to secure this interface, including physical security where appropriate. Cryptographic methods of security, if applied, shall include both privacy and integrity protection, and be at least equivalent to IPsec [14] using triple-DES and HMAC-MD5"

Thus 3GPP2 provides more flexibility in security solutions than 3GPP, although 3GPP TS 33.210 may provide a valid implementation of the 3GPP2 requirements. In general however 3GPP2 have little interest in the use of the SEG.

IMS access security relies on the link between P-CSCF, I-CSCF, S-CSCF, and HSS being secure as provided by network domain security.

Moreover, certain aspects of IMS operation are dependent on a trust domain (identification of end user), which in itself depends on aspects such as:

· is the entity providing the information itself trustworthy

· is the entity providing the information who it says it is

· is the link from the entity providing the information secure.

Thus network domain security is required in some form to support IMS operation.

1.3
IMS access security

IMS access security is provided between the terminal and the P-CSCF. It provides integrity protection and authentication, but not confidentiality.

IMS access security is negotiated using RFC 3329. 

· 3GPP release 5 and 6 specifications allow only the negotiation of "ipsec-3gpp". In 3GPP there has been some interest in future addition of other security options.

· 3GPP2 provides a complete specification for the negotiation of "ipsec-3gpp" and support for "ipsec-3gpp" is mandatory at the network side, however other optional security protocols are allowed, as negotiated per RFC 3329.

"ipsec-3gpp" is essentially the creation of a security association within an IPsec tunnel between UE and P-CSCF. Creation of this tunnel however depends on a successful IMS authentication via the S-CSCF and HSS (the key material for use with "ipsec-3gpp" is generated during the authentication process).

This is described in detail in 3GPP TS 33.203, and at stage 3 protocol level in 3GPP TS 24.229, for 3GPP, and in the equivalent 3GPP2 documents in 3GPP2 S.S0086-0 and 3GPP2 X.S0013-004.

All compliant SIP implementations, and therefore all compliant IMS implementations, also support TLS, as this is required by RFC 3261 (the base SIP specification from IETF), but this currently has no specified usage in IMS.

It should be noted that there have been proposals in the NGN architectures for use of both NAT and firewalls in the IP-CAN, and these can have an impact on the use of IPsec tunnels. NATs and firewalls are not currently used in this area in 3GPP or 3GPP2.

2 
Proposal

The following proposals are recommended to be adopted by the Security WG:

1. The various different areas of security stated in this contribution should be addressed, i.e. IP-CAN security, network domain security, IMS access security and application security. These studies, although they may have some dependencies to each other, can be addressed separately in terms of documentation.

2. IMS access security should not be dependent on the technology used by the IP-CAN security.

3. IP-CAN security should provide confidentiality.

4. A generic means of network domain security , e.g., based on standard IETF protocols, should be available between all core network entities, including those providing IMS. The security WG may want to investigate both 3GPP and 3GPP2 solutions for applicability.

5. For use with IMS, an access security capability shall be provided, based on 3GPP and 3GPP2 documentation. Extensions to resolve issues of intervening NAT and firewalls shall be negotiated with both 3GPP and 3GPP2, in order to achieve a single harmonised solution.

6. The Security WG should study the impact of NATs and firewalls on IMS access security.
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