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Date:  October 1 2003 



To:  All Study Group Security contact persons, 



Subject:  Security Project Information Request 



 



Study Group 17, at its 10-19 September 2003 meeting, agreed to send the following five information 



requests to all Study Group security contact persons.  Your responses will form the basis of the ITU-T 



Security Project that will provide vision and direction to the ITU-T security work as well as capturing 



current achievements. 



1. Please provide an abstract (up to 400 words) that describes your SG’s security related activities. 



The ITU-T Special Study Group on "IMT-2000 and Beyond" has included security as a key aspect of its 



referencing Recommendations for IMT-2000 (3G) Family Members. These include an evaluation of 



perceived threats and a list of security requirements to address these threats, security objectives and 



principles, a defined security architecture (i.e., security features and mechanisms), cryptographic 



algorithm requirements, lawful interception requirements, and lawful interception architecture and 



functions. These studies are dealt with in Question  3, 6&7/SSG. The prime objective of the Lawful 



Interception studies are to identify useful interception and monitoring related information that need to be 



provided by service providers to national law enforcement agencies. The interception related information 



and the content of communication may be technology independent or dependent on 3G or evolved 3G 



mobile networks. 



2. Please provide a description of your SG’s security related activities (up to 5 pages).  If you 



already have a document (e.g. TD, Contribution or Report) with the requested information, 



please provide it. 



3. Please provide the number of each existing and draft Recommendation that relates to security 



issues in your SG. 



Q.174X-series: approved 5 , planned 2. Supplement on Lawful Interception is being prepared. 



4. Please list the external organizations your SG has relations with regarding your security 



activities. 



5. Primarily 3GPP & 3GPP2.Please provide the names and contact information of key security 



experts in your SG. 



As of now, Ravi Kanojia (India) rkanojia@cdotd.ernet.in is the only identified expert within the SSG.  



 



Study Group 17 would very much appreciate your efforts to complete the five requests and respond by the 



end of October 2003.  Please e-mail your response to: t-security@itu.int. 
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Finally, please let us express our appreciation for your precious time and assistance, out of your busy 



schedule, to make the Security Project successful.  If there are any questions, please e-mail us without 



hesitation. 



 



Sincerely yours, 



Q.10/17 Security Project Leader 
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Title: Response to liaison from SG 17 on Security work coordination 



LIAISON STATEMENT 



To: SG 17 (Q10/17 Security Project Leader) 



Approval: SG 4 



For: Information 



Deadline:  



Contact: Dave Sidor 
Nortel 
USA 



Tel:+1 919 997 3628 
Fax: +1 919 991 7085 
Email: djsidor@nortelnetworks.com 



Thank you for your liaison requesting information regarding security work in SG 4. Responses to the questions raised in 
the liaison are provided below. If you need further information please let me know. 



1. Please provide an abstract (up to 400 words) that describes your SG’s security related activities. 



As the lead study group for management activities, SG 4 work on security addresses the following areas:  



a) Architectural considerations and requirements for the management interfaces,  



b) Detailed requirements for securing the management network (also referred to as the management plane), 
specifically as the networks are becoming converged,  



c) Protocol and models to support securing management information and management of security parameters. 



Management of Telecommunications network is defined at different levels of abstractions, from managing network 
element level information to management services offered to the customer. The security requirements for the 
information exchanged between management systems and between management systems and network elements depend 
on whether the management networks are within one administration or between administrations. Based on the 
architectural principles, explicit requirements, mechanisms and protocol support have been defined in existing 
Recommendations and additional ones are under development. 



2. Please provide a description of your SG’s security related activities (up to 5 pages).  If you already have a 
document (e.g. TD, Contribution or Report) with the requested information, please provide it. 



3. Please provide the number of each existing and draft Recommendation that relates to security issues in your 
SG. 



The response the above two questions are included in the attached table. The recommendations are identified in terms of 
architecture, requirements and mechanisms/protocols. 
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Study Group 4 Security Activities 



 
Recommendation Title Abstract 



M.3010 (Q7/4) Principles for a 
Telecommunications 
Management Network  



Category – Architecture 
(only some part of the 
document addresses 
security) 



This Recommendation defines concepts of Telecommunications 
Management Network (TMN) architectures (TMN functional 
architecture, TMN information architecture, and TMN physical 
architectures) and their fundamental elements. 



This Recommendation also describes the relationship among the 
three architectures and provides a framework to derive the 
requirements for the specification of TMN physical 
architectures from the TMN functional and information 
architectures. A logical reference model for partitioning of 
management functionality, the Logical Layered Architecture 
(LLA), is provided. 



M.3210.1 (Q 14/4) Security management for 
IMT2000 



Category - Requirements 



This Recommendation is one of the series of M.3200 
Recommendations on TMN Management Services that provide 
description of management services, goals and context for 
management aspects of IMT-2000 networks. This 
Recommendation provides a profile for fraud management in an 
IMT-2000 mobile network. This Recommendation builds on the 
function sets identified in ITU-T  M.3400 by defining new 
function sets, functions and parameters and adding additional 
semantics and restrictions. 



M.3016 (Q7/4) TMN security overview 



Category -
Architecture/framework 



This Recommendation provides an overview and framework 
that identifies security threats to a TMN and outlines how 
available security services can be applied within the context of 
the TMN functional architecture, as described in 
Recommendation M.3010. 



This Recommendation is generic in nature and does not identify 
or address the requirements for a specific TMN interface. 



M.3320 (Q9/4) Requirements for the X 
interface  



Category – Requirements for 
Inter administration interface 
(only some part of the 
document addresses 
security) 



This Recommendation is dealing with the transfer of 
information for the management of telecommunication networks 
and services. The purpose of this Recommendation is to define a 
requirements framework for all functional, service and network-
level requirements for the TMN exchange of information 
between Administrations. This Recommendation also provides 
for the general framework of using the TMN X-interface for the 
exchange of information between Administrations, Recognized 
Operating Agencies, other Network Operators, Service 
Providers, Customers and other entities. 



M.332x (Q9/4) X Interface Security 
Requirements to support 
Telecommunications for 
Disaster Relief and 
Mitigation 



This recommendation focuses on the security aspects of the 
management interface for Telecommunications for Disaster 
Relief and Mitigation (TDR). It leverages off service definitions 
defined by SG2 and the is a follow up document to M.3350 
TMN Service Management Requirements for Information 
Interchange across the TMN X-interface to Support 
Provisioning of Telecommunication Capabilities for Disaster 
Relief Operations and Mitigation.  



M.3400 (Q7/4) TMN Management 
Functions  



Category - Functional 
Requirements ((only some 



This Recommendation is one of a series of Recommendations of 
the Telecommunications Management Network (TMN), 
providing specifications of TMN management functions and 
TMN management function sets. The content is developed in 
support of Task Information Base B (Roles, resources and 
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part of the document 
addresses security)) 



functions), associated with Task 2 (Describe TMN management 
context) in the TMN interface specification methodology 
specified in ITU-T M.3020. When performing the analysis of 
TMN management context, it is desirable to consider maximal 
use of the TMN management function sets available in this 
Recommendation. 



Q.813 (Q18/4) Security Transformations 
Application Service Element 
for Remote Operations 
Service Element (STASE-
ROSE) 



Category – Protocol 
definition 



This Recommendation provides specifications to support 
security transformations, such as encryption, hashing, sealing 
and signing, focusing on whole Remote Operations Service 
Element (ROSE) Protocol Data Units (PDUs). Security 
transformations are used to provide various security services 
such as authentication, confidentiality, integrity and non-
repudiation. This Recommendation describes an approach to the 
provisioning of security transformations that is implemented in 
the application layer and requires no security-specific 
functionality in any of the underlying OSI stack layers. 



Q.815 (Q18/4) Specification of a security 
model for whole message 
protection 



Category – Contents of 
Protocol exchange defined  
in terms of application 
specific information model 



This ITU-T Recommendation specifies an optional security 
module to be used with ITU-T Recommendation Q.814, 
Specification of an Electronic Data Interchange Interactive 
Agent, that provides security services for whole Protocol Data 
Units (PDUs). In particular, the security module supports non-
repudiation of origin and of receipt, as well as whole message 
integrity. 



Q.817(Q18/4) TMN PKI - Digital 
certificates and certificate 
revocation lists profiles 



Category – Security 
mechanism usage 



This Recommendation explains how Digital Certificates and 
Certificate Revocation Lists can be used in the TMN and 
provides requirements on the use of Certificate and Certificate 
Revocation List extensions. 



The purpose of this Recommendation is to provide 
interoperable, scalable mechanism for key distribution and 
management within a TMN, across all interfaces, as well as in 
support of non-repudiation service over the X 



Q.81x (Q18/4) OAM&P Security 
Requirements for Public 
Telecommunications 
network: A baseline of 
security requirements for the 
management plane 



Category: Detailed 
Requirements and 
mechanisms (work in 
progress) 



This draft contains baseline security requirements for the 
management plane. The purpose of this document is to 
recommend minimum baseline security requirements for the 
management plane. It focuses on the security aspect of 
management plane for network elements and management 
systems (MS), which are part of the network infrastructure. The 
requirements will allow vendors, agencies and service providers 
to implement a secure telecommunications network 
management architecture. It specifies security requirements for 
cryptographic algorithms, authentication, administration, 
management of NE/MS, management communications and 
NE.MS development and delivery. The draft also includes 
details for XML security. 



X.736 (Q14/4) Information technology - 
Open Systems 
Interconnection - Systems 
Management: Security alarm 
reporting function 



Category – Information 
model used in protocol 
exchange  



This Recommendation | International Standard defines the 
security alarm reporting function. The security alarm reporting 
function is a systems management function which may be used 
by an application process in a centralized or decentralized 
management environment to exchange information for the 
purpose of systems management, as defined by CCITT Rec. 
X.700 | ISO/IEC 7498-4. This Recommendation | International 
Standard is positioned in the application layer of CCITT Rec. 
X.200 | ISO 7498 and is defined according to the model 
provided by ISO/IEC 9545. The role of systems management 
functions is described by CCITT Rec. X.701 | ISO/IEC 10040. 
The security alarm notifications defined by this systems 
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management function provide information regarding operational 
condition and quality of service, pertaining to security. 



X.740 (Q14/4) Information technology - 
Open Systems 
Interconnection - Systems 
Management: Security audit 
trail function 



Category – Information 
model used in protocol 
exchange 



 This Recommendation | International Standard defines the 
security audit trail function. The security audit trail function is a 
systems management function which may be used by an 
application process in a centralized or decentralized 
management environment to exchange information and 
commands for the purpose of systems management, as defined 
by CCITT Rec. X.700 | ISO 7498-4. This Recommendation | 
International Standard is positioned in the application layer of 
CCITT Rec. X.200 | ISO 7498 and is defined according to the 
model provided by ISO/IEC 9545. The role of systems 
management functions is described by CCITT Rec. X.701 | 
ISO/IEC 10040. 



X.741 (Q14/4) Information technology - 
Open Systems 
Interconnection - Systems 
management: Objects and 
attributes for access control 



Category – Information 
model used in protocol 
exchange 



 



This Recommendation | International Standard specifies an 
Access Control Security Model and the management 
information necessary for creating and administering access 
control associated with OSI Systems Management. Security 
policy adopted for any instance of use is not specified and is left 
as an implementation choice. This Specification is of generic 
application and is applicable to the security management of 
many types of application. It is expected to be adopted for TMN 
use. 



 



4. Please list the external organizations your SG has relations with regarding your security activities. 



ETSI TISPAN 



T1 



TMF 



5. Please provide the names and contact information of key security experts in your SG. 



 



H.K. Lam   Lucent  hklam@lucent.com 



Lakshmi Raman Radisys  lakshmi.raman@radisys.com 



Dave Sidor  Nortel  djsidor@nortelnetworks.com 



Knut Johannessen Teleno  knut-hakon.johannessen@telenor.com 



 



________________ 
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Question(s): ALL Meeting, date:  



Study Group: 5 Working Party:  Intended type of document (R-C-D-TD):  



Source: SG5 Contact for Security 



Title:  Security Project Information Response 



Contact: Jeffrey Boksiner 
Telcordia Technologies 
USA 



Tel: +1 973 829 2519 
Fax:  
Email: jboksine@telcordia.com 



Contact:  
 
 



Tel: 
Fax: 
Email: 



Please don’t change the structure of this table, just insert the necessary information. 



 
1. Please provide an abstract (up to 400 words) that describes your SG’s security related 



activities. 



Study Group 5 (SG5) is responsible for studies relating to protection of telecommunication 
networks and equipment from interference and lightning as well as for studies related to 
electromagnetic compatibility (EMC).  In fulfilling its mission, SG5 has worked on several 
Questions and developed a number of Recommendations and Handbooks that contribute to the 
security of the network against electromagnetic threats.  Electromagnetic threats involve malicious 
man-made high power transient phenomena such as High-Altitude Electromagnetic Pulse (HEMP) 
and High-Power Microwave (HPM).  Also, electromagnetic security could involve of information 
leaks from telecommunication networks by unexpected radio emission from equipment.   



The nature of the malicious threats and the corresponding mitigation techniques are similar to those 
that apply to natural or unintentional electromagnetic disturbances.  Thus, the traditional activities 
of Study Group 5 related to protection against lightning and controlling Electromagnetic 
Interference (EMI) contribute to the security of the network against malicious man-made threats.  
There are presently six Questions allocated to SG5 that have bearing on electromagnetic security of 
the telecommunication network.   



While there are many similarities between malicious man-made electromagnetic threats and the 
inadvertent or natural electromagnetic environment, there are certain significant differences.  Thus, 
the management team of SG5 is developing a dedicated Question on this matter for the 2005-2008 
Study Period. 



 
2. Please provide a description of your SG’s security related activities (up to 5 pages).  If you 



already have a document (e.g. TD, Contribution or Report) with the requested information, 
please provide it. 



Study Group 5 (SG5) is responsible for studies relating to protection of telecommunication 
networks and equipment from interference and lightning.  It is also responsible for studies related to 
electromagnetic compatibility (EMC), to safety and to health effects connected with 
electromagnetic fields produced by telecommunication installations and devices, including cellular 
phones. 



In fulfilling its mission, SG5 has worked on several Questions and developed a number of 
Recommendations and Handbooks that contribute to the security of the network against 
electromagnetic threats.   
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The two principal area of electromagnetic security are  



• Resistibility and immunity of telecommunication networks and equipment against malicious 
man-made high power transient phenomena.  Such threats include 



− Electromagnetic fields produced by nuclear detonations at high altitude — High-Altitude 
Electromagnetic Pulse (HEMP). 



− High-Power Electromagnetic (HPE) generators including High-Power Microwave 
(HPM) and Ultra-Wideband (UWB) sources. 



• Possibility of information leaks from telecommunication networks by unexpected radio 
emission from equipment. 



Awareness of security threats related to these phenomena has increased recently as articles, news 
stories and television programs related to these issues have appeared in the mass media.   



The nature of the malicious electromagnetic threats and the corresponding mitigation techniques are 
similar to those that apply to natural or unintentional electromagnetic disturbances.  For example, 
there are similarities between HEMP and the electromagnetic pulse created by lightning.  Shielding 
and filtering techniques that reduce the emission of unwanted radio energy from equipment also 
minimize the possibility of unintentional energy leakage.  Thus, the traditional activities of Study 
Group 5 related to protection against lightning and controlling Electromagnetic Interference (EMI) 
contribute to the security of the network against malicious man-made threats.  The following Table 
describes the Questioned allocated to Study Group 5 for the 2001-2004 Study Period that have 
bearing on the security of the network. 



 
Question 
number 



Question title How Related to Security 



2/5 EMC related to broadband access 
systems 



Control of unwanted emissions 
from broadband access systems 
contributes to reducing the 
possibility of information leaks. 



4/5 Resistibility of new types of 
communication equipment and 
access networks 



Resistibility of equipment to 
lightning improves resistibility of 
equipment to HEMP-induced 
surges. 



5/5 Lightning protection of fixed, 
mobile and wireless systems 



Techniques used for lightning 
protection also provide a degree of 
hardening of the facility against 
HEMP and HPE. 



6/5 Bonding configurations and 
earthing of telecommunication 
systems in the global environment 



Appropriate bonding and earthing 
measures also provide a degree of 
hardening of the facility against 
HEMP and HPE. 



12/5 Maintenance and enhancement of 
existing EMC recommendations 



EMC of telecommunication 
equipment improves the immunity 
of equipment against the conducted 
and radiated HEMP environment as 
well as radiated HPE environment.  
Also, EMC of telecommunication 
equipment reduces the possibility of 
information leaks 
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Question 
number 



Question title How Related to Security 



13/5 Maintenance and enhancement of 
existing resistibility 
recommendations 



Resistibility of equipment to 
lightning improves resistibility of 
equipment to HEMP-induced 
surges. 



While there are many similarities between malicious man-made electromagnetic threats and the 
inadvertent or natural electromagnetic environment, there are certain significant differences.  For 
example, the HEMP electric field exhibits rise times that are significantly faster than lightning.  In 
addition, the desired response criteria for the two types of phenomena may not be the same.  Thus, 
the management team of SG5 is developing a dedicated Question on this matter for the 2005-2008 
Study Period.  The preliminary definition of the new Question is as follows: 



Question: Security of telecommunication and information systems regarding emission and 
immunity. 



Summary: Technical requirement for preventing information leaks by unexpected radio emission 
from equipment and protection of telecommunication systems from attacks using high power radio 
waves will be studied. Mitigation methods such as electromagnetic shielding will also be studied. 



Expected output: 



• Basic security requirements for preventing information leakage regarding electromagnetic 
emission (Evaluation method, limits etc.). 



• Basic immunity requirements against electromagnetic attack including specific immunity 
test method and limits.  



• Security evaluation methodology for telecommunication installations with /without 
shielding rooms and cabinets. 



• Security guideline regarding electromagnetic wave including collocated conditions. 



• Methodology for mitigation of security threatening 



 



In the past several years, IEC Subcommittee 77C has developed several publications describing the 
high-power transient environment (conducted and radiated) for civil systems and equipment.  The 
effort of SG5 would be directed toward the detailed investigation of the effect of and mitigation 
measures against this environment. 



 
3. Please provide the number of each existing and draft Recommendation that relates to 



security issues in your SG. 



As described in the answer to survey question 2, the traditional work of SG5 contributes to the 
electromagnetic security of the telecommunication network indirectly through methods to improve 
EMC performance and provide protection against effects of lightning.  The following Table lists the 
existing Recommendations that cover these subjects. 
 



Number Title 



K.11 Principles of protection against overvoltages and overcurrents 



K.12 Characteristics of gas discharge tubes for the protection of 
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Number Title 
telecommunications installations 



K.20 Resistibility of telecommunication equipment installed in a 
telecommunications centre to overvoltages and overcurrents 



K.21 Resistibility of telecommunication equipment installed in costumer 
premises to overvoltages and overcurrents 



K.27 Bonding configurations and earthing inside a telecommunication 
building 



K.28 Characteristics of semi-conductor arrester assemblies for the protection 
of telecommunications installations 



K.31 Bonding configurations and earthing of telecommunication installations 
inside a subscriber's building 



K.35 Bonding configurations and earthing at remote electronic sites 



K.36 Selection of protective devices 



K.37 Low and high frequency EMC mitigation techniques for 
telecommunication installations and systems - Basic EMC 
Recommendation 



K.38 Radiated emission test procedure for physically large systems 



K.40 Protection against LEMP in telecommunications centres 



K.43 Immunity requirements for telecommunication equipment 



K.44 Resistibility tests for telecommunication equipment exposed to 
overvoltages and overcurrents - Basic Recommendation 



K.45 Resistibility of access network equipment to overvoltages and 
overcurrents 



K.46 Protection of telecommunication lines using metallic symmetric 
conductors against lightning induced surges 



K.47 Protection of telecommunication lines using metallic conductors against 
direct lightning discharges 



K.48 EMC requirements for each telecommunication equipment - Product 
family Recommendation 



K.49 Test condition and performance criteria for voice terminal subject to 
disturbance from digital mobile phone 



K.50 Safe limits of operating voltages and currents for telecommunication 
systems powered over the network 



K.51 Safety criteria for telecommunication equipment 



K.54 Conducted immunity test method and level at fundamental power 
frequencies 



K.55 Overvoltage and overcurrent requirements for insulation displacement 
connectors (IDC) terminations 
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Number Title 



K.56 Protection of radio base stations against lightning discharges 



K.60 Emission limits and test methods for telecommunication networks 



 
4. Please list the external organizations your SG has relations with regarding your security 



activities. 



Presently, there are no liaisons that deal explicitly with security against intentional electromagnetic 
threats.  It is expected that a liaison with IEC Subcommittee 77C will need to be established if a 
dedicated Question dealing with security is approved.  SG5 has numerous liaisons with ETSI, 
CENELEC and IEC on the subjects of EMC and lightning protection that contribute to the 
electromagnetic security of the telecommunication network. 



 
5. Please provide the names and contact information of key security experts in your SG. 



 
 



Function Contact Information 
Security Contact Mr. Jeffrey BOKSINER 



Telcordia Technologies 
445 South Street 
Morristown 
NJ 07960 
USA 
tel: +1 973 829 2519 
fax: +1 973 829 5866 
Email: jboksine@telcordia.com 



Study Group 5 Chairman Mr. Roberto POMPONI 
Telecom Italia Lab (TILAB) 
Via G. Reiss Romoli 274  
I-10148 TORINO 
Italy 
Tel: +39 011 228 5269 
Fax: +39 011 228 7540 
Tx : 220539 CSELT 
Email: roberto.pomponi@telecomitalia.it 



Chairman Working Party 1/5 Mr. Ahmed ZEDDAM 
France Telecom 
R&D/DTD/FME 
Technopole Anticipa  
2, Avenue P. Marzin 
F-22307 LANNION 
France 
Tel: +33 2 96 05 39 38 
Fax: +33 2 96 05 34 27 
Email: ahmed.zeddam@rd.francetelecom.com 



Chairman Working Party 2/5 Mr. Mitsuo Hattori 
NTT-AT 
EMC Center, Wireless Communication Division 
Access Networks Business Headquarters 
3-9-11 Midoricho, Musashino-shi 
Tokyo, 180-0012 
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Function Contact Information 
Japan 
Tel. +81 422 51 9811 
Fax. +81 422 56 7676 
Email: hattori@emc.ntt-at.co.jp 



Rapporteur Q 2/5 Mr. Claude MONNEY 
Swisscom InnovationsEnvironment and 
Electromagnetic compatibility 
Ostermundigenstr. 
933050  
BERN 
Switzerland 
Tel:+41 31 892 21 56 
Fax:+41 31 892 39 17 
Email: claude.monney@swisscom.com 



Rapporteur Q 4/5 and 13/5 Mr. Philip DAY 
Telstra Corporation Limited 
540 Swift Street 
Albury 2640 
NSW 
Australia 
Tel: +61 2 6051 4761 
Fax:+ 61 2 6041 6897 
Email: philip.day@team.telstra.com 



Rapporteur Q 5/5 Mr. Celio Fonseca BARBOSA 
ANATEL/CPgD 
Rodovia Compinas-Mogi Mirim, km118,513 088-
061 COMPINAS-SP 
Brazil 
Tel:+55 19 37056258 
Fax:+55 19 37056130 
Email: grcelio@cpqd.com.br 



Rapporteur Q 6/5 Mr. Pete WHELAN 
British Telecommunications Ltd 
Rm 105/B67 
Adastral Park 
Martlesham Heath 
ISWICH, Suffolk IP12 1HU 
United Kingdom 
Tel:+44 1473 642254 
Fax:+44 1473 614580 
Email: pete.Whelan@bt.com 
 
Mr. Tetsuya TOMINAGA 
NTT 
3-9-11, Midori-Cho 
Musashino-shi 
TOKYO 180-8585 
Japan 
Tel:+81 422 59 3776 
Fax:+81 422 59 3314 
Email: tominaga.tetsuya@lab.ntt.co.jp 



Rapporteur Q 12/5 Mr. Paolo GEMMA 
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Function Contact Information 
Siemens Mobile Communications SpA 
SMC PG MW ST EMC & Safety 
SS Padana Superiore km 158 
20060 Cassina de' Pecchi (MI) 
Italy 
Tel:+39 02 95266587 
Fax:+39 02 95266375 
Email: paolo.gemma@siemens.com 
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Date:  October 1 2003 



To:  All Study Group Security contact persons, 



Subject:  Security Project Information Request 



 



Study Group 17, at its 10-19 September 2003 meeting, agreed to send the following five information 



requests to all Study Group security contact persons.  Your responses will form the basis of the ITU-T 



Security Project that will provide vision and direction to the ITU-T security work as well as capturing 



current achievements. 



1. Please provide an abstract (up to 400 words) that describes your SG’s security related activities. 



 



The ITU Study Group on "Integrated broadband cable networks and television and sound transmission" 



(SG9) is the lead Study Group on integrated broadband cable and television networks. The Study Group 



prepares and maintains recommendations on: 



• Use of cable and hybrid networks, primarily designed for television and sound programme 



delivery to the home, as integrated broadband networks to also carry voice or other time critical 



services, video on demand, interactive services, etc.  



• Use of telecommunication systems for contribution, primary distribution and secondary 



distribution of television, sound programmes and similar data services. 



In this role, SG9 evaluates threats and vulnerabilities to broadband networks and services, documents 



security objectives, evaluates countermeasures, and defines security architectures. The security main 



areas addressed are: 



• Secure broadband services 



• Secure VoIP services 



• Secure home networking services 



• Secure application environments for interactive television services 



 



2. Please provide a description of your SG’s security related activities (up to 5 pages).  If you 



already have a document (e.g. TD, Contribution or Report) with the requested information, 



please provide it. 



 



Security related activities have focused on the following areas: 



• Secure broadband services - provide security services for broadband access networks. Namely, 



authentication of the cable modem, cryptographic key management, privacy and integrity of 



transmitted data, and secure download of cable modem software. 



• Secure VoIP services - IPCablecom is a special project on time-critical interactive services over 



cable television network using IP-protocol, in particular Voice and Video over IP. Security 
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services provided in IPCablcom include authentication of the Multimedia Terminal Adapter 



(MTA) to the service provider, authentication of the service provider to the MTA, secure device 



provisioning and configuration, secure device management, secure signaling, and secure media. 



• Secure home networking services - Enhanced Cable Modems can provide home networking 



services such as firewalls and Network Address Translation. Security services provided for 



enhanced Cable Modems include authentication of the Multimedia Terminal Adapter (MTA) to 



the service provider, authentication of the service provider to the MTA, secure device 



provisioning and configuration, secure device management, packet-filtering/firewall 



functionality, secure firewall management, and secure download of enhanced cable modem 



software. 



• Secure application environments for interactive television services - Interactive television 



services rely on the security services defined in Java and the Multimedia Home Platform (MHP) 



specification. 



 



3. Please provide the number of each existing and draft Recommendation that relates to security 



issues in your SG. 



 



J.112 Transmission systems for interactive cable television services 



J.imp112 Implementor's Guide (04/03) for ITU-T Recommendation J.112 Annex B (03/01) 



J.bpi - This proposed recommendation pulls the security components out of J.112 and will apply to both 



J.112 and J.122 (Second-generation transmission systems for interactive cable television services - IP 



cable modems) 



J.160 - Architectural framework for the delivery of time-critical services over cable television networks 



using cable modems 



J.170 IPCablecom security specification 



J.191 IP Feature Package to enhance cable modems 



J.Imp191 - IP Feature Package to enhance cable modems 



J.200 Worldwide common core - Application environment for digital interactive television services 



J.202 Harmonization of precedural contents formats for interactive TV applications 



J.imm - IPCablecom support for Multimedia 



 



4. Please list the external organizations your SG has relations with regarding your security 



activities. 



 



IETF 



ETSI 











 



5. Please provide the names and contact information of key security experts in your SG. 



 



Eric Rosenfeld 



Cable Television Laboratories 



400 Centennial Parkway 



Louisville, Colorado 80027-1266 



USA 



Tel: +1 303 661 3841 



Fax: +1 303 661 9199 



Email: e.rosenfeld@cablelabs.com 



 



Oscar Marcia 



Cable Television Laboratories 



400 Centennial Parkway 



Louisville, Colorado 80027-1266 



USA 



Tel: +1 303 661 3350 



Fax: +1 303 661 9199 



Email: o.marcia@cablelabs.com 



 



Alexander Katsnelson 



Cable Television Laboratories 



400 Centennial Parkway 



Louisville, Colorado 80027-1266 



USA 



Tel: +1 303 661 3829 



Fax: +1 303 661 9199 



Email: a.katsnelson@cablelabs.com 



 



Martin Euchner 



Siemens AG 



Postal Address: 



Siemens AG  ICN M SR3 



D-81359 Munchen 



Office Address: 











Hofmannstrabe 51 



81359 Munchen 



Tel: +49 89 7 22 - 5 57 90 



Fax: +49 89 7 22 - 68 41 



E-mail: martin.euchner@icn.siemens.de 



 



Study Group 17 would very much appreciate your efforts to complete the five requests and respond by the 



end of October 2003.  Please e-mail your response to: t-security@itu.int. 



 



Finally, please let us express our appreciation for your precious time and assistance, out of your busy 



schedule, to make the Security Project successful.  If there are any questions, please e-mail us without 



hesitation. 



 



Sincerely yours, 



Q.10/17 Security Project Leader 
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Reply to the request on security related activities in SG11 



 



Contact: (Mr.) Yukio Hiramatsu, NTT, Japan 



Please find below our reply to each of 5 questions.  



 



1. Please provide an abstract (up to 400 words) that describes your SG’s security related 
activities. 



SG11 is responsible for studies relating to signalling requirements and protocols for Internet Protocol 
(IP) related functions, some mobility related functions, multimedia functions and enhancements to 
existing Recommendations on access and internetwork signalling protocols of ATM, N-ISDN and 
PSTN.  SG11 is Lead Study Group on intelligent networks.   



Although there is no specific SG11 Question explicitly addressing security matters, the following 
three aspects have been identified as SG11 activities related to security.   



First of all, there have been no complete tools that can 100 % avoid vulnerability of protocols.  It is 
left to the SG11 to develop robust signalling protocols.  However, it is generally true that use of 
proper language and software tools defined in SG17 should be important in developing robust 
protocols.  Also, execution of conformance testing and its feedback to SG11 responsible for the 
signalling protocols should be another important aspect.  However, there has been a lack of 
contributions in SG11 on the protocol test specifications work during this study period.   



In order to support IEPS (International Emergency Preference Scheme) by existing protocols, as first 
step solution SG11 consented a number of amendments to the existing ISUP and BICC protocols at 
its Nov-2002 meeting, based on the requirements identified in SG2 at that time. The amendments 
were subsequently approved in December-2002 (e.g. Q.762 Amendment 1 (12/2002)). This work 
will continue as SG2 identified additional requirements in revised Recommendation E.106 approved 
in November-2003 after the approval of SG11 amendments as fist step solution.   



Considering that SG17 is enlarging security related activities, SG11 foresee the need to further 
enhance the existing signalling protocols and to define new protocols related to NGN.  



 



2. Please provide a description of your SG’s security related activities (up to 5 pages).  If you 
already have a document (e.g. TD, Contribution or Report) with the requested information, 
please provide it. 



Table 1 shows a set of new Questions to be proposed to the WTSA-2004 subject to further review at 
the next SG11 meeting in March 2004.  Those can be categorized as follows: 



Requirements Questions – Questions A, B, E, F and G/11. 



Protocol Questions – Questions C, H, I and J/11.  



Question D/11 is a specific one related to development of handbook to help developing countries in 
introducing packet based new networks.   



SG11 is progressing with its work in the following steps: 



Step 1 – Based on the requirements received from other SGs related to new services and/or systems 
(such as NGN, etc.), signalling Architecture for such services/systems and their requirements for 
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protocols to be developed shall be defined at first before developing actual protocols.  This is to 
avoid any inconsistencies within a protocol and between protocols.  In SG11 such protocol 
requirements are progressed as TRQs (Technical Requirements) which are published/categorized as 
Supplements to the Q-series of Recommendations as defined in ITU-T Recommendation A.13.  



Step 2 – Then, based on the protocol requirements defined in TRQs, actual protocols shall be 
developed as Q-series Recommendations.  



Each of the new Questions in Table 1 would be more or less related to security in terms of avoiding 
vulnerability in terms of strengthening/improving the robustness of the networks.  Question H/11 is 
responsible for enhancements to the existing protocols for IEPS.  Questions A, B and C/11 shall be 
involved in the work for developing secure protocols for NGN.  



 
Table 1 – Current thought on the list of SG11 new Questions (from September 2003 SG11) 



 
New 



Questions 
Expected Ongoing Subject for Activity Note 



(Existing Questions)
A/11 Network Control functional architectures in emerging NGN 



environments 
Q.N1/11 



B/11 Services, session and resource Control Requirements for NGN 
Architectures 



Q.N2/11 



C/11 Services, session and resource Control protocols for NGN 
Architectures 



Q.N3/11 



D/11 To participate in preparation of a handbook to assist in the deployment 
of packet based networks 



Q.N4/11(pending) 



E/11 Signalling requirements for signalling support for new, value added, 
IP-based and Intelligent Network (IN) based services 



Q.1/11 



F/11 Signalling requirements for access and network services, calls and 
connections 



Q.6, 8 (QoS), 9 /11 



G/11 MPLS Signalling Requirements Q.8 (MPLS) /11 
H/11 Access and network signalling for narrow-band and broadband 



services, call and connection control 
Q.10, 11, 12, 15 /11 



i/11 Common transport protocols Q.13/11 
J/11 Syntax language based mechanism for the support of PSTN/ISDN 



services within IP session control protocols 
Q.16/11 



Note 1 - Q.4 and 7/11 are expected to complete tasks before the WTSA-2004. 



Note 2 - Q.2, 3, 5 and 14 / 11 were deleted at September 2003 SG 11 Meeting.  



 



3. Please provide the number of each existing and draft Recommendation that relates to 
security issues in your SG. 



In the past, SG11 published Recommendation Q.1531 (06/2000) entitled “UPT security requirements 
for service set 1.”  Universal Personal Telecommunication (UPT) service set 1 as defined in 
Recommendation F.851 allows, by the use of UPTN (UPT number), geographically independent 
telephone calls between persons across different service provider networks of different countries 
including those using IP based technologies.  Recommendation Q.1531 specifies UPT security 
requirements for both user-to-network and internetwork communications applicable to the UPT 
service set 1.  The specified requirements could also be the basis for standardization of security 
requirements and protocols that can be applied to the emerging NGN services and functions 
currently being studied in several Study Groups.   
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Furthermore, SG11 is standardizing additions to protocols in order to support IEPS based on the 
relevant service description as defined in Recommendation E.106.  Table 2 shows the list of 
approved Amendments to existing Recommendations on protocols needing refinement because of 
IEPS.  Since SG2 has revised Recommendation E.106 after approval of the Amendments listed 
below, SG11 foresees further enhancements to some of those protocols in the future.   



Table 2  SG11 Recommendations related to IEPS 



 



Rec. No. Title Version 



New Amdt 1 to 
Q.931(05/98) 



Extensions for the Support of Digital Multiplexing 
Equipment 



(12/02) 



New Amdt 2 to 
Q.761 (12/99) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.762 (12/99) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 2 to 
Q.763 (12/99) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 2 to 
Q.764 (12/99) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.767 (02/91) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.1902.1 (07/01) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.1902.2 (07/01) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.1902.3 (07/01) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.1902.4 (07/01) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.2761 (12/99) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.2762 (12/99) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.2763 (12/99) 



Support for the International Emergency Preference 
Scheme 



(12/02) 



New Amdt 1 to 
Q.2764 (12/99) 



Support for the International Emergency Preference 
Scheme 



(12/02) 
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4. Please list the external organizations your SG has relations with regarding your security 
activities. 



With regard to general protocol development, SG11 has liaison relationships with the following 
external organizations:   



• MSF 



 On Call Bearer Control (CBC) 



• IETF 



 On call control protocols (BICC and SIP)  
 On Q.2150.3, “Signalling Transport Converter on SCTP” 
 On end-to-end QoS service control and signalling protocol development based on IP 



transfer capabilities and IP QoS classes  
 On SIP-BICC/ISUP interworking 



• MPLS Forum 



 On MPLS signalling requirements development based on VoMPLS framework 



• ATM Forum 



 On BICC 
 On ATM-MPLS network interworking 



• 3GPPs 



 On BICC CS2, 3, interworking with SIP and QoS issues 



• T1, TIA, ETSI, OMG 



 On API reference document (TRQ) 



As far as UPT security requirements and IEPS protocols are concerned, SG11 has liaison 
relationships with ITU-T SG2 at this moment.  However, it foresees increasing relationships in 
these fields with external organizations such as IETF, ETSI and ISO which deal with relevant 
protocols.   



 



5. Please provide the names and contact information of key security experts in your SG. 



For general issues, Mr. Yukio Hiramatsu, Chairman of SG11: E-mail. hiramatsu.yukio@lab.ntt.co.jp.  



For protocol requirement issues, Mr. Greg Ratta, Vice Chairman of SG11: greg-ratta@att.net.  



For protocol issues, Mr. Alain LeRoux, Vice Chairman of SG11:  



alainxavier.leroux@francetelecom.com.  



For IEPS, Mr. Wilfried Lange, Germany: Wilfried.Lange@RegTP.de.  



 



 



------------------------------------------------------------------ 
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Question(s): ALL Meeting, date:  



Study Group:  Working Party:  Intended type of document (R-C-D-TD):  



Source: SG13 Contact for Security 



Title:  Security Project Information Response 



Contact: Volker Gebauer 
Regulatory Authority for Posts and 
Telecommunications 
Germany 



Tel: +49 6131 18 2200 
Fax: +49 6131 18 5650 
Email: Volker.Gebauer@ties.itu.int 



Contact:  
 
 



Tel: 
Fax: 
Email: 



Please don’t change the structure of this table, just insert the necessary information. 



 



This is a provisional response from the security contact of ITU-T SG13 , discussed with SG13 Chair 
and TSB, to your questionnaire (not approved by ITU-T SG13) which could be updated earliest at the 
next Study Group 13 meeting in Jan/Feb. 2004. 



 



 



Q1 Please provide an abstract (up to 400 words) that describes your SG’s security related 
activities. 



 



A1 Due to the nature of the responsibility of Study Group 13 and the studies related to 



 



• internetworking of heterogeneous networks encompassing multiple domains,  



• multiple protocols and innovative technologies with a goal to deliver high-quality, reliable 
networking; 



• specific aspects covering architecture, interworking and adaptation, end-to-end considerations, 
routing and requirements for transport; 



 
and as the Lead Study Group for IP-related matters, B-ISDN, Global Information Infrastructure 
and satellite matters and the new NGN-Project, many security issues were, are and will be covered 
in a very broad sense. 
 



Traditionally ITU-T Study Group 13, when dealing with architecture and network structure issues, 
has handled implicitly the security aspects, recognizing that it was absolutely necessary to cover 
such a functional dimension (from an architecture and implementation point of view) in order to 
ensure operational and reliable networks. 
 



The difficulty in managing security increases when the new (more or less open) digital packet 
switched technologies and the liberalised environment described, e.g. in the GII concept, are 
implemented. This is especially true when, in the concept of the “value added chain” according to 
the GII approach (or the NGN subset of it), third parties are involved. In this environment, security 
with all its facets will become an even more important issue and must be addressed in an explicit 
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manner. 
 



Therefore, Study Group 13 has agreed to incorporate in every new or eventually revised 
Recommendation a security section in order to reference those sections of the Recommendation in 
which security aspects are addressed, or to describe security-related requirements. In the case 
where there are no security aspects dealt with in a Recommendation, this fact should still be 
recorded in this particular security section. This decision was already acknowledged by SG 17 and 
SG 13 proposed to offer it to all ITU-T SGs.  
 
Furthermore, SG 13 decided to report Recommendations having security-related specifications to 
ITU-T Study Group 17 in order to allow timely updating of the “Catalogue of the approved 
security Recommendations” and  “Compendium of ITU-T Approved Security Definitions.” 



 
In addition, the new NGN project addresses security aspects in several sections with a special 
emphasis in section 6.6 of the Project description 
(refer to http://www.itu.int/ITU-T/studygroups/com13/ngn2004/index.html) 



 



 



Q2 Please provide a description of your SG’s security related activities (up to 5 pages).  If you 
already have a document (e.g. TD, Contribution or Report) with the requested information, 
please provide it. 



 



A2 While ITU-T Study Group 13, when dealing with architecture and network structure issues, has 
traditionally handled implicitly the security aspects, recognizing that it was absolutely necessary 
to cover such a functional dimension (from an architecture and implementation point of view) in 
order to ensure operational and reliable networks, a number of existing Recommendations deal 
with security issues but unfortunately these are not explicitly emphasized. Draft 
Recommendations currently under development, as well as new projects, will better take this into 
account and the security aspects will be explicit expressed and/or referenced to (please see also 
answer no. 1). 
 
A contribution to the provision of secure resources to a (corporate) user is the specification of 
Virtual Private Networks based on public transmission infrastructure. Such an application has 
already be covered by ITU-T SG 13. 
 
With regards to the availability dimension of security, a number of basic texts related to 
availability performance, OAM functions, traffic and congestion control, QoS have been 
developed and are regularly updated with the occurrence of new technologies. 
 
One of the main focuses in the near future is the NGN Project and its related areas.  
As mentioned in answer 1 there are several security impacts. This is reflected in section 8.6 
among others within the NGN 2004 Project description. 
 
Details of the NGN project can be found at:  
http://www.itu.int/ITU-T/studygroups/com13/ngn2004/index.html 
 
SG 13 has already liaised with SG 17, and others. The following liaison statements were sent to 
SG 17 
 
from the July-August SG 13 meeting 
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COM 13-LS 01 from SG13 to all SG on NGN Project 
COM 13-LS 05 from SG13 to SG17 on Security  
 
from the October-November 2002 SG13 meeting 
COM 13-LS01 from SG13 to SG17 
 



 



Q3 Please provide the number of each existing and draft Recommendation that relates to 
security issues in your SG.  



 



A3 SG 13 had already reported to SG 17 several Recommendations. An update is provided below: 



 
 



Recommendation Title Status 
 



Y.140 Global Information Infrastructure (GII): 
Reference points for interconnection 
framework 



In force 
(Published) 



Y.140.x Global Information Infrastructure (GII) -  
Attributes/requirements for interconnection 
between public telecommunication network 
operators and service providers 



Draft 



Y.1271 
(formely 
Y.roec) 



Framework(s) on network requirements and 
capabilities to support emergency 
communications over evolving circuit-switched 
and packet-switched networks 



Determined 



Y.1311 Network-based VPNs – Generic 
architecture and service requirements 



In force 
(Published) 



Y.1312 
Layer 1 Virtual Private Network generic 
requirements and architecture elements In force (Pre-



published) 



Y.1281 Mobile IP Services over MPLS In force (Pre-
published) 



 
TBC 



 



 



Q4 Please list the external organizations your SG has relations with regarding your security 
activities. 



 



A4 IETF 
       TBC 



 



Q5 Please provide the names and contact information of key security experts in your SG. 
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A5 The Management Team of SG13 and the following Rapporteurs: 
 



 



Rapporteurs Title Question 



Mr. K. KNIGHTSON 
Industry Canada 



Canada 
Tel.: +1 613 839 0404 
Fax: +1 613 839 1661 
Email: kgk@igs.net 



 



Principles, Requirements, Frameworks and 
Architectures for an Overall Heterogeneous 
Network Environment 



1/13 



Mr. H. OHTA 
NTT 



Network Service Systems Laboratories 
3-9-11, Midori-Cho, Musashino-Shi 



Tokyo 180-8585 
Japan 



Tel.: +81 422 59 3617 
Fax: +81 422 59 3782 



Email: ohta.hiroshi@lab.ntt.co.jp 



OAM and Network Management in IP-Based and 
Other Networks 



3/13 



Mr. S. YONEDA  
Japan Telecom 



Information and Communication Labs 
2-9-1 Hatchobori Chuo-ku 



Tokyo 104-0032 Japan 
Tel.: +81 3 5540 8493 
Fax: +81 3 5540 8485 



Email: susumu.yoneda@japan-
telecom.co.jp 



 



Broadband and IP Related Resource Management 4/13 



Mr. Hyungsoo KIM 
KT 



NGN technology division 
Technology Investigation and Evaluation 



Center 
17, Woomyun-dong, Seocho-gu 



Seoul, Korea 
Tel.: +82-2-526-5190 
Fax : +82-2-526-5502 



E-mail: hans9@kt.co.kr 
 



Performance of IP-Based Networks and The 
Emerging Global Information Infrastructure 



6/13 



Mr. D. MUSTILL 
IP/ATM Performance & QoS Standards 



BTexact Technologies 
PP 2.1, 2nd Floor, Phase 1 



Bibb Way 
Ipswich, IP1 2EQ 
United Kingdom 



Tel: +44(0) 1473 348432 
Fax: +44(0) 1473 348598 



Email: dave.mustill@bt.com 
 



B-ISDN/ATM Cell Transfer and Availability 
Performance 



7/13 



Mr. G. GARNER 
Email: gmg1@att.net 



Transmission Error and Availability Performance 8/13 
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Rapporteurs Title Question 



 



Mr. N. MORITA 
NTT 



3-9-11, Midori-Cho, Musashino-Shi 
Tokyo 180-8585 



Japan 
Tel.: +81 422 59 7464 
Fax: +81 422 59 4646 



Email: morita.naotaka@lab.ntt.co.jp 
 



Core Network Architecture and Interworking 
Principles 



10/13 



Mr. M. CARUGI 
Nortel Networks S.A. 



Parc d'Activités de Magny - Les Jeunes 
Bois - Chateaufort 



78928 YVELINES Cedex 
Tel. +33 1 6955 7027 
Fax. +33 1 6955 3058 



Email: 
marco.carugi@nortelnetworks.com 



Mechanisms to Allow IP-Based Services to 
Operate in Public Networks 



11/13 
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Annex 1 



 



Question Title Security related ? 
YES: direct implication. (YES): indirect 



implication 



1/13 Principles, Requirements, Frameworks and 
Architectures for an Overall Heterogeneous 
Network Environment 



YES 



2/13 ATM Layer and its Adaptation  



3/13 OAM and Network Management in IP-Based 
and Other Networks 



YES 



4/13 Broadband and IP Related Resource 
Management 



(YES) 



5/13 Network Interworking including IP 
Multiservice Networks 



 



6/13 Performance of IP-Based Networks and The 
Emerging Global Information Infrastructure 



(YES) 



7/13 B-ISDN/ATM Cell Transfer and Availability 
Performance 



(YES) 



8/13 Transmission Error and Availability 
Performance 



(YES) 



9/13 Call Processing Performance  



10/13 Core Network Architecture and Interworking 
Principles 



(YES) 



11/13 Mechanisms to Allow IP-Based Services to 
Operate in Public Networks 



YES 



12/13 Global Coordination of Network Aspects  



13/13 Interoperability of Satellite and Terrestrial 
Networks 



 



15/13 General Network Terminology including IP 
Aspects 



 



16/13 Telecommunication Architecture for an 
Evolving Environment 



 



________ 
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INTERNATIONAL TELECOMMUNICATION UNION STUDY GROUP 15



TD 56 (PLEN)TELECOMMUNICATION 
STANDARDIZATION SECTOR 
STUDY PERIOD 2001-2004 English only



Original: English
Question(s): 1-19/15 21-31 October 2003



TEMPORARY DOCUMENT 



Source: CHAIRMAN ITU-T STUDY GROUP 15 



Title: LS to ITU-T SG17 on security 



In response to TSAG’s liaison statement on security (TD 4/GEN), the chairman of SG 15, in 
collaboration with the SG 15 management team, had sent on 11 June 2003 the information in TD 
15/GEN to Mr. Herb Bertine, Co-Chairman of  ITU-T SG 17.  



The attached draft liaison statement contains an update from the October 2003 meeting of SG 15 to 
the information given in TD 15/GEN.   



Contact: Peter Wery 
Nortel Networks (Canada) 
Canada 



Tel:     +1 613 828 5691 
Fax:     +1 819 671 3731 
Email: wery@sympatico.ca 



Attention: This is not a publication made available to the public, but an internal ITU-T Document intended only for use by the 
Member States of the ITU, by ITU-T Sector Members and Associates, and their respective staff and collaborators in their ITU related 
work. It shall not be made available to, and used by, any other persons or entities without the prior written consent of the ITU-T. 
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TD 56 (PLEN) 



 



Question(s): 2, 9, 14, 15, 16, 17, 
18/15 



Meeting, date: 21-31 October 2003 



Study Group: 15 Working Party:  



Source: Chairman SG 15 



Title:  Security related work in ITU-T SG 15 



LIAISON STATEMENT 



To: ITU-T SG 17; yukari endo [yukarin@mri.co.jp]; t-security@itu.int 



Approval: SG 15 



For: Information 



Deadline:  



Contact: Peter Wery 
Nortel Networks (Canada) 
Canada 



Tel:     +1 613 828 5691 
Fax:     +1 819 671 3731 
Email: wery@sympatico.ca 



Contact:  
 
 



Tel: 
Fax: 
Email:  



Please don’t change the structure of this table, just insert the necessary information. 



In response to TSAG’s liaison statement on security (TD 04(GEN)), the chairman of SG 15, in 
collaboration with the SG 15 management team, has sent on 11 June 2003 the information shown in 
1. and 2. below to Mr. Herb Bertine, Co-Chairman of  ITU-T SG 17.   



This liaison statement contains an update to the information given earlier, from the October 2003 
meeting of SG 15, as provided in part 3. below.  In addition, the Attachment to this liaison 
statement attempts to put the information from SG 15 into the format suggested by SG 17. 



 
1. Questions and specific areas of work related to reliability and/or security 
 
Reliability related work in SG 15: 
- Q.9/15 - Transport equipment and network protection/restoration 
     
 - Related Recommendations 
Recommendation Title Status June 2003 
SDH protection switching 



G.841 Types and characteristics of of SDH network protection 
architectures 



In force 



G.842 Interworking of SDH network protection architectures In force 
   



Protection switching 
G.808.1 Generic protection switching – Linear trail and subnetwork 



protection 
- Under developmt. 
- Consent Oct.2003 



G.808.2  Generic protection switching - Ring - Under developmt. 
- Consent Apr.2004 



   
OTN protection switching 



G.873.1 Optical Transport Network (OTN) – Linear protection In force 
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G.873.2 Optical Transport Network (OTN) – Ring protection - Under developmt. 
- Consent Oct.2003 



SDH and PDH Timing Source reliability 
G.781 Synchronization layer functions In force 



    
- Q.15/15 - Characteristics and test methods of optical fibers and cables 
- Q.16/15 - Characteristics of optical systems for terrestrial transport networks 
- Q.17/15 - Characteristics of optical components and subsystems 
- Q.18/15 - Characteristics of optical fiber submarine cable systems 



These four Questions each contain a study item on reliability aspects. No contributions related 
to this particular study item have been submitted so far in the 2001-2004 Study 
Period.  However, related Recommendations in the G.650, 660-690, 950-970 series may contain 
some reliability related elements. There is also one specific reliability and availability related 
Recommendation: 
 



Recommendation Title Status June 2003 
Reliability and availability of fiber optic systems 



G.911 Parameters and calculation methodologies for reliability and 
availability of fiber optic systems 



In force 



 
 



  
Security related work in SG 15: 
  
Some work related to communication security is carried out under Q.2 and 14/15. 
 
- Q.14/15 - Network Management for transport systems and equipment 
     
 - Related Recommendations 
Recommendation Title Status June 2003 
SDH management 



G.784 SDH management - In force 
- Under revision 
- Consent Apr. 2004 



   
OTN management 



G.874 Management aspects of the optical transport network 
element 



- In force 
- Under revision 
- Consent Apr. 2004 



Note: G.784 and G.874 address the Fault, Configuration, Accounting, Performance and Security 
Management (FCAPS) functions of SDH and OTN network elements. Security Management 
aspects in these Recs. are currently 'for further study'. 



   
Management Communication Networks 



G.7712/Y.1703 Architecture and specification of data communication 
network 



- In force 
- Under revision 
- Consent Apr. 2004 



Note:  This Recommendation includes aspects for security of Management Communication 
Networks (MCN) and Signalling Communication Networks (SCN).  
    
  
2) SG 15 contact person for security studies
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- Please change the entry in your list to: 
 Mr. Peter H. K. Wery, Nortel Networks, Canada 
 Tel: +1 613 828 5691 
 Fax: +1 819 671 3731 
  Email: wery@sympatico.ca  
  



 3) Additional information on security related work in SG 15 (October 2003) 



- Q.2/15 – Optical systems for access networks 



- Related recommendations 
Recommendation Title Status October 2003
Optical systems for broadband access 



G.984.3 Gigabit Passive Optical Network (G-PON) : Transmission 
Convergence layer recommendation 



Consented 



 



G.984.3 describes the protocols used to transport and control information over the G-PON.  There 
are several features that have relationship to security.  These include:  



1. Downstream data security.  The G-PON system is a physical broadcast in the downstream.  
To protect the privacy of the users data, it is encrypted using the Advanced Encryption 
Standard (AES).  The 984.3 document describes the actual cipher by reference to the FIPS 
197 document.  G.984.3 describes the usage modes, key and counter synchronization, and 
OAM of the encryption system.   



2. ONU spoofing protection.  The G-PON allows user terminals to join the network 
automatically.  To prevent unauthorized terminals from accessing the network, G.984.3 
describes a password function.  The user terminal must transmit the secret password to the 
network terminal upon request.  The network terminal can then deny service to unauthorized 
users.   



3. Automatic protection switching.  The G-PON supports the application of automatic 
protection switching (APS) of the PON link, with 1:1 and 1+1 modes.   
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Attachment  
(to liaison statement from SG 15 to SG 17 on Security) 



 
Response from Q14/15 (Geneva, 21-31 October 2003) 



Date:  October 1 2003 



To:  All Study Group Security contact persons, 



Subject:  Security Project Information Request 



 



Study Group 17, at its 10-19 September 2003 meeting, agreed to send the following five information requests to all 
Study Group security contact persons.  Your responses will form the basis of the ITU-T Security Project that will 
provide vision and direction to the ITU-T security work as well as capturing current achievements. 



1. Please provide an abstract (up to 400 words) that describes your SG’s security related activities. 
Q14/15 is responsible for specifying the management and control requirements and supporting 
information models for transport equipment. Q14/15 has been following the ITU-T established 
TMN concept and framework for the definition of these requirements and models. Security 
management is one of the five key TMN management functional categories. Security 
management has been within the scope of and under study by Q14/15. 
2. Please provide a description of your SG’s security related activities (up to 5 pages).  If you already have a 



document (e.g. TD, Contribution or Report) with the requested information, please provide it. 
− Requirements for transport equipment management: G.7710/Y.1701, G.784, and G.874 



address the Equipment Management Functions (EMFs) inside a transport Network 
Element that are common to multiple technologies, specific to SDH NE, and specific to 
OTN NE, respectively. Applications are described for Date & Time, Fault Management, 
Configuration Management, Account Management, Performance Management and 
Security Management. These applications result in the specification of EMF functions 
and their requirements. Security management requirements in these Recommendations 
are currently under study. 



− Data Communication Network Architecture and Requirements: G.7712/Y.1703 defines 
the architecture requirements for a Data Communications Network (DCN) which may 
support distributed management communications related to the Telecommunications 
Management Network (TMN), distributed signaling communications related to the 
Automatically Switched Transport Network (ASTN), and other distributed 
communications (e.g., Orderwire or Voice Communications, Software Download). 
Various applications (e.g., TMN, ASTN, etc.) require a packet based communications 
network to transport information between various components.  For example, the TMN 
requires a communications network, which is referred to as the Management 
Communications Network (MCN) to transport management messages between TMN 
components (e.g., NEF component and OSF component).  ASTN requires a 
communications network, which is referred to as the Signaling Communications 
Network (SCN) to transport signaling messages between ASTN components (e.g., CC 
components).  G.7712/Y.1703 references M.3016 for MCN security requirements. SCN 
security requirements are defined in G.7712/Y.1703. 



− Distributed Call and Connection Management: G.7713/Y.1704 provides the 
requirements for the distributed call and connection management for both the User 
Network Interface (UNI) and the Network Node Interface (NNI).  The requirements in 
this Recommendation specify the communications across interfaces to effect automated 
call operations and connection operations. Security attributes are specified, along with 
others, to allow verification of call and connection operations (e.g., this may include 
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information to allow authentication of the call request, and possibly integrity checking of 
call request). 



− Architecture and requirements for routing in the automatically switched optical 
networks: G.7715/Y.1706 specifies the requirements and architecture for the routing 
functions used for the establishment of switched connections (SC) and soft permanent 
connections (SPC) within the framework of the Automatically Switched Optical 
Network (ASON). The main areas covered in this Recommendation include the ASON 
routing architecture, functional components including path selection, routing attributes, 
abstract messages and state diagrams. This Recommendation references ITU-T Rec. 
M.3016 and X.800 for security considerations. In particular, it states that, depending on 
the context of usage of a routing protocol, the overall security objectives defined in ITU-
T Rec. M.3016 of confidentiality, data integrity, accountability and availability may take 
on varying levels of importance. A threat analysis of a proposed routing protocol should 
address the following items based on ITU-T Rec. X.800; i.e. masquerade, eavesdropping, 
unauthorized access, loss or corruption of information (includes replay attacks), 
repudiation, forgery and denial of service. 



− Framework of ASON Management: G.fame addresses the management aspects of the 
ASON control plane and the interactions between the management plane and the ASON 
control plane. Fault management, configuration management, accounting management, 
performance managements, and security management requirements for the Control plane 
components will be included.  



3. Please provide the number of each existing and draft Recommendation that relates to security issues in your 
SG. 
− G.7710/Y.1701 
− G.784 
− G.874 
− G.7712/Y.1703 
− G.7713/Y.1704 
− G.7715/Y.1706 
− G.fame 



4. Please list the external organizations your SG has relations with regarding your security activities. 
− ITU-T SG4, ITU-T SG17, OIF, ANSI T1M1 



5. Please provide the names and contact information of key security experts in your SG. 
− No volunteer from Q14/15 



 



Study Group 17 would very much appreciate your efforts to complete the five requests and respond by the end of 
October 2003.  Please e-mail your response to: t-security@itu.int. 



 



Finally, please let us express our appreciation for your precious time and assistance, out of your busy schedule, to make 
the Security Project successful.  If there are any questions, please e-mail us without hesitation.



 



Sincerely yours, 



Q.10/17 Security Project Leader 
 



__________________ 
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Date:  October 1 2003 



To:  All Study Group Security contact persons, 



Subject:  Security Project Information Request 



 



Study Group 17, at its 10-19 September 2003 meeting, agreed to send the following five information 



requests to all Study Group security contact persons.  Your responses will form the basis of the ITU-T 



Security Project that will provide vision and direction to the ITU-T security work as well as capturing 



current achievements. 



1. Please provide an abstract (up to 400 words) that describes your SG’s security related activities. 



Study Group 16 is the Lead Study Group on multimedia services, systems and terminals, and 



lead on e-business and e-commerce. Question G (of WP2/16) covers "Security of Multimedia 



Systems and Services" and addresses the following security issues. 



Advanced multimedia (MM) applications like telephony over packet-based networks, Voice-



over-IP, interactive conferencing and collaboration; MM messaging, Audio/Video streaming and 



others are subject to a variety of crucial security threats in heterogeneous environments. Misuse, 



malicious tampering, eavesdropping, and denial-of-service attacks are just a few of the potential 



risks; especially on IP-based networks. 



It is recognized that those applications have common security needs that could be satisfied by 



generic security measures; e.g. by network security. Yet, MM applications typically are subject 



to application-specific security needs that could best be fulfilled by security measures at the 



application layer. Question G focuses on the application-security issues of MM applications and 



takes complementary network security means into account as appropriate. 



 



2. Please provide a description of your SG’s security related activities (up to 5 pages).  If you 



already have a document (e.g. TD, Contribution or Report) with the requested information, 



please provide it. 



For the terms of reference of Question G, please refer to Annex G - Security of the 



Mediacom2004 project description at http://www.itu.int/itudoc/itu-



t/com16/mediacom/projdesc.html. 



The Questions of SG16 are currently being revised, the new draft Q.G description is attached; 



this draft might face further changes. 



 



3. Please provide the number of each existing and draft Recommendation that relates to security 



issues in your SG. 



• H.233 "Confidentiality system for audiovisual services" 











• H.234 "Encryption key management and authentication system for audiovisual services" 



• H.235 "Security and encryption for H-series (H.323 and other H.245-based) multimedia 



terminals" 



• Draft H.235 v3 Amendment 



• H.235 Annex F "Hybrid security profile" 



• Draft H.235 Annex G "Usage of the MIKEY Key Management Protocol for the Secure 



Real Time Transport Protocol (SRTP) within H.235" 



• Draft H.235 Annex H "Framework for Secure Authentication in RAS Using Weak Shared 



Secrets" 



• Draft H.235 Annex I Amendment "Direct-routed call Security using PKI" 



• H.323 Annex J "Security for H.323 Annex F" 



• H.350.2 "Directory services architecture for H.235" 



• H.530 "Symmetric security procedures for H.323 mobility in H.510". 



• T.36 "Security capabilities for use with Group 3 facsimile terminals" 



 



4. Please list the external organizations your SG has relations with regarding your security 



activities. 



At present, the following groups are identified as candidates for cooperation/liaison: 



• SG17 QG, GH, QI, QJ, QK, QL (ITU-T security project, Security Architecture and 



Framework, Cyber Security, Security Management, Telebiometrics, Secure Communication 



Services). 



• SG9/WP1: security for IPCablecom systems. 



• SG13: NGN JointRapporteursGroup, NGN 2004 project, GII and ITU-T IP Project with 



security aspects. 



• SSG “IMT2000 and beyond”: security aspects of mobile communications. 



 
Interaction with other bodies 



Outside of ITU there are several other bodies, which address security in general or relate to 



multimedia security. 



• ETSI TC TiSpan: NGN/Tiphon security architecture and NGN security measures, threat 



analysis, security profiles, authentication for ETS, OSP, etc. 



• ETSI TC SEC: security for ETSI, SAGE. 



• H.323 Forum/IMTC security subgroup: Security certification/validation criteria and test 



cases for H.323 products, profiles, industry promotion of security. 











• ATM Forum Security Subgroup: ATM Security, Elliptic Curves, Next Generation Access 



Security 



• IETF: Transport/network security (TLS; IPSEC), SIP/SIPPING and SDP security, secure 



RTP, MIKEY and other group-based key management protocols and multicast security, 



PKIX, AAA, EAP, KERBEROS, KINK, MIDCOM, PANA, SACRED, IEPREP, and 



several other working groups that address security, security in general,… 



• ISO/IEC JTC1 SC29 MPEG: ...content and copy protection, watermarking,… 



• NIST: AES algorithm, … 



• MSF: NGN security (?) 



• ATIS: T1M1sec management plane security, T1S1sec signaling security incl. SS7 security. 



 



5. Please provide the names and contact information of key security experts in your SG. 



Rapporteur Q.G/16 



Mr. Martin Euchner 



Siemens AG 



Hofmannstrasse 51 



81359 Munich 



Tel: +49 89 7 22 55790 



Fax: +49 89 7 22 62366 



Martin.Euchner@ties.itu.int 



 



Study Group 17 would very much appreciate your efforts to complete the five requests and respond by the 



end of October 2003.  Please e-mail your response to: t-security@itu.int. 



 



Finally, please let us express our appreciation for your precious time and assistance, out of your busy 



schedule, to make the Security Project successful.  If there are any questions, please e-mail us without 



hesitation.  



 



Sincerely yours, 



Q.10/17 Security Project Leader 
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Reply to the questionnaire on security related activities in SG17 



 



1. Please provide an abstract (up to 400 words) that describes your SG’s security related 
activities. 



ITU-T Study Group 17 has been designated as the Lead Study Group for security issues. A 
substantial number of security Recommendations was developed in the X.800-series. Under the 
responsibility of Question 9/17, the well-known Recommendation X.509, Public-key and attribute 
certificate frameworks is the foundation for Public Key Infrastructures (PKI) and Privilege 
Management Infrastructures (PMI) and is still subject to revision and additions. Study Group 17 has 
assembled a catalogue of ITU Recommendations related to communications systems security and 
has prepared a compendium of security definitions extracted from approved ITU-T 
Recommendations - both of these are available on the Study Group 17 page of the ITU web site (see 
http://www.itu.int/ITU-T/studygroups/com17/cssecurity.html). Question 10/17, Security 
requirements, model and guidelines for communication systems and services continuously updates 
Compendia on Communication System Security and has started to develop a series of new 
Recommendations such as X.ism, Information security management, X.css, Communication systems 
security, X.ms, Mobile security and X.tb on Telebiometrics. The ITU-T standardization effort will be 
managed via a new ITU-T Project on Security agreed to at the November 2002 Study Group 17 
meeting. 



The followings are important activities related to security in SG17. 



 Information Security Management 



Telecom implementation requirements of Information Security Management has been discussed and 
the draft recommendation X.ism are being prepared based on Contribution D100 and other material 
(BS7799-2) 



 Communications systems security 



Security threats model and counter measures are being examined. Draft recommendation X.css has 
been modified to conform X.800. 



 Mobile Security 



Security threat for mobile end-to-end data communication and security requirements from the point 
of view of mobile user and ASP are examined.  In addition, the draft  recommendation categorizes 
security technologies by security functions that satisfy above security requirements and by the place 
to which the security technology applies on models of mobile end-to-end data communication. 



 Telebiometrics 



Ｍultimodal model to assist in the standardisation of the telecommunication domain is examined, 
This is referred to as “telebiometry”.  Increasingly in the future, many different kinds of biometric 
devices will be used in the provision of Telecommunication Services (TS).   This Telebiometric 
Multimodal Model provides a framework for the identification of safety aspects of such devices, and 
for the specification of limits related to their safety, by analysing and categorising the interactions 
between a human body and its environment where the environment affects the human body.  It also 
provides a framework for the identification of new biometric approaches to security based on the 
same analysis and categorisation the interactions between a human body and its environment, where 
the human body affects its environment (can be sensed, measured, and hence potentially identified).  
The draft recommendation X.tb provides a common framework for the specification of both security 
and safety aspects of telebiometrics. 
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 Open Systems Interconnection – The Directory:   



Framework for public-key certificates and attribute certificates, a framework for the provision of 
authentication services by Directory to its users are standardized in X.509 It describes two levels of 
authentication: simple authentication, using a password as a verification of claimed identity; and 
strong authentication, involving credentials formed using cryptographic techniques. While simple 
authentication offers some limited protection against unauthorized access, only strong authentication 
should be used as the basis for providing secure services. The frameworks defined may be used to 
profile application to Public Key Infrastructures (PKI) and Privilege Management Infrastructures 
(PMI).  The framework for public-key certificates includes specification of data objects used to 
represent the certificates themselves as well as revocation notices for issued certificates that should 
no longer be trusted. While it defines some critical components of a PKI, it does not define a PKI in 
its entirety. However, it provides the foundation upon which full PKIs and their specifications would 
be built. The framework for attribute certificates includes specification of data objects used to 
represent the certificates themselves as well as revocation notices for issued certificates that should 
no longer be trusted. While it defines some critical components of a PMI, it does not define a PMI it 
its entirety. However, it provides the foundation upon which full PMIs and their specifications would 
be built. Information objects for holding PKI and PMI objects in the Directory and for comparing 
presented values with stored values are also defined. 



 



2. Please provide the number of each existing and draft Recommendation that relates to 
security issues in your SG. 



Table 1  SG17 Recommendations related to Security 



 



Rec. No. Title Question 



F.400 Message Handling System and Service overview Q.11/17 



F.440 Approved Message Handling Services: The Voice 
Messaging (VM-) Service 



Q.11/17 



X.217 Information technology – Open Systems 
Interconnection – Service definition for the 
association control service element 



Q.11/17 



X.227 Information technology – Open Systems 
Interconnection – Connection-oriented 
protocol for the Association Control Service 
Element: Protocol specification 



Q.11/17 



X.237 Information technology – Open Systems 
Interconnection – Connectionless protocol for the 
Association Control Service Element:  Protocol 
specification 



Q.11/17 



X.257 Information technology – Open Systems 
Interconnection – Connectionless protocol for 
the Association Control Service Element: 
Protocol Implementation Conformance 
Statement (PICS) proforma 



Q.11/17 
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X.272 Data compression and privacy over frame 
relay networks 



Q.10/17 



X.273 Information technology – Open Systems 
Interconnection – Network layer security 
protocol 



Q.11/17 



X.274 Information technology – 
Telecommunications and information 
exchange between systems – Transport layer 
security protocol 



Q.11/17 



X.400/ F.400 Message handling system and service 
overview 



Q.11/17 



X.402 Information technology – Message Handling 
Systems (MHS): Overall architecture 



Q.11/17 



X.411 Information technology – Message Handling Systems 
(MHS) – Message transfer system: Abstract service 
definition and procedures 



Q.11/17 



X.413 Information technology – Message Handling Systems 
(MHS):  Message Store:  Abstract service definition 



Q.11/17 



X.419 Information technology – Message Handling 
Systems (MHS): Protocol specifications 



Q.11/17 



X.420 Information technology – Message 
Handling Systems (MHS) – Interpersonal 
messaging system 



Q.11/17 



X.435 Information technology – Message Handling 
Systems: Electronic data interchange 
messaging system 



Q.11/17 



X.440 Information technology – Message Handling Systems: 
Voice messaging system 



Q.11/17 



X.500 Information technology – Open Systems 
Interconnection – The Directory:  Overview 
of concepts, models and services 



Q.9/17 



X.501 Information technology – Open Systems 
Interconnection – The Directory:  Models 



Q.9/17 



X.509 Information technology – Open Systems 
Interconnection – The Directory:   



 



---- Authentication framework (1993 edition – the 
second edition/version) 



 



---- Authentication framework (1997 edition – the third 
edition/version) 



Q.9/17 











4 



 



---- Public-key and attribute certificate frameworks 
(2000 edition – the fourth edition/version) 



 



X.519 Information technology – Open Systems 
Interconnection – The Directory: Protocol 
specification 



Q.9/17 



X.800 ecurity architecture for Open Systems 
Interconnection for CCITT applications 



Q.10/17 



X.802 Information technology – Lower layers 
security model 



Q.10/17 



X.810 Information technology – Open Systems 
Interconnection – Security frameworks for 
open systems:  Overview 



Q.10/17 



X.811 Information technology – Open Systems 
Interconnection – Security frameworks for 
open systems:  Authentication framework 



Q.10/17 



X.812 Information technology – Open Systems 
Interconnection – Security frameworks for 
open systems:  Access control framework 



Q.10/17 



X.813 Information technology – Open Systems 
Interconnection – Security frameworks for 
open systems:  Non-repudiation framework 



Q.10/17 



X.814 Information technology – Open Systems 
Interconnection – Security frameworks for 
open systems:  Confidentiality framework 



Q.10/17 



X.815 Information technology – Open Systems 
Interconnection – Security frameworks for 
open systems:  Integrity framework 



Q.10/17 



X.816 Information technology – Open Systems 
Interconnection – Security frameworks for 
open systems:  Security Audit and Alarms 
framework 



Q.10/17 



X.830 Information technology – Open Systems 
Interconnection – Generic upper layers 
security:  Overview, models and notation 



Q.10/17 



X.831 Information technology – Open Systems 
Interconnection – Generic upper layers 
security:  Security Exchange Service 
Element (SESE) service definition 



Q.10/17 
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X.832 Information technology – Open Systems 
Interconnection – Generic upper layers 
security:  Security Exchange Service 
Element (SESE) protocol specification 



Q.10/17 



X.833 Information technology – Open Systems 
Interconnection – Generic upper layers 
security:  Protecting transfer syntax 
specification 



Q.10/17 



X.834 Information technology – Open Systems 
Interconnection – Generic upper layers 
security:  Security Exchange Service 
Element (SESE) Protocol Implementation 
Conformance Statement (PICS) proforma 



Q.10/17 



X.835 Information technology – Open Systems 
Interconnection – Generic upper layers 
security:  Protecting transfer syntax Protocol 
Implementation Conformance Statement 
(PICS) proforma 



Q.10/17 



X.841  Information technology – Security 
techniques – Security Information Objects for 
access control 



Q.10/17 



X.842 Information technology – Security techniques 
– Guidelines for the use and management of 
Trusted Third Party services 



Q.10/17 



X.843 Information technology – Security techniques 
– Specification of TTP services to support the 
application of digital signatures 



Q.10/17 



X.901 Information technology – Open distributed 
processing – Reference Model: Overview. 



Q.26/17 



X.902 Information technology – Open distributed 
processing – Reference Model: Foundations. 



Q.26/17 



X.903 Information technology – Open distributed 
processing – Reference Model: Architecture. 



Q.26/17 



X.904 Information technology – Open distributed 
processing – Reference Model: Architectural 
semantics. 



Q.26/17 
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3. Please list the external organizations your SG has relations with regarding your security 
activities. 



 



 ISO/IEC JTC 1/SC 27 



On the joint project for standardizations of Information Security Management 



 IETF 



On proposal for signalling security requirements 



 3GPP 



On new draft recommendation X.msec 



 ISO/IEC JTC1/SC27/WG3 



On Telebiometric Safety and Security 



 ISO/TC12 



On draft recommendation X.tb. 



 IEC/TC25 



On draft recommendation X.tb. 



 



4. Please provide the names and contact information of key security experts in your SG. 



 Dr. Hiroyuki Ohno (Rappatour of Q.10/17) 



Expert Area: Overall security issues. 



Emergency Communications Group, 



Communications Research Laboratory 



Independent Administrative Institution 



4-2-1 Nukui-Kitamachi, Koganei 



Tokyo, 184-8795, Japan 



Tel: +81 42 327 5542 



Fax: +81 42 327 7941 



Email: hohno-SG17-Q10@ohnolab.org 



 Zachary Zeltsan 



Expert Area: Communication System Security 



Lucent Technologies, Room 4C-615A 
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101 Crawfords Corner Road 



Holmdel, NJ 07733-3030, USA 



Tel: +1 732 949 4187 



Email: zeltsan@lucent.com 



 Dr. Paul Gerome  



Expert Area: Telebiomertics. 
AULM SA 
39 Quai Wilson 
CH-1201 Geneva, Switzerland 
Tel/Fax: +41 79 203 21 28 



Email: 113322.1543@compuserve.com 



 Koji Nakao 



Expert Area: Information Security Management 



KDDI R&D Laboratories Inc. 



2-1-15 Ohara Kamifukuoka-shi  



Saitama 356-8502, Japan 



Tel: +81 492 78 7312 



Email: ko-nakao@kddi.com 



 











