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1.
Abstract

This contribution identifies a number of existing documents that define security threats related to telecommunications networks.  These documents represent potential source information to be used by WG 5 during its work activities.

2.
Discussion

At the June 2004 ITU-T NGN focus group meeting terms of reference and a work plan were developed by WG 5, these were as follows:

“1.1 Terms of Reference 

· Identify threats in the NGN network (end-user, UNI, and NNI)

· Identify and specify authentication and other mechanisms relevant to NGN

NOTE: Emergency Telecommunications Services (ETS) and lawful intercept matters are specifically excluded from the scope of these terms of reference 

1.2 Proposed Workplan

1. Analyse the threats and select a subset to be addressed first, and define and publish the requirements that address this subset (September, 2004)...................”


Note: This is a truncated list”

This contribution is responding to the first step of the process which is threat identification and takes no position with respect to analysing the threats and selecting a subset to address first. 

3.
Proposal

It is proposed that the following documents be considered as an input to the threat identification process.

1. E.408 Telecommunication networks security requirements, Clause 5   
2. X.800 Security Architecture For Open Systems Interconnection For CCITT Applications
3. X.805 Security architecture for systems providing end-to-end communications
4. X.1121 Framework of security technologies for mobile end-to-end communications
5. SG 17 TD 2318 (from the Geneva, 10-19 March 2004 Meeting) Replies to SG 17, Q.10/17 questionaire on security work
6. Reference

FG NGN 36R1, Meeting Report for WG 5
7. Recommendation 

It is recommended that the above documents be considered during the “identification of threats phase” of the WG 5 work.
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