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1. Summary

This contribution proposes to adopt the threat model of the ITU-T Recommendation X.800 “Security Architecture for Open System Interconnection” as a base for the study of the security threats to the NGN.

2. Security threat model of the ITU-T Recommendation X.800

The ITU-T Recommendation X.800 identifies the following security threats to the networks:

a)
Destruction of information and/or other resources;

b)
Corruption or modification of information;

c)
Theft, removal or loss of information and/or other resources;

d)
Disclosure of information; 

e) Interruption of services.

The value of this approach to the threats’ identification was re-affirmed by the recently developed ITU-T Recommendation X.805 “Security Architecture for Systems Providing End-to-end Communications”, which adopted the threats model of X.800. The input document FGNGN-006-June04 that proposes to base security studies of the NGN on the concepts of X.805 was accepted as a work item at the first NGN FG meeting. The ways to protect a network against the threats identified by X.800 are also described in the X.805 Recommendation. We believe that the results of the threats studies described in the X.800 and X.805 Recommendations could be utilized also for the NGN.

2.1 Threats classification

In addition to identifying security threats, X.800 also provides the threats classification. The following classes of threats are defined in X.800: 

a) Accidental threats are those threats that exist with no premeditated intent.

b) Intentional threats are those that may range from casual examination using easily available monitoring tools to sophisticated attacks using special system knowledge. An intentional threat, if realized, may be considered to be an “attack”.

c) Passive threats are those, which, if realized, would not result in any modification to any information contained in the system(s) and where neither the operation nor the state of the system is changed.

d) Active threats are such threats to a system that involve the alteration of information contained in the system, or changes to the state or operation of the system.

This classification is also applicable in the context of the NGN and could be used for designing security solutions for the NGN.

3. Proposal

This contribution proposes to adopt the security threats model of the ITU-T Recommendation X.800 as a base for the threats-related studies for the NGN. This approach would allow utilization of security solutions described in the X.800 and X.805 Recommendations. 
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