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1
Overview

ETSI TC LI is the ETSI Technical Committee responsible for developing standards that allow support of the requirements of national and international law for the lawful interception of electronic communications where those communications services are built using ETSI or other open standards.
Lawful interception (LI) plays a crucial role in helping law enforcement agencies to combat terrorism and serious criminal activity. It is therefore an essential part of the infrastructure supporting electronic transactions. As such, it is a key factor in the growth and development of the Information Society.
The providers of public telecommunications networks and services are legally required to make available to the authorities the information necessary to enable them to carry out investigations on telecommunications traffic. 
Interest in the work of ETSI Technical Committee Lawful Interception is still growing, enjoying the active participation of operators, switch manufacturers, LI equipment (mediation and monitoring facility) manufacturers, regulators and national law enforcement agencies from Europe and all over the world. The main focus of the TC’s work is now on the Handover of Intercepted data via IP. Important new work has begun to provide handover capabilities for retained traffic data.
2
Published ETSI LI Standards

A high-level informative overview on the principles regarding implementation of LI for telecommunications can be found in ETSI TR 101 943.
ETSI ES 201 671 (and ETSI TS 101 671 that is updated more frequently) is the stage 3 specification that illustrates the flow that the intercepted data should follow in telecommunication networks or services. In this context, it is specified how the network or service protocols necessary to provide lawful interception, as well as the physical or logical point at which the interception has to take place (the handover interface) both for packet data and switched-circuit communications.
Stage 1 and 2 specifications for the same subject are ETSI TS 101 331 and ETSI ES 201 158 respectively.
Further to this base, a suite of specifications for IP interception is published by ETSI and TC LI. ETSI TS 102 232 specifies the approach, the protocols and headers needed to perform lawful interception on an IP-based platform.
The other documents of the suite specify interception for specific IP-based services (as illustrated in the picture below):
· ETSI TS 102 233 on service specific details for e-mail services interception 

· ETSI TS 102 234 on service specific details for internet access services interception

· ETSI TS 102 815 on service-specific details for layer 2 lawful interception
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Other documents will be added to this suite (see Ongoing work).
ETSI TR 102 519, the specification for Lawful Interception of Wireless Local Area Network (WLAN) Internet access was published. This ETSI Technical Report (TR) will provide an overview of issues and challenges regarding the Lawful Interception of public Internet access by means of WLAN technology, together with possible approaches for dealing with these issues, taking into account the different architectures.
ETSI TR 102 503 on Abstract Syntax Notation version 1 (ASN.1) Object Identifiers in Lawful Interception Specifications was published. This TR provides an overview of the relevant Object IDentifiers (OID) used in the Lawful Intercept specifications of ETSI and other specifications of the Telecommunications Standardisation sector of the International Telecommunication Union (ITU-T) and the International Organisation for Standardisation (ISO).
3
Ongoing work

Ongoing work is concerned with interception of IP multimedia services.
More precisely the Committee is working on the following deliverables:
· DTS/LI-00024 on service specific details for IP multimedia services intercept

· DTR/LI-00025 on considerations for CSP domain IP interception

· DTS/LI-00030 on Service-specific details for IP delivery of PSTN/ISDN Services interception
Also, new work initiated in 2006 includes the preparation of a TR on Stored Data Handover that provides an interface and extensible syntax for the request and delivery of retained stored data, as well as a TS to implement the handover requirements arising from new EU and national directives.
4
Co-operation within ETSI

Throughout the year, TC LI continued to work closely with other ETSI committees such as ETSI TC Access and Terminals (TC AT) on LI for IPCablecom, TC Satellite Earth Stations and Systems (TC SES) on LI for satellite systems, TC Terrestrial Trunked Radio (TC TETRA) and TC Telecommunication and Internet converged Services and Protocols for Advanced Networking (TC TISPAN) on LI for fixed Next Generation Networks (NGN).
TC LI also collaborates with the LI group in the Third Generation Partnership Project (3GPP™) (SA3-LI) on LI for the Universal Mobile Telecommunications System (UMTS™) and the Global System for Mobile communication (GSM™), and with the Alliance for Telecommunications Industry Solutions (ATIS)/Packet Technologies and Systems Committee (PTCS) Lawfully Authorised Electronic Surveillance Sub Committee (LAES SC).
5
Co-operation outside ETSI

ETSI TC LI through its Chairman participates in the Intelligence Support Systems (ISS) World conference, briefing on the status of LI standardisation in ETSI. US standardisation bodies have shown considerable interest in the LI standards developed by TC LI. Similar presentations were also given at many security events and at the invitation of interested governments.
A Global LI Summit as requested by the GSC was planned in Asia by ETSI/TC LI. Unfortunately; the local organizers gave a much more commercial character to the event, which was not the intention of ETSI TC LI. As the Asian contacts could not accommodate the requirements of the Committee the event was cancelled. Also the attempt to get a coordination LI meeting between the active LI bodies was not successful. Although there was some interest to do so, it was not fully supported.
6
Plugtests

The Lawful Interception (LI) Plugtests event was held in March 2006, at the ETSI premises. The following ETSI specifications were tested during the event:
· ETSI TS 102 232 v.1.3.1 - Handover of intercepted IP Traffic

· ETSI TS 102 233 v.1.2.1 - Service specific details for E-mail services

· ETSI TS 102 234 v.1.4.1 - Service specific details for Internet Access services
The event proved to be very successful, as it resulted in the participation of 9 companies and the creation of 12 change requests to the current versions of the specifications.
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