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  1   ICT REGULATION IN THE DIGITAL ECONOMY 

Authors: Janet Hernandez, Daniel Leza and Kari Ballot-Lena,  TMG 

 

 

 
1.1 Introduction 

In this second decade of the 21st century, our focus 
is on the deployment of broadband and, more impor-
tantly, on broadband’s transformative power as an 
enabler for economic and social growth in the digital 
economy. In turn, increased adoption and use of ICTs in 
the next decade and beyond will be driven by the ex-
tent to which broadband-supported services and appli-
cations are not only made available to, but are also 
relevant and affordable for consumers.  

Take-up and usage patterns will vary widely among 
countries depending on the level of development and 
maturity of the market, what users—both individuals 
and businesses—demand, and how ICTs are positioned 
to enable such usage experiences. Numerous countries, 
such as Australia, Brazil, Hong Kong (China), Singapore, 
the United Kingdom and the United States, are current-
ly engaged in highly visible public initiatives to facilitate 
the future development of broadband infrastructure 
and services; laying out comprehensive national broad-
band plans; and developing and implementing digital 
economy initiatives. Other countries, such as the Re-
public of Korea, have been involved in such initiatives 
for well over a decade now.  

In developing countries, the shift from narrowband 
to broadband enabled IP-based services is likely to take 
place incrementally over the next decade and beyond. 
Factors such as technology, costs, digital literacy and, in 
particular, compelling content and applications that 
meet consumer preferences, will be key to this transi-
tion. Governments will be responsible for implement-
ing adequate policies and regulations that allow and 
enable a broadband ecosystem to develop and take 
root as a means to support economic growth and social 
development. Taking into account the state of market 
development, governments must balance the need for 

targeted ex ante regulation to address foreseeable in-
stances of market failure in the deployment of commu-
nications networks and services, while at the same time 
relying on market forces in areas within the ICT value 
chain where competition is likely to take hold. In doing 
so, governments must design ICT policies and regula-
tion that accurately reflect the limits of market forces 
alone to deliver efficient outcomes that benefit con-
sumers, as well as the way such limits may shift as the 
ICT sector evolves and matures. Governments should 
also take care not to impose burdensome and unneces-
sary regulation that may actually inhibit investment in 
broadband, impede competition, and limit the intro-
duction of new networks, services and applications. 
Many of the successful deployments of new services 
and applications have been facilitated because they fall 
outside the regulatory regime or because regulators 
have opted not to regulate these services.  

Beyond such limits, however, regulators and poli-
cymakers must strive to make the case for broadband 
and ICTs by bridging the access gap through universal 
access and service (UAS) initiatives and by engaging in 
possible public-private initiatives, where necessary, to 
finance infrastructure. Making the case for broadband 
and ICTs also involves stimulating demand for ICT ser-
vices by adopting policies directed at making ICTs af-
fordable for large parts of the population (e.g., low-cost 
terminals, and reduced taxation of ICT equipment and 
services) and promoting the creation of relevant and 
compelling content (e.g., developing digital literacy 
programs, e-government, e-health, and e-learning initi-
atives).  

Network and service providers, on the other hand, 
must also make the case for broadband by offering ser-
vices at the prices and with the features consumers 
demand. As voice-centric business models reach satu-
ration, migration towards broadband services and ap-
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plications targeting local needs will be necessary to 
maintain continued revenue generation and growth.  

This paper charts the possible route regulators and 
policymakers can take to facilitate deployment of ICTs in 
the digital economy based on a multi-pronged ap-
proach. Section 1.2 describes the broadband ecosystem 
and underscores the need to adopt policies that ad-
dress the specific reasons for non-adoption of ICTs 
within this environment. Section 1.3 highlights recent 
trends in the ICT sector, particularly regarding the shifts 
towards ex post, competition-based regulatory policies 
and targeted ex ante regulations. Section 1.4 examines 
the need for greater cross-sectoral cooperation and 
coordination among governments in order to achieve 
large-scale objectives, including promoting global e-
environment policies and addressing transnational cy-
ber security concerns. Section 1.4 notes how regulators, 
in expanding the notion of UAS policies beyond basic 
telecommunications services, are implementing provi-
sions to promote both access to and adoption of 
broadband and ICTs in order to improve outcomes in 
every area of society, including education, healthcare 
and civic participation. Section 1.5 addresses how ICT 
regulators are coordinating with regulatory authorities 
responsible for other sectors, such as banking, the envi-
ronment and health, to ensure that the benefits of ICTs 
reach all members of society. 

1.2 Promoting Broadband  
Deployment and Use 

1.2.1 The Broadband Ecosystem  

In the digital economy, the provision of access to 
networks and services remains a critical issue. But the 
pervasiveness of ICTs, particularly the Internet, in mul-
tiple sectors of the economy requires that regulation be 
considered in a broader context. Issues such as the en-
vironment, data privacy and security, copyright protec-
tion, healthcare and education are all integrated within 
the broadband ecosystem. As shown in Figure 1.1, this 
ecosystem involves the multiple, interconnected layers 
of networks, services, applications and users.1 In order 
to expand the broadband ecosystem, policymakers 
must continue their traditional focus on the supply of 
competitive access networks (i.e., wireline and wireless 
broadband networks), as such networks continue to be 
the critical pipeline linking the other elements within 
the ecosystem. However, policymakers must also focus 
on facilitating the supply of, and promoting the demand 
for, broadband applications and services. Connectivity 
to broadband networks will increase demand for ser-
vices and applications such as Internet Protocol televi-
sion (IPTV) and Voice over Internet Protocol (VoIP), 
cloud computing and online video streaming. Govern-
ments must complement and build upon this demand 
by adopting policies that promote competition and in-
novation, as well as developing initiatives that encour-
age the public’s engagement in ICTs, including e-
government and e-health initiatives. 

 

Figure 1.1: The Broadband Ecosystem 

 

Source: Strategies and Policies for the Developing World, GICT, World Bank 
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Addressing the demand components of the broad-
band ecosystem requires new tools for policymakers, 
and should be grounded in a comprehensive diagnosis 
of the reasons for non-adoption of broadband and ICTs. 
Understanding the reasons for lack of adoption of 
broadband services will be essential for designing ade-
quate policies to promote the development of broad-
band and ICT services over the next decade. Once non-
adopters have Internet access available through either 
wireline or wireless networks, the cost of access and 
devices, digital literacy and relevance of services tend 
to be the main obstacles to becoming a subscriber. This 
is true in both developed and developing countries, as 
shown in Box 1.1 below. 

Each country must analyze and address these fac-
tors on a case-by-case basis since certain impediments 
to adoption may be important in some countries, but 
less of an issue in other countries. For example, based 
on consumer surveys of non-users of Internet services 
in Brazil2 and non-users of broadband in the United 
States,3 Figure 1.2 below shows how some factors 
weigh more heavily than others. High costs are the 
main obstacle in both countries, although cost plays a 
larger role in Brazil than in the United States. By con-
trast, lack of access is a main factor for non-adoption 
for many more Brazilians than Americans. 

 

Box 1.1: Inhibitors to Adoption and Use of Broadband Services 

The main inhibitors to adoption and use of broadband services include: 

• Lack of access: Deployment of high-speed broadband networks is the first step towards increasing adoption rates. 
In Ghana, for example, one-fifth of non-users cite difficulty accessing the Internet as the main obstacle to adop-
tion.  

• Costs: Although non-adopters may have broadband connectivity available, they may not be able to afford either 
the cost of subscribing to broadband services or a computer, or both. 

• Digital literacy: Some non-adopters can access and afford broadband service, but do not subscribe because they 
are unfamiliar with or uncomfortable using a computer or are concerned with the security of data and privacy on-
line. In Kenya and Ghana, more than 50 per cent of non-adopters cite not knowing how to use the Internet as the 
main reason for non-adoption. The percentage of adults who do not know what the Internet is comprises 35 per 
cent of Ghanaians and 41 per cent of Kenyans. 

• Relevance: Instead of, or in addition to, the above three factors, non-adopters may not be interested in the con-
tent delivered using broadband and consider the Internet to be a waste of time. In Ghana, of those who have used 
the Internet, more than half only went online for basic functions (e.g., email, news and search functions). 

Source: Hannah Bowen, Africa Development Research Series: Ghana, InterMedia, (March 2010). 

 

Figure 1.2: Reasons for Non-Adoption of Internet in Brazil and Broadband in the United States 
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1.2.2 ICT Adoption Rates are High, but  
Significant Disparities Remain  

New technologies, services and applications are be-
ing deployed and taken-up by consumers at unprece-
dented rates. Mobile Internet adoption in the United 
States, for instance, has grown eight times faster than 
desktop Internet adoption in the first nine quarters af-
ter the launch of both services.4 Mobile cellular service 
take-up has been a remarkable success story, with 2009 
estimates of mobile penetration (i.e., subscribers per 
100 inhabitants) surpassing 100 per cent in Europe and 
the Commonwealth of Independent States (CIS) and 
reaching more than 30 per cent in Africa.5 Wireless 
networks, particularly mobile cellular networks, are the 
most prevalent method for accessing communications 
and ICT services and applications in the world, with 
smartphones now driving the adoption of mobile 
broadband. By year end 2010, worldwide mobile cellu-
lar penetration will be nearly 60 per cent, with a ratio of 
3.2 mobile cellular lines for each fixed line in service.6 In 
developing countries, however, this ratio is even more 
skewed towards mobile cellular service. At year end 
2008, the mobile-fixed line ratio was 66.9:1 in Kenya; 
105.1:1 in Tanzania; 50.8:1 in Uganda; and 39.1:1 in 
Zambia.7  

However, there still remain significant disparities in 
Internet usage between regions, with the International 
Telecommunication Union (ITU) estimating Internet us-
er penetration in Europe being more than eight times 
higher than in Africa (Figure 1.3).8 In developing coun-
tries, where in most cases wireline infrastructure is not 
widespread, mobile networks are the only viable access 
option available for large parts of the population. Not 
surprisingly, it is expected that wireless technologies 

will play, and in many cases are already playing, a cru-
cial role in broadband diffusion in the next decade, with 
today’s mobile voice users slated to be tomorrow’s 
broadband users. To ensure that mobile networks are 
able to keep pace with demand from broadband users 
for applications and services, such as m-health and m-
banking, the ITU and the World Bank have acknowl-
edged the benefits of implementing spectrum policies 
that maximize the amount and value of spectrum avail-
able, particularly through the award of digital dividend 
spectrum and spectrum refarming, as well as flexible 
use spectrum policies.9 
1.2.3 New Applications and Services Will 

Challenge Regulators and Policymakers  

While ICTs are permeating the commercial and fi-
nancial realm, the workplace, entertainment, and social 
interaction and networking, this is just the beginning. In 
the next decade, ICTs will pervade our day-to-day activi-
ties on a more significant level, providing an even 
greater breadth of applications and services -- many of 
which are not yet commercially available, or even con-
ceived.  

IP-enabled services and applications delivered by 
broadband networks will propel the digital economy in 
the next decade. For example, in only five years You-
Tube surpassed the two billion views a day milestone 
on a global basis. YouTube reports this is nearly double 
the prime-time audience of all three major free over-
the-air television networks in the United States com-
bined.10 Similarly, if VoIP leader Skype were classified as 
a telecommunications carrier, it would be the largest 
“carrier” in the world based on registered users, con-
trolling 12 per cent of world-wide international long 
distance traffic.11 (See Figure 1.4) 

 

Figure 1.3: Estimated Internet user penetration, by region, 2009 
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Figure 1.4: Top five mobile carriers by subscribers compared to Skype registered users (1Q 2010) 

 

Note: * Figures refer to 4Q 2009 

Source: Company reports, Telegeography, Morgan Stanley 

 

At the same time, social networking sites are be-
coming more and more popular in both developed and 
developing countries. In fact, 15 out of the top 30 coun-
tries by number of Facebook users are developing 
countries. (See Figure 1.5.) Chile, for example, has a 
comparable number of Facebook users as a percentage 
of the population as more developed economies like 
Australia, Sweden and the United Kingdom, while Ar-
gentina, Colombia, Turkey and Venezuela also have rel-
atively high usage. In addition, Facebook has expanded 

its focus, offering a wider range of services -- from 
communicating personal messages and “status updates” 
to exchanging content to gaming – which provides a 
broad user experience inside its pages. However, this 
expansion begins to raise a series of new regulatory is-
sues (e.g., relating to data protection and privacy), and 
may subject such social networking sites to increased 
regulatory scrutiny, as is the case in the United States, 
Canada, and Europe.12 

 

Figure 1.5: Top 30 countries by number of Facebook users 
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This ICT-enabled environment also features stake-
holders with global reach, a factor that presents poten-
tial new challenges for regulators and policymakers.13 
The promotion of ICT take-up in the next decade will 
continue to require enabling ICT regulatory environ-
ments. Policies will have to target the root of the large 
disparities in Internet use between developing and de-
veloped countries and, particularly, the deployment of 
broadband, as well as dealing with the issues raised by 
the new technologies and applications. As discussed 
below, policymakers are presently adopting a mixed 
approach that features a blend of targeted ex ante reg-
ulations aimed at fostering investment and deployment 
of networks and services and ex post rules to address 
anticompetitive conduct as technology and services 
converge. 

1.3 Trends in ICT Regulation  

As ICT markets become more competitive, regula-
tors are beginning to transition from ex ante to ex post 
regulation. This is particularly true in the case of broad-
band markets, where the various links in the value 
chain may be subject to different degrees of competi-
tive pressure. In promoting access to and adoption of 
ICTs, policymakers must consider whether to: 1) estab-
lish sector-specific, forward-looking regulation (ex ante 
regulation) to prevent or promote certain activities, or 
2) establish or rely on competition law to remedy spe-

cific instances of anti-competitive behaviour (ex post 
regulation). Due to the fast pace of technological ad-
vances and an increasing recognition of the value of ro-
bust competition, policymakers increasingly have 
implemented ex post rules to foster innovative markets 
while imposing targeted ex ante regulation to address 
specific market failures, particularly with respect to the 
physical layer of the broadband ecosystem.  

1.3.1 Targeted Ex Ante Regulation for the 
Physical Network Layer 

Ex ante regulation is anticipatory in nature and di-
rected toward situations where market failures are ex-
pected to occur.14 The objective of ex ante regulation in 
the ICT sector is to adopt measures to prevent socially 
undesirable outcomes or to direct market activity to-
wards desirable ends in light of the anticipated market 
failure.15 Accordingly, ex ante regulation should be nar-
rowly-tailored to address the specific instances of ex-
pected market failure. At minimum, the following three 
broad guidelines should be followed when considering 
the adoption of ex ante regulation: 1) regulation should 
reflect national conditions and goals; 2) regulation 
should first attempt to resolve market failure at the 
wholesale level; and 3) regulation should be periodical-
ly reviewed and phased-out when warranted. (See 
Box 1.2.) 

 

Box 1.2: Imposing targeted ex ante regulation on the physical layer 

• Regulation should reflect national conditions and goals 
Different countries have different socio-economic, geographic, and political circumstances.  In addition, their level of infra-
structure development can vary widely.  As a result, solutions to reach national goals that were effective  in one country may 
not translate to another and must be tailored. Therefore, imposing ex ante regulation will require a fact-based assessment 
of a country’s the market conditions and entails the collection, review and analysis of detailed information in order to at-
tempt to accurately predict future behaviour and outcomes. Ex ante regulation should be targeted to address the specific 
problem(s) detected. A clear and accurate demarcation of the circumstances where market forces will not deliver desirable 
outcomes will be key to implementing targeted ex ante regulation in the coming decade.  

• Regulation should first attempt to resolve market failure at the wholesale level 
In liberalized ICT markets, any ex ante regulation should be primarily focused on wholesale services and facilities. Where a 
regulator identifies competitive concerns at the retail level, narrowly-tailored regulation of wholesale inputs identified as 
bottlenecks is generally preferred, allowing other links in the value chain of end-to-end services to be more responsive to the 
competitive process. This approach ensures that competitive concerns at the retail level are adequately addressed while al-
so limiting ex ante regulation to those areas where the benefits to consumers cannot be achieved using ex post regulation.  

 Regulation should be periodically reviewed and phased-out when warranted 
The dynamic nature of ICTs requires regulators to monitor and periodically reassess competitive conditions in the market-
place. Technological changes can quickly impact the ICT market, displacing the rationale for ex ante regulation or shifting its 
focus towards other links in the ICT value chain. Periodic monitoring requires regulators to devote significant time and re-
sources to reviewing and revising targeted ex ante regulation since static regulation may stifle innovation and investment. 
Given their resources, when adopting ex ante regulation, regulators should strike the right balance between safeguarding 
the interests of consumers and promoting long-term development of the sector. Although ex ante regulation may be neces-
sary in the short term, the goal is to reduce ex ante rules as competition develops and, ultimately, for ICT services to be dis-
ciplined primarily by competition law. 

Source: Telecommunications Management Group, Inc. (TMG) 
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Over the next decade, ex ante regulation will con-
tinue to be targeted at the physical infrastructure un-
derlying broadband networks and may begin to address 
challenges in other areas such as services and applica-
tions.  Consequently, regulations will likely focus to va-
rying degrees on access networks, backbone, backhaul 
and international connectivity. The following sections 
address the importance of each of these links in the 
development of broadband networks and recent regu-
latory trends affectingeach one.  

1.3.1.1 Access networks 

Broadband access networks refer to the links be-
tween the exchange or node and the end user, which 
may be provided via cable, fibre, xDSL or wireless tech-
nologies(terrestrial and/or satellite). These links are 
generally referred to as the last-mile. The degree and 
extent of ex ante regulation of the access network, par-
ticularly on the wireline side, has varied significantly 
even among developed economies, ranging from a 
light-hand approach towards more extensive restric-
tions and obligations.  

Wireline networks 

Many countries, particularly in Europe, have 
adopted ex ante regulations focused on access net-
works to prevent large, incumbent providers from leve-

raging market power in ways that harm consumers 
through high prices and low quality of service. These 
regulations may include light-touch rules relating to 
sharing of passive infrastructure or more intensive obli-
gations requiring active sharing, including sharing 
access node switches or unbundling the local loop.16 
Such approaches have been implemented in both de-
veloping and developed countries to encourage local 
access and competition, including Denmark, France, 
Japan, Korea (Rep.), the Netherlands, Nigeria, Norway, 
Saudi Arabia, Sweden, South Africa and the United 
Kingdom.17 Although open access requirements began 
with legacy wireline networks (i.e., copper pairs), they 
are increasingly being applied to fibre broadband net-
works. 

Wireless networks 

The spectral efficiency of wireless technologies has 
increased by a factor of roughly 40 since the launch of 
second-generation (2G) mobile wireless services. 18 

These technological advances, depending on country-
specific market conditions, may allow wireless net-
works to compete against wireline technologies   in the 
provision of broadband services for the first time within 
the next decade. In some countries, such as in Austria, 
Portugal and Finland, such competition has already 
emerged. (See Box 1.3.) 

 

Figure 1.6: Passive and Active Infrastructure Sharing 

 

Source: ITU 

 

 

Passive 
Sharing

• Access to rights-of-way, poles, ducts, trenches, sewers and towers.

• Benefits include reduced roll-out costs, deployment times and operating costs, as 

well as less environmental stress due to less digging or placement of antennas on 

towers, buildings or poles.

Active 
Sharing

• Parts of the network (usually of the dominant/SMP operator) must be available to 

competitors at regulated or wholesale rates.

• May include local loop unbundling, bitstream or wholesale access and/or resale.
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Box 1.3: Transformative potential of wireless in broadband-based competition: the case of Austria 

In 2009, the Austrian regulator (RTR) found that significant fixed-to-mobile substitution in the Austrian residential broad-
band market warranted withdrawal of ex ante regulation (i.e., bitstream access). In its wholesale broadband market analysis, 
RTR found that DSL, cable modem and mobile broadband connections are substitutes for residential consumers at the retail 
level. By including broadband connections over the three networks within the same relevant market, RTR determined that 
strong infrastructure-based competition – especially from mobile broadband – created a trend towards effective competi-
tion in the retail residential market for broadband service in Austria.  

RTR noted that in Q1 of 2009, the total number of mobile broadband connections represented close to 35 per cent of all 
broadband connections, while DSL and cable modems represented around 40 per cent and 22 per cent respectively. For the 
period of 1Q2007-1Q2009, the mobile broadband growth rate was 19.6 per cent, outpacing the growth rate for DSL (3.4 per 
cent) and cable modem (0.7 per cent). RTR found that fixed and mobile broadband prices moved closely together, with fixed 
broadband providers directly reacting to price reductions implemented by mobile broadband providers Further, RTR found 
that pricing pressure from mobile broadband began reducing margins in 2007 for access-based competitors, leading to a 
decline in bitstream connections and the stagnation in ULL connections. Not surprisingly, RTR also found that 76 per cent of 
Austrian consumers (76 per cent) purchased stand-alone mobile broadband connections while only 24 per cent purchased it 
bundled with a fixed connection, indicating that consumers viewed both types of connections as substitutes rather than 
complements. In December 2009, the European Commission endorsed RTR's decision. 

Source: RTR, Abgrenzung des Marktes für Breitbandigen zugang auf Vorleistungsebene, November 2009; EC, Letter of 7 December 2009, 

Case AT/2009/0970. 

 
Over the next decade, in countries where wireline 

infrastructure is not widespread, wireless networks will 
play (and in some cases are already playing) a crucial 
role in broadband diffusion, particularly through third 
generation (3G) and fourth generation (4G) mobile ser-
vices. In Morocco, for example, 3G connections sur-

passed fixed broadband connections (ADSL) in 2009, 
and by May 2010, more than doubled them (Figure 1.7, 
left). Most interestingly, mobile broadband accounts for 
almost all the growth in household penetration of 
broadband connections in Morocco (Figure 1.7, right). 

 

Figure 1.7: Mobile broadband development in Morocco 

  

Source: Michael Minges, Crafting a Broadband Strategy for Developing Countries an Evidence-Based, Case Study Approach, Telecommunica-

tions Management Group, Inc.19 
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Spectrum policies should facilitate wireless broad-
band deployments  and should take into account the 
expected increases in data traffic that wireless services 
will generate.20 As subscribers use wireless networks for 
broadband connectivity more intensely, throughput re-
quirements will increase significantly not only on the 
access network, but also for backhaul and backbone 
connectivity. To support this expected increase in de-
mand, regulators should implement policies that pro-
mote the most efficient and effective use of spectrum 
resources. Such policies include making sufficient spec-
trum available for broadband by freeing up spectrum 
bands that are either unused or underutilized. Policies 
for assigning spectrum should feature mechanisms that 
guarantee both that the resource will be held by the 
parties that will use it more efficiently and that impor-
tant social objectives are achieved, such as the provi-
sion of connections to schools, hospitals and 
government offices and coverage of unserved or un-
derserved areas. Similarly, flexible use of current and 
future commercial assignments should be considered 
as a means to facilitate technological evolution.  

1.3.1.2 Backbone networks 

Backbone networks refer to the high capacity 
communications facilities that carry traffic between at 
least two major nodes, and may consist of fibre optic, 
satellite or terrestrial wireless systems.21 High capacity 
backbone networks are essential for broadband con-
nectivity since they link access networks and ultimately 
end users. However, they require heavy investments. 
For example, the backbone of a typical mobile voice 
network represents approximately 10-15 per cent of 
the total network costs, with the costs of providing 
broadband substantially higher.22 Increasing the num-
ber of users purchasing network service is one key way 
to defray the costs of deploying and operating a back-
bone network. This is typically accomplished by resel-
ling capacity on backbone networks on a wholesale, 
non-discriminatory basis to downstream providers, 
which helps to establish competition across multiple 
tiers of service.23  

One important issue that many regulators will have 
to address is related to vertical integration, where the 
backbone network providers are vertically integrated 
with the network operators, which results in a single 
end-to-end provider that can wield great market power.  
This is the case in many developing countries.The first 
step towards facilitating competition in vertically inte-
grated networks is to ensure a liberalized market. In 
some countries in Sub-Saharan Africa, for example, 

mobile operators are prohibited from using the incum-
bent’s network for backbone services, resulting in slow 
growth in broadband infrastructure.24 The second step 
towards increasing competition may entail targeted, ex 
ante regulations requiring the backbone network pro-
vider to vertically disaggregate to various extents and 
offer network capacity on a wholesale, open access and 
non-discriminatory basis to competitors and ultimately 
to end users.  In some cases, regulators have required 
carriers to separate their backbone operations from 
their access network (or retail) operations on either a 
functional  or structural basis.  

1.3.1.3 Backhaul networks 

Backhaul refers to the links used to transport traffic 
from a geographically distant point, such as a wireless 
base station, to a significant aggregation point in the 
network, such as a mobile telephone switching office.25 
Since backhaul costs often constitute a significant por-
tion of a network’s operating costs, particularly for mo-
bile operators, competitive and well-functioning 
wholesale markets for backhaul capacity are a critical 
component for broadband diffusion and ICT services 
deployment and take-up. Targeted ex ante regulation 
may therefore focus on establishing a framework for 
backhaul network sharing to ensure that competitors 
have wholesale access to backhaul capacity while 
guarding against possible anti-competitive conduct that 
can occur when operators share facilities. Backhaul 
network sharing can be achieved either through fibre 
cables or microwave links.  

Developing countries are beginning to focus on 
core backbone and backhaul networks as a means to 
increase broadband deployment. South Africa, for ex-
ample, established a state-owned, fibre-based infra-
structure provider, Broadband Infraco, to provide 
national backhaul connections on a wholesale basis.26 
Brazil has also begun to focus on backhaul; it struck an 
agreement with five fixed-line operators to build out 
broadband backhaul networks to 3,439 unserved mu-
nicipalities in exchange for being relieved of existing ob-
ligations to install 8,000 dial-up equipped telecentres.27 

1.3.1.4 International connectivity 

International bandwidth demand has increased 
significantly as ICTs, particularly the Internet, have been 
adopted more widely. Between 2002 and 2009, inter-
national bandwidth usage increased by 60 per cent, 
with the strongest demand growth taking place on links 
to Africa, Latin America and Middle Eastern countries. 
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Countries in these regions saw annual growth rates of 
over 74 per cent in this period.28 However, adequate 
international connectivity is limited by gateways that 
can act as bottlenecks by restricting traffic flows and 
artificially increasing prices.  

For those countries that do not have the benefit of 
competing infrastructure and well functioning interna-
tional gateway markets, ex ante regulation may be war-
ranted.  Some countries, such as Singapore29, India30 
and Colombia, have resolved instances of market fail-
ure through ex ante regulation imposing various obliga-
tions on the owners or operators of international 
gateways. In Colombia, for example, after conducting a 
review of wholesale inputs for broadband Internet 
access, the regulator found that cable landing stations 
constitute essential facilities and thus required landing 
station operators to provide access to their facilities on 
non-discriminatory terms and conditions and to publish 
a reference access offer.31  

Self-regulation can also be a tool, in which consor-
tium agreements contain non-discrimination and open-
access safeguards to address potential problems 
stemming from absent or ineffective competition and 
regulation. Self-regulation was used in the case of the 
Eastern African Submarine Cable System (EASSy), a 
project to build a submarine fibre-optic cable that runs 
from South Africa to Sudan with connections to all of 
the countries along its route. Launched in 2010, EASSy, 
allows any of the consortium members to sell capacity 
in any market in the region to licensed operators on 
non-discriminatory terms and conditions, creating 
competition for the remaining members of the consor-
tium.32 A similar approach was used in the SEACOM sys-
tem, launched in early 2009.33  

However, contractual agreements alone may not 
resolve market failure where effective regulatory 
frameworks for competitive international connectivity 
have yet to be adopted or enforced. One example is the 
South Atlantic 3/West Africa Submarine Cable (SAT-
3/WASC), which runs along the West coast of Africa. 
Despite evidence of increased market concentration, 
possible exclusionary practices and underutilization of 
the infrastructure, the relevant national regulatory au-
thorities have not addressed the contractual agree-
ments that guarantee exclusive control over and use of 
submarine cables and landing stations by members of 
the owning consortium, most of which are incumbent 
providers.34 

In the long-term, liberalization and promotion of 
competition among and within facilities that provide 
international connectivity, in particular submarine 
cables and landing stations, is the best way to guaran-
tee lower costs. For example, the 2009 landing of the 
SEA Cable System (SEACOM) that interconnects Kenya, 
Madagascar, Mozambique, South Africa, and Tanzania 
to undersea fiber optic with onward connections to In-
dia and Europe has resulted in Kenya Data Networks 
(KDN), a Kenyan data services provider, announcing it 
would “slash” Internet prices by 90 per cent.35 However, 
liberalization may be more difficult in some developing 
countries, particularly those that are landlocked or iso-
lated small island developing states (SIDS)36 without 
access to submarine cables since they may have to rely 
instead on alternative technologies, such as satellites, 
which may carry a higher price premium.  

1.3.2 Transition from Ex Ante towards an  
Ex Post ICT Regulatory Environment 

Recognizing that the rationales for ex ante regula-
tion no longer hold as markets mature and become 
more competitive, gradual fine-tuning or, in some cases, 
even full withdrawal of targeted ex ante regulation be-
comes necessary to better reflect competitive condi-
tions in the market and serve consumer interests. 
When market conditions warrant the phasing out of ex 
ante regulation, regulators should consider, on a case-
by-case basis, the need to establish sunset provisions or 
transition periods to ensure a smooth shift into an ex 
post regulatory environment. Transition periods allow 
stakeholders, consumers and service providers to grad-
ually adapt to a new regulatory framework. Both the 
United Kingdom and Portugal, for example, adopted 
transition periods as they moved from ex ante forms of 
regulation to ex post regulatory frameworks. In May 
2008, when reviewing the wholesale broadband access 
markets, Ofcom determined that British Telecom (BT) 
no longer had significant market power (SMP) in local 
exchanges where alternative services providers had 
emerged. In response, Ofcom withdrew certain regula-
tory obligations immediately (e.g., non-discrimination 
and transparency requirements), but required BT to 
provide existing customers network access for a 
12-month transition period to afford BT’s wholesale 
customers the opportunity to make alternative ar-
rangements. Similarly, when reviewing the wholesale 
broadband access market in 2009, ICP-ANACOM found 
that Portugal Telecom (PT) did not have SMP in certain 
geographic markets and accordingly decided to with-
draw ex ante regulation in such markets. Unlike Ofcom, 
the Portuguese regulator opted to maintain a 
12-month phase-out period for most ex ante obliga-
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tions imposed on PT in these geographic areas, includ-
ing non-discrimination, transparency, access, cost ac-
counting and financial reporting. The price control, 
however, was phased-out immediately upon the adop-
tion of the decision.37 

Finally, it is also possible that regulatory authorities 
may reinstate ex ante regulation (i.e., re-regulate). Al-
though re-regulation is likely to be an exceptional 
measure, changes in expected market outcomes or 
even regulatory errors may justify such a measure.38 

1.3.3 Relying on Ex Post Regulation to  
Address Anticompetitive Practices 

Relying on ex post regulation to address competi-
tive concerns in the ICT market requires the implemen-
tation of competition laws and regulations that are 
effective, enforced and suited to the country’s specific 
conditions. This legal safety net is crucial for competi-
tive forces to take root, but implementing ex post regu-
lation may represent a major challenge, particularly for 
developing countries that lack competition laws and 
regulations or are affected by weak institutional struc-
tures. This challenge may be compounded where eco-
nomic systems have traditionally relied on strong state 
intervention, resulting in entire sectors and most domi-
nant firms being state owned, controlled by the gov-
ernment or afforded special protection by government 
policies.39  

For over a decade, a series of initiatives have been 
implemented to create competition law frameworks in 
various countries around the world. Approximately 
100 countries have adopted competition laws, with a 
quarter of those being developing countries.40 Similarly, 
a series of regional initiatives have been adopted to es-
tablish competition law rules and principles, including 
in the Association of Southeast Asian Nations (ASEAN), 
in the Common Market for Eastern and Southern Africa 
(COMESA),41 in the Economic and Monetary Union of 
West Africa (UEMOA),42 in the Economic and Monetary 
Community of Central Africa (CEMAC), in the Caribbean 
Community and Common Market (CARICOM),43 in the 
Andean Community (CAN),44 and in the Common Mar-
ket of the Southern Cone (Mercosur).45  

Countries without general competition laws, such 
as the United Arab Emirates and the Kingdom of Ba-
hrain, are beginning to develop ICT-specific ex post 
rules. In Bahrain, for example, the Telecommunications 
Regulatory Authority (TRA) plays the dual role of both 
regulator and competition authority for the ICT sector; 
the TRA introduced an ICT competition framework in 
February 2010.46 Section 1.5 further discusses the role 

of and interactions between authorities responsible for 
enforcing ex ante and ex post regulation in the ICT sec-
tor.  

1.3.4 Addressing Vertical and Horizontal  
Integration  

In the technology-converged ICT environment, in-
formation technology firms not traditionally associated 
with the provision of telecommunications services or 
equipment are entering new lines of business that may 
result in vertical and horizontal integration. Apple, for 
example, began as a computer company and now of-
fers various devices, such as the iPhone, that run a plat-
form (Operating System - OS) that is tightly coupled 
with its vertically integrated business of media distribu-
tion through iTunes and Apple TV, as well as applica-
tions for mobile devices through the App Store. 
Similarly, Google began as a search engine and Internet 
advertising firm, but has branched into an array of roles 
including mobile communications device manufacturer, 
applications provider, an energy company and poten-
tially a TV white spaces database administrator. (See 
Box 1.4.) 

Although regulatory authorities have more typically 
focused on the potential anticompetitive effects of ho-
rizontal integration, vertical integration issues may be-
come more prominent as technology convergence blurs 
the lines between markets. In reviewing both vertical 
and horizontal integration issues in today’s converged 
and liberalized ICT environment, regulators will have to 
assess potential mergers on a case-by-case basis and 
analyze the merger’s likely effects on the relevant mar-
kets. Necessary scrutiny should be given to integration 
while at the same time taking into account the highly 
competitive and fast-paced environment enabled by 
ICTs in order to avoid decisions that may stifle competi-
tion and innovation.47 

1.4 Implementation of Cross-
Sector Activities 

Since ICTs interact and intersect with every other 
major social issue and sector of the economy, including 
the environment, cybercrime and security, education, 
health and banking, governments must coordinate var-
ious interests in order to achieve large-scale objectives. 
Tackling ambitious cross-sector goals requires the coor-
dination of the government authorities responsible for 
these sectors. It also requires regulatory frameworks 
broad enough to allow the ICT regulator to consider the 
relevant interrelated issues while remaining focused on 
promoting innovation and development in the ICT sec-
tor. 
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Box 1.4: Market shares of smartphone sales to end users by OS, 2009 

In 2009, Symbian continued to lead the smartphone OS market, but its share dropped 5.4 per cent duet to competition from 
companies like RIM and Apple and weakness in Nokia’s smartphone sales. The best performers in 2009 were Android 
(Google) and iPhone OS (Apple). Android increased its market share by 3.5 per cent in 2009, while Apple's share grew by 6.2 
per cent from 2008, which moved it to the third position, displacing Microsoft Windows Mobile. 
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Android smartphones are expected to become the second-largest platform, after Symbian, by the end of 2010. Android’s 
stellar performance, surging from 0.5 per cent market share to a projected 22.2 per cent in just two years, illustrates the 
highly competitive nature of this nascent ICT market. 

Source: Gartner, www.gartner.com/it/page.jsp?id=1306513 and www.gartner.com/it/page.jsp?id=1434613. 

 
1.4.1 ICTs and the Environment 

Countries at all stages of development face envi-
ronmental problems related to climate change, pollu-
tion, energy and decreases in biodiversity. ICTs can help 
to address climate change issues across the economy, 
particularly in the energy, construction and transporta-
tion sectors; ICTs can also improve water management 
techniques, protect biodiversity and reduce pollution.48 
ICTs impact the environment in positive ways, such as 
by allowing online delivery of information, telecommut-
ing and video conferencing.  

Despite the many ways in which ICTs can reduce 
the impact of human activity on the environment, ICTs 
also contribute to global greenhouse gas emissions and 
the production of electronic waste (“e-waste”). For ex-
ample, the rise of broadband-enabled devices using 
“always on” connections and increased processing ca-
pabilities will require greater amounts of energy in or-
der to power these devices. 49  The rapid pace of 
innovation and technological change has resulted in 
more frequent replacement of electronic devices, 
which has created enormous amounts of e-waste as 
mobile phones, computers and other devices are quick-
ly discarded and replaced with newer devices.50 Policy-
makers around the world are increasingly examining 

new approaches to ICT policies and regulation in order 
to capitalize on the ways that ICTs can facilitate better 
environmental stewardship, while minimizing the nega-
tive impact of ICTs on the environment.  

1.4.1.1 ICTs and climate change51 

ICTs are a necessary part of monitoring the effects 
of climate change.52 They are also essential for the 
monitoring systems of weather forecasting and climate 
observation, as well as for predicting, detecting and mi-
tigating the effects of natural disasters.53 Furthermore, 
ICTs provide important remote sensing capabilities for 
climate and weather monitoring.54 The data provided 
by ICTs are then used for computer modeling to show 
the effects of climate change on the environment. 
These data can also be processed through grid compu-
ting, which relies on broadband networks to connect 
scientists and allows them to draw on data resources 
distributed around the world.55 Grid computing pro-
vides small and remote research institutions with 
access to the newest environmental data and also en-
courages networking and virtual collaboration. 56  As 
shown in Box 1.5 below, ICTs can also help to reduce 
greenhouse gas (GHG) emissions and contribute to pos-
itive environmental change in a variety of ways.57 

 

http://www.gartner.com/it/page.jsp?id=1306513
http://www.gartner.com/it/page.jsp?id=1434613
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Box 1.5: Ways that ICTs can reduce GHG emissions 

• ICTs increase information flow and networking and can reduce duplication of activities across and between organi-
zations;  

• ICTs allow for a systematic approach on local, regional and international levels in order to deal with complex, mul-
tidisciplinary issues such as the environment;  

• Web services can save energy and reduce GHG emissions;  

• Free and low-cost web-based applications help developing countries save financial resources, which can be put 
towards green initiatives; and  

• More energy efficient devices lead to lower GHG emissions. 

Source: ITU, ICTs for e-Environment: Guidelines for Developing Countries, with a Focus on Climate Change 

 
1.4.1.2 E-waste 

Rapid technological changes in the ICT sector, rising 
incomes and falling prices for electronic products have 
resulted in a seemingly endless number of new elec-
tronic products with many economic and social bene-
fits. However, the proliferation (and short product 
cycles) of these devices also creates a problem as they 
are discarded; they become electronic waste (“e-
waste”).  This can be a particular problem for develop-

ing countries where recycling facilities may be less de-
veloped.58 Although approximately 53 million tons of e-
waste was generated worldwide in 2009; only 13 per 
cent of it was recycled.59 To compound the problem, 
the production of e-waste is growing by about 40 mil-
lion tons per year.60 By 2030, developing countries will 
discard 400 million to 700 million obsolete personal 
computers each year as compared to 200 million to 300 
million in developed countries.61 

 

Figure 1.8: Quantities of e-waste generated from PCs in Senegal and Uganda, 2005-2020 

  

Source: UNEP, Recycling—From E-Waste to Resources 

 

 

 



GSR10 Discussion Paper 

 

14 Chapter 1 

Given the growth of e-waste, it is essential that po-
licymakers implement effective legal frameworks that 
control both legal and illegal trade in, as well as the 
generation of, e-waste with active participation from 
governments and the private sector. Regulatory meas-
ures, such as stricter environmental regulations and re-
cycling requirements, have been introduced in a 
number of countries to prevent or minimize e-waste. 
For example, the European Commission passed direc-
tives in 2003 that impose stricter rules on Member 
States, as well as set targets for consumer participation 
in recycling programs. Directive 2002/96/EC on waste 
electrical and electronic equipment (“WEEE Directive”) 
developed rules to reduce e-waste and to promote the 
reuse, recycling and recovery of e-wastes. In Sweden, 
e-waste laws are largely credited with making the coun-
try one of the global leaders in e-waste recycling.62 
Sweden has placed the responsibility for the collection 
and disposal of e-waste on the producers of electronic 
devices, known as “Extended Producer Responsibility” 
(EPR). Sweden implemented a national e-waste regis-
tery in 2007, and requires all electronic device manu-
facturers to register, to report the quantities of 
products sold as well as to report the percentage of de-
vices that have been collected and treated.  

In April 2010, the Indian government drafted the 
E-Waste (Management and Handling) Rules, which 
would incorporate EPR as a basic principle (similar to 
Sweden), placing the burden on the producer to track 
the life cycle of devices.63  Additionally, India’s E-Waste 
Rules would ban the import of used electronic devices 
for charity, a measure similar to the Ban Amendment of 
the Basel Convention.  

1.4.1.3 Domestic ICT and environmental policies: 
Towards green ICTs 

Governments around the world have begun adopt-
ing various initiatives to address the environmental is-
sues highlighted above, including programs to increase 
environmental research and development (R&D), pro-
mote “green ICT” innovations and develop 
e-environment skills through consumer and business 
education. Government-sponsored programs to in-
crease R&D activities are among the most common in-
itiatives, particularly for creating energy efficient ICTs. 
Japan, for example, established the Green IT Project to 
encourage collaboration between industry and acade-
mia in order to develop energy efficient ICTs.64 With an 
annual budget of JPY 3 billion (USD 32 million), the in-

itiative has focused on reducing energy consumption by 
over 30 per cent in several areas, including in network 
components such as routers and data storage centres 
and through high-efficiency cooling systems and digital 
displays.65  

Policymakers are also adopting other comprehen-
sive “green ICT” plans to increase green ICT skills and to 
develop public awareness about the role ICTs play with 
respect to climate change. In Egypt, for example, the 
Ministry of Communications and Information Technol-
ogy (MCIT) adopted the Green Information and Com-
munication Technology (ICT) Strategy in August 2010. 
The program involves several initiatives, including: 
forming a private/public sector task force that will con-
duct ICT-related education workshops and seminars, 
holding training programs to build green ICT skills in 
Egypt’s workforce, and raising awareness of the roles 
that ICTs can play in reducing GHG emissions from all 
sectors of the economy and preserving natural re-
sources.66 Rather than implementing these initiatives 
alone, the MCIT has partnered with the Ministry of En-
vironmental Affairs through a Memorandum of Under-
standing.67 As addressed in Section 1.5.3 below, ICT 
regulators and environmental agencies around the 
world are increasingly working together to accomplish 
their goals more effectively.  

1.4.1.4 International efforts to promote ICTs and 
environmental initiatives  

Cooperation among countries, including conduct-
ing multi-country studies, implementing regional initia-
tives and capacity building, is important to capturing 
the greatest benefits from green ICT initiatives due to 
the cross-border effects of climate change and other 
environmental issues. For example, a recent study by 
the Organisation for Economic Co-operation and De-
velopment (OECD) analyzed 92 green ICT programs 
sponsored by governments and industry in 22 OECD 
countries plus the European Commission. The report 
confirmed that both the public and private sectors have 
adopted a range of ICT and e-environment policies ad-
dressing research and development (R&D), innovation, 
green ICT initiatives and education on ICTs and the en-
vironment.68 The OECD countries passed a recommen-
dation in April 2010 calling for member countries to 
establish or review their policies for ICTs and the envi-
ronment.69 Details of the OECD Recommendation are 
highlighted in Box 1.6 below. 
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Box 1.6: OECD recommendation on ICTs and the environment 

The key areas for member countries to address in reviewing ICTs and the environment include: 

• The coordination of ICT, climate, environment and energy policies in order to assess the direct effects of ICTs on 
the environment and enable ICTs to positively affect other sectors. 

• Support for research and innovation in green technologies and services, particularly for “smart” applications. 

• The promotion of green ICT-related education, training and skill development to meet demand for environmental 
skills and expertise at all levels and in all industries. 

• Methods to increase public awareness of the role of ICTs in improving environmental performance, which includes 
the widespread development and adoption of clear standards and eco-labels based on life cycle approaches to 
production, use and disposal of ICT goods and ICT-enabled applications.  

• Approaches by which Governments can lead by example and minimize the environmental impact of ICTs in public 
administration through green ICT approaches, applications and services.  

• The setting of transparent policy objectives and targets to measure and improve government green ICT strategies, 
including ICT-enabled applications across the economy. 

• Private sector engagement to foster support for e-environmental issues since the private sector will implement 
many of the green initiatives. 

Source: OECD, Recommendation of the Council on Information and Communication Technologies and the Environment 

 
1.4.2 ICTs and Cyberthreats 

1.4.2.1 Growth in ICTs and cyberthreats 

The expansion of ICTs into every aspect of our lives, 
including shopping, banking, water and electricity sup-
plies, social networking, health care, education, traffic 
management and commerce, leaves us increasingly 
vulnerable to cybercrime. Cybercrime is often de-
scribed as “any activity in which computers or networks 
are a tool, a target or a place of criminal activity.”70 In 
order for people to enjoy the many benefits of an inter-
connected world, they must feel confident in the secu-
rity of the networks, services and applications they use. 
Policymakers must therefore seek to protect legitimate 
activities against four broad categories of cybercrimes: 
1) offenses against data privacy and the integrity of 
computer systems, such as illegal access and data inter-
ference; 2) computer-related offenses, such as cyber 
theft and fraud; 3) digital piracy and copyright viola-
tions; and 4) content-related offenses, which may in-
clude illicit content, online gambling, libel and cyber 
bullying.71  

1.4.2.2 Technology-related offenses 

The first two types of cybercrimes listed above – 
data privacy and computer-related offenses – are tech-
nology-related offenses most often associated with cy-
bercrimes. These offenses include hacking, remotely 
deleting information through viruses and system inter-

ference through computer worms or denial-of-service 
attacks.72 In 2008 alone, data theft and cyber security 
breaches cost businesses as much as USD 1 trillion glo-
bally due to losses in intellectual property and expendi-
tures for repairing the damage from breaches.73 With 
revenues from cybercrimes exceeding USD 100 billion 
in 2007, which was more than the worldwide illegal 
drug trade, the lucrative nature of cybercrime means 
that cybercrime will only continue to rise without con-
certed global action.74 

Cyber security is important to protecting infrastruc-
ture, as well as protecting individuals’ data privacy. 
However, there are both technical and legal challenges 
to preventing technology-related cybercrime and to 
minimizing cybercrime’s detrimental impact. Chal-
lenges include the growing reliance on ICTs, which 
means that even short interruptions in service can re-
sult in great financial damages. Additionally, the ubiqui-
ty of Internet access increases the number of targets 
for cybercrime, and makes it easier for offenders to es-
cape identification.75 The sheer volume of information, 
users and devices adds to the difficulty of tracking and 
locating cyber criminals. 

1.4.2.3 Digital piracy 

In the digital age, copyright violations have soared 
due to illegal downloading and file sharing, which have 
particularly affected the music and movie industry. An 
estimated 95 per cent of all music downloads world-
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wide are illegal76 and revenues from global music sales 
have declined about 30 per cent between 2004 and 
2009, representing billions in lost sales.77 To combat 
these problems, countries are increasingly considering 
the imposition of heavy penalties and fines against 
those who download copyrighted material illegally, as 
well as requirements that Internet service providers 
(ISPs) assist in identifying illegal downloaders and in en-
forcing anti-piracy laws. 

One measure that has gained worldwide attention 
is France’s anti-piracy law, Création et Internet, which 
came into effect in January 2010.78 Known as the anti-
piracy “three strikes” law, it requires ISPs to send sus-
pected digital pirates two warnings about their illegal 
downloading activities. After the third suspected of-
fense, the downloader is required to appear before a 
judge who can impose a fine of up to EUR 300,000, im-
pose jail time or suspend Internet access for up to a 
year. Infringers are also put on a “three-strike” blacklist 
to prevent them from acquiring Internet service 
through another ISP. Proponents of the law state that it  
will stop or curb illegal downloading of music, movies 
and other copyrighted materials, and in turn promote 
artistic expression by protecting the creator’s copyright 
in the work.79 Opponents state that the law will not 
lead to a decrease in illegal file-sharing because there 
are numerous ways to circumvent the limitations set 
out in the law, for example by streaming video rather 
than downloading it. Instead of deterring copyright vi-
olations, they believe the law puts innocent users in 
danger of being penalized due to hackers using their IP 
addresses to download materials illegally. Other Euro-
pean countries have also passed anti-piracy measures, 
including Sweden80 and the United Kingdom.81  

At the international level, more than a dozen coun-
tries are negotiating the Anti-Counterfeiting Trade 
Agreement (ACTA). The ACTA negotiations are headed 
by the United States, the European Commission, Swit-
zerland and Japan, and have been joined by Australia, 
Canada, Jordan, Korea (Rep.), Mexico, Morocco, New 
Zealand, Singapore and the United Arab Emirates.82 
ACTA would:  1) focus on cooperation among the signa-
tories to address the challenges of cross-border illegal 
trade in copyrighted materials; 2) establish a set of en-
forcement best practices that are used by authorities; 
and 3) create a legal framework of enforcement meas-
ures. Countries would enforce the legal framework 
through a new governing body existing outside of in-

ternational institutions such as the World Trade Organi-
zation (WTO), the World Intellectual Property Organiza-
tion (WIPO) or the United Nations. Proponents argue 
that ACTA is necessary to curb the increase in global 
illegal trade of copyright-protected works, while oppo-
nents argue that ACTA may harm consumer privacy, in-
novation and legitimate commerce. 

1.4.2.4 Content-related offenses 

Whether content-related activity is regarded as a 
criminal offense or protected free speech is highly de-
pendent on each country’s cultural and legal frame-
works. Although child pornography is generally 
criminalized in all countries, other content-related con-
duct is not. For example, the distribution of “racist and 
xenophobic material to the public through a computer 
system” is a crime in the European Union,83 but would 
likely be protected speech in the United States.84 Reli-
gious defamation is another example of content-related 
cyber activity that is illegal in many Arabic countries, 
but is not criminal in the United States or in some Eu-
ropean countries. Given the differing legal standards for 
the regulation of content, it is unlikely that international 
frameworks will emerge. Instead, these issues will con-
tinue to be addressed on a country-by-country basis, or 
perhaps through regional initiatives in areas with simi-
lar cultural backgrounds.85  

1.4.2.5 Globalization of cybercrime  

Cybercrime often extends across national bounda-
ries, such as when illegal content is stored outside a 
country or viruses are transmitted through a number of 
countries during the transfer from sender to recipient. 
An increase in cybercrime, including theft and fraud, is 
a negative side-effect of connecting more than 1.8 bil-
lion Internet users worldwide.86 Cybercrimes have be-
come highly globalized because they can be committed 
against Internet users anywhere in the world. A cyber 
criminal can force law enforcement agencies into a vir-
tual chase around the world by using any number of 
techniques that mask the identity of the cyber criminal 
and make tracing communications difficult, particularly 
the use of anonymous communication servers that en-
crypt transmissions, as shown in Figure 1.987 Since the 
criminal never meets the victim, the anonymity of cy-
bercrime has also resulted in a new breed of tech-savvy 
criminal.88 
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Figure 1.9: Hypothetical example of cybercrime involving multiple countries 

 

Source: Adapted from U.S. Department of Justice, International Cooperation in Cybercrime Investigations. 

 
Cyber criminals often enjoy impunity by working 

from countries with weak or non-existent cybercrime 
legal frameworks. Further, due to the speed with which 
electronic theft and fraud occur, law enforcement may 
not be able to catch cyber criminals even in countries 
with strong cybercrime legislation. Legal difficulties of-
ten arise due to a lack of international cooperation. 
Even for those countries with existing mutual legal as-
sistance agreements, the processes for sharing infor-
mation are often formal and time-consuming.89 It is 
therefore necessary to set up procedures that facilitate 
cooperation between countries in order to be able to 
respond quickly to cyber threats. At present, however, 
cybercrime will continue to offer high rewards and low 
risks to criminals until there is effective national legisla-
tion and international frameworks capable of effective-
ly investigating, prosecuting and punishing cybercrimes.  

1.4.3 ICTs and Education 

Leveraging ICTs to promote education can bring 
significant benefits to multiple societal groups, includ-
ing students, educators, and adult members of society 
at large. For over two decades, countries have been 
implementing a vast array of plans and policies to inte-
grate ICTs and education, with this trend increasing in 
many developing countries in recent years. Initiatives 

include the use of multiple technologies and services to 
extend the reach and expand the scope of educational 
systems, including the use of traditional media such as 
radio and television and newer technologies such as 
computers and the Internet. The use of media such as 
radio and television has been highly effective in some 
settings due to their nearly ubiquitous penetration; the 
use of computers and the Internet has proven to be ca-
pable of transforming the educational experience. Such 
initiatives are often the product of collaboration be-
tween multiple actors, including governments and the 
private sector, as well as donor agencies and non-
governmental organizations.  

1.4.3.1 School connectivity 

Improving and expanding connectivity for educa-
tional institutions are often key components of national 
development plans, and are closely tied to national ICT 
plans and policies. A 2007 survey carried out by infoDev 
found that among 48 African countries that had or 
were developing a national ICT plan, 39 had or were 
also developing plans for ICT in their education sec-
tors.90 A number of countries have also adopted na-
tional strategies, policies and targets for school 
connectivity, often reflecting international and regional 
initiatives. For example, a 2009 survey conducted in the 
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Caribbean region found that regional initiatives, such as 
the Organisation of Eastern Caribbean States (OECS) 
Education Reform Unit’s (OERU) Model ICT policy for 
the education system, had been used or were being 
used to develop national ICT policies in education in six 
countries in the region.91  

School connectivity initiatives and strategies vary 
between countries and even within countries.92 The re-
cent toolkit launched by the ITU - Connect a School, 
Connect a Community - provides a wealth of examples 
of school connectivity projects and experiences around 
the world, including: 93  

• Establish special programs to implement connectiv-
ity for specific schools (e.g., Chile’s The Enlaces 
(Links) program, created in 1992 and administered 
by the Center for Education and Technology within 
the Ministry of Education in Chile94);  

• Involve top-down and bottom-up methods (e.g., 
Namibia’s SchoolNet project);  

• Bring together development partners and new 
technologies (e.g., the Macedonia Connects project, 
established in 2004 as a partnership between the 
Ministry of Education and Science (MoES), the 
United States Agency for International Develop-
ment (USAID) and a local ISP called on.net.); and/or  

• Subsidize Internet access tariffs for schools (e.g., 
the United State’s Universal Service Fund Schools 
and Libraries Program, known as E-Rate).  

1.4.3.2 Dissemination of Computer Devices 

Governments around the world are contemplating 
and implementing pilots or programs to distribute low-
cost computer devices (LCCDs) to schools. The term 
LCCD is a relative one, given the income and develop-
ment differences around the world. Nevertheless, 
LCCDs are generally associated with the idea, devel-
oped by then-MIT Lab researcher Nicholas Negroponte, 
of an inexpensive laptop for every child in the world. 

To reduce costs, national strategies for LCCDs in 
schools have taken two main approaches: (i) computer 
labs, and (ii) one-to-one computing. (See Table 1 for the 
advantages and disadvantages of each approach.) Tra-
ditionally, many governments have promoted “com-
puter labs” in schools as a means to extending ICTs in 
education and also to reduce expenses. Labs are shared 
locations or classrooms within schools where a limited 
number of computers are available for use by multiple 
students. Indonesia, for example, launched the “One 
School One Lab” program in 2003, aimed at expanding 
the availability of computer labs in its educational insti-
tutions. A recent infoDev study on ICTs and education in 
India and South Asia found that most government initi-
atives involve providing computer labs to schools, par-
ticularly secondary and higher secondary.95  

 

Box 1.7: Portugal’s e-escola (e-school) and e-escolinha program96 

Portugal has launched two successful LCCD dissemination projects – the e-escola (e-school) program and the e-escolinha 
program. 

• The e-school program, which was initiated in June 2007, distributes laptops with broadband Internet access to 
teachers and secondary school students. By September 2010, the program had distributed over 450,000 laptops to 
students throughout the country. The laptops are sold by telecommunications providers at EUR 150, with a EUR 5 
discount over the basic monthly fee for the 3, 5 and 7.2 Mbps broadband connections. Reduced fees are available 
to lower-income students, who get the laptops free of charge and obtain broadband connectivity at 3 Mbps for 
between EUR 5-15 per month. E-school is subsidized from the fees mobile operators paid for UMTS (3G) licenses.  

• In July 2008, the Portuguese government in partnership with Intel, also launched the e-escolinha project to pro-
duce a Portuguese version of the Intel Classmate (the “Magalhães”). The project calls for distributing this comput-
er to 500,000 primary school students; by September 2010 over 410,000 computers were distributed. Parents pay 
a fee for the computer, based on their economic situation (ranging from EUR 20 to EUR 50) with no fee imposed 
on low-income households. Portuguese mobile operators offer both pre-paid and post-paid mobile broadband In-
ternet plans with EUR 5 per month discount as well as wireline broadband connectivity for the Magalhães at dis-
counted prices. 

Sources: See Escalões da Acção Social Escolar (ASE) at http://eescola.pt/e-escola/oquee.aspx. 
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A second, more recent strategy has been to reduce 
the ratio of students to computers, with the ultimate 
goal being one computer per student. The LCCD 
movement is geared towards this objective through in-
itiatives such as “One Laptop per Child” (OLPC). OLPC 
initiatives have been launched in numerous countries, 
including Afghanistan, Portugal, and Uruguay. In Uru-
guay, Plan Ceibal was launched in December 2006 with 
the objective of providing all primary school students 
with their own laptops. Its success was facilitated by 
the political commitment from the President of Uru-
guay, Tabaré Vázquez, and necessary funds, some USD 
21 million in 2007, equivalent to 2.7 per cent of the to-
tal budget for education in Uruguay. By December 2009, 
a total of 371,073 laptops had been distributed to pub-
lic primary schools and 6,000 to secondary and private 
schools and the Institute for Children and Youth of Uru-
guay.97 

As computer costs decrease, it becomes more af-
fordable for countries to distribute them widely in 
schools.98 However, while the one-to-one approach is 
attractive, and has been achieved by countries like Uru-
guay, it is nevertheless an expensive proposition. Costs 
include not only the price of the computer devices 
themselves, but also transport, distribution, mainten-
ance and training, among others.99 Given the high cost 
of providing each student with their own laptop, this 
may not be a feasible short-term approach for many 
developing countries. A more practical strategy may be 
a mix of approaches. Countries like Chile, for example, 
have progressively worked to achieve one-to-one com-
puting. The Chilean Enlances program has been cre-
dited for dropping the ratio from 70 students per 
computer in 2000 to an expected 10 students per com-
puter in 2010.100 

 

 

Table 1.1: Pros and cons of the one-to-one computing and computer lab models 

 Pros Cons 

One computer per student 
(laptops) 

• Can be taken home and shared with 
family 

• Creates sense of ownership with less 
theft and damage 

• Some designed for developing country 
rural environment (e.g., handle extreme 
temperatures, low battery use, etc.) 

• Some designed for children (e.g., rugged, 
ergonomic) 

• Some include educational software and 
ecosystem of support 

• More democratic in that all children re-
ceive computers 

• Relatively Expensive 

• Can be disruptive 

Computer labs (recycled 
computers, thin clients) 

• Less disruptive than one-to-one model 

• Computer lab more economical than 
one-to-one 

• More practical for shared settings such as 
computer labs or community centres 

• Generally more powerful than laptops 

• Higher maintenance and support 
since likely to be different 

• Students spend less time with 
computer 

• Labs may not be equitably distrib-
uted throughout school system or 
computers can be dominated by 
certain students 

Source: ITU, Connect a School, Connect a Community Toolkit of Best Practices and Policy Advice for Connecting Schools, Module 2: Dissemi-

nating Low-Cost Computing Devices in Schools, www.itu.int/ITU-D/sis/Connect_a_school/Modules/Mod2.pdf 
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Box 1.8: School connectivity checklist: Issues to consider when developing initiatives101 

Due diligence related to school connectivity plans 

• Ensure consistency with policies to promote overall ICT connectivity within the country.  

• Coordinate plans with policies, strategies, and programs for universal service, as well as broadband and digital and 
Information Society agendas. 

• Set key parameters to guide and implement the connectivity goals and targets early. 

• Conduct inventory of school infrastructure and existing connections to assess potential for connectivity and need 
for different connectivity models. 

• Identify potential funding sources, which may include governments, operators, multilateral or bilateral assistance 
and private sector sources. 

• Identify appropriate Internet connectivity technology or technology mix to provide an appropriate balance be-
tween available bandwidth and lower up-front and recurring costs. 

• Develop specific “ICT for education” plan with proper focus and detail devoted to school connectivity, with feasible 
and fundable targets.  

• Consider negotiating agreements with operators to obtain preferential prices for educational facilities.  

• Consider subsidized Internet access as a tool to meet universal access goals, with broadband connected schools 
serving as the enabling connection points.  

• Consider connectivity needs of special populations, such as women and girls, persons with disabilities, indigenous 
peoples, rural or under-served populations and others with special needs. 

• Consider potential of using schools with Internet points as regional “hubs” or “anchor points,” to extend broad-
band connectivity to other communities. 

Key players 

• Ministries/agencies responsible for education and for ICTs and ICT regulator to ensure that universal service 
funds/obligations are included within the plan and roles of all are fully determined. 

• Private sector and non-governmental organizations (NGOs) to help advance school connectivity. 

Regulatory issues 

• Consider allocating spectrum for educational broadband; reducing or waiving spectrum fees for academic institu-
tions; and/or allowing use of unlicensed spectrum for broadband connectivity. 

• Consider including specific conditions or requirements for the education sector in network licences.Regulatory au-
thorities may need to modify licence conditions to include education-focused requirements. 

Monitoring and Evaluation 

• Include methods to evaluate the technical results of Internet connectivity, measure progress towards school con-
nectivity and analyze the impact of broadband access on learning. 

• Employ monitoring and evaluation for both new deployments and upgrades from narrowband to broadband con-

nectivity. 

Source: ITU, Connect a School, Connect a Community Toolkit of Best Practices and Policy Advice for Connecting Schools, Module 1, 

www.itu.int/ITU-D/sis/Connect_a_school/Modules/Mod1.pdf 

 
1.4.4 ICTs and Health 

ICTs are able to significantly improve the quality of 
life for many around the world when used in the field of 
health and medicine, particularly for populations in re-
mote areas, as well as those with limited mobility. With 

the advent of broadband connectivity and more sophis-
ticated technology, there is greater potential for ICTs to 
improve health outcomes through e-health initiatives, 
particularly in rural communities. E-health involves a 
variety of services and tools, including electronic health 
records and telemedicine (see Box 1.9 below).102 For 

http://www.itu.int/ITU-D/sis/Connect_a_school/Modules/Mod1.pdf
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developing countries with high mobile penetration 
rates, mobile health initiatives hold particular promise 
for providing high quality health and medical services 
to unserved and underserved populations. Considering 
that there are fewer than 27 million doctors and nurses 
for the more than six billion people in the world—and 
only 1.2 million doctors and nurses in the lowest in-
come countries—harnessing mobile technologies is be-
coming essential for healthcare practitioners to reach 
patients.103 

1.4.4.1 Connectivity is key for e-health initiatives 

Although basic voice and data connections are use-
ful to improving health and medical care, broadband 
connectivity is necessary to realize the full potential of 
e-health services. For example, broadband connectivity 
is necessary for telemedicine that enables real-time 
audio and video communications between patients and 
doctors, as well as between healthcare providers. Im-
provements in telemedicine and other e-health initia-
tives rely on increasing bandwidth capacity, more 
storage and processing capabilities and higher levels of 
security to protect patient information.104 Basic fixed 
and mobile infrastructure is insufficient to take advan-
tage of the e-health opportunities in the digital econo-
my. Ensuring access to and adoption of fixed and mo-

mobile broadband networks is necessary to including 
those who have been left out of more traditional 
healthcare models.  

This was the case in Rwanda where a three-phase 
e-health project was delayed due to lack of high-speed 
broadband connectivity.105 During the first phase of the 
initiative, an electronic data storage system that permit-
ted sharing of patient information among three hospit-
als was established. This phase was completed without 
delay. However, the final two phases involving video 
conferencing and a real-time telemedicine system were 
put on hold for a year until a broadband Internet con-
nection could be established to connect the three hos-
pitals with a fibre optic cable network.106  

Examples such as Rwanda where hospitals and 
medical clinics are being connected with fibre networks, 
show it is possible for these facilities to act as anchor 
institutions that serve as “jumping-off” points for the 
further provision of Internet connectivity into commun-
ities. Policy makers should encourage arrangements 
that allow medical facilities or their partners to resell 
excess capacity in order to both extend connectivity 
and provide some level of financial support for the 
broadband link. 

 

Box 1.9: Examples of e-health tools and services 

• Telehealth/telemedicine: The use of ICTs either to support the provision of health care or as an alternative to di-
rect professional care.  This enables healthcare professionals to diagnosis and treat patients remotely, as well as al-
lowing for radiology and laboratory information to be sent electronically. 

• m-Health: Enables the use of mobile devices to collect health data and to provide healthcare information to practi-
tioners, researchers, and patients, as well as real-time monitoring of patients and direct provision of care via mo-
bile telemedicine. 

• Electronic health records: Allows immediate communication of patient data among different healthcare profes-
sionals and includes information such as test results, medication and general clinical history. 

• Education and training for healthcare practitioners: Enables doctors and nurses to continue their training and 
provide the most up-to-date technologies and services to patients. 

• Decision support systems: Automated or semi-automated systems that support decision-making in a clinical envi-
ronment. 

• Education and awareness: Use of electronic resources by patients or healthy individuals to research various health 
topics. 

• Geographical information systems: Applications allow healthcare professionals to aggregate and analyze data 
over local, regional, national or global areas, which can support disease surveillance, public health advisory sys-
tems and vaccination status reporting. 

Source: WHO, eHealth Tools and Services: Needs of the Member States, Report of the WHO Global Observatory for eHealth (2006). 
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1.4.5 ICTs and Banking 

Increased penetration and use of ICTs has great po-
tential to extend access to financial services to low in-
come households that are not reached by traditional 
bank branch networks and also to lower the cost of de-
livery to both banks and customers.107 In emerging 
markets, there is on average one bank branch and one 
automated teller machine for every 10,000 people, but 
more than 50 per cent of the population has access to a 
mobile phone.108 For these markets, the deployment 
and take-up of mobile banking services (m-Banking) is 
of particular relevance. Connecting the “unbanked”109 
through mobile phones would introduce millions to fi-
nancial services that will help build assets and make the 
poor “less vulnerable to crises so that they can ulti-
mately plot their own paths out of poverty.”110 This po-
tential of m-Banking signals the increased convergence 
of two industries: ICTs and financial services, a trend 
that is expected to continue to increase in the coming 
decade. 

In countries, such as Afghanistan, Kenya, Indonesia, 
Pakistan, the Philippines and South Africa, various 
forms of m-Banking services are expanding the financial 
services frontier. These services allow users to make 
payments and remittances, access existing bank ac-
counts, conduct financial transactions, engage in com-
merce and transfer balances, for example. (See Box 
1.10.) 

Two main models of m-Banking have developed 
over the last few years: (i) bank-based and (ii) nonbank-

based. In a bank-based model, customers establish a 
direct contractual relationship with a prudentially li-
censed and supervised financial institution, even 
though the customer may only deal with agents (i.e., 
nonbanks) that carry out transactions on behalf of the 
bank. In a nonbank-based model, on the other hand, 
the customer does not have a direct contractual rela-
tionship with a prudentially licensed and supervised 
financial institution. Rather, the customer exchanges 
cash at a retail agent for electronic value (i.e., e-money) 
that is recorded in a virtual account on the server of a 
non-bank, such as a mobile operator or an issuer of 
stored-value cards.111 (See Figure 1.10 below.) While 
this distinction is useful in delineating the two different 
models, ultimately even nonbank-based models rely on 
banks, as the money collected from the public must be 
intermediated by a bank under the full purview of pru-
dential regulation and supervision.112  

For example, m-Banking services such as Zain’s 
(now Bharti Airtel) Zap service in East Africa are already 
starting to defy this classification, falling in a possible 
hybrid category where collaboration between banks 
and mobile providers is tighter.113 Similarly, in some ju-
risdictions where regulation requires bank-based mod-
els to be implemented, mobile providers have opted or 
have been required to acquire a controlling stake in fi-
nancial institutions to launch m-Banking services. This is 
the case of Pakistan, where Telenor Pakistan acquired 
51 per cent of Tameer Microfinance Bank and together 
entered into a partnership agreement to launch the ea-
sypaisa service. 

 

Box 1.10: Various types of m-Banking services 

m-Banking refers to a variety of services, and we use the term in a broad sense here. Services can be broadly summarized as: 

i) m-Transactions and m-Payments, which refer to financial transactions (remittances and payments) made using a 
mobile phone without visiting a financial institution;  

ii) m-Banking which involves financial institutions in cooperation with mobile operators offering a channel to an exist-
ing bank account. The service is both transformative in targeting the unbanked, (e.g., those who do not have bank 
access or bank accounts) and additive by targeting those who already have bank accounts and providing an extra 
means of accessing the bank account;  

iii) m-Commerce, sometimes called u-Commerce given its ubiquitous nature, which refers to the buying and selling of 
goods and services through wireless handheld devices such as mobile phones; and  

iv) Airtime transfer or balance transfer, which is a person-to-person transfer of the electronic value that has been 
purchased for purposes of making phone calls or sending text messages within one network. 

Source: Johan Hellström, The Innovative Use of Mobile Applications in East Africa, Sida Review 2010:12 (May 2010) at 

www.sida.se/publications. 
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Figure 1.10: M-Banking models 

 

Source: Adapted from Michael Tarazi and Paul Breloff, Nonbank E-Money Issuers: Regulatory Approaches to Protecting Customer Funds, 

CGAP Focus Note No. 63 (July 2010) at www.cgap.org/gm/document-1.9.45715/FN63_Com.pdf 

 

There are notable examples of success stories of m-
Banking in developing countries. In Kenya, M-pesa by 
Safaricom, launched in March 2007, has handled over 
KES 130 billion (USD 1.7 billion).114 It has nearly seven 
million registered customers transferring an average of 
KES 150 million (USD 1.96 million) per day, mostly in 
small amounts of approximately KES 1,500 (USD 20) per 
transaction. M-pesa customers can visit more than 
10,000 merchants who act as “agents” for account 
opening and handle deposits into and withdrawals 
from the customer’s virtual “wallet.” Customers can use 
their mobile phones to check bank balances, pay bills 
and purchase airtime.115 In Pakistan, easypaisa was 
launched in October 2009 and supports a full portfolio 
of financial services, including loans, deposits, transfers 
and payments. By July 2010, it had reached more than 
two million customers, with PKR 4.8 Billion (USD 55 mil-
lion) having passed through the system. Perhaps more 
interestingly, 65 per cent of easypaisa transactions are 
from people who are neither Telenor Pakistan nor Ta-
meer Microfinance Bank customers, further fostering 
financial inclusion.116  

m-Banking presents certain regulatory challenges, 
however, as banking laws and regulations often were 
not designed to incorporate the possibility of such ser-
vices. Accordingly, there is often a need to adapt bank-
ing regulations to facilitate m-Banking. This is evidenced 
by the case of Peru. Peruvian regulations currently 
permit third parties, such as mobile operators, to deliv-
er banking services as an agent of a licensed banking 
institution, subject to the banking regulator’s authoriza-
tion.117 Although some banks provide access to Internet 
banking through mobile phones for pre-existing cus-
tomers, there is no relevant mobile banking business in 
Peru due to stringent regulations that include a prohibi-
tion on opening an account outside of a bank branch.118 
Since only 26 per cent of Peruvians use banks, the 
banking regulator, the Superintendence of Banks, In-
surance and AFP (SBS), announced in May 2010 that it 
will introduce new regulations to allow full-service mo-
bile banking services.119 By introducing this regulation, 
SBS aims to reach the 80 per cent of Peruvians who use 
mobile phones and to create “electronic money” com-
panies to promote access to financial services for the 
unserved.120 

 

 

 

Bank / Nonbank involvement in M-Banking 

Bank-based model Nonbank-based model

Bank(s) offer 
individual accounts 

that can be used 
through 

bankmanaged 
branchless channels 

XacBank (Mongolia)

Bank(s) offer individual 
accounts accessed 
through nonbank-

managed agent 
networks and/or 

technological platforms

SMART (for 21 banks 
in the Philippines) 

Bank issues electronic 
value which is 

purchased from bank 
and redistributed by 
nonbank directly to 

customers

Orange Money (Cote
D’Ivoire, Senegal and

Mali)

Nonbank issues 
electronic value and 
holds matching value 

assets in pooled account 
in regulated bank

Safaricom (M-Pesa
in Kenya)

Globe (GCASH in
the Philippines)
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Box 1.11: Relevant financial regulatory issues to be addressed to enable development of m-Banking 

The following are areas where sharpened regulatory analysis would result in a better balance between maximizing the op-
portunity of m-Banking models and mitigating their risks: 

• More flexible branch regulations that permit banks to manage more differentiated customer sales and service 
models, based on the transaction types and volumes performed.  

• Banking agent regulations that permit banks to engage third-party retail outlets as cash merchants, with minimal 
financial risk for both banks and their customers.  

• Consumer protection regulations that help customers understand and act upon their rights in a more complex ser-
vice delivery chain, without burdening banks with unnecessary provision.  

• Tiered Know Your Customer (KYC) regulations that permit immediate account opening with minimum barriers for 
poor people, with a progressive tightening of KYC as their usage of financial services grows.  

• Creating regulatory space for a class of non-bank e-money issuers authorized to raise deposits and process pay-
ments, but not to intermediate funds. 

Source: Claire Alexandre, Ignacio Mas and Dan Radcliffe, Regulating New Banking Models that can Bring Financial Services to All. 

 
1.5 Cooperation among  

Regulatory Authorities in  
Different Sectors  

Due to the influence of converged ICTs on all other 
sectors, ICT regulators are in a special position to en-
sure that the benefits of ICTs permeate throughout the 
economy. This section addresses how governments 
have expanded the role of regulators to better address 
the convergence of telecommunications, broadcasting 
and information technology. In addition, it examines 
how most telecommunications and electronic commu-
nications laws recognize the ICT regulators’ expertise by 
granting them the authority to decide matters broader 
than ICT-specific issues, particularly regarding competi-
tion. Finally, it looks at how ICT regulators must either 
decide these broader ICT-related issues independently 
or in cooperation with other regulatory entities, as well 
as how these decisions affect regulations in other sec-
tors of the economy addressed above, such as the envi-
ronment, health, and banking. 

1.5.1 Expanding the Regulator’s Mandate 

In most countries, the telecommunications/ICT 
regulatory authority operates separately from the 
broadcasting and video content regulator. However, 
nearly 30 countries have chosen to establish a con-
verged ICT regulator by expanding the role of the tele-
communications regulator to include authority over 
broadcasting, content (e.g., video programming) and 
Internet services. The rationale for this trend is that a 
converged regulator is better able to adapt and re-
spond to an environment where distinctions based on 
services and networks are becoming blurred. With a 

converged regulator, service and consumers are able to 
look to a single agency for all matters relating to the 
communications sector. Countries with converged regu-
lators include Australia, Finland, Iraq, Italy, Japan, Kenya, 
Mali, Malaysia, South Africa, Singapore, Uganda, United 
States and United Kingdom.  

Despite this trend, most OECD countries still have 
separate regulators for broadcasting and for telecom-
munications. Additionally, content regulation is typically 
addressed by a separate ministry or government au-
thority (e.g., in India and Saudi Arabia) or by the broad-
casting authority (e.g., in Botswana, Chile and 
Colombia). For example, in India, there are two entities 
responsible for content regulation. The Ministry of In-
formation and Broadcasting monitors content related 
to broadcasting and film while the Ministry of Informa-
tion Technology regulates content related to the Inter-
net.  

1.5.2 Expanding the ICT Regulator’s Mandate 
to Include Competition Matters 

If jurisdiction over competition matters is delegated 
to an ICT regulator, other challenges may arise depend-
ing on whether or not the country has a set of general 
competition laws and a separate regulator to handle 
these issues. For countries without general competition 
laws, the electronic communications laws or regula-
tions are likely to expand the mandate of the ICT regu-
latory authority to guard against unfair or 
anticompetitive conduct. For countries with regulatory 
authorities overseeing general competition laws, the 
challenge is to establish rules clarifying how overlap-
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ping jurisdiction will be handled in order to avoid con-
flicts between agencies.  

1.5.2.1 Expanding the ICT regulator’s mandate 
to address competition 

For many countries without a long-standing com-
petition law framework, liberalization of the ICT sector 
is one of the first instances of the state-owned mono-
polies transitioning into private, competitive markets. 
As such, the mandate of ICT regulators often has been 
expanded to include the regulation of competition mat-
ters related to the telecommunications market. Under 
this expanded mandate, regulators are tasked with re-
solving complex issues related to competition laws 
without reference to any legal frameworks in the coun-
try. For example, the Kingdom of Bahrain does not have 
any general competition laws;121 however, one of the 
main responsibilities of the Telecommunications Regu-
latory Authority (TRA) under the Telecommunications 
Law is to “promote effective and fair competition 
among new and existing Licensed Operators.”122 The 
Telecommunications Law requires the TRA to investi-
gate instances where licensed operators are believed to 
engage in anti-competitive conduct, which requires the 
skills to analyze, for example, whether there has been 
abuse of dominant position, collusion or price fixing, or 
whether a merger would harm competition in the mar-
ket.123 Despite the lack of a general competition legal 
framework, the TRA has effectively introduced compe-
tition to each ICT market, including local and long dis-
tance fixed services, international gateways, mobile 
services and Internet services.124 

1.5.2.2 Expanding cooperation among  
regulatory authorities  

In countries that have general competition laws 
with agencies to govern these issues, the electronic 
communications or telecommunications law in many 
cases delegates to the ICT regulator the authority to 
issue rules and decisions related to competition in the 
ICT sector. The challenge in these countries is to ensure 
that concurrent jurisdiction between multiple agencies 
does not result in conflicting rules. Therefore, it is ne-
cessary that the country’s laws provide guidance on 
how different regulatory authorities will cooperate in 
order to issue coherent, consistent and effective deci-
sions. In addition, competition and ICT sector authori-
ties often issue guidelines or publish memoranda of 
understanding on the exercise of their concurrent au-
thority in competition related matters in the ICT sector 
to give legal certainty to stakeholders and avoid dupli-
cation and inefficient use of public resources. (See 
Box 1.12.) 

In the United Kingdom, for example, the Office of 
Fair Trading (OFT) has the general power to enforce EU 
competition mandates and the country’s Competition 
Act, but shares jurisdiction over certain sectors, includ-
ing electronic communications, with the regulatory au-
thorities of those sectors. 125  Before the Office of 
Communications (Ofcom) gained its full competition 
powers under the 2003 amendment to the Communi-
cations Act, OFT published a letter addressing the 
agencies’ concurrent jurisdiction and providing an initial 
overview of how they should work together to “ensure 
a productive working relationship, to the benefit of 
consumers and other stakeholders.”126 

 

Box 1.12: Relevant issues for coordinating competition and ICT authorities’ jurisdiction in the ICT sector 

Taking into account the specific provisions of the legal framework, the following lists some issues that should be considered 
when establishing guidelines on the exercise of concurrent powers over competition matters in the ICT sector: 

• Exchanging information to determine which authority has jurisdiction over a specific case; 

• Determining which authority is better suited to exercise the concurrent powers in relation to a specific case; 

• Resolving disputes as to which authority should exercise the concurrent powers in relation to a specific case; 

• Preventing the simultaneous exercise by more than one than one authority of concurrent powers in relation to a 
specific case; 

• Processes for transferring  a case from one authority to another; and 

• Sharing of staff and resources between authorities. 

Source: Adapted from Office of Fair Trade (OFT) of the United Kingdom, Concurrent Application to Regulated Industries (December 2004) 
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The next year, OFT further clarified how authority is 
shared between the agencies through its guidelines, 
Concurrent Application to Regulated Industries.127 Un-
der OFT’s guidelines, Ofcom may engage in most of the 
decision-making processes for competition-related is-
sues, including investigating complaints about possible 
infringements under its jurisdiction; imposing financial 
penalties for violation of the competition rules in line 
with OFT’s guidance; and publishing opinions in cases 
involving new or unresolved applications of the Compe-
tition Act.128 However, as prescribed in the Competition 
Act, OFT alone has the authority to issue and to make 
and amend procedural rules.129 Further provisions in 
the guidelines detail methods to ensure consistency in 
decision-making processes and outcomes between 
regulators, as well as with EU Directives and UK laws.  

Developing countries have also sought to establish 
guidelines for cooperation and coordination of compe-
tition and ICT regulatory authorities. For example, in 
March 2010 the Competition Commission (CCM) and 
the Information and Communication Technologies Au-
thority (ICTA) of Mauritius entered into a memorandum 
of understanding (MoU) on the exercise of their con-
current jurisdiction over the ICT sector.130 The MoU es-
tablishes a set of guidelines to promote cooperation 
and coordination between the CCM and the ICTA when 
dealing with cases of anti-competitive behaviour in the 
ICT sector where they have overlapping powers; sets 
forth the responsibilities of both agencies in such mat-
ters; and establishes mechanisms for communication 
and sharing of information between CCM and ICTA with 
the aim of minimizing duplication of work and facilitat-
ing prompt and efficient resolution of cases.  

1.5.3 Sector-Specific Approaches to  
Cooperation 

Unlike mandates regarding competition, telecom-
munications and electronic communications laws do 
not typically outline jurisdictional issues related to oth-
er sectors of the economy despite the influence of ICTs 
on these sectors. As addressed above, the confluence 
of ICTs with other sectors requires ICT regulators to be 
aware of the impact that their decisions have on other 
aspects of society, such as the environment, law en-
forcement, education, health and banking. As the influ-
ence of ICTs continues to grow, there may also be a 
need for provisions outlining the cooperative arrange-

ments between the ICT regulator and other govern-
mental agencies. 

1.5.3.1 Cooperation between ICT regulators and 
environmental agencies 

Traditionally, there has been limited overlap be-
tween the types of issues that the ICT regulatory au-
thority and the environmental agency oversee, except 
regarding electromagnetic field (EMF) and radiofre-
quency field (RF) emissions from broadcasting and mo-
bile communications towers or from handheld mobile 
devices. However, the growth of “green ICT” initiatives 
may require new levels of cooperation between the ICT 
and environmental regulators in order to accomplish 
ambitious cross-sector goals. Egypt, as previously dis-
cussed in Section 1.4.1.3, implemented its Green ICT 
Strategy jointly through a Memorandum of Under-
standing (MoU) signed by both the Ministry of Com-
munications and Information Technology (MCIT) and 
the Ministry of Environmental Affairs (MEA) in February 
2010.131 Other countries have begun cross-sector coor-
dination efforts in order to take a more holistic ap-
proach to meeting environmental and ICT policy 
objectives.  

In Singapore, for example, multiple agencies have 
begun to collaborate more frequently on new cross-
sector initiatives. In November 2009, for example, the 
government of Singapore announced the launch of the 
pilot project “Intelligent Energy System” (IES) that tests 
a range of smart grid technologies.132 The IES project 
requires the cooperation of several agencies, including 
the ICT regulator and the various regulators in charge of 
energy, the environment, economic development, 
science and technology research, and housing and de-
velopment. More recently, the Singapore Government 
established the Energy Efficiency Programme Office 
(E2PO), which is a multi-agency committee led by the 
National Environment Agency (NEA) and the Energy 
Market Authority (EMA).133 As shown in Figure 1.11 be-
low, E2PO includes Singapore’s ICT regulator, the Info-
comm Development Authority (IDA), as well as nine 
other agencies in various sectors. The goals of the E2PO 
include promoting the adoption of energy efficient 
technologies and developing local knowledge expertise 
in energy management, as well as supporting research 
and development in green ICTs. 
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Figure 1.11: Ten Singapore agencies involved in the Energy Efficiency Programme Office, including ICT Regula-
tor 

 

Source: IDA Singapore. 

 
Since cross-sector initiatives to promote green ICTs 

are relatively novel, it is unclear whether they represent 
a new type of policy implementation. There is great po-
tential to capture the high-level expertise from multiple 
agencies; however, these collaborative efforts may also 
result in new challenges, such as jurisdictional conflicts 
or funding issues. 

1.5.3.2 Cooperation between ICT regulators and 
law enforcement agencies 

As previously addressed in Section 1.4.2, the num-
ber of crimes committed using communications net-
works, applications and services continues to grow in 
the digital age as more and more activities are con-
ducted via electronic communications. Lawful intercep-
tion of and access to electronic communications (e.g., 
wiretapping) has been a nexus between ICT regulators 
and law enforcement agencies (LEAs) for decades, first 
with the Public Switched Telephone Network (PSTN) 
and more recently with packet-switched and virtual 
networks. Although ICT regulators have begun to play a 
stronger role with respect to consumer protection is-

sues such as spam, these laws have traditionally re-
quired LEAs, as well as defense or security agencies, to 
take the lead due to public safety and national security 
interests in issues including interception of communica-
tions, data privacy, cyber theft and fraud.134  

However, due to its technical expertise, the ICT 
regulator’s role in supporting or advising LEAs may in-
crease in the digital age through 1) assisting LEAs in the 
coordination of various LEAs and national security 
agencies at local and national levels, and 2) assisting 
service providers and consumers in understanding their 
rights and obligations.135 In some instances, the ICT 
regulator may take the lead in enforcing cybercrimes. 
For example, in the United Kingdom, the recently 
passed digital piracy law136 places most of the imple-
mentation and enforcement powers with the ICT regu-
lator, Ofcom, rather than with an LEA (see Box 1.13).137 
Where both LEAs and the ICT regulator are given au-
thority over a particular area of cybercrime, the laws 
and enabling regulations should clearly define the roles 
of all parties, as well as provide adequate resources for 
enforcement.138 

 

Box 1.13: Ofcom’s expanded role in enforcing digital piracy law in the United Kingdom 

• The Digital Economy Act of 2010 (DEA) assigned Ofcom new duties to create and to implement obligations regard-
ing online copyright infringement.  

• Ofcom, rather than a law enforcement agency, will enforce these obligations through a code of practice, which 
details a three-stage notification process for informing subscribers of infringements and requires ISPs to provide 
infringing subscribers’ IP addresses to the relevant copyright holders.  

• Ofcom’s powers include deciding upon the appropriate enforcement action against any person found to have 
breached the code, including imposition and collection of a financial penalty up to £250,000.  

• The DEA further requires Ofcom to establish an independent appeals tribunal for subscribers who have had copy-
right enforcement actions taken against them. 

Source: Ofcom, Consultation on Online Infringement of Copyright and the Digital Economy Act 2010: Draft Initial Obligations Code 
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1.5.3.3 Cooperation between ICT regulators and 
education sector authorities 

ICT regulators and education authorities are increa-
singly working together to facilitate deployment of e-
learning and knowledge programs. Similarly, initiatives 
to forge alliances among private actors, donor agencies 
and non-governmental organizations have proven criti-
cal in implementing many successful initiatives to inte-
grate ICT and education.  

Afghanistan offers an example of how the Ministry 
of Education (MoE) and the Ministry of Communication 
and Information Technology (MoCIT) are collaborating 
on a project to improve both the education and ICT sec-
tors.139 Beginning in September 2008, the MoE and 
MoCIT launched a “One Laptop per Child” (OLPC) 
project in a public-private partnership with the United 
States Agency for International Development (USAID), 
Roshan, a mobile operator in Afghanistan, and Paiwas-
toon, a local information technology company. The 
MoE distributes the laptops to schools, and the MoCIT 
ensures the quality of the content, as well as the tech-
nology. By March 2010, more than 3,700 laptops had 
been distributed in Afghanistan through the OLPC 
project.140 

As set out in Box 1.13 above, the ITU has devel-
oped a checklist of issues that should be considered by 
authorities when considering and implementing school 
connectivity initiatives.141 Notably, the checklist high-
lights the need for school connectivity programs to be 
properly coordinated with the country’s national plans 
and all the relevant agencies. In particular, school con-
nectivity plans should be consistent with policies to 
promote overall ICT connectivity within the country. 
Within a national framework, school connectivity plans 
are best coordinated with policies, plans, strategies and 
programs for universal service, as well as broadband 
and digital and Information Society agendas. In addition, 
there must be a close coordination between the minis-
try responsible for education, the ministry responsible 
for ICTs, and the ICT regulator, to ensure that universal 
service funds and obligations are formulated within a 
plan for school connectivity that concretely describes 
the roles of all parties. Furthermore, the private sector 
and non-governmental organizations (NGOs) can play 
key roles in advancing school connectivity, and they 
should be invited to participate in the development of 
school connectivity plans. 

1.5.3.4 Cooperation between ICT regulators and 
healthcare authorities  

There are many areas in the medical field in which 
ICTs are improving health outcomes.  These include sig-
nificantly enhancing the collection, presentation and 
exchange of health care information, as well as by giv-
ing health care workers and patients tools to transform 
care. E-health initiatives include electronic records; long 
distance consultations via video conference; and mo-
bile patient monitoring. As the number of e-health ap-
plications grows, ICT regulators and health care 
authorities will gain more opportunities to collaborate 
on new projects. In the U.S. National Broadband Plan, 
for example, the Federal Communications Commission 
(FCC) dedicated a chapter to e-health care. Included in 
the recommendations was a suggestion by the FCC to 
collaborate with the Food and Drug Administration 
(FDA), the agency that regulates medical devices, in or-
der to “clarify regulatory requirements and the approv-
al process for converged communications and health 
care devices.”142  

The successful use of ICTs for medical applications 
requires coordination between multiple agencies and 
ministries, potentially including not only telecommuni-
cations, but health, science, education and finance. ICT 
regulators need to work closely with partner agencies 
to develop mechanisms to enable the healthcare sector, 
including not only doctors and hospitals, but supporting 
institutions, schools, and research facilities, to effective-
ly leverage the benefits of broadband connectivity. Key 
mechanisms and activities may include: subsidies or 
other financial support for communications networks 
to link key institutions; setting or identifying standards 
to enable interconnection between various stakehold-
ers; developing or updating service rules governing 
electronic services used to share medical data; and 
provisions regarding privacy of data transmitted via 
such services. In expanding or improving access to 
health and medical services and information, ICT regu-
lators may include incentives to ensure that recipients 
use subsidies or other assistance effectively and effi-
ciently and for the benefit of patients or the medical 
sector as a whole. 

1.5.3.5 Cooperation between ICT and banking 
regulators: m-Banking 

ICT and financial sector regulators have distinct 
roles to play in enabling the development of m-Banking 
services, and coordination between them is critical. Al-
though financial services are outside the purview of 
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telecommunications regulations, ICT regulatory author-
ities can encourage the development of the m-Banking 
market by working with their respective governments 
and forging new relationships with the financial servic-
es authorities in order to develop a framework that is 
appropriate for m-Banking services.143 

In particular, ICT regulators should adopt policies to 
facilitate private investment and entry into the mobile 
telephony market. Development and expansion of mo-
bile services leading to increased penetration are a pre-
condition to providing a base for successful m-Banking 
services. Similarly, ICT regulators should enact and en-
force rules – directly or in cooperation with competition 
authorities – to ensure competitive mobile markets. 
There is a risk that first mover advantages and specific 
marketing conditions of m-Banking services (e.g., lack 
of interconnectivity of m-Banking services144 or diffe-
rentiated fees between on-network and off-network 
transactions) may allow dominant mobile providers to 
further entrench their market positions. This outcome 
may not only restrict competition in the m-Banking 
market, but may also distort overall competitive condi-
tions for mobile telephony services. For example, in 
August 2010, the Communications Commission of 
Kenya (CCK) raised a concern regarding the competitive 
effects of certain conditions associated with Safaricom’s 
successful M-Pesa service.145 It found that mobile mon-
ey transfer services have a significant impact on the 
competitive landscape in the telecommunications mar-
ket in Kenya as they allowed the strengthening and sus-
taining of a “club effect” since higher rates are charged 
to non-registered users versus non-registered users. 
Although the CCK did not regulate rates charged for 
mobile money transfers ex ante, it determined that it 
would support any operators’ request to enter into an 
investigation of the interconnectivity options for mobile 
money transfer services in line with convergence, espe-
cially with regard to charges to non-registered users. 

Banking regulators (e.g., central banks, finance 
ministries or banking regulatory authorities) also need 
to adapt traditional banking regulation to enable play-
ers involved in m-Banking (i.e., banks, mobile providers, 
and retailers) to develop new services, while at the 
same time protecting the stability of the financial sys-
tem as a whole, the integrity of transactions, and the 
safety of customers’ deposits.146 (See Box 1.12.) While 
there is some international experience suggesting the 
viability of various m-Banking models, it is still too early 
for financial regulators to prescribe specific regulatory 
models.147 For example, financial regulators in Afghanis-
tan, the Philippines, West Africa and the European Un-

ion, have adopted regulations that enable a leading role 
for nonbanks, striking a balance between service avail-
ability and the need to mitigate the risks presented by 
the involvement of a service provider that is not subject 
to full prudential regulation.148 On the other hand, a 
number of countries, such as Kenya and Cambodia, 
have not issued e-money regulations but have never-
theless permitted such nonbank models on an ad hoc 
basis through “no objection” letters, conditional ap-
provals or other means.149  

1.6 Conclusions 

The ICT sector is highly dynamic and rapidly chang-
ing. Therefore, making predictions about what is to 
come in the next decade is very difficult. The deploy-
ment and take-up of ICTs, however, is happening at a 
faster pace than ever before, particularly with regard to 
the use of mobile services and applications in develop-
ing countries. This creates further challenges for regula-
tory authorities. Nevertheless, market and regulatory 
trends over the last few years demonstrate increased 
competition in ICT markets and evidence a continued 
and deepening path of convergence both within ICT 
sector as well as with other sectors of the economy. As 
such, the following conclusions can be drawn:  

• As markets become more competitive, ICT regula-
tors will need to shift to a more targeted approach 
to the sector, withdrawing ex ante regulation 
where it is no longer warranted and transitioning 
towards ex post rules. Development of strong com-
petencies in the economic and legal techniques 
and methodologies for competitive analysis will be 
a critical input for regulators going forward. This 
will be particularly pressing in countries that have 
traditionally lacked competition laws and authori-
ties or that have had a very limited scope of action. 
Accordingly, ICT regulators should engage in capaci-
ty building initiatives to develop the necessary in-
stitutional know-how and make efforts to increase 
cooperation with competition authorities where 
possible. 

• Continued convergence within the ICT sector will 
present regulators with new challenges associated 
with vertical and horizontal integration of on-line 
services and applications. New players are progres-
sively developing novel equipment, devices, servic-
es, applications and business models that have the 
potential of altering the ICT competitive landscape. 
However, when facing the challenges posed by 
nascent services and applications, regulators 
should exercise caution to avoid stifling innovation 
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and investment. A light-hand approach is often-
times the right regulatory response under these 
circumstances and may contribute to creating an 
appropriate enabling environment for innovative 
services and applications to develop.  

• Continued expansion of ICTs into our everyday ac-
tivities will require ICT regulators to increase their 
cooperation with different regulators and policy-

makers from different sectors, including law en-
forcement, education, banking, health and the en-
vironment. Increased coordination of policies and 
initiatives in these areas, and likely many others, 
will be critical in the coming decade to harness the 
potential benefits and efficiencies that ICTs can 
bring to consumers and the society at large. 
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