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CHAPTER 9

AMATEUR RADIO IN EMERGENCY TELECOMMUNICATIONS

9.1 Introduction
One highly useful service in terms of emergency communications is the amateur service. Since 1913, amateur communicators have been dedicated volunteers for the public interest, convenience and necessity by handling free and reliable communications for people in disaster-stricken areas, until normal communications are restored.  These experienced communicators, the radio amateurs themselves not just their telecommunications networks, are a valuable resource in emergency telecommunications.
Emergency communications is a communication directly relating to the immediate safety of human life or the immediate protection of property, and usually concerns disasters, severe weather or vehicular accidents.  The ability of amateurs to respond effectively to these situations with emergency communications depends on practical plans, formalised procedures and trained operators.

The amateur service, being a distributed network, is unlikely to be disrupted by natural disaster and thus is potentially capable of providing communications for relief operations and mitigation of the effects of disasters.  Government policies should permit and encourage amateur radio networks for communications in case of natural disasters.  Such networks need to be robust, flexible and independent of other telecommunication services, and capable of operating from emergency power.  They should be permitted to operate regularly and should be periodically tested or exercised during non-disaster periods, by events such as a “simulated emergency test” or a “field day.”  Amateur networks can contribute to disaster communications as yet another alternate means and function very professionally when operated by competent organisations recognised by the International Amateur Radio Union (IARU).

To obtain the optimal performance from the amateur service, administrations should include the amateur services as an integral part of their national disaster plan and amateur capabilities should be included among the national telecommunications assistance information inventories.
Administrations can prepare for emergency contingency operations by reducing and, where possible, removing barriers to the effective use of the amateur services for disaster communications.  Amateur and disaster relief organizations should develop memoranda of understanding (MoUs), as well as to co-operate in developing model agreements and best practices in disaster communications.

9.2
Range

Short-range voice and data communications are accomplished primarily using VHF and UHF line-of-sight (LOS) systems.  Amateurs typically utilise the 2 meter and 70 cm bands for this type of communication.  Handheld radios are frequently utilised to talk to people using other handheld radios.  This is done via simplex, a direct contact on a single frequency.  Directional antennas are employed to achieve greater range.  Repeaters are used for even longer distances.  A standard repeater is simply a relay station.  It consists of a separate “input” receiver and an “output” transmitter connected to each other and tuned to two separate frequencies within the same band.  When the receiver picks up a signal on the input frequency, it simultaneously retransmits the same signal on the output frequency. In this way a repeater forms a link between two stations that may not be able to communicate with each other directly.

Medium range communications rely on HF bands, primarily on 80 and 40 meters (3.5 MHz and 7 MHz respectively).  Due to the changes in the Earth’s ionosphere from day to night, the 7 MHz band tends to be ideal for daytime communications, while the 3.5 MHz bands is favoured at night.  Medium-haul communications are accomplished by propagation known as near-vertical incidence skywave, or NVIS.  Therefore, antennas for this type of HF communications need to be directed nearly straight up.

The longest-range communications, those which circle the globe, are also achieved on the amateur HF bands.  The 40, 20 and 15 meter bands (7 MHz, 14 MHz and 21 MHz respectively) perform long-haul communications the best and are also affected by changes in the ionosphere from day to night.

9.3
Tools

Repeaters

A standard repeater, commonly used by amateurs on VHF and UHF bands, is simply a relay station.  It consists of a separate “input” receiver and an “output” transmitter connected to each other and tuned to two separate frequencies within the same band.  When the receiver picks up a signal on the input frequency, it simultaneously retransmits the same signal on the output frequency.  In this way a repeater forms a link between two stations that may not be able to communicate with each other directly.

There are more complex repeaters that form integrated wide-coverage systems.  These consist of machines miles apart that are connected by two-way VHF or UHF links.  Such systems allow operators to use a local repeater to make contacts with amateurs in distant cities.

Amateur-satellites, or AMSAT

Many people are familiar with repeater stations that retransmit signals to provide wider coverage.  This is essentially the function of an amateur-satellite as well.  Of course, while a repeater antenna may be as much as a few thousand meters above the surrounding terrain, the satellite is hundreds or thousands of kilometers above the surface of the Earth.  The area of the Earth that the satellite signals can reach is therefore much larger than the coverage area of even the best Earth-bound repeaters.  It is this characteristic of satellites that makes them attractive for communications.  Most amateur satellites act either as analog repeaters, retransmitting signals exactly as they are received, or as packet store-and-forward systems that receive whole messages from ground stations for later relay.

Analog satellites contain linear transponders.  These are devices that retransmit a band of frequencies, usually 50 to 100 kHz wide.  Since the linear transponder retransmits the entire band, a number of signals may be retransmitted simultaneously.  For example, if four SSB signals (each separated by 20 kHz) were transmitted to the satellite, the satellite would retransmit all four signals—still separated by 20 kHz each.  Just like a terrestrial repeater, the retransmission takes place on a frequency that is different from the one on which the signals were originally received.

In the case of amateur-satellites, the difference between the transmit and receive frequencies is similar to what you might encounter on a cross-band terrestrial repeater.  In other words, retransmission occurs on a different band from the original signal.  For example, a transmission received by the satellite on 2 meters might be retransmitted on 10 meters.  This cross-band operation allows the use of simple filters in the satellite to keep its transmitter from interfering with its receiver.  Cross-band operation also has the positive effect of allowing ground stations to use simple filters in the same way.  Because it is relatively easy to do, most satellite stations operate full duplex, meaning they can receive while transmitting.  (The phrase satellite stations means amateur stations that use the satellite to relay their signals).  In most instances the built-in receiver filtering is sufficient to allow full-duplex operation.

Unlike commercial television and telephone-relay satellites, an amateur-satellite is not always immediately accessible.  Commercial satellites are geostationary, which means that they appear to be motionless from our perspective.  On the other hand, amateur satellites utilize low-Earth orbits (LEOs).  The LEO orbit describes a circle, with the satellites traveling about 1000 km above the surface at a speed that causes the satellite to complete the circle about every hour and a half.  As the satellite orbits, the Earth rotates on its axis, bringing different portions of the Earth “in view” of the satellite at different times of the day.

From our perspective a LEO satellite rises above the horizon, travels across the sky in an arc and then sets again.  It may do so six to eight times a day.  For “passes” in which the satellite goes nearly overhead, this rise and set cycle takes 15 or 20 minutes.  On some orbits the satellite path is such that it rises only a short distance above the horizon, much like the winter sun near the Arctic Circle.  As you might expect, the time the satellite is in view is much shorter.  The total amount of time that any particular LEO satellite is available for use at a given location is perhaps an hour or so each day.  It doesn’t seem like a long time, but it is more than enough to provide outstanding operating enjoyment on a regular basis.

PACSATs: Digital Wonders

The most fundamental change to amateur radio in recent years has been the advent of packet radio.  The combination of the two has resulted in the PACSAT: a satellite carrying a packet radio transponder and a computer.  PACSAT operates in a fundamentally different way from satellites with analog transponders.

A ground station transmits a digital message to the satellite.  The satellite stores the entire message in its onboard memory, which typically can hold several million characters of message text.  Later, when the satellite is over the ground station for which the message is intended, it transmits the message to that station.  This kind of store-and-forward operation provides true worldwide communications using low-Earth orbit satellites. Because PACSATs can hold a lot of data, and because they are optimized for transmitting data rather than voice or CW, they provide an unsurpassed bulletin transmission system.

9.4 Modes of amateur communications

Amateurs use single sideband (SSB), frequency modulation (FM) and to a lesser degree, amplitude modulation, or AM, for voice communications.

CW (continuous wave, or Morse code) is an expedient mode of communications.  It is the oldest mode of amateur transmission and is in daily use worldwide.  It continues to be used for emergency messages during times of disaster.

For image communications, amateurs employ basically three techniques: fast-scan amateur television (FSTV), also referred to as amateur television (ATV); slow-scan amateur television (SSTV); and facsimile (fax).

Amateur TV (ATV) is full-motion video over the air.  ATV signals use the same format as broadcast and cable TV.  Amateur groups in many areas have set up ATV repeaters, allowing lower-powered stations to communicate over a fairly wide area.  Since ATV is a wide-bandwidth mode, operation is limited to the UHF bands (70 cm and higher).  ATV has undergone some dramatic changes in recent years, most notably in performance improvements and expanded portable applications.  Small, portable, color ATV transmitters are now employed in the field for scientific and public service applications.

Slow-scan television (SSTV) is the transmission of a picture by slowly transmitting the picture elements, while a television monitor at the receiving end reproduces it in step.  The most basic SSTV signal for black and white transmission consists of a variable frequency audio tone from 1 500 Hz for black to 2 300 Hz for white, with 1 200 Hz used for synchronisation pulses.  Unlike fast-scan television, which uses 30 frames per second, a single SSTV frame takes at least eight to fill the screen.  To achieve practical HF long distance communications, the SSTV spectrum was designed to fit into a standard 3-kHz voice bandwidth through a reduction in picture resolution and frame rate.  Thus, SSTV resolution is lower than FSTV and is displayed in a form of still pictures.

Facsimile (fax) is a method for transmitting very high resolution still pictures using voice-band width radio circuits.  An image is first scanned from paper and is then converted into a series of tones representing white or black portions of the page.  This mode is typically used to receive weather-satellite images.

9.5
Protocols
Morse Code (CW) Operating

Continuous wave (CW) consists of a plain, unmodulated RF signal (or “carrier”) which is transmitted by the closure of a manual key or an electronic keyer circuit.  CW conveys intelligence through the international Morse code.  CW transmitters are simpler devices than their phone counterparts, and a CW signal can usually get through very heavy interference more effectively than a phone signal.

Image Communications

Image communication offers live pictures of an area to allow, for example, damage assessment by authorities.  Amateur television (ATV) in its public-service role usually employs portable Fast Scan Television (FSTV) which displays full motion, has excellent detail, can be in color and has a simultaneous sound channel.  Although a picture is useful, an ATV system requires more equipment, operating skill and preparation than using a simple hand-held radio.

Video cameras and 420-430 MHz or 1 240-1 300 MHz radios can transmit public-service images from a helicopter to a ground base station equipped with video monitors and a VCR for taping.  Image communication works well on the ground, too.  Video coverage of severe weather adds another dimension to your information.
Packet Radio

Packet radio is a powerful tool for traffic handling, especially with detailed or lengthy text.  Prepare and edit messages off line as text files.  These can then be sent error free in just seconds, an important time-saver for busy traffic channels.  Public service agencies are impressed by fast and accurate printed messages.  Packet radio stations can even be mobile or portable.  Relaying might be supplemented by AMTOR-Packet Link (APLink), a system equipped to handle messages between AMTOR HF and packet-radio VHF stations.

Besides speed, packet offers other attractive advantages. 

· It operates without error.  Whatever you send is received perfectly. 

· It uses the radio spectrum efficiently.  Multiple communications may be conducted by multiple stations on the same frequency at the same time.

· It provides time-shifting communication.  By storing messages on packet bulletin boards (PBBS) or mailboxes, stations can communicate with other stations that are not on the air. 

· It operates over networks when necessary.  Any station can access packet networks and greatly expand their communication capabilities. 

With all of these features, amateurs now are using packet for numerous diverse applications including traffic handling, satellite contacts, long distance communications, emergency communications and more.

The Packet Station

There are three basic parts necessary to put a packet station in operation: the terminal, the radio equipment and the terminal node controller (TNC).

Terminal 

A terminal interfaces the user to the TNC.  By means of the terminal keyboard, the user enters commands that control the TNC.  Once communications are established, the user enters information on that same keyboard for transmission to the other station.  Via its display, the terminal allows the user to read the TNC response to commands and to read the information that is being sent by the other station.

Computers Acting Like Terminals 

In some cases, real terminals are used in packet stations.  However, in the typical packet station, computers emulating terminals are used.  Terminal emulation is achieved by running terminal emulation software on the computer.  A variety of terminal software is available, from programs used to access mainframe computers over wire links to software that provides access to bulletin board systems (BBS) via telephone lines.  There is even software available that is specifically designed for packet applications.

If you have software for your computer that allows it to use a telephone modem, it can probably be used for packet, too.  After all, a TNC is essentially an “intelligent” modem that communicates over the airwaves rather than over telephone lines.  Such software will usually serve you well in the packet mode.

Software that is specifically designed for packet terminal emulation offers features that are optimized for packet communications.  For example, if you communicate with more than one station simultaneously (a multiconnect situation), some packet terminal programs allow you to open separate communication windows for each multiple connection.  No telephone line software package offers that feature!

Digital Terminal Equipment

Computers emulating terminals are not the only kind of DTE you will find in a packet station.  Some amateurs use real terminals.  Surplus DTE are inexpensive and plentiful.  A preowned DTE can cost less than a preowned computer, and if you use a real DTE for packet you don’t have to tie up your computer doing terminal emulation. 

The disadvantage of using a real DTE is that it lacks features that computer terminal emulation software provides.  (Some “intelligent” DTEs include some of the features of terminal emulation software, but these DTEs are much more expensive than their “dumb” counterparts.)  The solution is to use a computer that runs more than one program simultaneously (this is called multitasking).  Then you can run a terminal emulator for packet while the computer performs other more important tasks.

Interface Issues

Whatever DTE you use, it must be capable of interfacing with your TNC.  Almost all TNCs use the EIA/TIA-232-E (“EIA-232” for short) interface with its ubiquitous 25-pin connector to provide a serial connection to a DTE, so your DTE should have an EIA-232 interface as well.

Most real DTEs have an EIA-232 interface, so connecting them to a TNC is simple.  On the other hand, some computers don’t necessarily have EIA-232 interfaces.  Some computers have no interface at all and EIA-232 may be an option that is available through the addition of a PC board.  (If an IBM PC or compatible is used, a TNC can be added to an expansion-card of the PC instead of the EIA-232 interface and thereby avoid the using a serial-interface).

There are computers that use other interfaces.  For example, TIA/EIA-422-B (“EIA-422” for short) is found on some computers like the Macintosh.  EIA-422 is close enough to EIA-232 that it can be made to work by properly wiring the interfaces.  (Cables that interface a Macintosh computer to a telephone line modem will interface a Mac to a TNC, too.)

Although EIA-232 supports 25 signals, any TNC employed will need only eight of them (the signals on pins 2-8 and pin 20) and many TNCs can get by using even fewer signals.  Check the TNC manual and see what can be done to economize the DTE-to-TNC cabling.

The Radio 

There can be a lot of equipment at the RF end of a packet station.  Some of it is of little concern.  For example, as long as the antennas and feed line are capable of putting a signal on the desired packet frequency, it satisfies our requirements.  Other RF hardware needs closer inspection, however.

Our primary concern is the radio equipment receive-to-transmit and transmit-to-receive turnaround time.  A TNC can switch between transmit and receive modes very quickly.  So quickly, in fact, that it must wait for the RF equipment to switch before it can continue to communicate. 

Most amateur FM radios have receive-to-transmit and transmit-to-receive turnaround times between 150 and 400 milliseconds (ms).  This dramatically reduces the amount of data that can be sent and increases the chance that two or more stations will interfere with one another.  Such delays slow down what is intended to be a fast mode of communication.

The physical switching of an antenna, internally in a transceiver or externally with a separate transmitter and receiver, affects the turnaround time.  The older the transceiver, the more likely that switching is performed mechanically by a relay.  If a separate transmitter and receiver are used with one antenna, a mechanical relay is probably performing the switching function as well.  In addition, if an external power amplifier and/or receive preamplifier is used, more mechanical switching may be involved.

With newer equipment, the switching is often accomplished electronically.  This speeds up the process, but the improvement may be compromised by the frequency synthesizer circuitry that is also found in the newer equipment.  After switching between the transmit and receive modes, synthesizers require some time to lock on frequency before they are ready.  New equipment is being designed with synthesizers that can lock more quickly. (Older RF equipment does not use frequency synthesis; therefore, it does not suffer from this delay.)  If selecting a new transceiver for packet applications, keep this feature in mind.

Another problem is that the modem-to-radio interface of most radios used for packet depends on audio response filters and audio levels intended for microphones and speakers.  More often than not, this leads to incorrect deviation of the transmitted signal, noise and hum on the audio and so on.  Splatter filters and deviation limiters distort frequency response and further reduce the performance of the packet-radio system.  You are stuck in this environment unless you want to modify the radio.  Performing surgery on your typical modern VHF/UHF FM voice transceiver may be difficult because of the use of LSIs, surface mounting and miniaturization.

Instead of using a typical amateur transceiver for packet, there are alternatives on the market today that solve many of the RF equipment problems.

The Terminal Node Controller

Packet is the communication mode in which the output of a DTE is assembled into bundles or “packets” according to a set of rules or a protocol. Each packet is transmitted to a remote radio station where it is checked for its integrity, then disassembled and its information fed to a terminal to be displayed for reading.

Packets are assembled and disassembled by a packet assembler/disassembler or PAD.  Since the input and output of a PAD is digital, there is a digital-to-analog/analog-to-digital conversion between output/input of the PAD and radio transmitter/receiver.  This conversion is performed by a modulator-demodulator or modem.  Typically, a PAD and its associated modem are packaged into one unit called a terminal node controller or TNC, which is connected between the DTE and the radio equipment.

Think of a TNC as an intelligent modem.  Whereas a telephone modem permits a computer to communicate by means of the telephone network, a packet modem permits a computer to communicate by means of a radio network.  Just as an intelligent telephone modem augments its functions by including a wide range of built-in commands to facilitate computer-telephone communications, the built-in intelligence of a packet-radio modem facilitates packet-radio communications.

Both a telephone modem and a packet modem are connected to a communications medium: the telephone modem to the telephone line and the packet “modem” to the radio.  Telephone modems and packet modems are both connected to the serial interface of a computer.

To initiate computer-telephone communication, you command an intelligent modem to address (dial the telephone number of) the other computer.  Similarly, to initiate computer packet-radio communications, you command a TNC to address (make a connection with the call sign of) another amateur station.

Computers Acting Like TNCs

Not only have computers been programmed to emulate terminals, but they have been programmed to emulate TNCs, too.

See the sidebar “Packet-Radio Terminal Emulation Software” for a list of available TNC-emulation software.  Modems in kit and assembled form are available from a number of sources for approximately $50 (USD).  When purchased, the modem is typically bundled with terminal-emulation software.

Packet Protocols and Commands 

The manner in which packet communication is conducted is called a protocol.  The protocol consists of a standard set of rules and procedures that are programmed into each TNC so that they all will communicate in a compatible manner.  In packet today, the most widely used protocol is called “AX.25.”

To configure and control a TNC, you enter commands into the keyboard of a DTE.  Commands may be entered only when the TNC command prompt (cmd:) is displayed by the DTE.  When this prompt is displayed, type the desired command and follow it with a carriage return (<CR>).  For example, to command the TNC to disconnect, type “DISCONNE” and a carriage return at the command prompt.

AMTOR

If one has spent time exploring the amateur radio HF bands, one has probably heard some mysterious sounds—especially the odd noises just above the CW portions of the bands.  No doubt one has listened to the warbling, musical signals of Baudot radioteletype, otherwise known as RTTY (pronounced “ritty”).  One may have heard a chorus of electronic crickets.  These are the chirping dialogs of AMTOR (AMateur Teleprinting Over Radio) stations.  The listener may also have picked up the sounds of PACTOR, G-TOR or CLOVER.  And what were those raspy, high-pitched bursts? Those are the unmistakable signatures of HF packet.
These are the primary HF digital modes.  Called digital modes because the communication involves an exchange of data between one station and another.  In the case of RTTY, for example, letters typed on a keyboard are translated into data by a computer or data terminal.  Another device, usually a multimode communications processor (MCP), accepts this data and converts it to whatever encoded audio tones are required.  The tones are sent to the transmitter.  At the receiving end the same process occurs in reverse:  The tones are translated back into data and displayed as text on a computer or terminal screen.

Frequency Shift Keying

Most HF digital modes use frequency-shift keying, or FSK, to pass information from one station to another.

Let us start with data.  The fundamental language of all computers is binary machine code.  In a binary-number system, you’re only dealing with 0s and 1s.  This is a natural situation for a computer since it is comprised of a multitude of solid-state logic switches that can only be on or off (“high” or “low”). So, an “on” condition represents a binary 1 while an “off” condition represents a binary 0.

If wires are used to connect two computers, the on/off voltage states are communicated from one machine to another easily.  The situation is more complicated when the computers are separated by several hundred miles.

What if you translated the changing voltages to changing tones?  You could use 2 125 Hz to represent a binary 1 and 2 295 Hz to represent a binary 0.  Feed those tones to the audio input of an SSB transceiver operating on lower sideband (LSB), for example, and they will be transmitted as signals at specific points below the suppressed carrier frequency.  The 2 125-Hz tone will create a signal 2 125 Hz below the suppressed carrier.  The 2 295-Hz tone will create a signal 2 295 Hz below the suppressed carrier.  Subtract the frequency of the high tone from the low tone and you get 170 Hz.  In other words, the tones shift 170 Hz to represent a 1 or 0.  Shifting voltages have become shifting tone frequencies.  As we discussed previously, the tone that represents a binary 1 is called the MARK.  The tone that represents a binary 0 is called the SPACE.  At the receiving end of the path, you will need to convert the tones back into binary high/low voltage states.  FSK demodulators are designed with audio filters to detect the MARK and SPACE tones and produce corresponding data pulses.  Feed those data pulses to a computer running terminal software and text appears on the screen.

Baudot RTTY

To enjoy a RTTY conversation, one must be capable of tuning the signals properly.  Every MCP features some sort of tuning indicator, depending on the type of equipment you’re using.  In days gone by, RTTY operators would attach oscilloscopes to their terminal units and tune the signals until they saw the classic “crossed bananas” display.  As technology advanced, many terminal units included tiny built-in oscilloscopes that performed the same function.

MCPs often use LED indicators.  Some units feature an indicator comprised of several LEDs arranged in a horizontal bar.  When the LEDs at opposite ends of the bar flash in sync with the RTTY signal, it is properly tuned.

What Is That Signal?

Most RTTY operators use lower sideband transmissions with a 170-Hz frequency shift between the MARK and SPACE signals.  The commonly used data rate is 60 words per minute, often expressed as 45 bauds.  But what if one hears two operators who aren’t conforming to “conventional” practices?  Your indicator says you are tuned in properly, but nothing coherent prints on your screen.

A little investigation needs to be done.  Check the following:

· Is the signal “upside down”?  The RF frequency of the MARK signal is usually higher than the RF frequency of the SPACE signal, but there is no law that dictates this standard.  With most MCPs, all it takes is a push of a button or keyboard key to invert the normal MARK/SPACE frequency relationship.

· Are the operators really using 170-Hz shift at 45 bauds?  For example, many RTTY operators prefer to run at 75 bauds (100 WPM) when exchanging lengthy files.  To complicate matters, an operator may also decide to use an 850-Hz shift.

It may be of some comfort to know that these situations are uncommon.  You may encounter RTTY at 75 bauds or higher, but most operators stick to 45 bauds.  The use of inverted MARK/SPACE signals and odd frequency shifts is relatively rare.

The Advent of AMTOR

The pressure to create a more reliable teletype system lead to the development of TOR (Teleprinting Over Radio), commonly known today as SITOR (Simplex Teleprinting Over Radio).  Instead of sending the text in one long transmission, the TOR method sends only a few characters at a time.  The receiving station checks for errors using a bit-ratio-checking scheme.  If all characters are received error-free, the receiving station sends an acknowledgment or ACK signal and the next few characters are transmitted.  If an error is detected, a non-acknowledgment or NAK signal is sent.  This tells the transmitting station to repeat the characters.  The result is digital communication without errors—a major improvement over previous RTTY systems.  The rapid error-checking dialog—known as Mode A or ARQ—creates the distinctive chirping sounds associated with SITOR communications.

AMTOR

AMTOR is related to RTTY. It uses the same character set, but adds the advantage of error detection.

In the ARQ mode, the AMTOR information sending station (ISS) sends its text in bits and pieces.  It transmits a group of three characters in a single burst and then switches to the receive mode.  The information-receiving station (IRS) checks the characters for the 4:3 bit ratio and then transmits a control character.  The control character means “Acknowledged. Send the next three” (ACK) or, “Not acknowledged. Repeat the last three” (NAK).  If the ISS doesn’t receive a reply (due to fading signals or interference), it repeats the characters anyway. Each station gets its turn to be the IRS or ISS.

The problem with AMTOR is its inability to use the complete ASCII character set.  AMTOR stations are limited to the exchange of text only; they cannot send binary information.  And while AMTOR provides reasonable good performance in rough conditions, it lacks the sophistication to deal with fading, high noise levels and so on. That is why PACTOR gained popularity.
PACTOR

Every MCP on the market today offers PACTOR as an operating mode.  So do a number of packet-only TNCs.  The widespread availability of equipment is the engine that has driven much of the packet activity on the HF bands.

PACTOR supports the complete ASCII character set. This means that upper- and lower-case letters as well as binary files (computer software and other information) can be sent.

PACTOR sends error-free information by using a handshaking system.  When the data is received intact, the receiving station sends an ACK signal (for acknowledgement).  If the data contains errors, a NAK is sent (for non-acknowledgment). In simple terms, ACK means, “I’ve received the last group of characters okay. Send the next group.” NAK means, “There are errors in the last group of characters, send them again.”  This back-and-forth data conversation sounds like crickets chirping.  In the case of PACTOR, the long chirp is the data and the short chirp is the ACK or NAK.  AMTOR and PACTOR sound similar when you hear them, but PACTOR is the mode with the extended chirps.  

Three other HF digital modes are in use: PACTOR, G-TOR and CLOVER.  PACTOR is a fusion of AMTOR and packet.  It features the capabilities of packet (upper/lower case characters, binary transmission and so on) with an ACK/NAK system similar to AMTOR.

CLOVER uses a four-tone modulation scheme.  Depending on signal conditions, any of 10 modulation formats can be selected manually or automatically.  Six of the modulation systems employ phase-shift modulation (PSM); two use amplitude-shift modulation (ASM); and two use frequency-shift modulation (FSM).  Each tone is phase- and/or amplitude-modulated as a separate, narrow-bandwidth data channel.  The resulting CLOVER signal is very complex.

For example, when the tone pulses are modulated using quadrature phase-shift modulation (QPSM), the differential phase of each tone shifts in 90o increments.  Two bits of data are carried by each tone for a total of eight bits in each 32-ms frame.  The resulting block data rate is about 250 bits per second.  The complex, higher-speed modulation systems are used when conditions are favorable.  When the going gets rough, CLOVER automatically brings several slower (but more robust) modes into play.

Even with these ingenious adaptive modulation systems, errors are bound to occur.  That is where CLOVER Reed-Solomon coding fills the gaps.  Reed-Solomon coding is used in all CLOVER modes.  Errors are detected at the receiving station by comparing check bytes that are inserted in each block of transmitted text.  When operating in the ARQ mode, CLOVER damaged data can often be reconstructed without the need to request repeat transmissions.  This is a major departure from the techniques used by packet, AMTOR and PACTOR.  Of course, CLOVER can’t always repair data; repeat transmissions—that CLOVER handles automatically—are sometimes required to get everything right.  With the combination of adaptive modulation systems and Reed-Solomon coding, CLOVER boasts remarkable performance—even under the worst HF conditions.

CLOVER Handshaking

As you may recall, PACTOR and AMTOR both use an over command to switch the link so that one station can send while the other receives.  CLOVER links must be switched as well, but the switching takes place without using over commands

When two CLOVER stations make contact, they can send limited amounts of data to each other (up to 30 characters in each block) in what is known as the chat mode.  If the amount of data waiting for transmission at one station exceeds 30 characters, CLOVER automatically switches to the block data mode.  The transmitted blocks immediately become larger and are sent much faster.  The other station, however, remains in the chat mode.  Because of precise frame timing, this takes place without the need for either operator to change settings, or send over commands.  The CLOVER controllers at both stations “know” when to switch from transmit to receive and vice versa.  And what if both stations have large amounts of data to send at the same time?  Then they both switch to the data block mode.  This high degree of efficiency is transparent to you, the operator.  All you have to do is type your comments or select the file you want to send—CLOVER performs these tasks automatically.

CLOVER features an FEC mode similar to that used by AMTOR, PACTOR and G-TOR.  You use the CLOVER FEC to make a general call, or to send transmissions that can be received by several stations at once.  (In the CLOVER ARQ mode, only two stations can communicate at a time).  CLOVER shares another characteristic with AMTOR: the use of SELCALs.  When attempting to contact another CLOVER station, you must send its SELCAL first.

Equipment Needed to Operate CLOVER

The requirements for a CLOVER station differ substantially from those of other HF digital modes. They are:

· An SSB transceiver.  The transceiver must be very stable (less than 30-Hz drift per hour).  It should also include a frequency display with 10-Hz resolution.  The audio output from the CLOVER controller is fed to the audio input of the transceiver (CLOVER uses AFSK, not FSK).  Receive audio is supplied to the controller from the external speaker jack or other source.

· An IBM-PC computer or compatible.  The computer must be at least a 286-level machine.

· A CLOVER controller board such as the P-38.  All CLOVER controllers are available exclusively from HAL Communications.  The HAL P-38 CLOVER controller is installed inside the computer using any available expansion slot.  The board uses a dual-microprocessor design and digital signal processing to achieve signal modulation and demodulation.  It also operates on modes other than CLOVER, such as RTTY and PACTOR.

· HAL PC-CLOVER software.  This is supplied by HAL Communications and is included with every controller.  It is not a terminal program.  The PC-CLOVER software is the instruction set of the P-38 itself.  It is loaded into the P-38 memory each time you decide to operate.  This approach makes it easy to update the controller in the future.  You simply buy a new diskette or download the software from a BBS.

G-TOR

G-TOR is another contender for the high-performance category.  G-TOR is an acronym for Golay-coded Teleprinting Over Radio.   To create G-TOR, Kantronics combined the Golay coding system with full-frame data interleaving, on-demand Huffman compression, run-length encoding, a variable data rate capability (100 to 300 bit/s) and 16-bit CRC error detection.  G-TOR system timing is liberal enough to permit long-distance communication.  Overall, the performance is excellent, rivaling CLOVER in many instances.
A SSB transceiver that will switch from transmit to receive in less than 100 ms (most will), should be able to be used for G-TOR with little difficulty.  G-TOR can be operated in direct FSK or AFSK.  However, most G-TOR operators are using AFSK.
9.6 Networks

Traffic networks

Traffic handling involves passing messages to others via the amateur bands.  Amateurs pass third-party traffic messages (messages for non-amateurs) in both routine situations and in times of disaster.  Public-service communications make amateur radio a valuable public resource.  Amateur traffic nets are covered in more detail in section 9.14.1.

Types Of Emergency Nets

Tactical Net -- The Tactical Net is the front line net employed during an incident, usually used by a single government agency to coordinate with amateur radio operations within their jurisdiction.  There may be several tactical nets in operation for a single incident depending on the volume of traffic and number of agencies involved. Communications include traffic handling, and resource recruiting.

Resource Net -- For larger-scale incidents, a Resource Net is used to recruit operators and equipment in support of operations on the Tactical Nets.  As an incident requires more operators or equipment, the Resource Net evolves as a check-in place for volunteers to register and receive assignments.

Command Net -- As the size of an incident increases and more jurisdictions become involved in the incident, a Command Net may become necessary.  This net allows the incident managers to communicate with each other to resolve inter- or intra-agency problems, particularly between cities, or within larger jurisdictional areas.  It is conceivable that this net could become cluttered with a high volume of traffic.  It may also be necessary to create multiple command nets to promote efficiency.

Open and Closed Nets -- A net may operate as an Open or "free form" net, or as a closed net where a net control station is used to control the flow of transmissions on the channel.  Typically, when the amount of traffic is low or sporadic a net control isn't required, and an Open net is used.  Stations merely listen before they transmit.  When a net is declared a "closed" net, then all transmissions must be directed by the NCS.

Weather nets – Amateur radio operators are a first-response group invaluable to the success of an early storm-warning effort.  Weather spotting is popular because the procedures are easy to learn and reports can be given from the relative safety and convenience of a home or an auto.  These amateurs, an important part of community disaster preparedness programs, gather meteorological information concerning tornadoes, hail, damaging winds, flash flooding, heavy rains, heavy drifting snow, sleet, direction and time of storms, etc.

9.7
Amateur radio Emergency Service (ARES) and ARES Mutual Assistance Team (ARESMAT) Concept

Amateur radio emergency service groups (known as ARES in several countries) consist of licensed amateurs who have voluntarily registered their qualifications and equipment for communications duty in the public interest when disaster strikes.  Every licensed amateur, regardless of membership in local or national organisations, is eligible for membership in the ARES.  The only qualification, other than possession of an amateur radio license, is a sincere desire to serve.  Because ARES is an amateur service, only amateurs are eligible for membership.  The possession of emergency-powered equipment is desirable, but is not a requirement for membership.

ARES Organization

Typically, there are three levels of ARES organisation--section, district and local.  At the section level, the Section Emergency Coordinator is appointed by the Section Manager and works under his supervision.  In most sections, the SM delegates to the SEC the administration of the section emergency plan and the authority to appoint district and local ECs.  It is at the local level where most of the organisation and operation is effected, because this is the level at which most emergencies occur and the level at which ARES leadership makes direct contact with the ARES member-volunteers and with officials of the agencies to be served.

ARES Mutual Assistance Team (ARESMAT) Concept

The ARESMAT concept recognises that a neighbouring section's ARES resources can be quickly overwhelmed in a large-scale disaster.  ARES members in the affected areas may be preoccupied with mitigation of their own personal situations and therefore not be able to respond in local ARES operations.  Accordingly, communications support often comes from ARES personnel outside the affected areas.  This is when help may be requested from neighbouring sections' ARESMAT teams.  To effect inter-sectional support mechanisms, each Section Emergency Coordinator (SEC) should consider adopting the following principles in their ARES planning: Pre-disaster planning with other sections in the Division, and adjoining sections outside the Division.  Planning should be conducted through written memoranda and in-person at conventions and director-called cabinet meetings.  An ARESMAT inter-sectional emergency response plan should be drafted.  Development of a roster of ARESMAT members able, willing and trained to travel to neighbouring sections to provide communication support inside the disaster area.  Inter-sectional communication/coordination during and immediately following the onslaught of the disaster.  Post-event evaluation and subsequent revision/updating of the inter-sectional emergency response plan.  When developing ARESMAT functions, ARES leadership should include the following basic action elements:

Pre-Departure Functions

Team leaders should provide ARESMAT members with notification of activation/assignment.  Credentials should be provided for recognition by local authorities.  They should provide a general and technical briefing on information drawn principally from the requesting authority, supplemented by reports from amateur radio, commercial radio, bulletins, and officials.  The briefing should include an overview of equipment and communication needs, ARESMAT leadership contacts, and conditions in the disaster area.  The host SEC's invitation, transportation (including routes in disaster area) and accommodations considerations, and expected length of deployment should all also be reviewed with the team members. 

In-Travel Functions

Before and while in travel to the affected areas, team leaders should review the situation's status with the team: job assignments, checklists, affected area profile, mission disaster relief plan, strengths and weaknesses of previous and current responses, maps, technical documents, contact lists, tactical operation procedures, and response team requirements.

Arrival Functions

Upon arrival, team leaders should check with host ARES officials and obtain information about frequencies in use, current actions, available personnel, communication and computer equipment, and support facilities that could be used by the team to support the relief effort.  The host's ARES plan in effect for the disaster should be obtained.  A priority upon arrival should be the establishment of an initial intra-team communication network and an HF or VHF channel back to the home section for morale traffic.  Team leaders should meet with served agencies, amateur radio clubs’ communications staff, local communications authority, and others as needed to obtain information and coordinate the use of frequencies.  Communication site selections should take into account team requirements and local constraints. 

In-situ Functions

Team leaders should make an initial assessment of functioning communication facilities, and monitor host ARES officials' communications, and other response team relief efforts to coordinate operations and reduce duplication of effort.  Team members should be monitored and their capabilities to perform their duties evaluated.  Proper safety practices and procedures must be followed.  A daily critique of communication effectiveness with served units and communication personnel should be conducted. 

Pre-Demobilization and Demobilization Functions

An extraction procedure for amateur communicators should be negotiated with served agencies and host ARES officials before it is needed.  To get volunteers' commitment to travel and participate, they must be assured that there will be an end to their commitment.  Open-ended commitments of volunteers are undesirable, partly because they make potential volunteers hesitate to become involved.  Leaders must coordinate with the host ARES officials and served agencies, and other functions to determine when equipment and personnel are no longer needed.  A demobilization plan should be in effect.  A team critique, begun on the trip home, should be conducted, and individual performance evaluations on team members should be prepared.  Copies of critiques should be sent to both the home SEC and in-disaster SEC.  Problems stemming from personality conflicts should be addressed and/or resolved outside of formal reports, as they only provide distractions to the reports.  Equipment should be accounted for.  A post-event evaluation meeting should always be conducted, and a final report prepared upon which an update to the inter-sectional ARESMAT plan can be made. 

ARESMAT Member Qualifications

The individual filling the role of ARESMAT member must have high performance standards, qualifications, experience, and the ability to work with a diverse group of team members that will be required to provide relief to the affected areas.  He or she must be able to work efficiently in a disaster relief operation under the most adverse conditions.  Additionally, a member should have demonstrated ability to be an effective team player, in crisis situations, a strong personal desire, and strong interpersonal communication skills.  A knowledge of how amateur radio groups, Red Cross and other agencies function at both the national and local levels is helpful.  A working knowledge of the incident command system is useful as many events are managed under this system.  Members should be respected and recognized by officials and peers as a competent communicator, and should understand a broad range of disaster response organizations' capabilities and communication requirements.  Obvious, perhaps, but important: members must be available with the consent of their employer to participate.  They should be physically fit to perform arduous work under adverse environmental conditions.

It should be noted that there is a fine balance of authority over a deployed ARESMAT. The in-disaster SEC (or delegated authority) should be able to make decisions as to use and deployment of an incoming team.  Therefore, an incoming team should be prepared to submit themselves to such authority; this is evidenced by the fact that any team, internal or external, has only a limited view of the overall operation.  The supervising authorities will naturally have a better overview of the whole situation.  In turn, however, the in-disaster authority should be discouraged from abusing the resources of incoming teams.  Should a team no longer be required, or a situation de-escalate, the team should be released at the earliest possible time, so that they may return home to their own lives.  The ARESMAT tool should be one of "last resort--better than nothing."  Whenever possible, amateurs from the affected section should be used for support. It is a lot to ask of a volunteer to travel far from home, family and job for extended periods of arduous and potentially dangerous work.

9.8
Emergency Coordinator

The local EC is the key contact in the ARES.  The EC is appointed by the SEC, usually on the recommendation of the district EC (DEC).  Depending on how the SEC has set up the section for administrative purposes, the EC may have jurisdiction over a small community or a large city, an entire county or even a group of counties.  Whatever jurisdiction is assigned, the EC is in charge of all ARES activities in his area, not just one interest group, one agency, one club or one band.  In large sections, the SECs have the option of grouping their EC jurisdictions into "districts" and appointing a district EC to coordinate the activities of the local ECs.  In some cases, the districts may conform to the boundaries of governmental planning or emergency-operations districts, while in others they are simply based on repeater coverage or geographical boundaries.

A certification program should be established to provide training and formal recognition of amateur achievement in the field of emergency communications.  Such a course could be administered to ECs by the Section Emergency Coordinator.  A national agency could sponsor a public-service-oriented awards program that includes certificates for Public Service Honor Roll, Emergency Communications Commendation and Public Service Commendation.

Special-interest groups are headed up by "assistant emergency coordinators," designated by the EC to supervise activities of groups operating in certain bands, especially those groups which play an important role at the local level, but they may be designated in any manner the EC deems appropriate.  These assistants, with the EC as chairman, constitute the local ARES "planning committee" and they meet together to discuss problems and plan projects to keep the ARES group active and well-trained.  There are any number of different situations and circumstances that might confront an EC, and his ARES unit should be organised in anticipation of them.  There is no specific point at which organisation ceases and operation commences.  Both phases must be concurrent because a living organisation is a changing one, and the operations of a changing organisation must change with the organisation.

9.12 Plans and Procedures

More than any other facet of amateur radio, emergency communication requires a plan—an orderly arrangement of time, talent and activities that ensures that performance is smooth and objectives are met.  Basically, a plan is a method of achieving a goal.  Lack of an emergency-communications plan could hamper urgent operations, defer crucial decisions or delay critical supplies.  Be sure to analyze what emergencies are likely to occur in your area, develop guidelines for providing communications after a disaster, know the proper contact people and inform local authorities of your group’s capabilities.

Start with a small plan, such as developing a community awareness program for severe-weather emergencies.  Next, test the plan a piece at a time, but redefine the plan if it is unsatisfactory.  Testing with simulated-emergency drills teaches communicators what to do in a real emergency, without a great deal of risk.  Finally, prepare a few contingency plans just in case the original plan fails.

Communications for city or rural emergencies each require a particular response and careful planning.  Large cities usually have capable relief efforts handled by paid professionals, and there always seems to be some equipment and facilities that remain operable.  Even though damage may be more concentrated outside a city, it can be remote from fire-fighting or public-works equipment and law enforcement authorities.  The rural public then, with few volunteers spread over a wide area, may be isolated, unable to call for help or incapable of reporting all of the damage.

It is futile to look back regretfully at past emergencies and wish you had been better prepared.  Prepare now for emergency communications by maintaining a dependable transmitter-receiver setup and an emergency-power source.  Have a plan ready and learn proper procedures. 

Procedures
Besides having plans, it is also necessary to have procedures—the best methods or ways to do a job.  Procedures become habits, independent of a plan, when everyone knows what happens next and can tell others what to do.  Actually, the size of a disaster affects the size of the response, but not the procedures.

Before disasters occur, there are many existing procedures; for example, how to correctly coordinate or deploy people, equipment and supplies.  There are procedures to use a repeater and an autopatch, to check into a net and to format or handle traffic.  Because it takes time to learn activities that are not normally used every day, excessively detailed procedures will confuse people and should be avoided.

Amateurs need training in operating procedures and communications skills.  In an emergency, radios don’t communicate, but people do.  Proper disaster training replaces chaotic pleas with smooth organized communications.  Well-trained communicators respond during drills or actual emergencies with quick, effective and efficient communications.  Each understands his or her role in the plan and sets a good example by knowing the proper procedures to use.

Specific Procedures

The local emergency coordinator (EC) will have developed a procedure to activate the ARES group.  A telephone alerting “tree” call-up, even if based on a current list of phone numbers, might fail if there are gaps in the calling sequence, members are not near a phone or there is no phone service.

Consider alternative procedures, use alerting tones and frequent announcements on a well-monitored repeater to round up many operators at once.  An unused 2-meter simplex frequency can function for alerting; instead of turning radios off, your group would monitor this frequency for alerts without the need of any equipment modifications.  Since this channel is normally quiet, any activity on it would probably be an alert announcement.

During an emergency, report to the EC so that up-to-the-minute data on operators will be available.  Don’t rely on one leader; everyone should keep an emergency reference list of relief-agency officials, police, public safety and fire departments, ambulance service and national traffic nets.  Be ready to help, but stay off the air unless there is a specific job to be done that you can efficiently handle.  Always listen before you transmit.  Work and cooperate with the local civic and relief agencies as the EC suggests; offer these agencies your services directly in the absence of an EC.

9.13 Training

Training should cover the basic subjects: emergency communications, traffic handling, net or repeater operation and technical knowledge.  Get as many people involved as possible to learn how emergency communications should be handled.  Explain what is going on and assign each participant a useful role.

Practical on-the-air activities, such as a Field Day or Simulated Emergency Test offer training opportunities on a nationwide basis for individuals and groups.  Participation in such events reveals weak areas where discussions and more training are needed.  In addition, drills and tests can be designed specifically to check dependability of emergency equipment, or to evaluate training in the local area.

9.14 Regular practice, drills and tests

A drill or test that includes interest and practical value makes a group glad to participate because it seems worthy of their efforts.  Formulate training around a simulated disaster such as weather-caused disasters or vehicle accidents.  Elaborate on the situation to develop a realistic scenario or have the drill in conjunction with a local event.

· During a drill:
1) Announce the simulated emergency situation, activate the emergency net and dispatch mobiles to served agencies.

2) Originate messages and requests for supplies on behalf of served agencies by using tactical communications.

3) Use emergency-powered repeaters and employ digital modes.

4) As warranted by traffic loads, assign liaison stations to receive traffic on the local net and relay to your section net.  Be sure there is a representative on each session of the section nets to receive traffic coming to your area.

· After a drill:

1) Determine the results of the emergency communications.

2) Critique the drill.

9.15 Field Day type event

A Field Day (FD) event encourages amateurs to operate under simulated emergency conditions.  The training amateurs receive from a FD event is invaluable.

A premium is placed on sharp operating skills, adapting equipment that can meet challenges of emergency preparedness and flexible logistics.  Amateurs assemble portable stations capable of long-range communications at almost any place and under varying conditions.  Alternatives to commercial power in the form of generators, car batteries, windmills or solar power are used to power equipment to make as many contacts as possible.

9.16 Simulated Emergency Tests

A Simulated Emergency Test (SET) builds emergency-communications character.

The purposes of SET are to:

· Help amateurs gain experience in communicating using standard procedures under simulated emergency conditions, and to experiment with some new concepts.

· Determine strong points, capabilities and limitations in providing emergency communications to improve the response to a real emergency.

· Provide a demonstration, to served agencies and the public through the news media, of the value of Amateur radio, particularly in time of need.

The goals of SET are to:

· Strengthen VHF-to-HF links at the local level, ensuring that ARES and NTS work in concert.

· Encourage greater use of digital modes for handling high-volume traffic and point-to-point Welfare messages of the affected simulated-disaster area.

· Implement the Memoranda of Understanding between amateurs, the users and cooperative agencies.

· Focus energies on ARES communications at the local level.  Increase use and recognition of tactical communication on behalf of served agencies; using less amateur-to-amateur formal radiogram traffic.
9.17 Net operator training

Network discipline and message-handling procedures are fundamental concepts of amateur radio operation.  Training should involve as many different operators as possible in Net Control Station and liaison functions; don’t have the same operator performing the same functions repeatedly.  Good liaison and cooperation at all levels of NTS requires versatile operators who can operate either phone, CW, digital or other modes.  Even though phone operators may not feel comfortable on CW and vice versa, encourage net operators to gain familiarity on both modes by giving them proper training.

The liaison duties to serve between different NTS region net cycles as well as between section nets are examples of the need for versatile operators.

9.15
Methods of handling information

Emergency Operations Center

Amateur radio emergency communications frequently use the combined concepts of a Command Post (CP) and an Emergency Operations Center (EOC).

Although a Command Post controls initial activities in emergency and disaster situations, the CP may be unapparent because it is self-starting and automatic.  The CP general procedure is to assess the situation, report to a dispatcher and ask for equipment and people.

Consider an automobile accident where a citizen or an amateur, first on the scene, becomes a temporary Command Post to call or radio for help.  A law-enforcement officer is dispatched to the accident scene in a squad car and, upon arriving, takes over the CP tasks.  Incidentally, a Command Post may expand into multiple CPs or move to accommodate the situation.  Relief efforts, like those in this simple example of an automobile accident, begin when someone takes charge, makes a decision and directs the efforts of others.

The Emergency Operations Center responds to a Command Post by dispatching equipment and helpers, anticipating needs to supply support and assistance, and may send more equipment and people to a staging area to be stored where they can be available almost instantly.

If the status of an accident changes (a car hits a utility pole, which later causes a fire), the CP gives the EOC an updated report then keeps control until the support agencies arrive and take over their specific responsibilities: Injuries—medical; fires—fire department; disabled vehicles—law enforcement or tow truck; and utility poles—utility company.  By being outside the perimeter of dangerous activities, the EOC can use the proper type of radio communications, concentrate on gathering data from other agencies and then provide the right response.

As an analogy, think of the CPs, who request action and provide information, being similar to net participants checking into an amateur net with emergency or priority traffic. The EOC, who coordinates relief efforts, then functions as a Net Control Station.

Whether there is a minor vehicle accident or a major disaster operation, the effectiveness of the amateur effort in an emergency depends mainly on handling information.

Incident Command System

The Incident Command System (ICS) is a management tool that provides a coordinated system of command, communications, organization and accountability in managing emergency events and is rapidly being adopted by professional emergency responders throughout the country.  Amateurs are familiar with ICS and work with agencies in a variety of multiple jurisdictions and political boundaries situations.

Incident Command Systems use:

· Clear text and common terms.  Participants are expected to be familiar with ICS terminology.  When the Incident Commander orders “a strike team of Type 2 trucks,” everyone affiliated with filling the order knows exactly what is being requested.

· Unified Command.  The Incident Commander is the only boss and is responsible for the overall operation.

· Flexibility.  Functions such as planning, logistics, operations, finance and working with the press are described in detail so the organization size can change to match the particular incident requirements.  The IC can contract to a single individual for a small incident or expand to a Command Staff for a large incident.

· Concise Span of Control.  Since management works well with a small number of people, the ICS typically uses a “strike team”: a group of about five people having similar resources, plus a leader, who use common communications.

In some areas the ICS evaluates and determines what resources will be needed to start recovery.  Amateur communicators typically are within the Logistics Section, Service Branch and Communications Unit of an ICS.
9.15.1
Traffic

Whether traffic is tactical, by formal message, packet radio or amateur television, success depends on knowing which to use.

Tactical traffic is first-response communications in an emergency situation involving a few operators in a small area.  It may be urgent instructions or inquiries such as “send an ambulance” or “who has the medical supplies?”  Tactical traffic, even though unformatted and seldom written, is particularly important in localized communications when working with government and law-enforcement agencies.

A VHF FM calling frequency—or VHF and UHF repeaters and net frequencies are typically used for tactical communications.  This is a natural choice because FM mobile, portable and fixed-station equipment is so plentiful and popular.

One way to make tactical net operation clear is to use tactical call signs—words that describe a function, location or agency.  Their use prevents confusing listeners or agencies who are monitoring.  When operators change shifts or locations, the set of tactical calls remains the same.  Amateurs may use tactical call signs like “event headquarters,” “Red Cross,” “Net Control” or “Weather Center” to promote efficiency and coordination in public-service communication activities.  However, amateurs must identify their station operation with its assigned call sign at the end of a transmission or series of transmissions and at regular intervals.

Use of the 12-hour local-time system is recommended for time and dates when working with relief agencies, unless they understand the 24-hour or UTC systems.

Taking part in a tactical net as an emergency communications team member requires some discipline and following a few rules:

1) Report to the Net Control Station (NCS) promptly as soon as you arrive at your station.

2) Ask the NCS for permission before you use the frequency.

3) Use the frequency for traffic, not chit-chat.

4) Answer promptly when called by the NCS.

5) Use tactical call signs.

6) Follow the net protocol established by the NCS.

In some relief activities, tactical nets become resource or command nets.  A resource net is used for an event which goes beyond the boundaries of a single jurisdiction and when mutual aid is needed.  A command net is used for communications between EOCs and ARES leaders.  Yet with all the variety of nets, sometimes the act of simply putting the parties directly on the radio—instead of trying to interpret their words—is the best approach.

Formal Message Traffic

Formal message traffic is long-term communications that involve many people over a large area.  It is generally cast in standard message format and handled on well-established national nets, primarily on HF (voice or Morse code) or VHF (FM).  Often there is liaison with international and regional assistance and traffic nets.

Formal messages can be used for severe weather and disaster reports.  These radiograms, already familiar to many agency officials and to the public, avoid message duplication while ensuring accuracy.  Messages should be read to the originators before sending them, since the originators are responsible for their content.  When accuracy is more important than speed, getting the message on paper before it is transmitted is an inherent advantage of formal traffic.

A National Traffic System (NTS)

A National Traffic System should be designed to meet two principal objectives: rapid movement of traffic from origin to destination, and training amateur operators to handle written traffic and participate in directed nets.  NTS should convene on a daily basis and consist of four different net levels--Area, Region, Section, and Local--which would operate in an orderly time sequence to effect a definite flow pattern for traffic from origin to destination.

Local Nets

Local nets are those which cover small areas such as a community, city, county or metropolitan area, not a complete section.  They usually operate at VHF (typically VHF FM) at times and on days most convenient to their members.  Some are designated as emergency (ARES) nets that do not specialize in traffic handling.  Local nets are intended mainly for local delivery of traffic.  Some NTS local nets operate on a daily basis, just as do other nets of the system, to provide outlets for locally-originated traffic and to route the incoming traffic as closely as possible to its actual destination before delivery--a matter of practice in a procedure that might be required in an emergency.  Most local nets and even some section nets in smaller sections are using repeaters to excellent effect.  Average coverage on VHF can be extended tenfold or more using a strategically located repeater, and this can achieve a local coverage area wide enough to encompass many of the smaller sections.

Section Nets

Coverage of the section may be accomplished either by individual stations reporting in, by representatives of NTS local nets or both.  The section may have more than one net (a CW net, a VHF net and an SSB net, for examples).  Section nets are administered by an appointed Section Traffic Manager or designated Net Managers.  The purpose of the section net is to handle intra-section traffic, distribute traffic coming down from higher NTS echelons, and put inter-section traffic in the hands of the amateur designated to report into the next-higher NTS (region) echelon.  Therefore, the maximum obtainable participation from section amateurs is desirable.

Operation During Disasters

For disaster operations, NTS is capable of expanding its cyclic operation into complete or partial operation as needed.  ECs in disaster areas determine the communications requirements and make decisions regarding the disposition of local communications facilities, in coordination with agencies to be served.  The SEC, after conferring with the affected DECs and ECs, makes his recommendations to the Section Traffic Manager and/or NTS net managers at section and/or region levels.  The decision and resulting action to alert the NTS region management may be performed by any combination of these officials, depending upon the urgency of the situation.  While the EC is, in effect, the manager of ARES nets operating at local levels, and therefore makes decisions regarding their activation, managers of NTS nets at local, section, region and area levels are directly responsible for activation of their nets in a disaster situation, at the behest of and on the recommendation of ARES or NTS officials at lower levels.

The purposes of ARES leadership are to recruit, to train, and to provide the necessary resources for the organisation.  When an emergency occurs at the local level that requires a local action, the local ARES organization does not wait to receive the instructions of higher headquarters; they respond immediately to satisfy the needs of the local government and the served agencies while keeping the district emergency coordinator informed so that he can arrange for additional resources when necessary.
Packet Radio as a tool for message handling

Packet radio is a powerful tool for traffic handling, especially with detailed or lengthy text.  Messages can be prepared and edited off line as text files.  These can then be sent error free in just seconds, an important time-saver for busy traffic channels.  Public service agencies are impressed by fast and accurate printed messages.  Packet radio stations can even be mobile or portable.  Relaying might be supplemented by AMTOR-Packet Link (APLink), a system equipped to handle messages between AMTOR HF and packet-radio VHF stations.

Image Communications

Image communication offers live pictures of an area to allow, for example, damage assessment by authorities.  Amateur Television (ATV) in its public-service role usually employs portable Fast Scan Television (FSTV) which displays full motion, has excellent detail, can be in color and has a simultaneous sound channel.  Although a picture is a valuable tool, an ATV system requires more equipment, operating skill and preparation than using a simple hand-held radio.

Video cameras and 420-430 MHz or 1 240-1 294 MHz radios can transmit public-service images from a helicopter to a ground base station equipped with video monitors and a VCR for taping.  Image communication works well on the ground, too.  Video coverage of severe weather and other events adds another dimension to your information. 

9.16
Amateur Radio Groups

Amateur radio emergency groups around the world have organised radio amateurs who have voluntarily registered their capabilities and equipment for emergency communications.  These groups of trained operators are ready to serve the public whenever and wherever disaster strikes and regular communications fail.  Amateur radio Emergency groups often recruit members from existing clubs, and include amateurs outside the club area since emergencies do not recognize boundary lines.  These Amateur radio Emergency groups have provided emergency telecommunications countless times for disasters and other emergencies.

9.17
Public Service Events

Amateur radio has a unique responsibility to render emergency communications in times of disaster when normal communications are not available.  Progressive experience can be gained by helping with public-service events such as message centers, parades and sports events.  Besides serving the community, participation teaches skills that can be applied during an emergency.

Message Centers

Message centers are amateur radio showcase stations set up and operated in conspicuous places to send free radiogram messages for the public.  Many clubs provide such radiogram message services at shopping malls, fairs, information booths, festivals, exhibits, conferences and at special local events to demonstrate amateur radio while handling traffic.  Message centers also afford opportunities to train operators, to practice handling messages, which are similar to disaster welfare traffic, and to show the public that amateurs are capable, serious and responsible communicators.

These Amateur radio message centers often handle thousands of messages at a single event.  Some visitors bring their address books and excitedly write out several of messages.  Others inquisitively watch or wait for their turns.  Handling messages for the local community enhances public recognition of amateurs end their emergency communications capabilities.  These events maintain operator skills and equipment ready for emergencies.

Parades

From a communications viewpoint, parades simulate evacuations.  Parades simply relocate people and equipment, with a few requests for supplies or medical aid along the way.

Sports Events

Sports events include all types of outdoor athletic activities where there is competition or movement, or when participants are timed.  There are many types of sports events in which amateurs serve.  The list is nearly endless: air shows, balloon races, soapbox derbies, road rallies, solar car races, Boy Scout hikes, bicycle tours, regattas, golf tournaments, kayak and river-raft races, football games, mini-olympics, Special Olympics, World Olympics, ski-lift operations, slalom courses, cross-country meets, and so on.  Another popular event is the A-Thon: the walk-athon, marathon, sport-athon, bike-athon or even a triathlon (usually running, bicycling and swimming or canoeing).  Long-distance marathons require a large, disciplined force of communicators.

Roving mobiles, sometimes called roamers, can keep track of everyone’s location, determine race miles remaining, warn of potential traffic hazards, find lost people or items, report harassing spectators or post signs for riders or runners.

Portable operators, those not on wheels, can report medical emergencies, give weather reports and handle messages for participants or spectators.

During major sports events, the Red Cross can dispatch their own first-aid vehicles and keep them near crowds or hazardous areas for fast accident response.  A specific medical-radio frequency is often assigned.

Public-service events are great teachers to gain skill in working with the public in hectic and near-emergency conditions.  Training such as this will help the Radio Amateurs to maintain their proficiency and readiness to tackle communications for more difficult natural-disaster assignments.

9.17
Natural Disasters and Calamities

Nature relentlessly concocts severe weather and natural calamities that can cause human suffering and create needs which the victims cannot alleviate without assistance.  Despite the spectrum of requirements desperately needed to help people in a disaster, it is generally understood and agreed that amateurs will neither seek nor accept any duties other than amateur radio communications.  Volunteer communicators do not, for example, enforce local laws, make major decisions, work as common laborers, rent generators, tents or lights to the public and so on.  Instead, amateurs simply handle radio communications.

Here are several typical categories of amateur disaster communications:

· Severe-weather spotting and reporting

· Supporting evacuation of people to safe areas

· Shelter operations

· Assisting government groups and agencies

· Victim rescue operations

· Medical help requests

· Critical supplies requests

· Health-and-welfare traffic

· Property damage surveys and cleanup

9.18.1
Health & welfare traffic

There can be a tremendous amount of radio traffic to handle during a disaster.  This is due in part because phone lines that remain in working order should be reserved for emergency use by those people in peril.

Shortly after a major disaster, emergency messages within the disaster area often have life-and-death urgency.  Of course, they receive primary emphasis.  Much of their local traffic will be on VHF or UHF.  Next, priority traffic, messages of an emergency-related nature but not of the utmost urgency, are handled.  Then, welfare traffic is originated by evacuees at shelters or by the injured at hospitals and relayed by amateur radio.  It flows one way and results in timely advisories to those waiting outside the disaster area.

Incoming health-and-welfare traffic should be handled only after all emergency and priority traffic is cleared.  Don’t solicit traffic going to an emergency because it can severely overload an already busy system.  Welfare inquiries can take time to discover hard-to-find answers.  An advisory to the inquirer uses even more time.  Meanwhile, some questions might have already been answered through restored circuits.

Shelter stations, acting as net control stations, can exchange information on the HF bands directly with destination areas as propagation permits.  Or, they can handle formal traffic through a few outside operators on VHF who, in turn, can link to NTS stations.  By having many NTS-trained amateurs, it is easy to adapt to whatever communications are required.

9.18.2
Property damage survey

Damage caused by natural disasters can be sudden and extensive.  Responsible officials near the disaster area, paralyzed without communications, will need help to contact appropriate officials outside to give damage reports.  Such data will be used to initiate and coordinate disaster relief.  Amateur radio operators offer to help but often are unable to cross roadblocks established to limit access by sightseers and potential looters.  Proper emergency responder identification will be required to gain access into these areas.  In some instances, call-letter license plates on the front of the car or placards inside windshields may help.  It is important for amateurs to keep complete and accurate logs for use by officials to survey damage, or to use as a guide for replacement operators.

9.18.3
Accidents and hazards

The most difficult scenarios to prepare for are accidents and hazardous situations.  They are unpredictable and can happen anywhere.  Generally, an emergency autopatch is used only to report incidents that pose threats to life or personal safety, such as vehicle accidents, disabled vehicles or debris in traffic, injured persons, criminal activities and fires.

Using the keypad featured on most modern VHF hand-held and mobile radios, the operator activates a repeater autopatch by sending a particular code.  The repeater connects to a telephone line and routes the incoming and outgoing audio accordingly.  By dialing an emergency number, the operator has direct access to law-enforcement agencies.

Vehicle-accident reports, by far the most common public-service activity on repeaters, can involve anything from bikes, motorcycles and automobiles, to buses, trucks, trains and airplanes.  Law-enforcement offices usually accept reports of such incidents anywhere in their county and will relay information to the proper agency when it pertains to adjacent areas.

The first activities handled by experts at a vehicle-accident scene are keyed to rescue, stabilize and transport the victims.  Then they ensure security, develop a perimeter, handle vehicle traffic and control or prevent fires from gasoline spills.  Finally, routine operations restore the area with towing, wrecking and salvage.

The ability to call the police or for an ambulance, without depending on another amateur to monitor the frequency, saves precious minutes.  Quick reaction and minimum delay is what makes an autopatch useful in emergencies.  The autopatch, when used responsibly, is a valuable asset to the community.

9.18.4
Working with Public Safety Agencies

Amateur radio affords public-safety agencies, such as local police and fire officials, with an extremely valuable resource in times of emergency.

The public-service lifeline provided by Amateur radio must be understood by public-safety agencies before the next disaster occurs.  An amateur representative will gladly meet with public-safety officials in advance of major emergencies so each group will know the capabilities of the other.

Assisting the Police

Radio Amateurs often act as communicators and radio for the police when criminal activities are observed.  They provide description of the suspects for apprehension, or information about a vehicle for later recovery.  Radio amateurs assisting the police in small ways can make a big difference in the community.

Search and Rescue

Assist search and rescue teams during and after disasters, especially following hurricanes and earthquakes.

Amateurs helping search for an injured climber use repeaters to coordinate the rescue.  A small airplane crashes, and amateurs direct the search by tracking from its Emergency Locator Transmitter.  No matter what the situation, it is reassuring to team up with local search-and-rescue organizations who have familiarity with the area.  Once a victim is found, the amateurs can radio the status, send medical information, guide further help to the area and plan for return transportation.  If the victim is found in good condition, Amateur radio can bolster the hopes of base-camp personnel and the family of the victim with direct communications.

Even in cities, searches are occasionally necessary.  An elderly person out for a walk gets lost and doesn’t return home.  After a reasonable time, a local search team plans and coordinates a search.  Amateurs take part by providing communications, a valuable part of any search. When the missing person is discovered, there may be a need to radio for an ambulance for transportation to a nearby hospital.

Hospital Communications

Hospital phones can fail.  For example, when a construction crew using a backhoe may accidentally cut though the main trunk line supplying telephone service to several hundred users, including the hospital.  Such major hospital telephone outages can block incoming emergency phone calls.  In addition, the hospital staff cannot telephone to discuss medical treatment with outside specialists.

Several hand-held equipped amateurs can first handle emergency calls from nursing homes, fire departments and police stations.  They can also provide communications to temporarily replace a defective hospital paging system.  Next, they can help restore critical interdepartmental hospital communications and, finally, communications with nearby hospitals.

Local amateur radio groups prepare in advance for hospital communications by cooperating with administrators and public-relations personnel.  They will perform inside signal checks, install outside antennas or set up net control stations in the hospital.

Working with local hospitals doesn’t always involve extreme situations.  An amateur may simply be asked to relay information from the poison control center to a campsite victim.  Or they may participate in an emergency exercise where reports of the “victims’” conditions are sent to the hospital from a simulated disaster site.

Toxic-Chemical Spills and Hazardous Materials

A toxic-chemical spill suddenly appears when gasoline pours from a ruptured bulk-storage tank.  A water supply is unexpectedly contaminated, or a fire causes chlorine gas to escape at an apartment swimming pool.  On a highway, a faulty shutoff valve lets chemicals leak from a truck, or drums of chemicals fall onto the highway and rupture.  Amateur communications have helped in all these situations.

Following directions from the command post, amateurs provide communications to help evacuate residents in the immediate area and coordinate between the spill site and the shelter buildings.  Amateurs also assist public-service agencies by setting flares for traffic control, helping reroute motorists and so on.  Sometimes, amateurs are requested to make autopatch telephone calls for police or fire-department workers on the scene as they try to determine the nature of the chemicals.

Hazmat Incidents

The term “hazardous materials” (HAZMAT) refers to any substances or materials which, if released in an uncontrolled manner (e.g. spilled), can be harmful to people, animals, crops, water systems, or other elements of the environment.  The list is long and includes explosives, gases, flammable and combustible liquids, flammable solids or substances, oxidizing substances, poisonous and infectious substances, radioactive materials, and corrosives.  One of the major problems is to determine what chemicals are where and in what quantities.  Various organizations have established or defined classes or lists of hazardous materials for regulatory purposes or for the purpose of providing rapid indication of the hazards associated with individual substances.  Determine the primary regulatory agency which concerned with the safe transportation of such materials in the jurisdiction of interest, and obtain their established definitions of various classes of hazardous materials, placarding and marking requirements for containers and packages, and international cargo commodity numbering system.

Normally, all freight containers, trucks and rail cars transporting these materials are required to display placards identifying the hazard class or classes of the materials they are carrying.  The placards are typically diamond-shaped, 10-inches on a side, colour-coded and show an icon or graphic symbol depicting the hazard class.  They are displayed on the ends and sides of transport vehicles.  A four-digit identification number may be displayed on the placard or on an adjacent rectangular orange panel.  If you have spent time on the roads you have undoubtedly seen these placards or panels displayed on trucks and railroad tank cars.  You may recognize some of the more common ones, such as 1993, which covers a multitude of chemicals including road tar, cosmetics, diesel fuel and home heating oil.  Or you may have seen tankers placarded 1203 filling the underground tanks at the local gasoline station.

In addition to the placards, warning labels are usually required to be displayed on most packages containing hazardous materials.  The labels are smaller versions of the placards (4-inches on a side).  In some cases, more than one label must be displayed, in which case the labels must be placed next to each other.  In addition to labels for each of the hazard classes other labels with specific warning messages may be required.  Individual containers also have to be accompanied by shipping papers, which contain the proper shipping name, the four-digit ID number and other important information about the hazards of the material.

Details of the placards and emergency response procedures should be included in any emergency response plan and also be readily available to all team members.
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