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Abstract:  Part 1 of the ITU-D Handbook on disaster communications contains four chapters relating to telecommunications in the service of humanitarian assistance, the organizational and regulatory framework of disaster communications, the international regulatory framework, the role of international organizations in disaster communications and national frameworks.

Part 2 relating to the operational aspects of disaster communications will be distributed separately.

Both parts do not yet include the bibliographies.

In addition to the two parts, there will be a separate technical annex.
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PART 1

CHAPTER 1

TELECOMMUNICATIONS IN THE SERVICE OF
HUMANITARIAN ASSISTANCE - INTRODUCTION

1.1
Introduction

It took 38 years for radio to reach 50 million people, 13 years for television, and even less for the Internet. The progress in telecommunications technology and applications is growing at ever increasing speed.  But so is the gap, the "digital divide", which exists in the world: There are as many telephones in Tokyo as in all of Africa, and there are more computers in the United States of America than in the rest of the world combined.

Novel visions and concepts to bridge this gap have been initiated by the international community, as well as from the private sector.  The recognition of the importance of technology in the United Nations Secretary-General's report to the fifty-fourth session of the General Assembly together with the initiatives from commercial entities under their corporate citizenship programmes, demonstrate the awareness for the need to bridge the gap.

In their report to the United Nations, experts expressed their hope "that by the end of 2004 a farmer in Saharan Africa should be able to get to a point of access, let's say in half a day's walk or riding a bullock cart".  The experts did, however, admit that other forms of aid - such as food or health - should come first.  Again, statistics confirm this caveat. According to the International Labor Organization, a quarter of the world's population of six billion people lives on an income of less than a dollar per day. Even in the country with the world's highest density of telephones, Finland, there were, in 1999, only 107 internet-connected computers per 1000 habitants - and this, too, is the highest number in the world.

We are getting used to technological visions becoming reality almost as fast as we learn about them, but overall development has its own path.  It is therefore essential to give priority to the most urgent needs.  In as far as telecommunications are concerned, these needs depend on what role communications play in the daily lives and the socio-cultural environment.  In as far as humanitarian work, in particular disaster prevention, preparedness, and response are concerned, the differences in type and dimension of needs are as wide as the "digital divide".

Traditionally, disaster communications were centered on the provision of information from, to and at the site of the event, primarily to serve the needs of the providers of assistance.  It was realized only during recent tragedies in countries where the permanent availability of local and world-wide communications links is taken for granted by everyone, that access to telecommunications has become a commodity ranging just behind food, shelter and health care.

The existence of knowledge alone is not enough  - it needs to be made available through training and its application to be encouraged rather than restricted.  Training should be geared not only to those who are developing and implementing appropriate technologies and applications, but also geared to the users, to allow them to make the best use of what can be made available.  Limitations include regulatory restrictions based on what can only be called paranoia:  Ever since communications exist, the fear that they might do harm if they were uncontrolled and in the wrong hands has prompted restrictive regulations. 

Progress has been made in both the training and the regulatory fields.  If this handbook, limited to the humanitarian applications of telecommunications as it is, contributes to the further development on both aspects, it will be a valuable tool in the hands of those who, directly or indirectly, serve the most noble of goals: 

The prevention, and, where such is not possible, the alleviation of human suffering caused by disasters.

1.2
The Purpose of this Handbook

This publication attempts to combine sufficient information concerning disaster communications to permit the reader to evaluate, plan and conduct communications under the extraordinary conditions that often accompany both, natural and man made disasters, and their consequences in respect to communications.  It is designed to provide an overview of the field of Disaster Communications by describing the various services and networks in telecommunications that may be useful to the planner while, at the same time providing a framework for analysis of strengths and weaknesses.

1.3
Why a Handbook is needed

Telecommunications is in the midst of a period of some of the most rapid change imaginable in regulations, in technology and in access.  These multiple changes raise the question of what is the most effective possible application of telecommunications resources to humanitarian assistance and disaster mitigation.  Telecommunications networks are becoming increasingly complex and difficult for even the expert to fully understand.

This Handbook equips the disaster communications planner, as well as the field radio operator, with the knowledge to effectively study the requirements for disaster communications, and to make the best use of existing and ad hoc networks in support of relief efforts.

1.4
Who should read this Handbook

The Disaster Communications Handbook should be read, studied and understood by every person who has responsibilities connected with the planning, usage, evaluation, or survey of disaster communications systems or their vulnerabilities. It  is a project of the Telecommunications Development Sector of the International Telecommunication Union (ITU-D). The idea for the handbook originated in Study Group 2 of ITU-D and is an effort of a number of participants representing numerous governmental, NGO and private business enterprises.

The Handbook was written by partners in humanitarian assistance, as an aide to the wider diffusion of knowledge on the subject of disaster communications. It can be read as a stand-alone text or be used in conjunction with formal training opportunities in the field,

CHAPTER 2

THE ORGANISATIONAL AND REGULATORY FRAMEWORK OF DISASTER COMMUNICATIONS

2.1
Disaster Mitigation: Prevention and Preparedness

Disaster prevention is better than disaster response, but even the best prevention measures can not replace disaster preparedness, and even the highest level of preparedness will never cover all aspects of disaster response. Disaster communications need to concentrate on the response phase, but their effectiveness depends on preparedness.

2.2
Disaster Response

Disasters are generally classified as either natural or man-made.  In as far as disaster relief is concerned, a classification into sudden on-set disasters and complex Emergencies is more practical, as it is less the cause of the disaster than the sequence of events which dictate the response to it:   An outbreak of civil strife (example: Rwanda 1994) can be as sudden as a volcanic eruption, and so are most technological or industrial disasters (Chernobyl 1986).  On the other hand, a drought in most cases develops slowly, and its consequences can be highly complex (displacement of populations, civil unrest).

In as far as disaster communications are concerned, sudden on-set disasters are of primary concern, as they create very specific needs.  The general communications requirements during the typically longer-term, complex emergencies are often similar to those of developing countries in general.

2.3
The Levels of Disaster Response

Local response is, for reasons of time and location, the first element of relief in practically all cases.  No national or international assistance can replace the response by local emergency services.

National authorities have the primary overall responsibility for disaster mitigation, preparedness and prevention, as well as for response.  Whenever local resources are not sufficient, intervention on the national level is required.  It is only in cases, where this second level does not have the response capacity required to cope with the situation, that international assistance is mobilised.  While emergency communications on local and national levels can pose enormous problems, the need for satellite communications is most evident on this third level.

2.4
Telecommunications in Disaster Response

Disasters typically have a multiple, simultaneous implications on telecommunications supply and demand by creating additional temporary needs at a time of reduced availability and overload of permanent networks.  For those responsible for the provision of telecommunications this means to make best use of what remains available while at the same time building up additional capacity.

2.4.1
The existing public networks

To the extent that public networks exist and survive the impact of a disasters, they are used in relief operations.  The frequent use of high technology, in particular that of satellite communication for international links, has increased the vulnerability of public networks.  Their highly centralised structures can - if one vital element such as the antenna of the, possibly only, satellite earth station of a country is damaged - lead to a complete disruption of communications with the "outside world".  This actually occurred on the islands of Mauritius and Rodrigues in the Indian Ocean during cyclone "Hollanda" in February 1994, and the resulting isolation can obviously have dramatic consequences, if international assistance should be required.  

The vulnerability of domestic networks has similarly increased: An increasing number of subscribers results, in case of wide-spread damage to a network, in a high number of faults, each of which is likely to add to the delays in restoration of communications even with vital establishments such as hospitals.

2.4.2
The Existing Specialised Networks

Local and national emergency services dispose in most cases of their own permanent networks.  If properly maintained, these tend to be less vulnerable than public systems, but a lack of compatibility between technical specifications of the equipment used by different services often limits their usefulness.  This specific problem is greatly enhanced in cases, where international assistance is provided by foreign services such as Search- and Rescue Teams who arrive with their own communications support, generally incompatible among themselves as well as with networks in the affected location. 

2.4.3 The Amateur Radio Service

The amateur radio service plays a double role, not only as a specialised permanent network, but as a provider of operators and technical resource persons with specific skills and experience in situations where the best use has to be made of what is available.  Disaster communications have much in common with the character of amateur radio in respect to both operational procedures and technical conditions. The technical annex of this handbook is therefore largely based on work done by the international amateur radio community.

2.4.4 
The Additional Telecommunications Requirements during a sudden on-set Disaster

For co-ordination purposes, links within and between all three levels, local, national and international, are vital.  The type and structure of the networks need to correspond to the structures of the response operations within and between all levels.

· On the local level individual members of rescue teams and other services need to communicate with their team leaders, the latter with the on-site operations co-ordination centre (OSOCC), and the on-site centre with the local headquarters of the public services, police and hospitals involved in the relief operations. This traffic mostly uses voice.

· On the national level, the on-site centre needs links to the disaster management team and the national emergency operations centre, and often needs to provide links between leaders of teams at the disaster site and their respective national headquarters.

· On the international level, emergency communications via satellite are complementary to shortwave radio links.   Many of the partners in international humanitarian assistance maintain and expand the networks they have built up over a long period of time, and have greatly enhanced their efficiency through the use of advanced data communication modes.

CHAPTER 3

THE INTERNATIONAL REGULATORY FRAMEWORK

3.1
The International Regulatory Framework of Disaster Communications

While maritime distress and safety communications have traditionally enjoyed privileges such as absolute priority over any other traffic, the same is not the case for emergency telecommunications on land.  The traditional position of telecommunications as a monopoly of a sovereign state restricts the use of any telecommunication equipment other than those registered and licensed in the country where they are to be used.  

It is important to note that effective and appropriate international humanitarian assistance cannot be provided without functioning telecommunications, especially when nationally available resources often cannot cover all needs before, during and after disasters.  Over the years, various concerned parties involved in both disaster relief and mitigation as well as telecommunication development have recognized the need for an international framework on the provision of telecommunication resources for disaster mitigation and relief operations.  In 1991, an international Conference on Disaster Communications was convened in Tampere, Finland, and was attended by disaster and telecommunications experts.  The Conference adopted the Tampere Declaration on Disaster Communications, which stresses the need to create an international legal instrument on telecommunication provision for disaster mitigation and relief.  This was done with the recognition that regular communication links were often disrupted during disasters, and that regulatory barriers often crippled the use of emergency communications equipment across artificial boundaries.  The Declaration requested the United Nations Emergency Relief Coordinator to cooperate with the International Telecommunication Union (ITU) and other relevant organizations, consistent with the goals and objectives of the International Decade for Natural Disaster Reduction (IDNDR). It invited them to convene an intergovernmental conference for the adoption of a convention on disaster communications.

The Tampere Declaration was annexed to the unanimously adopted Resolution No. 7 (Disaster Communications) of the first World Telecommunication Development Conference (WTDC-94, Buenos Aires, 1994).  The Resolution urges all administrations to remove national regulatory barriers in order to allow the unhindered use of telecommunications in disaster mitigation and relief. It also requests the Secretary-General of the ITU to work closely with the United Nations and within the framework of IDNDR towards an international convention on disaster communications.

Within the same year, Resolution No. 7 was in turn endorsed by Resolution No. 36 (Disaster Communications) of the ITU Plenipotentiary Conference (PP-94, Kyoto, 1994).  Resolution No. 36 reiterates the need for an International Convention on Disaster Communications, and echoes Resolution No. 7 in urging administrations to reduce and/or remove regulatory barriers to facilitate rapid deployment and effective use of telecommunication resources for disaster relief operations.  

In the sense of these resolutions, and under a mandate given by the Inter Agency Standing Committee (IASC, the UN advisory body on humanitarian affairs), the Working Group on Emergency Telecommunications (WGET) was established. It's meetings are convened by the United Nations Office for the Coordination of Humanitarian Affairs (OCHA) and its predecessors, UNDRO and DHA, and it serves as an open forum for the discussion of all emergency telecommunication related issues. The WGET includes all partners in humanitarian assistance and emergency telecommunications, United Nations entities as well as major international and national, governmental and non-governmental organizations, and experts from the academia and the private sector. Since 1995, the WGET developed and reviewed drafts of an International Convention on Emergency Telecommunications.

The ITU Secretary-General circulated a first official draft of the "Convention on the Provision of Telecommunication Resources for Disaster Mitigation and Relief Operations" to all ITU Member States in 1996. The World Radiocommunication Conference (WRC-97, Geneva, 1997) unanimously adopted Resolution No. 644, urging all administrations to give their full support to the adoption of the convention and its national implementation.

In the same way, the second World Telecommunication Development Conference (WTDC-98, Valletta) adopted Resolution No. 19.  Besides endorsing all the aforementioned resolutions, this resolution invites the UN Emergency Relief Coordinator and the WGET to collaborate closely with ITU in supporting administrations and international and regional telecommunication organizations in the implementation of the Convention.  The ITU Telecommunication Development Sector was invited to ensure that proper consideration be given to emergency telecommunications as an element of telecommunication development, including the encouragement for the use of decentralized means of telecommunications. This handbook is an example of the response by the ITU.

3.2
The Tampere Convention

The international efforts in emergency telecommunications came into fruition when from 16 to 18 June 1998, at the invitation of the Government of Finland, 76 countries and various intergovernmental and non-governmental organizations participated in the Intergovernmental Conference on Emergency Telecommunications (ICET-98) at Tampere, Finland. Thirty-three of the participating States signed the treaty, now called the Tampere Convention on the Provision of Telecommunication Resources for Disaster Mitigation and Relief Operations, on 18 June 1998.

During the Plenipotentiary Conference of the ITU (Minneapolis, 1998), the national plenipotentiaries unanimously adopted Resolution 36, urging national administrations to sign and ratify the Tampere Convention as soon as practicable.  The resolution also urges a speedy application of the Convention.

Furthermore, the 54th session of the United Nations General Assembly, 1999, called in its resolution 54/233 for the ratification and implementation of the Tampere Convention.  

3.2.1 The Contents of the Tampere Convention 

The structure of the Convention follows the format which is characteristic for international treaties, and its text contains, in addition to the substantive paragraphs, the stipulations required for a treaty deposited with the United Nations Secretary-General.

· The Preamble of the Convention notes the essential role of telecommunications in humanitarian assistance and the need for its facilitation, and recalls the major legal instruments, such as respective Resolutions of United Nations and of the International Telecommunications Union, which prepared the way for the Tampere Convention. 

· Article 1 defines the terms used in the Convention. Of particular significance are the definitions of non-governmental organizations and non-State entities, as the Tampere Convention is the first treaty of its kind, which attributes privileges and immunities to their personnel. 

· Article 2 describes the operational coordination, to be carried out by the United Nations Emergency Relief Coordinator (i.e. through the United Nations Office for the Coordination of Humanitarian (OCHA). 

· Article 3 defines the overall framework for the cooperation among States Parties and all partners in international humanitarian assistance, including non-State entities. 

· Article 4 describes the procedures for request and provision of telecommunications assistance, specifically recognizing the right of a State Party to direct, control and coordinate assistance provided under this Convention within its territory. 

· Article 5 defines the privileges, immunities and facilities to be provided by the Requesting State Party, again emphasizing that nothing in this Article shall prejudice rights and obligations pursuant to international agreements or international law. 

· Articles 6, 7 and 8 define specific elements and aspects of the provision of telecommunication assistance, such as Termination of Assistance, Payment or Reimbursement of Costs or Fees, and establishment of a Telecommunications Assistance Inventory. 

· Article 9 can be considered as the core element of the Tampere Convention, as the Removal of Regulatory Barriers has been the primary aim of the work towards this treaty since 1990. 

· The remaining Articles, 10 to 17, contain the standard provisions concerning the relationship between the Convention's and other international agreements, as well as dispute settlement, entry into force, amendments, reservations, and denunciation. They state that the Secretary-General of the United Nations is the depositary of the Convention and that the Arabic, Chinese, English, French, Russian and Spanish texts of the Convention are equally authentic. 

3.2.2 Guidelines for the Signature, Ratification, Acceptance, Approval or Accession 

The "Tampere Convention on the Provision of Telecommunication Resources for Disaster Mitigation and Relief Operations" is an international treaty among States. It is binding for those States who have stated their accession to it, but all or part of its content can at any time also be applied by reference to it in bi- or multi-lateral agreements governing international humanitarian assistance. The United Nations Secretary-General is the Depositary of the Convention (Art. 16).  The Office of Legal Affairs, Treaty Section, United Nations Headquarters, New York, is in charge of the relevant procedures.   The United Nations Emergency Relief Coordinator and Under Secretary-General for Humanitarian Affairs is the Operational Coordinator for the application of the Convention (Art.2).   The United Nations Office for the Coordination of Humanitarian Affairs (OCHA), Geneva Office, is in charge of the implementation and execution of the respective functions and works closely with the International Telecommunication Union (ITU). 

The Working Group on Emergency Telecommunications (WGET),  regularly convened by OCHA and  including all partners in international humanitarian assistance as well as the ITU,  serves as the advisory board for the work.  OCHA maintains, under its project on Emergency Telecommunications with and in the Field, the secretariat of the WGET. 

A State may express its consent to be bound by the convention by 

· definitive signature; 

· signature subject to ratification, acceptance or approval followed by deposit of an instrument of ratification, acceptance or approval; 

· deposit of an instrument of ratification. 

The consent of a State to be bound may be expressed at any time; in view of the urgent need for the full application of the Convention it is, however, desirable, that the procedures for this purpose be completed with the depositary as soon as possible.  Procedures relating to signature should follow the instructions in the attached note by the Legal Counsel of the United Nations.  On all related matter it is advised that the assistance of the Treaty Section of the United Nations be sought.  The Convention will enter into force thirty days after the deposit of such instruments by thirty States. 

3.2.3 The main Implications for Signatories

Depending on applicable national legislation, the accession to an international treaty may require consultations with and/or approval by various legislative and executive bodies. The same applies to an adjustment of national laws, rules and regulations, which might be necessary to comply with the substantive articles of the treaty.  In the course of these procedures the following aspects might deserve special consideration:

· The Convention has the purpose to expedite and facilitate the use of emergency telecommunications within the framework of international humanitarian assistance.  Such telecommunication assistance can be provided as a direct assistance, provided to national institutions and / or a location or region affected by a disaster, and / or as part or in support of other disaster mitigation and relief activities. 

· The Convention defines the status of the personnel of the various partners in international humanitarian assistance, including that of government entities, international organizations, non-governmental organizations and other non-state entities, and defines their privileges and immunities. 

· The Convention fully protects the interests of the States requesting and receiving assistance.  The host government retains the right to supervise the assistance. 

· The Convention foresees the establishment of bilateral agreements between the provider(s) of assistance and the State requesting/receiving such assistance.  Standard frameworks for such agreements will be developed by the WGET.  To avoid delay in the delivery of assistance, "best practices" will be codified into common implementing language.  The use of such model agreements, which will be made available in hard copy and electronic format, will allow the immediate application of the Tampere Convention in any sudden impact disaster

CHAPTER 4

THE ROLE OF INTERNATIONAL ORGANIZATIONS IN DISASTER COMMUNICATIONS

4.1 The International Telecommunication Union (ITU)

The role of the ITU is a specialized agency of the United Nations System. 

Article 1, Section 2 g oft he ITU Constitution provides that ITU shall "promote the adoption of measures for ensuring the safety of life through the cooperation of telecommunication services".

This mandate has been further enhanced through resolutions of recent World Telecommunication and World Radiocommunication Conferences, and most recently endorsed in Resolution 36 the Plenipotentiary Conference (Minneapolis, 1998).  The ITU works in close cooperation with the United Nations Emergency Coordinator and head of the Office of the Coordinator of Humanitarian Affairs (OCHA), and is a member of the Working Group on Emergency Telecommunications (WGET). 

The role of the Union under the Tampere Convention and related instruments is further specified in Chapter 3 above.

4.2
Other International Organizations and Institutions

Initial response to any disaster is the responsibility of the local community. Only if and when the assistance required goes beyond the resources and capacities of the local response mechanisms, the mechanisms for regional, national and, ultimately, international assistance are mobilized.    It is however important to note, that all such response depends on a request for or on the acceptance of an offer of assistance from the country affected by a disaster, and that all assistance from abroad must be closely coordinated with the national authorities.

A wide range of national and international, governmental and non-governmental institutions provide international humanitarian assistance. In order to carry out their tasks, they all depend on the availability of reliable communications under unpredictable and often extremely difficult conditions.

4.2.1
United Nations Entities

The United Nations system includes specialized agencies for the various aspects of humanitarian work, including disaster response.  Their cooperation is ensured through the United Nations Office for the Coordination of Humanitarian Affairs (OCHA), headed by the United Nations Emergency Relief Coordinator with offices in Geneva and New York, and with field offices in a number of countries.  Using a permanent, 24 hours per day / 365 days per year duty system, OCHA uses all available means of telecommunications to monitor events, and to immediately alert the international community to mobilize appropriate resources in cases where international assistance is likely to be required.

In addition to maintaining its own telecommunication networks, OCHA carries out the functions of the Operational Coordinator as mandated by the Tampere Convention [see chapter 4].  The office regularly convenes the Working Group on Emergency Telecommunications (WGET), an open forum including all United Nations entities and numerous international and national, governmental and non-governmental organizations involved in disaster response as well as experts from the private sector and academia.  In between of the two annual plenary meetings, the WGET partners meet in ad hoc working groups on specific issues and maintain a continuous exchange of information through two e-mail lists and a web site [see annex ...].

In the event of an emergency, OCHA dispatches United Nations Disaster Assessment and Coordination (UNDAC) teams to a country affected by a disaster.  Such teams typically arrive at the site of the event within hours and support the national authorities in the coordination of international assistance.  

In the affected countries, the various entities of the United Nations system work together in the Disaster Management Team (DMT).  Such a team is convened by the Resident Coordinator, in most cases the Representative of the United Nations Development Programme (UNDP), which has offices in almost all member states of the United Nations.  Depending on the nature of the emergency, the various agencies and institutions provide assistance in their specific field.  

The United Nations entities most commonly involved in disaster response include are, in addition to OCHA, the World Food Programme (WFP) providing emergency food as well as logistics services for other relief goods, the Office of the United Nations High Commissioner for Refugees (UNHCR), providing shelter and related assistance for the affected population, the World Health Organization (WHO) and the United Nations Children's Fund (UNICEF), providing health services in particular for the most vulnerable groups.  Depending on the nature of assistance required, other agencies participate in their specific fields.

Throughout the monitoring, alert, mobilization and response process, telecommunications are of vital importance.  All United Nations entities maintain common and own networks, and have the capacity to extent such networks in cases where other means of communication are affected by a disaster.  The interaction of all networks is ensured through the mechanism of the WGET, and in the affected country a Telecommunications Coordination Officer (TCO) is responsible for the optimum use of all available networks.

4.2.2
International Non-Governmental Organizations (NGO)

International non-governmental organizations (NGO) play a key role in the provision of operational assistance.  A well-known example for an international NGO is the International Federation of Red Cross and Red Crescent Societies (IFRC) with its national member societies worldwide.  The IFRC and other NGOs maintain their own telecommunication networks and support their national counterparts when normal channels of communication are disrupted by a disaster.   A new and important group among the NGOs, are commercial companies, such as Ericsson, who make the expertise resources of their headquarters and their offices in many countries available to support disaster relief operations.

4.2.3
National Governmental Institutions providing International Assistance

Similar to non-governmental organizations, national institutions in many countries provide disaster relief abroad.  Examples are the Swedish Rescue Services Agency (SRSA), the Swiss Disaster Relief Unit (SDR), and the German "Technisches Hilfswerk".   They often provide services in specific fields they may provide their assistance under bi-lateral arrangements with the receiving country or as implementing partners in United Nations relief operations.  National organizations for international assistance usually provide telecommunications for their own needs, and are, in some cases, also able to support other institutions, such as the United Nations, NGOs and national rescue services, with telecommunication support.

4.2.4
The International Committee of the Red Cross (ICRC)

The ICRC has a specific status in international law, which differentiates this body from NGOs.  While the ICRC is in many cases a provider of operational humanitarian assistance, its primary function is the implementation of the Geneva Conventions, which govern humanitarian law in case of conflict.  The ICRC delegations in many countries worldwide are linked by their telecommunication network, which can be reinforced in case of need created by the impact of a disaster.  

4.2.5
Regional Organizations

In both, the humanitarian and the telecommunications sector, the importance of regional organizations of governmental or non-governmental character is increasing. One example are the Caribbean Disaster Emergency Response Agency (CDERA) and the Caribbean Telecommunication Union (CTU, telecommunications authorities) and the Caribbean Association of National telecommunications Operators (CANTO, network operators).  Regional cooperation, in fields like training for emergency response between the sectors can best be ensured through these mechanisms.

CHAPTER 5

NATIONAL FRAMEWORKS 

5.1
National Disaster Management Structures

The attribution of disaster-related functions differs form country to country. In most cases, the attribution of functions follows the country's administrative structures, with a disaster coordinator for each district, state, county or similar geographical division. The "horizontal" cooperation among specialized services on each level is as essential as the vertical "lines of command"; for disaster communication this requires established links between disaster coordinators and telecommunication authorities and service providers on each level. 

This need for coordination throughout the national structures applies also for international humanitarian assistance, where the national government is the primary counterpart of the foreign providers of assistance, while their operational activities must be fully integrated with those under the responsibility of the respective levels. A "Disaster Management Team", normally convened by the United Nations Resident Representative and consisting of all international organizations present in the affected country is established in the capital. It's counterpart is the entity or official which has the function of a national disaster manager.  On the local level, an on-site operational coordination center (OSOCC), usually established by a United Nations Disaster Assessment and Coordination (UNDAC) team, ensures the integration of international assistance with the national and local partners at the site of the event.  Reliable communications are a prerequisite for the function of each of these mechanisms and for their interaction.

5.2
The National Regulatory Framework for Disaster Communications

The laws and regulations governing telecommunications in any country are often complex the legislative mechanisms cannot always follow rapid advances in technology. Among the national telecommunication and related legal restrictions with particular importance to disaster communications are the requirements for radio licenses, type approval for telecommunication equipment, frequency allocations and import restrictions or customs duties.

When an international search-and-rescue team with its own telecommunication equipment arrives at a disaster-stricken country, the equipment may face assessment by custom officials.  The same equipment may have to be type-approved before being used. Foreign providers of assistance as well as national public network operators have to fulfill the licensing requirements. Some or all of these processes may take a long period, and precious time may be lost in activities such as search and rescue may be lost. The Tampere Convention therefore recommends the removal or reduction of regulatory barriers for the provision of telecommunication resources for disaster mitigation and relief operations.  In the spirit of the Tampere Convention, States Parties are furthermore requested to provide for the privileges and immunities of disaster communications personnel, including immigration formalities, and should maintain a national telecommunication assistance information inventory.

5.3
The Development of a National Disaster Communications Concept

As part of the implementation of the Tampere Convention, pilot projects in several countries were carried out in developing countries to assess the strengths, weaknesses, opportunities and threats of the disaster communications networks.  These projects usually attempt to learn about and evaluate the background information on prevalent disasters in a country, the problems and constraints of disaster communications, the existing disaster-response operational structure and the equipment and personnel involved.  Based on such information, recommendations – institutional, regulatory, technical and financial – are presented for consideration by the appropriate national authorities for improving or building up a national disaster communications concept.

5.3.1 The overall Concept of a National Disaster Communications Review and Plan

The specific situation in each country will have to determine the structure of the study and the resulting report and plans, the studies listed in the annex to this publication, and possible further studies, which will be available from the Secretariat of the WGET may serve as guidelines.  The WGET secretariat can furthermore assist in the identification of experts with experience in the assessment of national disaster communications structures and the development of concepts.

5.4
The Methods and Scope of a Study

The involvement of both the disaster managers and the telecommunication entities on each level and throughout the study is essential for applicability of the results. The following paragraphs list some key elements of such work, each of which may be of higher or lower importance in each particular case.  All available communications networks need to be analyzed; the following considerations refer to public networks, which are commonly most complex.  With the necessary changes they apply, however, equally to private networks such as those of public safety institutions, other specialized networks, links to maritime and aeronautical networks and to the emergency preparedness concepts of the Amateur Radio Service.

5.4.1
Confidentiality Considerations

Experience shows that gathering information on network vulnerability may not be possible without the approval of senior management and governmental officers. The vulnerability of National Telecommunications systems might be of great interest to would-be-saboteurs. Therefore accurate information about the exact layout of networks is at best in 'Commercial Confidence', and may be classified as a national secret, with all that that implies. Consequently, telecommunication staff may be reluctant to give information, when questions are asked for the purpose of disaster preparation.  Network operators may not agree to give information unless the results are available only to a specified group on a 'Need to Know' basis.

Authority for a study of the vulnerability of systems will usually have to come from the highest levels of the authorities and entities concerned. A 'Non Disclosure Agreement', Non Disclosure Forum' or 'Memorandum of Understanding' may need to be entered into with their legal departments before a study can be undertaken. 

5.4.2
Telecommunications Operators
In many countries a de-regulation and privatization of telecommunications has taken place, and any operator might be in competition with other enterprises. Information about the capacity of a network may be of commercial interest to a competitor and result in reluctance to answer capacity related questions.  An instruction to release such information must come form the most senior level of management.  The operating company may have 'Business Continuity Manager', often reporting directly to the Chief Executive Officer (CEO). This person is responsible for the rapid restoration of business capacity for the company and likely to have a good knowledge of the vulnerabilities of the system. Many companies have a 'business continuity. Such a plan details the position of spares and the logistical plans for rapid restoration of services, and restoration of data. 

5.4.3
Results

The results of the study, supplied by the network operator, may be difficult to interpret. It will likely refer to 'Erlang' values and high-level PCM capacities but may avoid mention of transmission methods or back up power systems. Businessmen may tend to emphasize the strengths and play down the weaknesses of their networks, and an independent researcher will have to keep this in mind when performing the evaluation.

The study should consider three related but different issues,

· Capacity 

· Vulnerability.

· Rapid recovery. 

5.4.4
Network Capacity 

Very few telecom systems are designed to carry all the traffic that the users could possibly generate. That would be hopelessly uneconomical, so the designers make various assumptions about what the highest load on a busy working day is likely to be. 

A typical residential area switch design assumes that about 5% of the users will be using it at any one time. In business districts, this figure may be closer to 10%. For example, a typical 10,000 line exchange in a residential area may be able to carry only 500 phone calls at one time. The 501st person to make a call will get a 'congestion tone', or no 'dial tone'. 

On any network remaining functional after the impact of a disaster, traffic is likely to increase dramatically. It is therefore important to study how systems behave during acute overload situations. In some systems, a public switch will respond to an overload situation by sending a signal to surrounding switches advising them that the incoming routes to the switch are closed. In this case it will not be possible to reach any subscriber on that switch from outside, but it will still be possible for users of that switch to make calls to the outside. Planners should reflect this when designing information flows within their organizations. 

Priority can be offered to some users of the network, but the details of how this is done and how priority users can be identified are potentially sensitive issues. In the case of 'wireline' systems, it may be on the basis of prioritizing individual lines. In mobile systems this may take the form of a 'classmark' for the phone, or a "Preemptive capability indication" feature on the account, which allows certain users to jump the queue. In data systems it may take the form of differentiating the 'sub-net' grade of service. In all cases where competition between operators exists, mandatory application of the same determination criteria for all providers of public network services is indispensable.

5.4.5
Additional Vulnerabilities

The impact of natural disasters can further reduce the capacity of a telecommunications network by damaging elements on which it depends, such as power stations and the related distribution infrastructure, cable networks, switches and transmission stations. The resulting loss of power can be detrimental to a telecommunication system. Such damage will be discussed below. 

5.4.6
Recovery 

When equipment is damaged or destroyed, it needs to be replaced or repaired quickly.  The operator will need rapid assistance from the supplier of the systems, which may be from outside the country.  Since their contribution to the rapid restoration of communications is in the national interest, 

diplomatic assistance, perhaps on the basis of the Tampere Convention may be in order to expedite equipment import. The extreme urgency of the situation means that international law allows for the 'reduction or removal' of normal importation restrictions in order to expedite such vital work.  

5.5.
The Implementation of the Plan

A plan, which is developed in close cooperation with all those national entities that are concerned with disaster management or with telecommunications, has the best prospects of being fully implemented.  Experience shows that the awareness for the need for any disaster plan is always highest in the aftermath of a disaster and diminishes quickly when time goes by without the occurrence of a major emergency.  It is therefore essential to establish, as part of the plan itself, a mechanism for the periodic review of all measures taken in the implementation of a disaster communications plan. 
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