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I	INTRODUCTION



The Plenary of Study Group 1 held in September 1998 decided that Question 13/1 "Promotion of infrastructure and use of the Internet in developing countries" would be handled by a Focus Group for at least one year. The issues to be studied in the Focus Group within the framework of this Question would reflect Document 209 (WTDC-98, Valletta), a joint document submitted at the Conference by the United States of America and Telefónica de España.

The focus group will be chaired by Mr. Dietmar Plesse, Vice-Chairperson of Study Group 1. In keep�ing with decision made during the Plenary of Study Group 1, the membership of the Focus Group should ensure balanced participation from all regions. However, the Group will be open to all Sector Members interested in these issues.

The group will conduct its work, as much as possible electronically.

The BDT has set up a conferencing facility for the focus group so that members can ex�change views and input documents. The conference is restricted to Focus Group members and can be reached at the following web address http://wwwp.itu.ch:8080/~2/login . The conference can also be reached from the web address http://www.itu.int/ITU-D-UniversalAccess/ - visible under the Inter�net section.

Statement of situation

Currently referred to as the "network of networks, "the Internet is widely considered to be a prototype of the Global Information Infrastructure (GII) or Global Information Society (GIS). The national and sub-national networks that comprise the Internet are considered by many to be the present and future models for National Information Infrastructures (NIIs). The technical, policy, economic, and societal challenges posed by the Internet and the global connectivity it facilitates reflect the challenges and opportunities inherent in creating the global village. For this reason, multilateral organizations like the ITU will continue to carefully consider Internet issues as they mediate and coordinate multinational issues affecting telecommunications.

�

Source: Internet Software Consortium, at  http://www.isc.org/

Figure  1  The growth of Internet hosts 

While ITU statistics indicate that the Internet has sustained annual growth rates in excess of 100% over the last ten years, approximately 96% of the Internet hosts are in the high-income countries which account for just 16% of the world's population. As of January 1999, Africa had 0.4% of the Internet hosts in existence; Latin America and the Caribbean, 1.6%; and Asia, 6.3%�. 

Also with respect to Internet users there is an imbalance: Only 0.6% of the estimated 179 million Internet users worldwide are from Africa (June 1999). The ITU has estimated that among low income countries only 17 persons out of every 1 million have Internet access. Given the well-known benefits of access to information and telecommunications development, it becomes clear that if the prospect of a global village is ever to be truly realized, increased participation by developing countries is crucial. The ultimate object of studying this issue, then, will be to produce and facilitate the creation of information citizens in developing countries - providers as well as consumers of information - via bandwidth-rich networks capable of handling advanced digital applications. 

�



Source: Nua Internet Surveys at http://www.nua.ie/surveys/how_many_online/index.html

Figure  2  Geographic distribution of Internet users

A key challenge for developing countries in the Information Age will be to build the infrastructure necessary to capture the full social and economic benefits of the Internet. To date, such efforts have been hampered by the lack of underlying infrastructure and human resources. The ITU-D can help foster the development of the Internet in developing countries by helping to create a pro-competitive, policy environment that attracts private investment and results in low user costs. In cooperation with other international organizations and the private sector, the ITU may also help developing countries build capacity for technical expertise by training personnel in relevant information technology.

Certain unique characteristics of the Internet that account for its rapid evolution may well be instructive for infrastructure development generally. In particular, its freely distributed, standardized protocols, packet-switched, digital architecture, interoperability of diverse networks, decentralized administration, and extensive coordination among interested parties, may be most relevant. Developing countries looking for innovative ways to build their network may find that some of these characteristics can inform their decisions on infrastructure deployment. More importantly, the development of a network suitable for Internet service will extend existing infrastructure, thus tangibly contributing to nationally-defined universal service aims. Moreover, the Internet holds the promise of making access to information widely available on a profound scale, furthering economic and social benefits. Telecommunications and access to information have proven to be key determinants of international competitiveness. The correlation between information, communication, and economic growth is well known.

The Internet is providing new opportunities for distance learning, telemedicine, and electronic commerce that could particularly benefit citizens of developing countries. Through the Internet, children are able to access the digitized contents of libraries around the world. Schools are able to expand their course offerings by sharing their instructors over the Internet. In the health field, telemedicine allows medical specialists to bring their expertise to patients around the world. Rural para-professionals equipped with an Internet link can consult medical databases remotely. 

The Internet is also a low-cost gateway to the global economy. As the ITU noted in its World Telecommunication Development Report for 1996, "the beauty of commerce over the Internet is that it links millions of potential buyers and sellers around the world regardless of geographical and temporal boundaries." Small, medium, and large businesses stand to benefit from much-lowered transaction costs and will have access to national, regional, and global markets. This will benefit business users and consumers alike.

The potential benefits to agriculture are also great. Through the Internet, farmers can determine market prices as well as locate and communicate with buyers worldwide at a very low cost. In a global market, access to timely market information is crucial in getting the best price for goods. Such information allows farmers to make informed decisions about the type and amount of crops they should plant for the coming season. The Internet also gives farmers access to up-to-date information on crop production, disease prevention and marketing information. Numerous agricultural research institutes maintain World Wide Web sites containing extensive information on agricultural production and related topics.

�

Source: GVU user surveys at  http://www.gvu.gatech.edu/user_surveys/

Figure  3  Uses of the Web

Developing countries stand to benefit from deployment of the Internet both in network build-out and in the economic and social development that naturally occurs with greater access to information. A blueprint or template describing the best methods to achieve Internet development would increase participation by developing countries in this powerful medium for information distribution, and help secure their place in the emerging GII.

The explosive development of Internet in recent years is causing new problems when it comes to establishing management models and charging worldwide traffic. Most international traffic generated by communications through Internet shows a great imbalance in cases where one end of the communication is a country with a large number of Internet Service Providers.

The big flow difference in both directions conditions the distribution of revenues generated by this traffic, since it allows operators and providers, who are mainly information generators, to impose their conditions on countries who mainly request information.

This balance of relations means that it is precisely the less developed countries that lose out and end up financing the more economically-developed countries.

On the other hand, the shortage of content and information providers in less developed countries causes the requests for information to emigrate to developed countries; thus the promotion of local and regional information providers would redress this imbalance to some extent.

Issue proposed for study

Question 13/1 is directed toward providing practical suggestions for increasing Internet infrastructure build-out and use. In particular, it focuses on how to create a capital-attracting, pro-competitive policy environment that will foster infrastructure build-out, as well as the policy environment suited to best foster Internet development. This Question is also geared toward developing human capacity in technical expertise related to the Internet.

The study group would:

develop a set a guidelines for government officials to use in creating a policy environment that fosters development of Internet infrastructure;

identify the technological options available to achieve Internet build-out, and prepare a technology-neutral guide to options for Internet build-out;

determine how best to build human capacity for technical expertise in the private sector and among developing country officials;

develop the criteria and principles of local and regional traffic concentration and economic implications of the Internet, as well as its possible impact on network traffic;

suggest mechanisms to expand and develop local and regional providers of content and information.

Among the issues to be examined are:

all communications infrastructure, including degree of digitization, number of Internet host computers, number of personal computers;

teledensity; plans for network build-out;

universal service goals;

the regulatory environment i.e. policies regarding liberalization, privatization, competition, interconnection and pricing policies, Internet technology and service, access to information, Internet service provider licensing policies, taxes and customs duties on information technology;

Internet technology and service, access to information;

applications, with a focus on those applications related to development (education, healthcare, agriculture, etc.);

HRD.

Among the issues to collect information are:

addressing and routing in the TCP/IP and its impact on network traffic;

electronic commerce activities in the Internet;

diversity of culture and languages;

taxes and customs duties on information technology.

Description of expected output

Based on the best practices recommendations, a given country could gauge its "Internet readiness" and identify which aspects of its sector need modifying or restructuring in order to facilitate Internet development. "Internet friendly zones" could be identified so that countries most ready for Internet deployment could be linked with members of the private sector prepared to assist in this development. In addition, strategies for regional approaches could be identified and facilitated. 

An additional output of the proposed study should be:

Criteria to guide relations between countries and operators involved in each communication, so that the traffic can be balanced or compensations can be foreseen to avoid the situation where ISPs of developed countries are being financed by Internet users from less developed countries.

Management and routing criteria of IP traffic that are not disadvantageous to developing countries.

Principles of reasonable distribution of the revenues from Internet traffic.

Mechanisms to expand and develop local and regional generators of content and information.

This output may be useful to those study groups of the Standardization Sector of ITU involved in management, routing, regional traffic, charging, etc. when drawing their conclusions.

Method proposed for handling these issues

Two surveys would be sent to the ITU membership; one to Administrations seeking: a) information on their existing policies etc., as described above in section 2; and b) asking that they identify their training needs associated with Internet service and facilities. 

In developing the recommendations of best policy practices, particular attention would be given to those countries having a high degree of Internet penetration or high Internet growth rates.

A second survey would be sent to private sector members, seeking: a) their perspective on the optimal policy environment for Internet development; b) information on various technological options for providing Internet services; and c) asking that they identify training offered by their company that would be relevant to Internet service or network deployment.

While the above mentioned questionnaires may provide additional country specific information, for most of the issues covered by the report the Internet itself is used as source of information. Some of the issues had been dealt with in magazines like CommunicationsWeek International, others were subject of presentations at events like the 9th Annual Conference of the Internet Society, INET'99, San Jose, California, 22-25 June 1999. These resources will be evaluated carefully to complete the report.
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II	TELECOMMUNICATION INFRASTRUCTURE�(Rapporteur: Lynne Gallagher)



II.1	Demand and Infrastructure

II.2	User equipment

II.3	Local loop (including alternative local loops)

II.4	Backbone network

II.5	Mobile and wireless (including satellites) and broadcasting
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III	ACCES TO INFRASTRUCTURE, POLICY FOR INFRASTRUCTURE DEVELOPMENT

III.1	Overview

In just a few short years, the Internet has become a global phenomenon, transforming the way we conduct business, interact, and learn. In 1995, fewer than 10 million people were using the Internet. Today, there are over 140 million users worldwide. In 1999, it is estimated that for the first time more people will access the Internet from outside the United States than from within the country. This growing medium offers limitless possibilities, providing users with multi-media applications involving data, voice, and video. If realized, Internet-based services have virtually unlimited potential to bring people together from across the world, enhancing opportunities in education, health care, commerce, and entertainment. Indeed, it is not just a physical network but a network of people. It links people together through e-mail and chat rooms; it allows schoolchildren from around the globe to learn in an exciting environment; it is crucial to the development of telemedicine; and it has produced a booming economy known as e-commerce.

III.1.1	What is the Internet?

The Internet is a vast network of networks that communicate with each other based upon a set of software protocols that direct traffic so information can pass among the networks. The Transmission Control Protocol (TCP) and Internet Protocol (IP) define the rules by which packets of data are  addressed and transmitted across physical fiber, copper, satellite, and wireless networks. 

The physical Internet network is made up of a variety of components including: 

Fiber networks owned or leased by Internet backbone providers Routers 

Network Access Points (NAPs) where Internet service providers (ISPs) connect their networks in order to exchange Internet traffic 

Host servers that hold the content 

Access lines that provide business customers and home user connections to the point of presence (POP) of the ISP 

Given the Internet's potential to drive future economic and cultural growth, a key challenge for developing countries is to implement sound policies to encourage Internet growth within their borders. Government policy can have a profound impact on Internet development; it can either foster it or hinder it. To date, the Internet has flourished in large part due to the absence of regulation. A "hands-off" approach allows the Internet to develop free from the burdens of traditional regulatory mechanisms. Regulatory policies governing the telecommunications market, however, have a direct impact on Internet development and usage by consumers. Basic transmission capacity is the physical infrastructure fundamental to the operation of Internet services and e-commerce applications. Policies to promote this infrastructure pave the way for increased Internet usage. 

III.1.2	Ensuring a truly global e-commerce marketplace 

A truly global e-commerce marketplace cannot exist without the participation of developing countries. Approximately 97% of Internet users, however, are in high-income countries, which account for just 15% of the world population. In 1997, Africa had just 0.6% of the Internet hosts in existence; Latin America and the Caribbean had 1.0% and Asia just 6.3%. Yet e-commerce offers the unprecedented opportunity to create a truly global marketplace. Increasing shares of commercial transactions are occurring online. Estimates are that by 2002 e-commerce will account for over $300 billion in trade per year.

The Internet is especially important for small/medium enterprises (SMEs) as it enables SMEs to minimize marketing costs while reaching a wide market.

Both developing countries and industrialized nations stand to benefit economically and socially from increased participation in this growing electronic marketplace. The Internet provides a low-cost gateway linking millions of potential buyers and sellers from disparate populations around the world, transcending geographic and time barriers. 

E-commerce has begun to unleash a revolution in entrepreneurship and innovation, providing a cascade of new, exciting services and products. The advent of the Internet has transformed the traditional business model by allowing a business to establish a website that provides a global marketing and sales distribution scheme. The Internet makes possible direct interaction between producers and consumers, cutting out the middlemen. Both sides benefit. 

In the United States, the U.S. government has played a role in fostering a global e- commerce marketplace. In the 1997 document, "A Framework for Global Electronic Commerce," the U.S. Government outlined a series of principles to guide the development of the e-commerce marketplace, including: 

The private sector should lead 

E-commerce should be driven by market forces, not regulatory actions 

Where government involvement is needed, it should support a predictable, minimalist, consistent,

and simple legal environment for commerce 

Government should follow a decentralized, technology-neutral approach to policy 

E-commerce should be a seamless global marketplace 

The Framework urges governments to refrain from imposing unnecessary regulatory actions that could stifle the growth of the Internet and e-commerce, and recommends that competition and consumer choice be the guiding principles for a prosperous e-commerce marketplace.

In the United States, consumers are already enjoying the promises of e-commerce. The benefits of the Internet and e-commerce are increasingly reaching more middle income and lower income Americans. Whether for news, education or commerce, the Internet has made an indelible mark on global communications. 

III.1.3	A Hands-off regulatory approach

The Internet has evolved at an unprecedented pace, in large part due to the absence of government regulation. Consistent with the tradition of promoting innovation in new communications services, regulatory agencies should refrain from taking actions that could stifle the growth of the Internet. During this time of rapid telecommunications liberalization and technology innovation, unnecessary regulation can inhibit the global development and expansion of Internet infrastructure and services. To ensure that the Internet is available to as many persons as possible, the FCC has adopted a "hands-off" Internet policy. We are in the early stages of global Internet development, and policymakers should avoid actions that may limit the tremendous potential of Internet delivery. 

III.2	Principles to promote Internet infrastructure

Basic transmission capacity is the physical foundation necessary for the operation of Internet services and e-commerce applications. As a result, telecommunications regulatory policies can have a direct impact on the development of the Internet. Experience indicates that market-oriented policies spur the development of affordable and available infrastructure required for Internet services and e-commerce to flourish.

Three basic drivers - competition, investment, and technological neutrality - promote the establishment of the global information infrastructure upon which Internet applications thrive. Countries must have the physical infrastructure necessary to be a part of this new, Internet-based world; otherwise they may miss out on the future benefits derived from the global economy. 

III.2.1	Competition

Open and vigorous competition is a principal driver for establishing the physical infrastructure necessary for Internet services to thrive. To succeed in a competitive marketplace, competitors just innovate, provide quality services, and reduce prices. By fostering a pro-competitive climate, economies can create self-sustaining Internet networks.

In the United States, the benefits of competition are evident in the telecommunications market. Networks have accelerated adoption of more innovative technology; service providers have responded to consumer demands; lower costs have stimulated use of the networks; and home and business users alike have enjoyed lower prices and a wider array of services.

Alternatively, limiting the ability of new competitors to access, build, and utilize the underlying network inhibits infrastructure deployment and ultimately retards the introduction of facilities necessary for the Internet to flourish. 

III.2.2	Investment

Attracting private sector investment is the most effective way for countries to build the physical infrastructure necessary for a robust Internet network. To attract private sector investment, policymakers must remove barriers and establish favorable investment incentives. Without such investment, the benefits of the Internet will go untapped.

No single government has the wherewithal to capitalize the global Internet infrastructure. 

Besides supplying inflows of capital, private investment stimulates development of new technologies, equipment, new sources of information, and managerial skills-all of which speed infrastructure growth. To increase capital from both domestic and foreign sources, nations are permitting a variety of commercial arrangements, ranging from joint ventures to direct foreign investment and from privatization of state-owned providers to licensing of privately owned competitors. 

The need for capital investment is particularly acute in countries developing infrastructures, where limited government resources often make private financing all the more critical. The challenge, therefore, becomes to establish effective mechanisms to attract foreign investment.

III.2.3	Attracting Foreign Capital

The following steps can be effective measures to attract capital:

Privatization attracts capital to build out advanced telecommunications technologies 

Creation of a stable and open commercial environment supported by transparent regulation 

Establishment of fair and open bidding practices for infrastructure projects 

Recognition of the concept "return on capital" that investors require 

Establishment of sound repatriation polices 

Promotion of private investment through legal and regulatory reform

III.2.4	Technological Neutrality

A policy of technological neutrality provides for the equitable treatment of different technologies and spurs innovation. Wireline facilities make sense in some places, while satellite and terrestrial wireless infrastructures may work better in others. Many regions of the world, for example, have great difficulty accessing high-speed Internet services because they do not have sufficient infrastructure. In these areas, satellite systems may be the answer. Policymakers should strive to create an environment in which such distinctions are of no great consequence to consumers. Governments should seek to promote competition among various technologies and industry segments with the goal of accelerating innovation and the deployment of advanced services. Simply put, regulators should not be in the business of selecting winners or losers of information technologies. With a policy of technological neutrality, the real winners will be consumers, as they will benefit from lower prices, improved quality, and more innovation.

III.3	Policies to foster Internet services

As noted above, the fundamental regulatory decisions made in the telecommunications market have a direct impact on the development of Internet services and usage. The policies below - broadband access, cost-based capacity, and fair local charges - allow ISPs to provide, and consumers to access, services at lower prices, with improved speed and quality. 

III.3.1	Broadband Access

As people across the globe access the Internet, they realize one thing: they need to go faster. To fully utilize this network - to tap the potential of multi-media applications involving voice, data, and video - they need bandwidth. Internet users should have access to networks that are capable of supporting the broadest range of Internet offerings. It is critical, therefore, that the underlying network supports advanced communications.

In establishing the necessary incentives for the development of advanced technologies, technological neutrality is an important policy to adopt. Regulators should not favor one technology over the other, but should set polices to stimulate competition among various technologies and industry segments that will lead to the development and deployment of broadband capacity.

In wireline, cable, terrestrial wireless, and satellite, many new technologies are starting to be deployed. These include wireline telephone providers finding new ways to send high speed data over the telephone network, cable television operators offering high speed Internet access using specialized cable modems, and satellite operators providing higher data rates for downstream access with a standard dial-up telephone return path. 

III.3.2	Cost-Based Transmission Capacity

Cost-based transmission capacity is necessary to achieve lower prices for Internet services and

e-commerce applications. All ISPs either lease or own the capacity necessary to develop their Internet network. If the price of this capacity is high, ISPs must either absorb the extra cost or pass the cost forward in the form of higher prices to consumers. As a result, high transmission costs impact demand estimates and build-out of the information infrastructure.

High cost transmission capacity for ISPs may be directly related to the lack of competition in telecommunications services within a market. For example, telecommunications incumbents often seek to extend their dominant position to the provision of Internet access service by restricting the supply of transmission capacity. In contrast, a competitive telecommunications environment results in more affordable prices for, and greater availability of, such capacity. 

III.3.3	Local Service Pricing

Local telephone charges are a part of the overall cost of Internet usage for consumers, and affordable local loop pricing is an important component of the cost structure for Internet access necessary for all Internet customers. Local service pricing that is prohibitively high restrains Internet usage. Indeed, one factor that contributes to the disparity of Internet usage among countries is the cost of accessing Internet services. This cost is directly related to the regulatory framework and level of competition permitted in the local telecommunications sector. Regulators can consider policies to drive the price of local service to cost as they seek to promote Internet usage. 

III.4	Conclusion

The Internet will continue to change our lives in ways we have yet to imagine. What is certain, however, is the importance of ensuring that all corners of the world participate in and benefit from these profound changes. By maintaining a hands-off approach to the Internet, while implementing pro-competitive policies for the underlying transmission capacity, policymakers will go a long way towards ensuring that their citizens are full partners in the global Internet community and the emerging e-commerce marketplace.
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IV	USE OF THE INTERNET

The Internet is widely if not universally viewed as the prototype technology of the emerging information era, with vast potential to reshape and transform the ways in which people organize their lives, interact with each other and participate in the various spheres of society. This chapter is concerned with the existing and potential use of the Internet in developing countries. The Focus Group considered that there are three main categories of users of the Internet:

Private Sector (business)

Public Service Sector (government at all levels, not-for-profit organizations)

Individual (residential)

However, the applications of the Internet, other than informal individual contacts, can generally be categorized as either public service sector applications or private sector applications, the main criterion being whether the principal motivation for the application is common welfare or entrepreneurial activity. Although these two categories of application have many similarities, building on the same basic technology and operating with a common society, the two basic orientations are considered to be sufficiently distinct to be covered in separate sections of this chapter. It will be seen, however, that at the stage of implementation, many types of fruitful co-operation are possible between the public and private sectors.

IV.1	Applications focused on development needs

In this section, the role of the Internet in certain core development areas - education, health, agriculture and rural development, environment and emergency management, governance, culture, the mass media, libraries and archives, and scientific research - is highlighted. These and other sectors of public concern should be seen as a potential test bed and driving force for progress towards an Information Society in developing countries, because they hold stores of knowledge and expertise necessary for this evolution and because of their natural role in informing, educating and mobilizing the public to face tomorrow's challenges. Although the public service sectors have major needs for the Internet and major potential to exploit it for the good of society at large, they are generally disadvantaged by dispersed resources and shrinking budgets. The applications and contributions of sectors of public concern in the area of telematics were considered in detail in a joint ITU-UNESCO study�, which recommends a strategy to facilitate access to telematics facilities by these sectors involving i) consolidation of user demand, ii) co-operation with telecommunication operators and the commercial sector, and iii) appropriate public support in terms of investment and enabling environment.

Within each of these sectors, there are many choices that can be made regarding foci for application of the Internet - for example, within education, should one focus ICTs on higher education or primary education? In prioritizing these choices it is important to look not only at their direct benefit but also at their ability to create catalyzing spill-over effects in other areas of development. Inversely, there are many concerns which apply to the sectors of public concern as a whole, such as training of users and Internet specialists and providing access to information to the widest possible public. Some of these common concerns and solutions will be summarized in the concluding section of this chapter and in the next chapter dealing with local content. Identifying these priorities and understanding key concerns around them will be an important challenge for leaders in developing countries.

IV.1.1	Education and learning

The critical importance of education and learning in the development process is widely recognized, for example a recent ITU report states that: "Education and training are primary determinants of a country's prospects for economic and human development and international competitiveness" (Internet for development, ITU, 1999, abstract). ICTs have for many years been considered to have a tremendous potential for enhancing the teaching-learning process, starting with radio and television at the time of their introduction, and extending to computers, multimedia, and the Internet. The Internet holds particular promise in this context as "a virtual classroom in which intense interactivity and the sharing of resources and information constitutes its essence".�

In particular, it is recognized that the Internet has great potential to reinforce educational reform, due to its flexibility and potential for interactivity. It is particularly relevant to the objective of increasing learner participation in the educational process and of promoting lifelong learning, for example through applications in the field of distance education. The use of Internet tools can also enhance the openness of education by equalizing educational opportunities, providing alternatives to traditional/formal education, and enabling the development of more community-based learning facilities.

Education can take many forms ranging from formal education to non-formal, including distance and open education as well as lifelong learning. A major area of Internet activity world-wide has been in higher education where the use of Internet based courses has been rapidly introduced in the last few years. In primary and secondary education, one very interesting approach to improving access to and use of the Internet is that of the school networking initiatives or schoolnets. It is at this level that some of the most structured collaborative learning programmes have been implemented, typically involving national, provincial and local institutions. Applications in non-formal education (NFE) have also been developing although at a much more basic level. Consequently, the new models and initiatives are highly varied, and are situated in a continuum between traditional models and the totally virtual ones. The implications are immense since they imply profound and long-term changes in the educational models and systems, but they must thus also overcome fears and resistance to change. A recent UNESCO study examines in detail the methodologies and experiences world-wide in the application of the Internet in education; among the many findings is that the most sophisticated technology is not necessarily the best, and that e-mail, for example, has been considered by several authors as the best Internet tool for individualized learning and teaching.�

IV.1.1.1	Applications of the Internet in developing countries

The multiplicity of problems facing education in developing countries are well known. On one level, they are discussed in terms of low numbers of qualified teachers and large numbers of students per class; inaccessibility and inflexibility of schools and universities; outdated and irrelevant curricula and methods of learning; and lack of quality educational materials. On another level, there many learners are not reached by the system, with estimates of 900 million illiterates in the world and 130 million children unable to attend primary school, and very little provision for lifelong learning opportunities. This context offers a vast ground for testing and using Internet applications which are steadily coming on stream in developing countries, although at widely varying levels among individual countries at a substantially lower pace overall than in the industrialized world.

IV.1.1.1.1	Primary and secondary education

In primary and secondary education, Internet use in developing countries is generally low, due mainly to limited access. For example, in a recent UNESCO-sponsored survey on "Electronic Connectedness in Pacific Islands Countries", 66.5% of all educational institutions had Internet access in New Zealand, 6.4% in the Marshall Islands and 2.4% in Vanuatu.

Only a few developing countries have established wide Internet access of schools through nation-wide networks, examples being Chile, South Africa and Thailand.

The Enlaces project in Chile has already linked 5,000 basic and secondary schools to its network.� Enlaces is part of a national governmental programme for basic and secondary education which started in 1995. Schools receive equipment, training, educational software, and ongoing support from a technical assistance network of 35 Chilean universities organized by the Ministry of Education. For the year 2000, 100% of secondary education and 50% of basic education are to be connected. The Enlaces network provides e-mail and asynchronous access to educational resources through the public telephone network, making extensive use of overnight tariff reductions, and a custom software interface called "La Plaza" developed to provide a virtual "meeting place" for teachers and students and facilitate their access to the communication tools. Although it is not yet possible to provide full Internet access through the network, a website has been established and is available to schools which have already connected with their own means. The project has received support from local and multinational enterprises, as well as from USAID and the World Bank.

In Thailand, SchoolNet@1509 was the first nation-wide, free-access network for education in the ASEAN region.� The Thai SchoolNet started in 1995 in the capital city, Bangkok, while the Golden Jubilee Network was established in parallel in 1996 as a nation-wide network based on inter-regional leased circuits. In 1998, the two networks were merged to form the Thai network for education. By June 1998, 1,500 schools had access to the Internet. The project's philosophy is to "meet the targets with the minimum resources and the maximum quality service". These limited resources (120 dial-in telephone lines) obliged the network to establish a system to optimize the use of the lines: one account for Web browsing and a maximum of two for Web development were given to each school, with total access limited to 40 hours a month. 14 Bangkok schools are, however, already connected directly to the SchoolNet backbone by leased line. Further solutions are been examined to expand the access and the target is to have 5,000 schools connected by the year 2001. The Thai example also shows how local content can be created: starting form the Golden Jubilee event, a website was created through which schools' awareness was stimulated and Thai content made available on the Internet.

The South African School Net (SchoolNetSA) is an interesting example in terms of structure and partnerships. Following the a period of local and provincial networking initiatives, two provincial networks proposed in 1997 to establish a "National Schools Network" and the Department of Education was officially designed as its co-ordinator. In 1998, the network received financial support from the International Development Research Centre (IDRC) and the Open Society Foundation to lead a two-year programme. Today, there are four constituted provincial networks (Eastern Cape, Gauteng, KwaZulu-Natal and Western Cape) with two more being established. SchoolNet SA and its provincial structures provide Internet services to the local schools: connectivity, domain administration, e-mail and technical support. SchoolnetSA has also developed on-line educational content, and many schools have developed their own Web pages. The network has received major support from several national and international companies, which is one the main characteristics of this initiative.

There are also many local and institutional initiatives to connect schools in developing countries to the Internet. Kidlink House in Brazil is promoting virtual "Houses" of two or more schools to conduct collaborative Internet projects, and has spread from an initial pilot project in Rio de Janeiro to a dozen other localities.� Another example of educational network is the National Open School (NOS) in India, whose mission is "education for all, greater equity and justice in society, and evolution of a learning society", and especially to the least privileged social groups. As NOS is based on a network composed by 800 accredited institutions, it is presently planning an "Indian Open Schooling Network" as a forum serving students having Internet access at their schools or at home. The NOS and its 8 regional centres are already largely computerized, a Local Area Network exists, and Internet tools, such as e-mail have been introduced to improve its network management.

Many initiatives are developing the use of Internet tools in combination with other ICTs. EDUNET, an educational network in Pakistan, uses Internet mainly for e-mail, in conjunction with CD-ROMs, to bring information to disadvantaged communities. The Brazilian "School of the Future",� based in São Paulo, is using the Internet in support of teacher's searches for information and resources and as a pedagogical tool in pilot projects and experiments along with other technologies such as cable based or satellite video conferencing play a central role.

Two main structural constraints to introducing the Internet in basic and secondary education are the lack of equipment and the lack of trained personnel, making infrastructure support and teacher training key issues for introduction of the Internet and and ICTs in general. For example, in the UNESCO survey on "Electronic Connectedness in Pacific Islands Countries", the lack of computers was found to be the most significant barrier to digital literacy in the region, with ratios of computers per student ranging from one for nine in New Zealand to one for 42 in Vanuatu. Similarly, the percentage of teachers able to use computers is very low in the developing countries of the region (maximum 7.5%).

In this developing horizon, teacher training on and through the Internet should be considered more as a priority than as a trend. One response to this challenge is UNESCO's initiative on "Creating Learning Networks for African Teachers", starting with pilot projects in Zimbabwe in 1997 and Senegal in 1998, which aims to link African teacher training colleges to the Internet to support collaboration on educational reform and improvement. Within the SchoolNetSA network, two teacher training centres have been established and one planned, with four training sessions for 122 trainees held between April 1998 and January 1999.

Another important issue is availability of educational content on line. It is generally recognized that Internet is a gateway to many sources of information previously unavailable for teachers in developing countries, but among the many sites that provide educational content, such as the EdsOasis, UNICEF CyberschoolBus and I*EARN websites, most materials are in English and may not be always suitable to developing country contexts. As an example of locally oreinted approach, the SchoolNetSA website presents an overview of online content produced both in South Africa and world-wide concerning curriculum support, online teaching and learning resources, including resources for courses in the Afrikaans and Xhosa languages. The creation of local content is, however, still insufficient as it requires a greater mastery of Internet tools and the definition of clear objectives in schools and at the governmental level.

International assistance and co-operation has been very important in promoting the establishment and interlinking of school networks in developing countries. The World Bank's World Links for Development (WorLD) programme aims to develop Internet access in schools, provide teacher training, and encourage collaborative projects between schools. The programme started in 1997 and 120 secondary schools have already been connected in fourteen countries�. The programme plans to have 1200 schools in 40 developing countries connected by the year 2000. There have been, for example, 24 collaborative projects in Brazil, 10 in Uganda and 4 in South Africa, with many more to be initiated. A collaborative project was developed by Senegal with schools in Canada and France to create Internet content on "Hunger in the World". Other projects have focused on "Women and Religion", AIDS, etc.�

The I*EARN network of schools and youth service organizations is another international initiative which encourages collaborative learning through the Internet. Collaborative projects usually involve more schools from the developed countries than from developing ones. One example among many was the "Parev Network", an 1998 Web based distance learning initiative� on Armenian culture and identity involving secondary schools in Armenia, Canada, Lebanon, France and the United States. The project was structured around the collaborative construction of a homepage, not only as a pedagogical tool but also as forum for encounter among cultures.

Since introduction of the Internet in educational systems is relatively recent, and as it marks only the beginning of a deep change in education, rigorous evaluation of its use as an educational and pedagogical tool is still limited, particularly in developing countries with their particular problems including weak educational infrastructure and high rates of illiteracy. Thus far, schools in developing countries have followed those in the industrialized countries in using mainly basic Internet tools: Web development and Web search, e-mail, chat, and sometimes CU-See me sessions. In an article on the Senegalese experience within the WorLD programme, it is clearly asserted that Internet has helped improve educational content and programmes. In Brazil, the 1998 report on Rio de Janeiro's KidLink House activities states that school teachers found "considerable improvement in reading and writing activities" when students learn to use e-mail. Other reports from Africa indicate that many schools in developing countries have been discovering how they can make "meaningful educational use of e-mail and the Internet",� which students learn to use quickly and enthusiastically.� Those conclusions don't differ from the ones drawn in developed countries concerning the use of Internet in classroom activities.

IV.1.1.1.2	Higher education and virtual universities

Although universities have largely contributed to the technical development of the Internet, they have received relatively little benefit from it in their basic functions until now, concentrating their research more on technical aspects than on wide usage and "socialization" of the Internet as a tool for education.� This situation is now rapidly changing in the industrialized countries, with many universities now offering Web based courses. This trend has been accelerated by the availability of integrated commercial course authoring and delivery suites like WebCT or Lotus LearningSpace.

Numerous universities in the developing countries are also now testing or implementing Web-based education sessions. Bangladesh Open University, in order to meet with its universal education goal and improve its results, has installed a computer network with two dedicated servers, providing more than one hundred on-campus users and regional centres with Internet facilities, in particular e-mail. At the University of Botswana, two distance methods were evaluated: an Internet based course, free of charge, during three months, and a video-based course (one-way video and two-way audio/fax) during one week. From the participants' reactions, it was determined that The Internet course resulted in a statistically significant 49% gain in test results, a comparable result to that obtained with the video technology; both technologies were seen to have future potential for such courses and distance learning."�

These tendencies are accelerating in developing countries, which often facing an immense challenge of rising numbers of university students, are increasingly implementing open and distance learning solutions. The following table shows that the seven largest distance universities in the world are located in developing countries.



Country�Institution�Established�Students

(Year)�Annual Budget (Millions of US$)�Number

of

Faculty��Turkey�Anadolu University�1982�577,804 (1995)�30�1,260��China�China TV University System�1979�530,000 (1994)�1.2�31,000��Indonesia�Universitas Terbuka�1984�353,000 (1995)�21�5,791��India�Indira Gandhi National Open University�1985�242,000 (1995)�10�13,652��Thailand�Sukhothai Thammathirat Open University�1978�216,800 (1995)�46�3,536��Korea�Korea National Open University�1982�210,578 (1996)�79�2,840��France�Centre National d'Enseignement à Distance�1939�184,614 (1994)�56�4,800��UK�The Open University�1969�157,450 (1995)�300�8,191��South Africa�University of South Africa�1873�130,000 (1995)�128�3,311��Iran�Payame Noor University�1987�117,000 (1995)�13.3�3,665��Spain�Universidad Nacional de Educación a Distancia�1972�110,000 (1995)�129�4,600��Table 1 Largest open universities in the world�

All of these mega universities except the China TV University System are known to be using the Internet to some extent, often in combination with other technologies in order to meet their objectives. An example is the Indira Gandhi National University (IGNOU) which has continuously extended its ICT capabilities to meet the need to "impart lifelong education and training particularly to those living in rural and remote areas".� IGNOU is equipped with a sophisticated media centre which has, among other facilities, a satellite-based communication system, and all of its educational centres are equipped with computers and use e-mail as a communication tool. IGNOU has created an Internet homepage on which general information as well as course material of all programmes can be found, and the number of learners using Internet is expanding. The Internet is still, however, only a relatively small part of a system using a wide range of communication technologies including radio, TV, cable TV and teleconferencing.

An evolving concept which is critical to today's interest in Internet tools for higher education is that of the virtual university. One view of this transformation of the university paradigm sees the Internet is a meeting place for students, researchers and teachers, with the virtual university being "global, multilingual and based on the Internet"�. Another view is that the virtual paradigm in higher education corresponds to four organizational modes: the total virtual, total dual mode, the partial dual mode and the mixed mode�. Although today there are very few examples of totally virtual modes, higher education can be viewed as going through a transition phase in which these modes will be increasingly enabled. This in turn supposes a pedagogical revolution bringing into question traditional vertical educational and training modes.

As an example of these trends, the Francophone Virtual University (FVU) is a federative concept launched by the Agence universitaire de la Francophonie (AUF, formerly AUPELF-UREF), in which the virtual university can be regarded as a "meta-university" that provides co-operating universities, especially in countries of the South, with support and services such as distance education infrastructure, advice and assistance, and shared educational material.� Regional virtual campuses will be installed in existing university centres to co-ordinate the activity of thematic networks and help to provide responses to the educational needs. A first call for proposals in 1998 resulted in the funding of 26 projects, mostly based on the Internet, and 132 proposals from 16 countries are under consideration in 1999. In Africa, the regional virtual campuses are being installed in the SYFED-REFER centres of UUF in Dakar and Yaounde.

One of the most ambitious virtual university experiences underway is the African Virtual University (AVU) organized under World Bank auspices with 24 universities in 15 Sub-Saharan African countries.� The programme pilot phase was launched in October 1997, the operational phase is planned to begin by October 1999. The project objectives are to increase enrolment level of courses for scientists, technicians, engineers, and business managers; improve quality and relevance of instruction in Sub-Saharan Africa; and to provide an academic environment enabling participation in the world wide community of learning, research and dissemination of knowledge. Although the main focus of AVU is the use of dedicated satellite facilities for the transmission of video-based courses, the Internet is used for transferring data files and for access to information. In one evaluation of the initial results, the students' assessment of the video mode of learning was mixed, but "One of the most exciting benefits [was] the access to digital library" such that "access to Internet becomes a crucial gateway to this literature".�

IV.1.1.1.3	Non-formal education

Over the past few decades, a wide range of educational possibilities has developed outside the formal system. Non-formal education (NFE) is highly heterogenous; it applies to many fields, many activities, many audiences, it is financed by various agents, public and private, and offered in varied forms. NFE initiatives target populations that cannot be reached by the formal system, enhancing voluntary, learner-centred, participatory and continuing learning.�

Because of its adaptability and flexibility in responding to educational needs of excluded or difficulty reached populations, NFE is a promising and popular form of learning, but it has generally not yet received full recognition and support in comparison to formal education systems. In the poorest developing countries, apart from those which have extensive literacy campaigns, NFE programmes are insufficiently developed and their potential is far from being fully realized. This is probably a reason why there are few examples of Internet-based projects in non-formal education in developing countries, while programmes undertaken in the North, such as the ALTIN (Adult Literacy Technology Innovation Network) focusing on teachers, the SHELCOM (Shelter Communications Literacy Network) for adults living in homeless shelters, and Literacy Link, an ongoing distance education project for learners and teachers, all in the United States, are making substantial use of the Internet.�

UNESCO's Learning Without Frontiers (LWF) initiative is working to create new ways of learning and especially to encourage Open Learning Communities to allow individuals to respond to their own lifelong educational needs. LWF has launched several pilot projects in the NFE area� including the "Creating Learning Networks for African Teachers" project which has already been mentioned. A recent international electronic forum sponsored by UNESCO and the Government of Canada discussed in detail and endorsed the potential of ICTs in adult education, and recommended in particular measures to ensure relevant local content and access.�

The Commonwealth of Learning is developing a project to pioneer use of ICTs and notably the Internet in NFE, working in India, Bangladesh and Zambia with IGNOU (Indira Gandhi Open University), OUB (Open University of Bangladesh) and University of Zambia through its Department of Adult Education as lead partners. Technology-based community learning centres will be established to improve NFE relying on the Web as a tool for sharing experience at the international level and as an information resource for instructional materials, and providing of authoring software for co-operative development of instructional materials relevant for literacy programmes in the community context.

Two ongoing international projects can also be highlighted: the World Bank's African network for literacy workers, and the Asia Pacific Literacy Database�. The first example is part of the World Bank-initiated project on Basic Education and Livelihood Opportunities for Illiterate and Semi-literate Young Adults (BELOISYA). The network started in spring 1999 making use of a list-server for literacy workers, for which the World Bank is the content editor. The second example is jointly developed by the Asia/Pacific Cultural Centre for UNESCO (ACCU) in Japan and UNESCO itself with the collaboration of literacy, non-formal education and statistics experts from international organizations, governments and NGOs in the region. The database contains literacy facts and figures, literacy materials, a Literacy Resource Centre Network, national literacy policies, etc.

Given its potential wide reach and openness to participatory activity, the Internet offers developing countries new possibilities in NFE in influencing the learning process and expanding the learner's horizon. The Internet can be used to upgrade teacher skills, as a resource for instructional material, as a communication tool to exchange experiences, as a dynamic support for participatory projects at the community level, and as a stimulant for creating relevant local content. In spite of the expectations and new possibilities that the Internet offers, there remains a tension between the introduction of new technologies "offering…the widest possible horizons" and the needs of communities that should be fulfilled in a relevant and appropriate way taking account of cultural, economic and political realities.� This is why special emphasis should be placed on local needs and local content production in NFE in the projects that will be developed in the future.

IV.1.1.2	Problems, solutions and priorities for the future

In developing countries, use of the Internet in education is constrained by lack of availability of adequate and affordable network infrastructure. This is particularly true at the school level, but also very critical at the university level, especially considering the greater capacity needed for use in higher education.

In Africa, although universities in most countries have e-mail connectivity at a minimum, only about 13 countries have universities with full Internet connectivity; in addition, Internet facilities at most of the universities are restricted to staff and post-graduates, and the general student population is usually without access".� Although the situation is generally better in other regions, most developing countries are experiencing major access constraints in the education sector, except in the few a relatively small number of privileged institutions. In this context there are two separate but related problems: the lack of access of educational institutions because of cost or administrative or technical constraints, and a lack of "secondary connectivity" in the form of network infrastructure at the institutional level.

Academic and research networks, providing backbone connectivity to the higher education sector, were the first backbone infrastructure installed in most industrialized countries, but are generally not well developed in developing countries. Excepting Latin America where quite a few countries have university networks, only relatively few of the countries in other regions - such as Egypt, China, India and South Africa - have such infrastructures. For example, the China Educational and Research Network (CERNET),� funded and implemented by Chinese governmental institutions, already links more than 450 universities out of 1,075, some middle schools, and some education research entities to the Internet. In South Africa, UNINET aims at providing "a computer network to the standards of the Internet, for the use of every academic, researcher and student in South Africa";� in 1997, there were 249 educational institutions connected through this network facility.

International collaboration provides a very promising approach to promoting access to the Internet for education, in the areas of content and applications as well as in the areas of technology transfer and connectivity. Partnership agreements signed between universities of industrialized and developing countries could bridge the North/South divide. At a regional level, the more advanced countries could play an important role in the planning and initiation of network initiatives. The main advantages of collaboration are that it allows large scale economies through sharing of resources, a good amount of choice and flexibility in planning and implementation, and vast new possibilities for open learning, distance education and cultural exchange.

Collaboration with the corporate sector is often a key element. The SchoolNetSA project has an impressive number of sponsors and partners, including corporate collaboration for software, equipment and connectivity showing that the introduction of the Internet and the ICTs in education can create a very important potential market in developing countries. Another example of the collaboration of the productive sector is the recent agreement signed between the Senegalese National Telecommunication Society (SONATEL) and the Ministry of Education to provide schools with Internet connectivity under special conditions. In smaller developing countries where the Internet has been introduced mainly by the private sector, a separate academic and research network may not be feasible or sustainable. In this case, educational and research institutions may find it possible to collaborate with private Internet service providers and telecommunication operators to create a virtual backbone facility. This approach is being used in Ghana in a project initiated by a consortium of public service institutions, the Ghana National Committee on Internet Connectivity (GNCIC) with initial support from UNESCO and funding of the World Bank's infoDev programme.

It has been seen that the introduction of the Internet corresponds to a transition phase for educational systems world-wide. In developing countries, use of the Internet in university education is taking place at a larger scale than for schools in developing countries, but that at all levels the Internet is still used mainly for basic educational support (information search and exchange) rather than in dedicated applications. We stand at a crucial point when expectations are high and reflection and new models are still to be defined. The usefulness of the Internet has already been proven in some cases, especially in distance and open education. The further potential of the Internet to improve the quality of learning are enormous. Lifelong learning applications appear to be among the most likely to be developed in the future, as they respond to both global trends and the problems faced in developing countries. And perhaps the most important priority in this context is teacher training as a prerequisite for the implementation of broadly based application of the Internet in education and learning.

Two important questions for developing countries are: "Is the Internet a priority in education?" and "Are Internet based projects sustainable?" To be successful, the Internet has to be introduced in an appropriate and gradual way, adapted to local situations and priorities, with the advantages weighed against more fundamental needs in education such as teacher salaries or basic infrastructure. In introducing the Internet, and ICTs in general, particularly in basic education, the risks of creating a technologically literate elite and excluding substantial masses of the population from the Information Society has to be considered. Bottom-up and local projects should therefore be encouraged. It should also be kept in mind that other technologies such as CD-ROM or cable TV, or a mix of technologies, can be sometimes more suitable, particularly considering the limited number of telephone lines in the developing countries.

Finally, it is important to understand that the implementation Internet applications in education are not limited to development and installation. Maintenance, staff training, quality control and continuing development, are also critical, and it is only after a system is well established that one can expect to benefit from economies of scale and sustainable contributions to development. In this context the importance of the Internet in reducing communications and administrative costs of educational institutions should not be underestimated. Many such institutions in developing countries suffer from managerial insufficiencies which can be significantly improved by the application of the Internet, which should result in higher staff morale, greater understanding of learning needs and an enhanced ability to provide educational services.

IV.1.2	Health

Telematics applied to health, or "health telematics", has an enormous potential to improve both the quality of and access to health care regardless of geography. It can, for example, provide access to high quality medical staff to interpret an X-ray or an electrocardiogram or access to relevant health information and communication for local health support groups. Health telematics applications can link all sorts of peripheries lacking in elements of effective health service, to all sorts of centres where information and expertise is far more available. In addition, peripheries can be linked to other peripheries so that mutual problems can be looked at and solutions shared.

Dr Hiroshi Nakajima, former Director-General of the World Health Organization (WHO) stated that ICTs are "one of the main driving forces in the current globalization of trade, economics and politics" and that it has "equally important implications for health".� He emphasized how an adequate and affordable telecommunications infrastructure could help to close the gap between the haves and have-nots in health care.

There are various definitions of health telematics including:

"Health telematics is a composite term for health related activities, services and systems, carried out over a distance by means of information and communication technologies, for the purposes of global health promotion, disease control, as well as education, management, and research for health" (WHO).

"Rapid access to shared and remote medical expertise by means of telecommunications and information technologies, no matter where the patient or relevant information is located" (European Commission).

The Internet is one of the most important tools in the development of health telematics, essentially as a means of storing information and allowing the advance of joint research over large distances in the hundreds of medical web sites and group networks which exist throughout the world, which is, in principle, of equal potential to developed and developing countries. Examples of Internet usage are medical training, medical information access, patient care and support, remote diagnosis and consulting, emergency/epidemic support, teleworking for the disabled and preventative care information.�

However, the use of Internet by medical professionals and institutions has been relatively low. In March 1996, it was estimated that less than 1 % of all hospitals had access to their own Web server.� The Health on the Net Foundation has embarked on a major project entitled "the Global Hospital" which seeks to help hospitals get Internet access. This is helping make the Internet part of the culture of health service delivery.

The progress being made in PC and Internet quality means that more advanced examples of health telematics through the Internet are emerging including moving image files using Internet protocols, and video conferencing and audio tools which are a valuable resource for remote consultation and diagnosis. In the industrialized countries, these opportunities are steadily being integrated into health services.

IV.1.2.1	Applications of the Internet in developing countries

With the "double burden"� of old and new diseases falling most heavily on developing countries, health services are facing mounting challenges. Every year, more than 12.2 million children in developing countries die under the age of 5 of causes preventable in many cases for just a few pennies each. The disparity between the health services of developed and developing countries is shown by the ratio of doctors to people. While industrialized countries have one doctor for every 200 to 500 people, in East Africa the ratio ranges from one doctor per 6,700 people in the relatively prosperous Zimbabwe, to one per 37,960 people in Mozambique.� Clinics and hospitals, where they exist, they are often ill equipped, especially outside urban areas. Inadequate infrastructures such as telecommunications, roads and transport compound these problems, especially in rural and remote areas.

Health telematics should be seen as a highly beneficial resource which can benefit areas or populations which, due to their remoteness or lack of resources, do not have the capacity to provide the necessary services. Although advanced applications may require relatively expensive technology for processes such as long distance consultations and even in the future surgery, the Internet is an inexpensive and flexible resource which can support more and more of these services. The Internet is also a potentially crucial instrument in training and provision and exchange of information to populations to whom this can be hugely important.

There are a number of categories of Internet applications which can help to redress these problems:

IV.1.2.1.1	Information store

The problems of inadequate medical infrastructure and services are clearly exacerbated and to a great extent perpetuated by lack of access to information. While the average medical library in the developed world would have 3000 journals in its collection, in India, one of the most advanced developing countries in medical research and education, no academic or medical research library receives more than 2100 journals and most only receive a few hundred making access to information very difficult.�. In Africa many specialized libraries would have no more than 30 journals�. This difficulty of access is amplified for the individual doctor: "Honest doctors have so many patients to treat they have little time to do research or read."�

The Internet provides a vast quantity of freely available, high quality information, as well as charge based information, of enormous value as a health care resource to practising physicians, students and all medical professionals. Despite the generally low usage of these resources by health personnel, they are becoming a more accepted source of information. Medical databases accessible via the Internet include, for example, MEDLINE, sponsored by the US National Library of Medicine, which contains information on 8 million articles in 20 languages.�

But, while the information available on the Internet could help ameliorate this situation, doctors in developing countries have insufficient computer and telecommunication facilities to access them effectively. In addition, the costly combination of usage fees and sheer breadth of information seriously constrain the search of information in the developing world. Trying to locate a specific piece of information for a health worker "can be the proverbial hunt for a needle in a haystack", especially without proper training in Internet use. This problem is exacerbated by the scarcity of useful information directly relevant to health care practitioners in developing countries. There are a vast number of Web Sites dealing with information on cancer and heart disease compared to Web Sites dealing with diseases like leprosy, malaria, or cholera, diseases having a major impact outside the industrialized world.

Finally, it is important to understand that the implementation Internet applications in education are not limited to development and installation. Maintenance, staff training, quality control and continuing development, are also critical, and it is only after a system is well established that one can expect to benefit from economies of scale and sustainable contributions to development. In this context the importance of the Internet in reducing communications and administrative costs of educational institutions should not be underestimated. Many such institutions in developing countries suffer from managerial insufficiencies which can be significantly improved by the application of the Internet, which should result in higher staff morale, greater understanding of learning needs and an enhanced ability to provide educational services.

A model for using the Internet to help resolve the problems of access to information relevant access to health information in developing countries is the Virtual Health Library of the Latin American and Caribbean Centre for Health Science Information (BIREME), sponsored by the Pan American Health Organization and WHO.�The BIREME website provides access to wide range of local and international health databases and a photocopy request service. By March 2001 the Virtual Health Library expects to provide access to a network by which users at different levels will be able to interact with a wide range of health information sources organized and stored electronically in the countries of the Region using common integrative methodologies.

IV.1.2.1.2	Networking and information sharing

It has been cited that about 40% of medicine consists of information exchange�. This illustrates the importance of making this wealth of information on the Internet available to relevant groups and researchers through partnerships and networks. WHO sees that new partnerships must be established with academic institutions, national academies of science, and other academic and research organizations, ensuring the involvement of all relevant, specific disciplines�. The use of e-mail and the Internet is proving to be very beneficial in increasing the sharing of information through such networks and in co-ordinating health campaigns.

HealthNet is the most significant health related use of ICTs in Africa, having been implemented in 20 countries. It is the project of a group of scientific and medical researchers known as SateLife. The project was created as a means of combating the isolation of health workers in developing countries and the lack of information that impedes their work. Through e-mail, electronic publishing and access to medical databases, HealthNet facilitates rapid and low-cost communication between health workers in Africa and their counterparts in the rest of the world. In many African countries, health related ICT projects are only viable due to HealthNet. It is used by government departments and agencies, medical facilities and schools, medical libraries and individual health workers, including personal networking among local users. One criticism of has been of SateLife has been its emphasis on technical solutions over issues of management or development of user interests.� This relates to the concerns of WHO�,who state that health Telematics should be at a stage where those responsible for the initiatives are those responsible for public health and not the suppliers of technology.

HealthLink in South Africa believes that their network demonstrates that with the appropriate use of technology, it is possible to meet the basic communication and information needs of health workers in rural and remote areas at reasonable cost, despite severe constraints of physical and human resources. This in turn improves staff morale, reduces worker isolation, enhances interaction between colleagues, allows sharing of information and problem solving, makes information available to information poor areas, as well as facilitating communication of clinical and management material.�

Another relevant example in this context is Cuba where, despite the deterioration of an obsolete telephone infrastructure, , a home-grown network – the InfoMed national health information system of the Ministry of Health - has been operating since 1992. Among the 500 accounts, more than 80% are shared by more than one person within an organization. InfoMed provides e-mail, discussion groups, file retrieval, database search, and consultation. In 1996, InfoMed was in the process of building a distributed network of 13 servers in Cuban medical schools (supported by Pan American Health Organization and UNESCO)�. Such basic telematics technology, although not comparable to large university or corporate networks of many developed countries, is well adapted to providing access to information for local and remote users.

IV.1.2.1.3	Telemedicine

Remote consultation applications, which are rapidly developing in the industrialized countries, are more difficult to foresee in developing country situations due to technological constraints and the lack of resources and experience to introduce the necessary organizational arrangements within health systems.

An interesting project using basic Internet technology (not yet fully operational at the time of writing)� is the Health Hub of the Council for Scientific Research in South Africa (CSIR). Users are able to click on an icon requesting a specific consultation and are presented with a standard consultation form which can be filled in and e-mailed to a doctor, who can then diagnose the patient. This holds great potential as a method for people in remote areas.

Remote consultation of radiological examinations is constrained in developing countries by low available telecommunication bandwidths. The 3-D teleconsultancy stations to be tested in remote areas of the Aral sea region, Uganda, the Canary Islands and Azores with UNESCO's support in TeleInViVo project of the European Commission, are of low price, low weight, transportable, and able to support a large range of applications. 3-D data collected from the patient by an on-site health worker using a portable station will then be transferred in compressed from to an expert doctor in the principal hospital, who will be able to view and manipulate the image in three dimensions on a workstation, essentially as he would have done on site. This doctor, who could be working anywhere in the world, can perform long distance diagnoses, analyze cases, and co-operate with other specialists if need be. These systems will operate either both on-line and off-line via the Internet depending on available bandwidth, using ultrasound images as the test application.

IV.1.2.1.4	Telehealth

Telehealth is distinguished from telemedicine by some specialists. While telemedicine provides telematics support for the delivery of services through the formal medical system, telehealth as used here is concerned with the consumer of the health services- individuals, families and communities - including those who may otherwise not be able to access these services.� The distinction thus lies in telehealth's focusing on the needs of the user, and not the service provider. This may include information on first aid, wellness (e.g. nutrition), and on the availability of local services.

The relationship between telehealth and telemedicine should be one of mutual support and synergy, whereas it has often been characterized by mutual suspicion and even competition between the medical establishment and the self-help health and alternative health care providers. Those concerned with telehealth would want the support of the medical health system to ensure the reliability of information, the appropriateness of advice and the mutual and seamless link between self-administering health and medical intervention. A good example would be AIDS prevention programmes, which, if successfully implemented, could be disseminated over the Internet to other communities, with debate on how to customize the process to local conditions and culture.�

On-line support groups are a form of community support group whereby individuals provide information, comfort and mutual assistance to each other through the medium of the Internet, by e-mail, newsgroups or web-conference for example. This style of support is available through many types of disease and has become one of the most active areas of health Internet application, complementing the health system (e.g. cancer support, AIDS support). Applications usually contain an interactive component such as patient to patient chat rooms and discussion groups, opportunities to pose questions to leading health experts. This social support has proven itself to be a powerful tool in assisting patient recovery and in reducing visits to physicians and clinics. The challenge in applying such applications to developing countries will be to design a process by which they can be made available to the public, for example through community telecentres or already formed groups such as pre-natal groups or families living with AIDS.

IV.1.2.2	Problems, solutions and priorities for the future

Better information services and networks are undoubtedly the most immediate and cost-effective way to improve health through the Internet. WHO has recommended that their global surveillance system be strengthened in mapping health hazards, pathogens and diseases in order to generate and disseminate valid, up-to-date and continuous information for disease control and health promotion within the overall policy of Health for All in the 21st Century integrating health telematics.� By exploring and promoting the best use of health information in public health in such wide ranging issues as disease surveillance, nutrition, water supply, sanitation and environmental health, and paying specific attention to developing countries and population groups, the benefits of science, technology and public health development should be able to be made equitably available to everyone.

�In the area of telemedicine, the ITU has made a list of 10 general potential problems with which could also apply to varying extents to telehealth:�

Like many people, some physicians may resist use of a new technology which they don't understand. This is especially so, since physicians working in rural areas are often not very young.

There are few insurance providers who will cover risks associated with telemedicine consultations.

Rural consultations are not frequent and it may be difficult to run cost effective systems.

Some countries or provinces may require that if a physician is to practise in that territory, the physician must hold a licence granted by that particular government. In other words, a physician will find it difficult to provide a telemedicine service outside his own country or province.

Confidential medical data regarding patients must be protected from unauthorized access. (Encryption and password security may help.)

To be successful, telemedicine service providers must focus on the needs of the medical profession and the patient, and not force-fit existing technology on these services. Customer focus must not be replaced by a product focus.

Some telemedicine systems and services require users to have compatible hardware at both ends of the communications link, which reduces inter-operability and the benefits of access to different sources of telemedicine expertise. Similarly, the absence of standards in some aspects of telemedicine can also deter the cost-effective implementation of new telemedicine services.

Financing is often complex since telemedicine applications often involve different partners in a single venture (e.g., telecommunication operators and hospitals).

Telemedicine may not seem cost-effective since it often enhances the service rather than performing a process more efficiently. This may multiply demand for a previously inaccessible service, thereby increasing costs.

Systems management and organizational problems may defeat the successful implementation of technologies or services or intentions which all otherwise may be good.

Developing countries, moreover, are facing three specific critical challenges in the effective development of health telematics applications: access, local content, and sustainability.

IV.1.2.2.1	Access

However, the "global village" of telecommunications is sill stifled in many developing countries because of anachronistic telecommunications infrastructure and administration which makes long distance and satellite connection unavailable or unaffordable. Impaired access to computer and networking equipment and to know-how are also major impediments. With health telematics depending upon this accessibility, coherent national policies and budgets, involving both the health and telecommunication authorities, are essential to back the development and functioning of health telematics.

IV.1.2.2.2	Local content

For health information to be retrievable, relevant and understandable in the context of the community, some mediating structures must be implemented, such as technologically trained health paraprofessionals to translate the needs of the community group into the appropriate Internet search criteria, and to sift, interpret and translate the returned information so that is in a usable format for the community.� Information destined to be useful and usable for groups of different cultural and linguistic backgrounds must be evaluated and presented in a manner that it can be translated, redistributed and exploited; this also applies to content which should be carefully assessed, a particularly important problem for information coming other more developed parts of the world. It is thus important to share experience while maintaining local control and relevance. An example supporting such an approach is Le Forum d'Analyse et de Concertation (FRAC), which researches and shares information amongst health managers on reproduction policies in 17 French-speaking countries via the Internet. This network focuses on the exchange of experience, strategies, databases and tools for health management.�

Another model is to integrate or conjugate health telematics facilities with telecentres, libraries or other existing local organizational structures so that the information is appropriately made available to community groups. However, the translation and interpretation of information by someone unskilled should be avoided insofar as much as possible to avoid mistakes. This remains very much an open question in telehealth.

IV.1.2.2.3	Sustainability

For health telematics to be effective it must be adequately supported. Sustainable support systems will typically require the involvement of a range of stakeholders, including National Health departments, semi autonomous groups and NGOs.

The challenge of sustainability is shown in the report of the Healthlink project in South Africa, which encountered problems in sustaining services through their own resources once established. They have striven to get provincial health IT departments to take over the local administration, but, although overall progress has been good, very few provinces have been able to assume full responsibility for network services and e-mail provision. In most provinces there remain one or two people working with HealthLink to support the service.�

While often being a cost that the national health system may find difficult to afford, health telematics can actually take a heavy load off health services service and increase their scale of action by decentralizing support and responsibility. However, it should be recognized that the business case for health telematics may be difficult to justify, at least in the short term, and some humanitarian support may have to be pursued on a medium or long term basis to ensure that needed services are provided to local groups and that the most remote areas are reached.�

IV.1.3	Information services, libraries and archives

Information has been described as the missing link between prosperity and poverty and between ignorance and enlightenment, in a world where knowledge and the lack of it can make a tremendous difference.� Scientific and technological information is in particular one of the main prerequisites for economic and social development. Libraries and archives, traditionally viewed as repositories of books and documents, are more and more seen as critical intermediaries in inventorying, managing and ensuring effective access to the vast stores of information needed for daily life and development which are becoming available on the information highways.

On-line library and archives systems, which have been developing over three decades, have been given a tremendous boost through the Internet which now provides wide access to applications such as cataloguing, archiving, accessing and retrieving information and an overall improvement in interactivity of service and sharing of human resources. The microcomputer revolution and the Internet have led to the implementation of the "electronic library in a box", by which end users can set up their owns libraries and make them available for others, but this tendency does not mean that the traditional library and archives institutions are less critical or effective; on the contrary, these institutions provide a vital link to the world's stores of information which are more and more becoming virtual and digital libraries.� Thousands of national libraries, public libraries, university libraries and specialized libraries now on line, mainly in industrialized countries� and more and more are offering full text and multimedia documents on the Web.�

The movement toward digital libraries has been catalyzed by international co-operative projects such as the G7 (now the G8) Biblioteca Universalis pilot project� aiming to make the major works of the world's scientific and cultural heritage accessible to a vast public via multimedia technologies including the Internet, and to advance international co-operation towards the establishment of a global electronic library system. During the period 1995-98 the national libraries of the G7 countries were joined by those of six other European countries to inventory major digitization programmes, develop a prototype system to access a wide range of digitized resources (integrating text, graphics, still images, sound and video information), and propose a common network architecture based on distributed digital servers and a common interface for retrieval and navigation. Co-operation is continuing through an agreement open to other institutions for the period 1999-2001.

The Internet has also greatly facilitated collaboration on technical processes such as co-operative cataloguing by which a document is processed only once and the bibliographic information is shared with other institutions on the network. With such support, small libraries without professional librarians can use the Internet to do their cataloguing. The start of co-operative cataloguing is attributed Online Computer Library Center (OCLC), launched in 1971 by several universities and colleges in Ohio (USA) and now serving more than 30,000 libraries of all types in the USA. and 65 other countries and territories through the WorldCat on-line union catalogue, the world's largest and most comprehensive bibliographic database.�

Archives preserve, and make available to the public, original records of all types, be they text, audio or visual. The mission of the International Council on Archives� states that: "Archives, by providing evidence of human actions and transactions, underlie the rights of individuals and of states, and are fundamental to democracy and good governance. Archives safeguard the memory of mankind by preserving records of its past. In pursuing the advancement of archives, a protection and enhancement of the memory of the world is maintained."

Though digital archiving is an option, it brings up the questions of adequacy of resolution, legal status, and permanence. The Internet is now proving to be a useful and safe tool for some types of archiving, and especially a medium for providing world-wide access to archives. An example of such use is the ArchiviaNet website of the Canadian National Archives which contains over 3.5 million records in various databases.� Although only a small part of the holdings are directly available on line, ArchiviaNet provides extensive finding aids and descriptions of more than 1.5 million governmental files, of 570,000 audio-visual documents, of 400,000 photographs, and of 160,000 works of art and caricatures which enable users to identify archival documents of interest on the Internet in preparation for subsequent direct consultation.

With the growing importance of multimedia, audio-visual archives are also realizing the importance of offering services and collections on the Internet in accordance with the popularity and facility of this medium. An example is the website of the Institut national de l'Audiovisuel in France�, responsible for the archiving of the national radio and television production, which providing an increasing number of holdings on line.

IV.1.3.1	Applications of the Internet in developing countries

In industrialized countries there is an abundance of libraries of all sorts (national, public, school, university, research, professional) as well as of archives, and funding for these institutions is relatively plentiful. Libraries in most developing countries are, however, facing many obstacles.� Economic constraints include a lack of funds to buy books and journals coupled with the generally rising cost of publications. There is usually also a scarcity of trained staff. Another fundamental problem affecting developing country libraries and information centres is their isolation from other libraries in the developing and industrialized worlds. Finally political impediments are also prevalent with many governments inadequately sensitized to the to need to improve library systems and services.

This situation contributes to keeping the demand for information in developing countries relatively small and thus accentuates the problem of low levels of production of information, which in turn increases the expense and reduces the relevance of local library holdings. This tendency is seen from the fact that in 1996 the number of books published in the United Kingdom was 1,845 per one million inhabitants as compared to 1.1 for one million inhabitants in Burkina Faso and 0.7 in Ecuador.�

The Internet is providing libraries and archives in developing countries with an exceptional tool to overcome these obstacles to dissemination of information and resource sharing as evidenced by the following examples:

IV.1.3.1.1	Public libraries

The public library, as stressed by the UNESCO Public Library Manifesto� serves as the local gateway to knowledge, providing a basic condition for lifelong learning, independent decision-making and cultural development of the individual and of social groups, on the basis of equality of access for all. Many public libraries are now present on the Internet, although very few of these are in developing countries.� The University of Michigan (USA) has developed the Internet Public Library,� as a reference point for users and developers alike, providing free services to the Internet community and support to librarians wishing to make better use of the Internet. The site has a mirror servers in Europe and South America to facilitate access in those regions.

In many developing countries the concept of public libraries has never been very popular and access to libraries has been very limited for much of the public, especially rural populations. And where public libraries do exist, they are often based on the European model of leisure reading rather than targeting development needs such as education and literacy, agriculture, health, and local entrepreneurship. The new concept of a library "without walls" which can be accessed anywhere provides tremendous scope for development, and this concept is particularly relevant for public libraries in developing countries which can make use of resources on the Internet at the national and international levels, along with development oriented documentation in paper, audio-visual and electronic form, to serve the needs of local communities.

An interesting model for public libraries in developing countries may be the Bulawayo Public Library (BPL) which was the first African public library to venture into offering a public Internet and e-mail service starting in October 1997. Although BPL offers the service at a low charge of ZWD$ 2 per minute, and regards the Internet as an extension of its Reference Department, income from the service has been very substantial, and, at currently more than ZWD$ 2,000 per month, is the third highest single source of income for the Library. Queues of potential users are usually found waiting to access the computers, and demand is so high that the Library is currently trying to acquire additional computers to extend the service. The Bulawayo Public Library web page,� produced entirely within the library although hosted outside, provides a full introduction to the library's services, plus monthly updates of new books and cassettes added to stock. BPL has already started to convert some of the Library catalogues onto databases before beginning the conversion of the membership records. The Internet service has attracted many new users into the Library and substantially improved the community's access to information - admittedly about half of the Internet users are foreign visitors wanting to send or receive e-mail but the other half are local residents, a sizeable number of whom now have a working knowledge of the Internet and e-mail facilities.

Another success story in Africa is the public library of Nakaseke, Uganda, a rural village about 60 km from Kampala, which has expanded into a multipurpose community telecentre with the assistance of the International Development Research Centre (IDRC), the ITU, UNESCO and other international partners.�

A very different model of a virtual community library is the Belize Electronic Resource and Development Library,� established on the Internet by a group of Belizeans who formed an NGO to run it on a voluntary basis,� which aims to enable people to help themselves by providing free access to information and resources, and to encourage democratic debate to fuel change and economic development.

IV.1.3.1.2	National libraries and networks

Numerous major libraries in developing countries have established a presence on the Internet and are using it to promote and access information services. These efforts have been reinforced in several cases through networks within countries or among countries with similar cultures and heritages.

In Brazil, the Prossiga website of the provides an extensive virtual library for researchers including a large number of full-text articles,� while the Brazilian Virtual Libraries Working Group site� provides world-wide information on virtual libraries, is preparing a prototype "library of the future", and maintains an extensive catalogue of Brazilian libraries and library systems that helps to link Brazilian libraries and information centres in an effective network. The Brazilian Institute for Scientific and Technological Information (IBICT) has developed and successfully deployed an Internet based gateway called Antares which provides access in standard format to databases of more than 200 institutions in 22 states offering scientific and technological information.�

As one of several regional projects initiated by the UNESCO-sponsored Regional Programme to Strengthen Co-operation between the Networks and the Latin American and Caribbean National Information Systems (INFOLAC), it is proposed to extend the Antares methodology to ensure access information on the Web pages of libraries in the Latin American and Caribbean region, using search interfaces in English, Portuguese and Spanish, and instruments for automatic registering and cataloguing of the information resources.� In addition to promoting the products and services in Latin American and Caribbean libraries, the project aims to augment the presence of the Latin American and Caribbean culture on the Internet.

The National Library of Venezuela presents on the World Wide Web a representative sample of images of rare photographs illustrating the main stages of the history of some ten countries of Latin America and the Caribbean with comments in English, French, Portuguese and Spanish, as way of disseminating to a wider audience information from a CD-ROM prepared within UNESCO's Memory of the World Programme.� The Library is co-ordinating the development of an IberoAmerican and Caribbean Digital Library, to be prepared under the auspices of the National Libraries Association of Iberoamerica (ABINIA) and INFOLAC, involving the digitization of about 3600 books in the public domain pertaining to the region's culture (about 100 from each country) to be distributed on CD-ROM and on the Internet.�

MEDLIB is a virtual library network project initiated by UNESCO, in which all archives, libraries and information services located around the Mediterranean, in both developing and industrialized countries are welcome to participate.� The project aims to improve information resources on the Internet in all fields of knowledge, but two main areas of coverage are proposed:

National and regional heritage held in collections in the large library and archives institutions of the region, including ancient manuscripts and major literary, philosophical and religious works.

Contemporary issues of major interest to the countries of the region, such as environment, hydrological and mineral resources, population and health.

Ultimately it is expected that interfaces of the participating institutions will accommodate the various languages and alphabets used in the region. Among the libraries in the region which have been supported to develop their presence on the Internet are Tunisian National Library (Tunisian heritage database and the national bibliography in both Roman and Arabic script, as well as some rare Koranic manuscripts) and the National Documentation Centre of Morocco� (databases on periodicals, environment, women and education).

The National Centre for Scientific and Technological Information and Documentation (NACESTID) in Vietnam� has developed with aid from SIDA (Sweden), IFLA and UNESCO the Vietnam Information for Science and Technology Advancement (VISTA) intranet with 21 databases accessible on-line to government institutions at the provincial and district levels, including science and technology databases and electronic bulletin boards accessible down to the village level. Planning is underway to re-package the information made available via the Internet and intranet to make it suitable to serve further needs of the rural population. Other examples of the many Internet sites offering on-line databases developed by major information institutions in Asia include those of the National Library and Library Services Board of Sri Lanka,� the Department of Science and Technology in the Philippines� and the government of Mongolia.�

IV.1.3.1.3	Online publications

An ever greater number of scientific and technical journals are published electronically,� according to a diversity of models ranging from traditional journals which are also made available in on-line versions by their publishers at a cost, to new forms of co-operative publication by researchers themselves. These new electronic resources enable libraries and other information institutions to provide access on the Web to vast amounts of information more quickly, effectively and economically by serving as gateways these resources, by incorporating them into their collections, or by hybrid solutions. This mode of dissemination extends the role of the library so that it overlaps with that of the publisher, and thus implies new technical solutions as well as the resolution of intellectual property issues for each resource as shown by the following examples.

Bioline Publications is an electronic publishing service, founded in 1993, is operated on a not-for-profit basis by bioscientists who believe that scientific information can be distributed more widely and more cheaply on the Internet than by traditional print-based methods.� Its initial content consisted of online versions of mainstream, printed bioscience journals from the industrialized world, but its scope has increasingly expanded to include the distribution of peer-reviewed but less well known journals from developing countries. Bioline is exploits the potential of the Internet to add value to documents by linking terms within papers to related public domain databases so that the documents become interactive gateways to a vast volume of associated scientific data. In the on-line only journals redistributed by Bioline, authors can include coloured photographs and video clips, offering interaction and removing still more restrictions of publication in print. Searching and viewing the tables of contents and abstracts is free of charge, as is access to full text of a few journals and reports, but most of the primary information is on a charged basis. An organization in Brazil, Base de Dados Tropical (BDT), is responsible for the technical implementation of the system while the editorial and management part of the team is in UK.

The International Network for the Availability of Scientific Publications (INASP),� established by the International Council for Science (ICSU) and UNESCO in 1992, is a co-operative network of partners whose aim is to improve world-wide access to information, especially in countries with less developed systems of publication and dissemination. The African Journals Online (AJOL) project of INASP has succeeded in placing African journals on the Internet, thereby providing alternative means for their publication and marketing. The pilot project covering several science and technology and medical journals was started with initial funding from UNESCO and the National Academy of Sciences (USA). The tables of contents of the journals are digitized and offered at the INASP website, while users are referred to Bioline for full text of the bioscience journals. At both sites users can procure photocopies of the articles. All income received from this project will be returned to the African publishers. A database is kept to record the use of the service, and an evaluation in 1999 will provide guidance on the possibility of extension of the project to include journals in the social sciences.

Sustainable access to electronic publications in developing countries requires attention to technical details at both the server and user sides. A recent pilot study conducted at four of the best connected African universities by the American Association for the Advancement of Science (AAAS) and UNESCO showed that the feasibility of accessing international journal collections depended strongly on the configuration of the local network and the format in which the articles are presented.

IV.1.3.1.4	Archives

Archives in developing countries have generally realized less progress than libraries in using the Internet, due in large part to their more restricted clientele and difficulties in making their vast holdings available in digital form. In Africa, for example, the National Archives of Benin� and the National Archives of Namibia� have developed websites with information on their services and some finding aids, while guidelines and a pilot project on the use of information and communication technologies in archives in Africa are being implemented by the International Council on Archives, the National Archives of Zambia and UNESCO.� As an example in the area of audio-visual archives, the website of South East Asia-Pacific Audio-visual Archival Association (SEAPAVAA)� links to collections in Indonesia and Thailand pertaining to these countries' cultures.

IV.1.3.1.5	Worldwide projects and programmes

The goal of libraries and archives to ensure the preservation and access to the world's documentary heritage for all, is being advanced through the gradual development of a seamless world-wide electronic network based on the Internet. Many international organizations and initiatives are contributing to this evolution, including those of the UN system whose websites provide primary information and referral links in their areas of competence. Among the many other interlinked virtual libraries forming this emerging public service network are LINKS, a website of the Polytechnic of Turin linking to resources of interest to developing countries with special coverage of problems of habitat�, and that of OneWorld providing for searches of the websites of 438 organizations concerned with development.�

A key component of the global electronic library are holdings in the public domain - information free of copyright including classical and traditional literature and information and data produced with public funds at the national and international levels, to which one can assimilate open source software and other information made freely available without cost by its authors. The electronic public domain represents a world documentary heritage which is accessible to all, a window on national cultures and an invaluable support for education and cultural industries in developing countries. An example of an international project promoting the identification, digitization, promotion and dissemination of public domain information is the Humanity Libraries Project (formerly known as Humanity CD-ROM Project) which has developed a "basic needs library" with 1,240 publications now available on CD-ROM at nominal charge and free on the Internet, containing solutions, know-how and ideas needed to alleviate poverty and increase human potential.� Organizations, universities and governments are invited to copy or adapt these to their culture and to their local languages so that they can provide low-cost basic information locally, while mirror sites are planned in developing countries to facilitate access.

Another project with impact on the electronic public domain is the Memory of the World (MOW) Programme launched by UNESCO to promote the preservation and wide dissemination of the valuable holdings of libraries and archives all over the world. The Memory of the World Register now describes 47 collections from 26 developing and developed countries which have been identified by an International Advisory Committee and endorsed by UNESCO as meeting the selection criteria for world significance. Many of these collections have been made available in multimedia products and websites. In addition, examples of the holdings of each, along with more extensive examples from nine representative collections digitized within UNESCO MOW pilot projects, are presented on the Memory of the World website.�

The UNESCO Network of Associated Libraries (UNAL) links more than 350 libraries from 85 different countries to promote cultural enrichment, improve access to information, support socio-economic development and sensitize local communities to global issues.� The mission of UNAL includes use of the Internet to advance these goals, and its members, such as the Bulawayo Public Library and the Belize Electronic Resource and Development Library presented above, are innovating sharing experience in this domain.

UNESCO has developed and makes freely available the CDS-ISIS software package for use by libraries and information centres to create bibliographic and other textual databases. The package includes an interface to make the databases available on the Web.�

Among the international non-governmental organizations promoting the development of information services in developing countries through the Internet are the International Federation of Library Associations (IFLA),� the International Federation for Information and Documenation,� the International Council on Archives,� the International Association for Sound and Visual Archives�, the International Federation of Film Archives� and the International Federation of Television Archives.�

IV.1.3.2	Problems, solutions and priorities for the future

The introduction of telematics based services by libraries and archives in developing countries has expanded immensely with the Internet. However, these advances have for the most part been concentrated in university, national and some specialized libraries, with archives and school and public libraries being largely excluded.

Priority should be given to automation of major libraries and information centres and affordable connection of existing libraries in ministries, municipalities, and schools to the Internet. Telematics applications capable of good performance over marginal communication channels will be important in enhancing the coverage of services for information retrieval, library loan requests and electronic document delivery. Libraries and information centres must also seek to develop more user-friendly services, and to extend their holdings and services in the area of audio-visual and computer-based courseware.

ICTs offer a genuine opportunity to place libraries at the service of community development. Libraries are ideally suited to serve as public gateways to information highways, providing as they do both access and guidance and training to users. With many successful pilot projects being implemented on all continents, developers should concentrate extending access to all communities even at the village level, providing information in vernacular languages and for illiterates, and helping the public to overcome a learning threshold in accessing information. One interesting option in reinforcing this role of libraries is though their participation in the development of multipurpose community telecentres which will discussed in detail under "Governance" and "Local Content".

Some of the greatest challenges in applying electronic library and archives services for development are legal and ethical ones, particularly the conceptions of copyright for digital works and of fair use of electronic material by information systems and their clients. The concept of the electronic public domain treated above is crucial in achieving a balance between meeting citizens' and development needs for information and the encouragement of creativity and entrepreneurship.

The increasing popularity of electronic access to information has caused a dramatic increase in use of expensive facilities for print-outs and copying. Computer screens are less easy to read than hard copy and cause documented physiological difficulties; continued R & D will be needed to encourage the development of low-cost on-demand printing solutions and appropriate paperless applications.

Success in meeting these challenges will depend to a large degree on ability to train and retrain a large pool of information specialists who are versed in the development and management of ICT based services. The creation of needed educational programmes and institutions for this purpose constitutes a major challenge, which will in turn require the effective application of ICTs in the educational process as discussed above.

Over all, it is of course important for governments of developing countries to adopt policies which accord a high priority to improving and extending access to library and archives services and recognize the key role of the Internet in providing information for development.

IV.1.4	Governance

A key enabling element in the development of an information-society and in the related process of democratization is the application of information and communication technologies (ICTs) to governance. Around the world governments are seeking to improve their efficiency and impact in response to the rising expectations of citizens, financial pressures on the private sector and increased demands for transparency and openness of government. The information technology revolution is providing major opportunities to enable governments to respond to these challenges by developing the relationship between citizen and government as well as within government itself.

Definitions of online governance are varied and broad. The G7 Government on-line project refers to it in terms of any government application concerned with putting information and services on-line rather than on paper�. In the UNESCO/COMNET global survey on on-line governance, it is defined as a resource providing citizens with access to computer-mediated information, service delivery or dialogue in liaison with government at any level�. This definition implies that a continuous telecommunication link is not necessary, so that a regularly updated stand-alone kiosk could, for example, fulfil an on-line governance function.

IV.1.4.1	Applications of the Internet in developing countries

The establishment of more governance on line will enable citizens to break through the barriers imposed by geography, demographics, skills and knowledge of people, and ability to pay, which have historically had an impact on the ease of access to government information�. This could be especially important in developing countries where poor networks and infrastructures exacerbate the difficulties of communication between citizen and government. On-line governance in industrialized countries is often being promoted as a means of reinvigorating political participation since the steady decline in voting numbers across the developed world. In developing countries, especially those countries implementing new constitutions, it can be an effective way of promoting access to and information about government where it did not exist before. Although industrialized countries have gained a considerable lead in online governance, developing countries, by the adoption of enabling policies and the appropriate matching of technologies to local and national situations, have an opportunity to leapfrog decades of evolutionary development and narrow this gap.

Within the broad title of on-line governance, we can distinguish three principal processes in relation to citizens:

Access to government information

Access to government services

Enhanced participation

The applications of the Internet in these areas will be treated below, along with the question of it's use in internal governmental management.

IV.1.4.1.1	Access to government information

Government policies and services can be made more efficient if citizens can quickly learn about them on line. Numerous examples can be found of government jurisdictions that are using the Internet as a vehicle to disseminate information on government programmes and services as well as on cultural, economic and other topics in the national interest.� This application has been developed to a high extent in industralized countries, but many developing countries are taking this lead and developing their own government Web Sites.

In Africa, for example, there are already a quite a few notable official general government websites, such as those of Angola, Egypt, Gabon, Mauritius, Morocco, Mozambique, Senegal, South Africa, Togo, Tunisia and Zambia. Among ministries and national research centres, however, very few have a website. These limitations are reflected in an ECA survey finding that government employees made up only one percent of users in Ethiopia� and only six percent in Zambia�. As far as regional intergovernmental agencies are concerned, so far ECA, SADC (Botswana) and COMESA (Zambia) have built web sites with fairly extensive information on their activities and member states.�

The South African Government has a website providing detailed information on the various levels of government, departments and their activities, documents and reports, ministers' speeches and legislation as well as the new constitution adopted in 1996.� The Brazilian government Web Site has similar information, but also including government news (text, radio and TV) and extensive links to national sites proving information on tourism, business, culture, etc.�

IV.1.4.1.2	Provision of on-line services

Interactive service applications can save citizens' time and government expense by enabling people to rapidly and efficiently provide information needed by government and to receive information selectively required, through more responsive, "customer oriented" services generally more typical of the private sector. Because most politically passive people, especially those most disadvantaged, have their main interaction with government as consumers of public services, it can be said that they are at a "critical service encounter" at the moment of contact with government. This means that at this moment the efficiency and effectiveness of the interaction is of paramount importance. If the contact is successful, in terms of clear communication, effective delivery and a coherent system, then it is more likely to engender trust and demonstrate that public services fundamentally affect their lives. This affects notions of citizenship, showing that governance consists of more than merely a periodic vote. To this effect, the service delivery route is crucial in developing the relationship between the excluded and marginalized, and government.

The Internet can play an important function in providing on-line service, particularly through schemes such as the "one-stop-shop" allowing the process of interaction between citizen and government to be made coherently without the need to pass from one department to another. Use of the Internet by government for administrative purposes is still rare in developing countries. In one province in South Africa, the "one-stop-shop" model is being introduced, with basic development information, statistics and transactions relevant to citizens being made available via kiosks and terminals located in communities.�

IV.1.4.1.3	On-line participation

During a 1996 European Information Society Forum meeting it was observed that "the information society is bringing about an enrichment of democratic life by giving citizens a new support for free expression and the discussion of ideas. These new public spaces have no spatial limits (the "global village") as do traditional forums such as public halls, churches or the market place."� ICTs offer the potential for citizens to participate more actively in the democratic process by permitting more involvement and contact with government and channels of response to public policy. The specificity of the Internet is its interactivity, which can serve to play a facilitating role between government and citizen. The sentiment of citizens towards government and public policy is often one of distance and disillusion, especially in an age where expectations are higher in terms of openness, transparency and efficiency. Virtual forums for debate can provide a platform for freedom of speech and can involve government officials. E-mail can be a tool for contacting government officials and with official regulation can necessitate a response. Opinion polling and referenda are resources being used more frequently in developed countries to gauge public opinion and even, in Canada for example, to make decisions on certain local laws.

Information technologies are potentially particularly useful to local and community governments, which are widely receiving increasing authority and responsibility in developing countries, without necessarily having commensurate physical infrastructure and financial means. Telematics technology can enable the civil society to receive, generate and disseminate information on community life, can put a community "on the map" nationally and internationally, and can be used by local authorities to poll opinion. Much could be done in these directions with a single point of access in a community centre.

However, while there is an enormous amount of discussion in the industrialized countries about how ICTs will impact on democratic processes, there is apparently little practical activity or even research underway on their potential impact on these processes in developing countries. Obvious problems relate to physical and cultural access: the strong bias towards urban areas in access to telecommunications infrastructure and information technology resources, and the high levels of illiteracy in underdeveloped areas requiring specially adapted interfaces for participatory applications. The magnitude of these problems can be seen in the example of South Africa where 97% of Internet users still come from the affluent part of its society while the vast majority of the country has no telephone access�.

At a broader level, making government more responsive to citizens by introducing ICT applications involves changing ways of governing and major changes in the political culture. While horizontal links may be strengthened through ICTs, this does not necessarily mean that more democratic processes will emerge or that the relation between government and citizen will be effected. The ability of government to empower people depends on its will and vision. � Furthermore, the possibilities of providing more "open", participatory government in this manner may well be linked to advances the overall environment concerning freedom of expression in a country, including independence of the media.

IV.1.4.1.4	Government management

ICTs also offer a valuable resource for the management of government, through the development of more efficient and ultimately cost cutting processes. Governments can particularly improve efficiency through better access for their officials to internal and external information. Telematics technologies can be employed within governments, particularly as intranets to assist in access to regulations, procedures, policies, correspondence and documentation, to ensure seamless links to external databases and contacts through the international Internet, and to provide decision support tools which make use of all available information.

In many countries, however, there is an increasing recognition that the traditional vertical structures in government with few cross-links are inadequate in dealing with increasing demands on public services, and that a co-ordinated approach to the application of ICTs in governance is needed so as to ensure they are used to improve organizational efficiency rather than consolidating incompatible practices. For example, China has been moving fast toward establishing the so called "electronic government", which means that all Ministries and key institutions must be connected to Internet and provide Internet based information services about their functions and activities. This increase the transparency of governance is a major undertaking of China's new administration installed in 1998.

But governments thus face complex challenges in modernizing administrative practices with support of ICTs and in the implementation of appropriate management policies. An analysis of this process in South Africa� stresses how attempts to improve the situation have been largely futile as the government IT Executive Steering Committee, which should have been populated by the most senior business managers of state, rapidly succumbed to being attended by lower ranking IT managers, meaning that decisions were not taken by those best able to take them. In the meantime, systems remained inadequate and IT staff were migrating out of government in search of better opportunities, so the capacity within government to make effective IT management policy became even weaker. One response to such a situation could be outsourcing, whereby outside aid is employed to take responsibility for such policy. The authors suggest that this would result in IT policy's being more effective a tool in the running of government beyond being undertaken because it is "fashionable" or "modern" to do so.

An example of private sector co-operation in government management has been initiated, also in South Africa, with the announcement by IBM� of the formation of the Institute for Electronic Government in Pretoria to help the country's government leaders, academic institutions, thought leaders, think-tanks and private business sector overcome the complexities of policy and technology challenges associated with governing in the information age. This facility, claimed to be the only one of its kind outside of the United States, will host and facilitate strategy sessions, seminars, workshops and pilot projects aimed at examining and solving specific public policy issues and assessing how ICTs can streamline communication and the delivery of services by government to its citizens. Incorporating high-speed communications links, including a satellite feed, the centre is fully integrated in IBM's global computer communication network to provide on-line access to the main Institute in Washington as well as other world-wide resources in the public services field.

IV.1.4.1.5	Community access

Despite the potential of the Internet in on-line governance, limitations in access, which necessitates a computer, the Internet and associated back-up support, is a severe constraint for such mass applications in most developing countries. It is thus important to envisage how on-line government can reach the citizens, using custom interfaces accessible to ordinary citizens. Deployment of Internet-access kiosk systems in a variety of public locations is one approach to address this issue, but cost, security and maintenance, and user support and privacy considerations may render this option difficult.

One approach to providing appropriate wide access to on-line governance facilities is the multipurpose community telecentre (MCT) concept which the ITU has been promoting for several years� as a sustainable and largely self-supporting development platform which can be installed in public areas including schools, libraries, community centres or post offices. An MCT provides a range of ICT support (telephone, fax, Internet, photocopy, computers) with associated training and user support, and can act as a resource for local communities to gain access to government and other information where such access by individuals or smaller organizations acting alone would be much more complicated, especially in remote, rural and undeveloped areas where information and communication facilities are limited. Building on models first developed in northern Europe, Australia and Canada starting in 1985, many developing countries have been testing approaches to MCTs in the past few years. In Africa, for example, five least developed African countries (Benin, Mali, Mozambique, Tanzania, Uganda) have established pilot MCTs with joint support from the International Development Research Centre (IDRC), the ITU, UNESCO and other international partners,� while several additional MCT projects have been sponsored by the IDRC Acacia initiative.�

In a complementary approach to community access, the Trade Point Senegal (TPS) foundation was established with IDRC support�. within the Global Trade Point Network of UNCTAD to facilitate a partnership of state bodies and private enterprise, thereby exercising numerous public functions while being regulated as a private company. Creating links between enterprises and government departments and government information (customs, import/export, agriculture) through access to ICTs will help entrepreneurs to enhance their competitiveness on national and international markets. The project will also support small business by hosting home pages and organizing virtual fairs for them. The chief beneficiaries of the project will be the informal sector including groupings of farmers, fishers, artisans and women's groups, as well as small and medium sized enterprises, NGOs and local governments. By focusing on rural areas where information availability is lacking, this network aims to utilize public information to boost economic activity at local, national and international levels.

IV.1.4.2	Problems, solutions and priorities for the future

It has been noted that the benefits of on-line governance are not equitably available, as those with ready access to computers and Internet, the "info-haves", are much better placed to make use of the resource. On-line governance must be developed as part of a social programme in order to distribute this resource effectively to different strata in society.

Additionally, concern for Internet security issues has limited the use of the Web in developing countries to the provision of public information rather than the actual transaction of services. This issue will require the creation of a network infrastructure in which connectivity, interoperability and security are assured.� Mechanisms for governments to share the cost of such facilities with private sector interests which are using them extensively represent an important option in this context.

Studies by the OECD have shown that the constraints in developing interactive governance applications are considerable even in the industrialized countries,� and that there has been as of yet little impact of ICTs in promoting citizen participation in policy and the democratic process in these countries.� It should thus be expected that, although some "leapfrogging" may be achieved in developing countries though concentration on priority applications and appropriate technologies, this area of great potential benefit should be seen as having longer-term rather than widespread immediate impact.

The concept of on-line government also holds many possibilities for regional and international co-operation to facilitate exchange of experience and information among governments. However, excepting the websites of regional and international organizations which often contain information on or of interest to governments, and possible diplomatic applications outside of public view, international Internet usage involving governments of developing countries has apparently not yet been extensively implemented. An example of such a potentially useful application would be the establishment of Internet links between Parliaments and their world organization, the Inter-Parliamentary Union, would make it possible for databases on legislative debates and decisions to be available internationally at very low costs to the poorest Parliaments.

To clarify the achievements, needs and priorities of the world community in the area of on-line governance, with special consideration for those of the developing countries whose situation has not been extensively documented, UNESCO and the COMNET-IT Foundation are undertaking a global survey in this area.� Questionnaires were sent in early 1999 to all UNESCO Member States to assess the accessibility of on-line government services as well as the legal, political and technical environment impacting on their development.

For example, for government websites, if existing, the questions include:

Is there a policy to include a plurality of opinions and information sources on the Web site?

In which language(s) is the site presented and which of these are official languages?

What is the price of access to Government on-line information?

The questionnaire also asks about what specific types of information (e.g. laws and regulations, list of government agencies and officials), services (e.g. license and benefit applications) and participatory applications of government (forums, opinion polls) exist on line.

The survey results, to be available in 1999, will include a Web-based repository of responses and an analysis of experiences, trends and issues which will also be published as a UNESCO document.

IV.1.5	Agriculture and rural development

The lack of access to information on essential issues such as technology, prices, markets, relevant experiences, financial systems, marketing and government services and policies is one of the characteristics of poor rural areas. The Internet is now widely seen as a factor accelerating rural development and generally improving the lives of rural and remote dwellers. In the words of one study, the Internet can be used in this context to:

"Reduce the isolation and marginalization of rural communities; facilitate dialogue among communities and those who influence them, such as government planners, development agencies, researchers, technical experts, educators and others; encourage participation of communities in decisions which impact their lives; co-ordinate local, regional, and national development efforts for increased efficiency and effectiveness; provide information, knowledge and skills training in a responsive, flexible manner; and help overcome physical and financial barriers that prevent agricultural researchers, technicians, farmers and others from sharing information and competence".�

But even though the Internet is expanding rapidly in the developing countries, this progress has mostly taken place in urban areas. Internet access is still generally extremely limited in the rural areas in which three quarters of the population of many of the poorest developing countries live. Introducing the Internet in rural areas implies thinking in terms of prioritization and appropriateness. The usefulness of the Internet in rural development can be undermined by the cost of the technology needed for its installation and maintenance, particularly in view of the insufficiency and unreliability of telecommunication infrastructures in many of the areas concerned. To overcome these constraints, growing efforts are being made by developing countries to develop telecommunications infrastructures and Internet access. The approaches towards this end include license obligations to serve rural communities (e.g. Mexico, the Philippines), subsidies by means of rural telecom development funds (e.g. Peru and Chile), variations of "Build, Operate and Transfer" arrangements (e.g. Thailand), low-interest loans, etc.�

But perhaps an even more important constraint to reducing the gap between the information-rich and the information-poor is that the majority of people in poor rural areas of developing countries have never used a phone and there is hardly any "demand" for ICTs.� The potential of ICTs and of the Internet is thus generally unknown to the rural populations. This is leading to a great deal of experimentation, implementation and promotion of Internet applications and structures for rural development.

Recently, many national authorities and experts, as well as development support organizations such as FAO, IDRC the ITU and UNESCO have been promoting the implementation of the Multipurpose Community Telecentres (MCTs) as one of the most appropriate platforms for providing rural and remote areas with telecommunications services, including the Internet. One of the advantages of this approach is that MCTs can provide not only physical access, but also the necessary user support and training to help rural populations to effectively exploit and also develop useful Internet applications. Since MCTs can serve both rural and urban communities and they are mainly about community mobilization and empowerment, they have been covered above in considering community access under "Governance" and will be further discussed in the context of Local Content. Another important communication platform for rural development with strong links to the Internet is community radio which will be discussed later under the "Mass media".

IV.1.5.1	Applications of the Internet in developing countries

Given that the Internet can only have an impact on rural development by reaching and empowering large numbers of development actors, most examples of Internet applications are information systems dedicated to specific groups at the national level, such as farmers, or supporting the work of local NGOs or international organizations; the latter applications can be seen as indirectly benefiting the rural people.

In the first category, the Rural Agricultural Development Authority, a national organization in Jamaica, has developed a project proposal called "Agro Industry Information System" (AIIS), which is currently supported by the International Institute for Communication and Development (IICD). This system has been designed as a national web-based database that will provide marketing information, production input information, company information and registries. It will serve local producers as well as others concerned with agriculture with the aim of increasing the efficiency of Jamaican agricultural productions and their competitiveness in a globalization context.�

In Mexico, the FAO funded a programme in 1994 to improve communication and information management through an Internet information system.� The beneficiaries are farmers' organizations and local farmers. A computer network server was installed in Mexicali University in 1995 and was accessed by dial-up connection by 12 farmers' organizations by June 1996. One of the initial applications was the use of email to submit daily reports on irrigation quotas and planting activities to the local irrigation authority and access to market and weather information from sites in Mexico and the USA.� The methodology was further tested in a similar project in Chile, and is now being generalized in the FAO's FARM-NETs programme.

Another model of information system for rural development will be implemented in Peru. This pilot project has been funded by the World Bank infoDev programme and aims at providing information to rural producers and local governments (municipalities) in two disadvantaged rural provinces�. The general objective of this project is thus to contribute to local development by enhancing local government efficiency and economic productivity through access to lacking information concerning "productive and administrative activities".

A third model being developed by the FAO is the Virtual Extension and Research Communication Network (VERCON)� which aims to harness the potential of the Internet to strengthen information linkages between agricultural research and extension. VERCON seeks the best balance between human network and technical facilities, foreseeing use of the Internet, often in combination with CD-ROM, in functions including electronic discussion groups, statistical and technical databases, "ask the expert" services and templates to create new extension documents. A prototype is available on the FAO site to demonstrate the possibilities offered, and a series of pilot projects at the national level are in the planning stage.

At the international level, there are also several salient models for networking. ENRAP is funded by the International Fund for Agricultural Development (IFAD) and executed by the IDRC. The beneficiaries will be 16 IFAD's projects and "in the long-term the poorest communities in the Asia/Pacific region" in Bangladesh, China, India, Indonesia, Nepal, Pakistan, the Philippines and Sri Lanka. The objective of the project is to bring "the benefits of the Internet to IFAD-supported rural development projects". Internet will be used to "contribute to the empowerment of rural communities and help address their development objectives". ENRAP will provide the 16 selected projects with Internet connectivity, training, and further Web development; encourage exchange of experience; use the Internet to meet field level needs. In other words, ENRAP will work in three directions: connectivity and electronic communication; knowledge networking among IFAD projects; and local applications development.�

The Western Mindanao Community Initiatives Project in the Philippines is the first IFAD project to be involved in ENRAP. A workshop was held in May 1999 on "Linking Rural Development with ICTs", including exercise sessions on "Identifying Organizational Needs to Enable Electronic Networking" and "Proposal Development". This latter exercise was intended as the starting point for the development and the implementation of local electronic networking applications. Among the proposals made were: "Price monitoring System for Agricultural Products and Basic Commodities in Region IX", "Establishment of Regional Development Council (RDC) Information Network", "Pre-connectivity for Gutalal Indigenous People" and "Agricultural Information Exchange"�.

FIDAMERICA� is another IFAD project that was launched in 1995. FIDAMERICA is defined as Information Systems for the Rural Poor, structured upon a "network of projects and institutions dedicated to fighting rural poverty in Latin America and the Caribbean". The network is attempting to improve information and knowledge systems for 28 projects in 17 Latin American countries by facilitating the exchange of experience and knowledge and linking the projects to the Internet. FIDAMERICA has organized training activities on "The use of Internet as a support for rural development" as well as electronic conferences and debates ("Marketing agricultural country products: factors for success", June-August 1997, "Experience of decentralized and privatized consulting services to rural agriculture in Latin America and the Caribbean", April 1998). The FIDAMERICA 1995-1998 report� states that system had been appreciated by the principal beneficiaries - the IFAD project staff members, but noted that it had been scarcely benefited the agricultural producers, their organizations and their families. In late 1997, FIDAMERICA organized the Indigenous and Country Women Leaders Autobiography Web Contest which was considered as "maybe FIDAMERICA's most visible effort to get the country organizations to participate" by assessing the potential of the Internet. As a continuation of its effort to increase the impact of the network, FIDAMERICA organized two special training sessions for indigenous and country leaders in 1998. An electronic commerce system for agricultural producers and a Virtual Library for rural development have also been implemented, but have not been used as much as the electronic conferences.

The Centre on Integrated Rural Development for Asia and the Pacific (CIRDAP)� was created in 1997 to develop a project to develop an alternative to the slow existing communication system that has a negative impact on the transmission, utilization and exchange of information between rural development actors. The two actions of the project are to i) connect the rural development ministries and development and research institutions to the Internet and ii) test the use of email and Internet between the Community Development Library Centre based in Dhaka, Bangladesh, and its two divisional centres in the country.

An example of an application acting directly in the economic sphere is PEOPLink, a NGO in the USA supported by the World Bank infoDev programme which is experimenting with electronic fair trade, aiming at "empowering poor producers to use the Internet to maximise the benefit of world trade".� A crafts catalogue is available on line and items can be purchased through an on-line security system by credit card. PEOPLink is based on a world-wide network of trading partners, disseminated in 20 developing countries. They are provided with the necessary technological tools (laptop computers and digital cameras) and training. The trading partners are "organized into community based producer groups (PGs)", the great majority of whose members are women. Among those trading partners, some are dedicated to promoting grassroots and indigenous artisans. For example, the Noakhali Rural Development organization in Bangladesh works to empower the poorest segments in society, that is to say the rural poor and landless in Southern Bangladesh; the organization comprises some 100 artisans, most of which are women without any other source of income. Although PEOPLink is not strictly limited to the empowerment of remote and rural areas, this experience shows how rural, indigenous and poor people can use Internet and benefit from its potential.

IV.1.5.2	Problems, solutions and priorities for the future

The above examples of information systems and networks show how locally relevant information can be made available to traditionally disadvantaged actors (development institutions, economic actors) both directly and indirectly. Through those projects, the Internet has been shown to be a viable means for rural and remote areas to get hooked to the Information Society, and then to ensure local actors' participation in this global framework.



Nevertheless, these applications are still too few or too recent to be evaluated conclusively. One recent study poses this problem as follows: "The growth in rural networks, Internet website, and distributed databases is significant. Do we have a grasp of how these systems respond to users needs? How can we ensure investments in rural connectivity and Information and Communication Technology (ITC) applications ... yield results?"� This central concern among specialists on the appropriateness of the introduction of ICTs and Internet tools in rural development and especially regarding the way they have been introduced was reflected at a recent conference where one of the group recommendations was "listen to, respect and learn from local resistance to the introduction of new technologies in rural communities" and the importance of establishing partnerships was strongly emphasized: "Transfer of technology and knowledge has to be bi-directional and valued in both directions".� These general findings have been incorporated into a "three pillars system" for sustainable and relevant telecommunications initiatives: "Telecommunications connectivity and communication technologies can only assist in rural economic, community and agricultural development when it is intimately linked with strategies for forming and sustaining creative partnerships around commonly agreed goals, and with an orientation to improving the accessibility of services and knowledge resources ... for rural people"�. The ENRAP workshop in the Philippines was based on this "three pillars" approach.

In rural development, indigenous knowledge is of particular relevance. The World Bank has implemented an Indigenous Knowledge System in Sub-Saharan Africa one of whose products is a database on the Internet to provide access to a collection of indigenous practices.� The database is participatory as contributions and comments come directly from the users. With further development, this database could become a rural development tool and contribute to the information empowerment in the developing countries and their rural areas.

As discussed in the Panos Briefing on Internet and Poverty�, the Internet is not the only ICT with a role in rural development, but rather should be developed in parallel with others that may be more appropriate in some contexts. One of these technologies is mobile telephony as witnessed by Grameen Phone's activities in Bangladesh to provide GSM cellular services at affordable prices and irrespective of people's location in Bangladesh. Another is CD-ROM which can place vast quantities of information at the fingertips of rural development actors with access to a computer, for example within a public library or an MCT. Both of these technologies are of course complementary to the Internet, the first through its potential role in Internet access and the second in providing relatively stable reference and local information which can be complemented by Internet access to timely national and international sources.

IV.1.6	Environment and disaster management

Information is an especially crucial component in environmental study and action due to the complexity and interdisciplinarity of this field. Moreover, the global scale of many environmental problems such as biodiversity conservation, weather forecasting or disaster mitigation justifies globalized management in these areas as one of the principles of sustainable development.

Therefore, there is a critical need for accurate, rapidly accessible and updated environmental information, through global information and alert systems. The Internet provides a flexible, widely available and relatively inexpensive tool with great potential to enhance the efficiency of these systems and thus of the actions taken to preserve the environment and to improve its management.

IV.1.6.1	Applications of the Internet in developing countries

In general there are two types of final users who are reached Internet applications in the environmental field: specialized users such as policy makers, researchers and students who make use of specialized networks and databases; and civil society users who require environmental sensitization and education. Both can make effective use of a range of generic Internet utilities such as e-mail and electronic forums, databases, and distance education tools; in this sense the environment is like any other specialized area of study and development, except that its international and interdisciplinary nature make the Internet a privileged resource. Other, more complex environmental applications of ICTs include global observing systems and disaster alerting and mitigation support systems; here a range of specialized technologies is generally employed, of which the Internet plays a limited yet important role.

The importance of the Internet in environmental study and action is increasingly recognized world wide, and many international, regional and national efforts are underway to develop the infrastructure, human resources and knowledge needed to take full advantage of this tool. One example of such an effort is the project entitled "The Environment and Information: Building Capacity in Central America for the Management of Electronic Information" launched by several Central American organizations (Comisión Centroamericana de Ambiente y Desarrollo, Asociación de Investigación y Estudios Sociales and eight participating universities) and international sponsors (UNEP, UNDP/SDNP, infoDev) in 1998 to set up university based training programmes in use and development of environmental applications on the Internet, aimed first at trainers and data providers in the participating universities and then at those in the private and NGO sectors. The project is also creating websites to promote the accessibility to environmental and development data and information on the Internet.�

IV.1.6.1.1	Environmental education and training

In keeping with its overall importance for global education and learning, the Internet can play an important role in environmental education, which is in turn a key element in the perspective of sustainable development.

EE-Link is a project supported by the US Environmental Protection Agency� dedicated to developing and making environmental education resources available on the Internet. Their website includes K-12 classroom resources and associated teacher resources, EE-Link also offers Internet services (Web design, training) for environmental organizations. Although most of the EE-Link resources are based in the USA, the project attempts to link to resources in developing countries, and could provide an interesting model for similar projects in the developing world.

The US National Aeronautics and Space Administration (NASA) has begun a three-year pilot programme to bring remote sensing exploration into classrooms around the nation.� KidSat is planned and operated through the Internet by students who want to explore Earth from space. KidSat digital still and video cameras aboard the Space Shuttle are operated by students from their classrooms, using the Internet to send instructions to photograph specific regions of Earth. The images can be accessed in classrooms in real time, using the Internet, and studied and analyzed by the students. The student-enhanced images are also available on the KidSat Data System so that students can see each other's discoveries. Although participation in the exploration is limited to schools in the USA, the data are available to all students over the Internet.

There are many advanced-level courses and training materials made available over the Internet in the framework of the distance education facilities discussed in the section on "Education and Learning". One example of these is the UNESCO virtual global faculty for coastal and marine remote sensing by which image processing software (Bilko), lessons on the applications of remote sensing to oceanography and coastal management, and accompanying satellite and airborne remotely sensed images are made available globally through the Internet and on CD-ROM.�

The Network for Environmental Training at Tertiary level in Asia and the Pacific (NETTLAP) groups institutions and individuals who active in environmental education and training at the tertiary level in this region. A database on their website� provides information on institutions and individuals working in this field, as well as educational resources on line, such as, for example, a resource manual on "Transboundary Environmental Challenges in the Asia Pacific".

IV.1.6.1.2	Electronic discussion groups and virtual forums

Electronic discussion facilities provide a tool for the dissemination of the environmental information which is complementary to environmental databases and global information systems. Discussion groups represent a very popular and successful form of communication on the environment with more than 80 discussion lists referenced on one site,� on topics ranging from habitat in the developing countries (DEV-HABITAT), to women and environment (ECOFEM) and the UN Framework Convention on Climate Change (UNFCCC) Process (CLIMATE-L).

Virtual forums are distinguished from discussion groups by their concentration in a limited time period and typically more focused debate. One of the most notable examples is the series of Web based Virtual Global Biodiversity Forums� sponsored by the World Conservation Union (IUCN). These Forums are an extension of the face-to-face Global Biodiversity Forums so that they can be made available for a longer time and to a larger number of people. UNESCO recently organized a successful three-month Web based forum on Wise Coastal Development Practices for participants from fifteen countries from different regions who had participated in a traditional workshop on coastal management in 1998, in order to share and evaluate a series of wise management practices and to virtually continue, reinforce and expand the existing community of participants.

In Brazil, the first virtual meeting on environment in the Portuguese language will take place in late 1999. This initiative, sponsored by UNESCO, is organized by TuTech of the Hamburg-Harburg technical university, which organized a similar event in 1998 at the German level.� This event will gather scientists, professors, executives, administrators, civil servants, students and general on themes such as environmental quality, environmental education, and environmental communication and information.

Using Internet as a discussion place can be particularly relevant for participants and organizations in the developing countries that could not otherwise take part in international deliberations, and moreover it is an environmentally friendly process.

IV.1.6.1.3	Information dissemination, databases

"Most environmental problems already have solutions. Humanity has accumulated a vast fund of environmental knowledge, information and experience over the last decades. Our task, then, is to locate the relevant information and make it available". Wo Yen Lee, Director, UNEP/INFOTERRA (1984-93)�

This statement illustrates the importance of the dissemination of information in the environmental field. This is true for public sensitization as well as for researchers, students, policy makers, NGOs, field workers, etc. The World Wide Web contains a very wide range of information on environmental issues.

UNDP launched in April 1999 the "Information Technologies - Access to Solutions for Sustainable Human Development" knowledge broker website,� which integrates three main components: HORIZON Solutions,� INFO21,� and the website of UNDP's Sustainable Development Networking Programme (SDNP).� The HORIZON Solution website provides best practice case studies from around the world on agriculture, air pollution, biodiversity, desertification, toxic chemicals, energy, waste management, etc., with provision for scientific peer review and interactive user comments as well as Web based discussion lists on these themes. The INFO21 site provides access to a very wide range of sustainable development reference links (going well beyond environment to coverage of topics such as e-commerce, human rights and telecentre pilot projects).

SDNP is promoting the publication of online content on environment and sustainable development in the developing countries. On the SDNP Mozambique website, the Environmental Virtual Library on Sustainable Development� was launched in February 1999 as the first such specialized information facility on the Web in Mozambique. It contains a bibliographic database (with more than 8,000 entries), one on environmental legislation (with more than 300 entries), and directories on the institutions and experts involved in sustainable development. The Colombian SDNP website� provides a wide range of information directly or through links to national and international sources: daily satellite images, weather forecast, current situation of the principal rivers of Colombia, ecosystems of Colombia, environmental legislation etc., as well as discussion and alerting facilities.

At the global level, the Center for International Earth Science Information Network (CIESIN)� at Columbia University (USA) ensures access to wide range of specialized data, information and interactive modelling and presentation applications through metadata resources and information systems. For example, the Land and Water Knowledge Management Node information system, created with support from five international organizations and US NASA, allows searches of 11 catalogues of data and information according to precise topical and geographic criteria.

In Latin America, the website of the National Biodiversity Institute in Costa Rica, which aims to create awareness on the biodiversity issue and generate knowledge for conservation, provides a range of news and popularized information for the public. This site also offers a unique resource in the form of the Biodiversity Information Management System,� a taxonomic database for specimens of Costa Rican animals, plants and fungi.

Eight organizations in the field of sustainable development launched the "Spinning the Web" project and the SD Gateway website in 1996,� and in May 1998 the member organizations developed a formal Network Governance Agreement to provide the structure for their future co-operation. The eight members of this network are: the International Institute for Sustainable Development (IISD) and the International Development Research Centre (IDRC) in Canada, the "Consejo de la Tierra" in Costa Rica, Fundación Ambiente y Recursos Naturales (FARN) in Argentina, ENDA in Senegal, the Stockholm Environment Institute, Regional Environment Centre for Central and Eastern Europe in Hungary, and Development Alternatives in India. The purpose of the network is to create an electronic information system on sustainable development based both on the Internet and its members who act as knowledge brokers to relay the information through traditional media to the public that doesn't have Internet access. The project makes use of WebRing technology� to ensure navigation links from each participating site to all the others.

IV.1.6.1.4	Global and regional observation systems

In the environmental field, timely and compatible observational data at the world-wide level are a key component for policy, research and the management of natural resources and disasters. These needs are being met environmental data observatories grouped within the Global Climate Observing System (GCOS)�, the Global Ocean Observing System (GOOS)� and the Global Terrestrial Observing System (GTOS)� managed respectively by the World Meteorological Organization (WMO), the Intergovernmental Ocean Commission (IOC) of UNESCO and FAO and co-ordinated by a larger group of organizations including UNEP, UNESCO and the International Council for Science (ICSU). GCOS, the most advanced of these systems, consists of facilities and arrangements for making observations from stations on land and at sea, aircraft, environmental observation satellites and other platforms; a global telecommunications system for collection and distribution of data; and a global network for co-operative data processing. The data and information made available by these observatories is based on existing information systems such as the ICSU World Data Centres, World Weather Watch, etc., through service centres making an intensive use of electronic networks to move the data. The creation of an integrated global network based on the three existing ones is planned, in view of the "need for a comprehensive approach to formulate, implement and oversee data and information management of the global observing systems".� 

These global observing systems are mainly supplied by remote sensing satellites and other dedicated remote data collection channels which can provide the necessary bandwidth and reliability. The Internet is used in these systems mainly to provide data dissemination services to final users and to enhance the collaboration among all actors. For example, data processed from GCOS are already available from websites at the (WMO) or the U.S. National Oceanic and Atmospheric Administration for instance websites,� and are helping scientists and other end users to study and anticipate such phenomena as "El Niño".

In the terrestrial observation area, UNESCO's Man and the Biosphere (MAB) Programme has established the Internet based MABnet to support the development and full use of the international network of biosphere reserves, of which 356 existed in 90 countries as of January 1999.�. More than 40 Biosphere Reserves have established their own home pages, and two major biodiversity databases - MABFauna and MABFlora - are being developed in more than 200 Biosphere Reserves, following the Integrated Biosphere Reserve Monitoring (BRIM) protocol of MAB. Part of the scientific data on fauna and flora species possessed by these sites is already accessible via the Internet.

Environmental observatories are also being implemented at the regional level, through activities which reinforce and link to wider international efforts. The collaborative Mediterranean Hydrological Cycle Observing System (MED-HYCOS) of 30 Mediterranean and Black Sea countries� was launched in 1995 with support from WMO and the World Bank and operational assistance of the Research Institute for Development (RID, ex-ORSTOM)�. High-quality real-time data on river flows, water quality and certain climate variables are collected through twenty Data Collection Platforms (DCPs) with satellite data transmission capability, and made available along with historical data through the Internet via databases.� The project website also provides free access to tools developed to check, to analyze and visualise the data. The information is also made available on CD-ROMs.

Several regional observation programmes are being implemented in Africa:

The Royal Museum for Central Africa (MRAC) in Belgium will implement the UNESCO GeoNet project for the Central African region. MRAC will develop a central Internet GIS "hub" server, installed in Belgium, so that geoscientists from the developing countries can benefit from GIS functions through the Internet. Principal African partners will be provided with local "spoke" workstations allowing them to update the global database locally. The publicly available data will consist only of inventories and bibliographies with the confidential raw data only being accessible to designed Central African partners. This project is seen as a pilot for Internet access to PANGIS (Pan-African Network for a Geological Information Network), a programme supported by UNESCO, the International Centre for Training and Exchanges in Geosciences (CIFEG, France) and MRAC to facilitate exchange of geological data among African countries and between African and non African institutions. PANGIS already includes a bibliographic database of 8,000 items, enriched by 2,500 records processed annually by the thirty African member countries, and is now in the second phase of setting up facilities for management of factual data and the introduction of GIS�.

The WISE-Dev (Web Integrated System for Environment and Development) programme, funded by the World Bank and the European Union and implemented by the Research Institute for Development (RID, ex-ORSTOM) and the French Institut National de Recherche en Informatique et en Automatique (INRIA), aims at enhancing co-operation among African institutions in processing, management and dissemination of development and environmental information. This project will develop a toolbox for multimedia data acquisition and processing which will be available on the Internet. One pilot activity already operational is the WISE-Hydro application (Web Integrated Server for Hydrological Data Release and Observation), developed by the RID office in Ouagadougou, which provides on the Internet hydrological data including information on river flow variation in Central and West Africa collected in real time by satellite and other electronic communication networks.�

IV.1.6.1.5	Disaster alert and mitigation

Developing countries suffer immense human and economic losses from natural disasters, accounting for 90% of the population affected world-wide in 1996�. Their increased vulnerability relative to the industrialized countries is due in large part to a lack of the infrastructure to manage such disasters including an insufficiency in emergency communication and planning support systems, particularly in the rural and remote areas. This then limits the capacity of national and international assistance organizations to respond to emergency needs. Information systems using geographic information systems (GIS), remote sensing and satellite early-warning technologies, as well as alert systems based on technologies such as HF and VHF radio and satellite communications, can be of considerable benefit in terms of disaster prevention and mitigation.�

The Internet can play an important role in providing useful real-time information in emergency situations, particularly through the Word Wide Web and e-mail. E-mail is valued in disaster relief communication especially for its reliability, low cost and wide coverage, while the Web is used widely to provide the actors in the field with relevant and up-to-date information.

Volunteers in Technical Assistance (VITA), an NGO based in the USA, provides emergency information for both natural and human-provoked disasters. Insofar as natural disasters are concerned, the site provides regularly updated general situation reports on disasters world-wide� and current information on specific disasters such as the Hurricane Mitch or the recent Colombian earthquake.� For the last two examples, VITA also set up listservers. The Webrelief site of the United Nations Office for the Co-ordination of Humanitarian Affairs (OCHA) is also providing disaster information�, as does FAO which publishes a locust report that is relayed on the Internet by VITA.�In Southeast Asia, much information was made available over the Internet regarding 1997/98 regional forest fires and haze, through a number of websites from both outside and within the region make extensive use of remote sensing data.�In the same sub-region, ASEAN has been working on the establishment of a ASEAN Seismic Network for Rapid Exchange of Strong Earthquake Data (ASNET-RESED), which will be based on the Internet, for which the Indonesian Meteorological and Geophysical Agency is the leading body for training support and acquisition of software.

IV.1.6.2	Problems, solutions and priorities for the future

In the environmental field, Internet is proving to be an essential tool to improve the dissemination of the information. The extensive information made available on line has been particularly useful in the research field, while servers and electronic databases created in the developing countries have helped those countries to improve the national environment management. Throughout the examples presented, it is clear that the Internet enhances participatory and regional approaches in environmental programmes.

The usefulness of the Internet in disaster management applications is limited by its low penetration and poor supporting infrastructure in developing countries. Appropriate measures should be developed to ensure that, in case of emergency, the bandwidth necessary for the transmission of the required information, including images, is available on the Internet or other designated networks, avoiding any delay caused by overload by the great number of users not directly involved in crisis management.

It can be concluded that Internet will become an indispensable tool in the environmental field, but that it should be seen a complementary to other communication technologies in global environmental information systems. The future role of the Internet in complex environmental information systems will depend on the degree to which it can provide the necessary capacity and functionality, but, due to the nature of the Internet as a tool for wide access operating typically at near-saturation levels, it is unlikely to serve in critical data collection operations in the near future.

International efforts should be continued in order to address the constraints faced by developing countries in the effective use of the Internet in environmental training, research and action. An important goal being pursued is the unification of information standards and terminology which would facilitate the compatibility of environmental information systems.

There are also economic and political constraints to be considered:

Environmental data are an important economic commodity. Most of the information is concentrated in industrialized countries due to their possession of remote sensing facilities, where it is sometimes viewed as a national resource to help predict and influence the development of markets such as that of agricultural products. The international community should find ways to ensure that a balance is achieved between commercial interests and the need of developing countries to gain access to data concerning them, whether this be for disaster mitigation or for open and co-operative scientific research.

Another challenge is that since the nature of environmental information is very complex, much remains to be done to popularize it and ensure access of the general public to important information. In some cases, the failure of information on disasters to reach the concerned population in time has been due to delays of political leaders. Hence the ethical task of experts to duly inform and sensitize the decision makers and to urge them to provide means and facilities necessary to sensitize the people and draw their attention to environmental problems.

IV.1.7	Culture

Culture could be defined as human diversity, which is expressed in many ways by many actors in each society: languages, literature, painting, sculpture, theatre, cinema, etc. The developing countries account for more than four fifths of the world's population, and this can thus also be seen as a measure the importance of their cultures to the world.

With the globalization of the economy and with the resultant redefinition of societies, perceptions of culture are changing. At the Symposium on Market, Culture and Globalization held at UNESCO on 14-15 June 1999,� it was asked whether "Culture [is] a form of merchandise like no other?", and although the growing commercial importance of culture was recognized, so was another nature of cultural products, as containing or referring to values, ideas and meanings. Another important question asked was whether globalization is a threat for cultural identities. One reply was that there is a real threat since globalization naturally favours cultural homogenization while another was that the globalization of markets encourages cultural diversity because technology facilitates it. Whatever the answer, it was recognized that one of today's and tomorrow's major challenges is to take appropriate account of ICTs in cultural policies.

At the UNESCO Intergovernmental Conference on Cultural Policies for Development, held in Stockholm on 30 March to 2 April 1998,� "Culture and the New Media Technologies" was also discussed. Similar arguments were put forward, but there was an additional apprehension that "Poorer countries are at a major disadvantage in that they lack the resources to compete on an equal basis" and that globalization could lead to a "greater exploitation of cultural assets". It was concluded that "the promotion of one's own culture is culture's best promotion in a world that is more concerned with economics", and that ICTs are meant to serve culture and development.

The reverse relation between culture and development was well appraised in another recent conference in which one paper� asked:

"What role can culture play in our national development? […] It has been suddenly become known that countries cannot develop in any of these areas unless that development is firmly rooted in culture; and this holds equally true for development in new technologies".

On the other hand, new forms of cultural expression are appearing in the form of cyberculture which on researcher has defined to be "a collection of cultures and cultural products that exist on and/or are made possible by the Internet, along with the stories told about these cultures and cultural products",� and whose impact has been described by UNESCO as follows:

"The advent of the new information and communication technologies is having an enormous impact on culture mainly because they create new forms and new spaces for human exchange. The new virtual space known as 'cyberspace' opens up immense possibilities for cultural expression, cultural access, dissemination of cultural goods, cultural practices and interpersonal communication. […] Cyberspace is a global open interactive network."�

It is precisely because the Internet and ICTs in general are raising questions about the traditional definition of culture that there is a general debate on the need to new conventions on cultural assets including Internet and ICT dimensions.

IV.1.7.1	Applications of the Internet in developing countries

Cultural institutions, businesses and citizens in developing countries are already using the Internet in a wide range of applications for the preservation, dissemination and expression of culture:

IV.1.7.1.1	Preservation of material cultural heritage

Material cultural heritage encompasses material culture, in the form of objects, structures, sites and landscapes. The emphasis is on cultural continuity from the past, through the present and into the future, with the recognition that culture is organic and evolving. In some instances, it is necessary to document cultural heritage and to preserve elements in an original or earlier state; in other cases it is appropriate to encourage dynamic change, adaptation and development of cultural materials or forms. �

The website of UNESCO World Heritage Centre (WHC)� presents the 445 cultural properties in 114 countries which the World Heritage Committee has inscribed on the World Heritage List (along with 137 natural heritage sites) and with which WHC is working to make sure that future generations can inherit the treasures of the past. Other tasks of the Centre, which are facilitated by the Internet, include updating the World Heritage List and database, developing documentary and teaching materials to raise awareness of the World Heritage concept, and keeping the public informed of World Heritage issues. The e-mail Newsletter of World Heritage is another tool to raise the public's awareness on preservation issues. UNESCO also maintains a Save Our Cultural Heritage website� to inform and enhance the support of the public for its international preservation campaigns to safeguard and the restore endangered heritage sites.

A related website is the Information Network of the Organization of World Heritage Cities (OWHC),� founded in September 1993. Of the member cities, 4 are located in Africa, 21 in the Arab States, 12 in developing countries of Asia and 20 in Latin America and the Caribbean. OWHC's initiatives, which are geared to the implementation of the World Heritage Convention, cover several areas, including the training of city managers and the heightening of awareness among the public and national and international officials of the importance of better protecting historic cities, and the establishment of an electronic communications network linking member cities through the Internet. The website includes a data bank on the historic cities as well as forums for public discussion.

A specialized support service for cultural preservation is provided at the Art Loss Register� website where a database is maintained of stolen and missing works of art and antiques in the world. The objectives are to assist individuals, law enforcement agencies and insurance companies in the process of identifying and recovering stolen works of art. Thus this private initiative, whose revenue comes mainly from subscribing insurance companies, aids in combating illicit traffic of cultural property with the help of the Internet.

IV.1.7.1.2	Virtual museums

The role of museums in building cyberculture is fundamental, because of their possibilities to transfer quality cultural content and to promote its democratic utilization.� The policy of the International Council of Museums (ICOM) on the Internet, adopted in December 1995, aims at encouraging museums to actively use the Internet to disseminate information on programmes and collections. ICOM has published a prospectus on "Internet for museums" and a manual "Getting connected to the Internet", and the ICOM website� presents an extensive list of museums on line from which the numbers of links to museums and exhibitions in developing countries are presented below:

Africa�Links�Arab States�Links�Asia and the Pacific �Links�Latin America and Caribbean�Links��Kenya�2�Egypt�4�Azerbaijan�1�Argentina�17��Namibia�2�Morocco�2�China�4�Bolivia�11��South Africa�12���Fidji�1�Brazil�18������India�7�Chile�17������Rep. of Korea�37�Colombia�17������Malaysia�1�Costa Rica�9������Thailand�2�Cuba�58������Turkey�5�Dominican Rep.�11��������Ecuador�15��������El Salvador�3��������Guatemala�8��������Honduras�1��������Mexico�16��������Nicaragua�1��������Paraguay�2��������Peru�8��������Uruguay�19��������Venezuela�11��Total�16�Total�6�Total�58�Total�242��Table 2 Links to museums and exhibitions in developing countries

The presence of museums in the developing countries on the Internet can generally be considered in three categories of evolution: websites presenting general information, of interest for example for cultural tourism, but with only limited on-line collections and interactivity; museums presenting extensively documented and illustrated collections, and thus using the Web directly in their preservation and dissemination functions; virtual museums, with a high level of virtuality and interactivity in their sites, thus contributing to cyberculture as a new cultural expression.

Among the best examples in the first category, one can cite the "Cuba Museum Guide",� which presents more than fifty museums through a portal page, including a general presentation for each museum along with practical information. The Egyptian Museum� in Cairo presents, in addition to such general information, some 32 representative items from its collection of 142,000 objects: accessories and jewellery, architectural elements, furniture, mummies, sculptures, tomb equipment, and manuscripts. On the museum section of the "Culture and Art of Azerbaijan" website,� four museums are presented on line; for example, the History Museum of Azerbaijan of Academy of Sciences presents several pieces of its collections of copper, national costumes, embroidery, carpets, etc.

As an example of the many sites in the second category on the Web, the National Museum of Korea� which presents a considerable on-line collection of objects from its collection of 120,000 art and archaeological objects. To facilitate access, the collections are presented by category: archaeological material, Buddhist sculpture, pagoda steles and stupas, ceramic painting, ancient manuscripts, furniture, etc. For each category, the information can be accessed by historical period or geographic area of origin, and the retrieved items can be viewed in full screen image with explanation and bibliographical details accessible for each piece. A less developed example is the exhibition by the National Museum of Yaoundé in Cameroon of a collection of masks and statues.� It should be noted that a large number of virtual exhibitions of the heritage of developing countries are established on the Web by organizations in the industrialized countries who wish to make this heritage better known to people around the world, for example the exhibit of folk paintings by women artists of the Madhubani district of northern India, presented by the University of Florida (USA).� 

The third category is growing in importance on the Internet as more and more virtual museums can be found. The Museo Virtual de Artes El Pais (MUVA)� developed by the El Pais newspaper in Uruguay with the participation of the country's Contemporary Art Museum, is based in a virtual building whose three floors can be navigated on line to discover seven exhibitions of contemporary Uruguayan art. As well as exhibiting museum based contemporary art, the site allows the public to get to know artists' and other private collections that are not usually accessible. The Interactive Museum of Turkey comprises seven virtual galleries including the Anatolian civilizations collection from about twenty Turkish museums and two palace museums which can be visited in virtual reality. The website also includes a resource centre with documentation and related links on architecture, ceramics, dance, graphic design, museum studies, theatre, etc. Another approach to the public participation has been developed by the Kenya Museum Art Society which organizes annually a Arts Festival presenting arts and crafts works.� During the 1999 edition, a "Cyber-Hut" - a live Internet link-up - was established at the Museum with the support of a local ISP, along with a chatroom facility used to create a dialogue between the Kenyan public (especially children) and children and schools in the United States and Europe.

IV.1.7.1.3	Creativity and cultural content on the WWW

Cultural content of the developing countries on the Internet can be illustrated through many examples. For instance, the Asian part of the Orientation website� lists 172 links for literature. However, this kind of content often comes from websites in the industrialized countries.

At the book publishers level, BookAid International publishes an online paper called "Partners In African Publishing" as part of a programme that began in 1995 to encourage collaboration between African and European publishers. One of the outputs of this programme is the electronic newsletter,� providing publishers and other organizations with useful information. Baobab Books, a small independent Zimbabwean publisher, specializing in Zimbabwean/Southern African fiction, children's literature, and non-fiction with an emphasis on history, culture, and women's studies, presents its catalogues on its website in 1997. �

The International Poetry Festival of Medellin presents its activity on the Web,� including for the last edition an on-line workshop on poetry, as well as maintaining a wide range of links to sites presenting poets and their works, including visual and spoken poetry. Although quite a few of these links present the poetry of developing countries, most of these are apparently prepared in institutions in the industrialized world; an exception is the Brazilian Journal of Poetry site� which includes pages of poetry of other Portuguese-speaking countries. The South African Poetry website presents some seventy South African poets and their poetry, including sometimes a short biography. Some poems are in native African languages.� The site also includes an online poetry magazine. The Página de Literatura Guatemalteca� (Guatemelan Literature Page) offers more than 60 presentations on pre-Colombian literature and the country's the major colonial, classical and contemporary authors, including poems or prose extracts for most.

On-line magazines featuring culture of developing countries are also numerous, though they are not always based in these countries. One such example is the Akda, Philippine Literary Web Magazine �, created by a non-profit organization, and featuring prose, poetry and other creative imaginings by Filipino writers. Another example is the on-line journal for the study and exhibition of the arts of Asia containing information on associations, exhibitions, articles, and galleries.�

In Africa, the website of the Panafrican Film and Television Festival of Ouagadougou (FESPACO)� links to the developing CINE NET AFRIK website� which is intended to provide a continuing view of African film directors and their works. The site can be searched by country, film director and title, but at the time of writing contained only information on art of Burkina Faso. The ACCT is supporting the "Marché des Arts et du Spectacle Africain" (MASA) in Abidjan whose site, also under construction, on whose Internet website,� still under construction, there will be a virtual market CDs for sale. Another Web based initiative, "The Internet Serving the Artists of Africa",� contains comprehensive information on African art: ongoing exhibitions, inventories of African artists, schedule of African performances in the world, articles from Afriques en Scènes and an extensive guide to theatre in Africa and the Indian Ocean.

The Virtual Exhibition Centre (VEC) of artisan products� is a joint project of the UNCTAD-WTO International Trade Centre and UNESCO which aims at helping to commercialize artisan products from the developing countries and economies in transition, with a special emphasis on the least developed countries. The website provides an opportunity to view craft works by type and country of origin from a virtual showcase in which each offer is accompanied by a representative image, a description and in some cases company and sales details. It also includes numerous links to other sites (typically national craft centres or trade associations) promoting artisan work including several in developing countries, which, like VEC, provide commerical information but not electronic commerce facilities (as opposed to the PEOPLink site discussed under "Agriculture and Rural Development").

Another type of entrepreneurial cultural website is that of the "Los Ninos del Mundo" band in Trinidad and Tobago,� which specializes in the traditional Parang singing described on the site as the country's oldest traditional art form. The site, which was created with the help of an Australian anthropologist, provides substantial samples of on-line music and promotes the various business services of the band.

The Museum of the Person� in Brazil has emerged as a natural manifestation of the development of the Internet in that country. This "museum" extends the idea of oral history into the Internet by creating a electronic database of life histories, and contributing, in a certain manner, to the writing of Brazil's history. The collection now has about 700 stories submitted since the virtual museum was created in 1992, of which some 120 are on line.

IV.1.7.1.4	Cultural research and policies

The Internet can also help promote co-operation in cultural research and the integration of heritage management into national development plans. For example, UNESCO recently launched the HeritageNet project in Central Asia� to encourage the use of the Internet for promotion of national heritage and cultural tourism in the region. The project aims  to establish visibility of Central Asia on the Internet, to promote international co-operation and to facilitate integration on Central Asia into the world community. The site ensures a constant supply of first-hand information and certified data on the region and will include scientific research and the exchange of expertise on Central Asian cultural and natural treasures.

Another example is the website of Culturelink�, the Network of Networks for Research and Co-operation in Cultural Development which was established by UNESCO and the Council of Europe in 1989, with the Institute for International Relations (IRMO) in Zagreb, Croatia, as its focal point. Culturelink comprises about 1000 member networks and member institutions from 97 countries in all parts of the world, and one of its major aims is the promotion of regional, interregional and international research projects such as the "Cultural Policies in the World" project, in which most of the members participate. As part of the Network's long-term objective to develop a world-wide information system for the study of cultural policy, cultural management and development strategies, the Culturelink website provides access to three Culturelink databases as well as to many other information sources, news and announcements in these areas.

IV.1.7.2	Problems, solutions and priorities for the future

It clear that the Internet is proving to be a valuable tool for the dissemination and the preservation of the culture of developing countries. The Internet provides a natural terrain for the dissemination of cultural products, and is also stimulating, although more slowly in the developing countries, new forms of cultural expression. But since the developing countries are considerably less advanced than the industrialized countries in making use of the Internet for these purposes, the arguments concerning cultural levelling in the introduction to this section remain as potential concerns. The Internet's potential in preservation appears to be more limited, although it is playing an undeniable part in rising awareness on preservation issues and in allowing actors to communicate more easily.

Insofar as content is concerned, it is difficult to draw general conclusions from the very wide variety of available examples, but can probably be said that co-operative projects at the international level (e.g. CINE NET AFRIK, Virtual Exhibition Centre) as well as at the natinal level (e.g. the Interactive Museum of Turkey, the National Museum of Korea) create better content. Such co-operation among and within developing countries, with the support of the international community as appropriate, may reduce the risk that the less-developed countries will be obliged to trade part of their cultural heritage for access to the information and communication technology needed to reap the benefits from its dissemination.

A number of priorities for the exploitation of the Internet for cultural development can be formulated, taking account of the above examples as well as of the Action Plan established at the Intergovernmental Conference on Cultural Policies for Development mentioned above (especially Objective 4: "Promote cultural and linguistic diversity in and for the information society"):

Encourage the wide access to the Internet in developing countries at affordable cost, especially for disadvantaged population groups, for example through the telecentres in communities and cultural institutions.

Reinforce efforts to digitize cultural heritage and to create more comprehensive databases, to serve both preservation and dissemination objectives.

Promote networking and international collaboration in the use of the Internet as a means for dialogue among cultures, for example through joint ventures to build and share virtual exhibits.

Encourage the development of the Internet for the purpose of cultural tourism.

Encourage cultural institutions to develop educational material on the Internet.

Take advantage of the rapid development of off-line cultural products, using technologies such as CD-ROM, to develop cultural applications effectively integrating use of these technologies with the Internet.

IV.1.8	The mass media

"The strengthening of peace and international understanding, the promotion of human rights and the countering of racialism, apartheid and incitement to war demand a free flow and a wider and better balanced dissemination of information. To this end, the mass media have a leading contribution to make."�

The above declaration clearly outlines the role that the mass media plays in the modern world. The world has seen an ever accelerating progression of media, which can roughly be viewed as evolving from "one-source" media (billboards, newspapers, magazines, films) to "few-source" media (radio, broadcast television) to many-source media (cable television, satellite television (DBS) and the Internet).

The Internet is the newest but fastest growing medium for news, entertainment and communication. It has become the fourth largest world-wide media outlet after television, radio and print, reaching an estimated 179 million people world-wide�. Yet the Global Information Highway is a very different source of communication from its predecessors in that the receiver of communication can also be a sender and vice versa, making every user a potential information source. Moreover it is a flexible multipurpose tool combining all three previously existing types of media: print, audio and video, with 70 percent of the most visited sites on the Internet now containing audio-visual content.�

IV.1.8.1	Applications of the Internet in developing countries

The mass media in developing countries certainly do not possess the variety or the technology that is seen in more advanced countries. In most of these countries, the telecommunications infrastructure has until recently been low on the agenda, and other development goals have received higher priority. Among the Internet users cited above, an estimated 102 million are from North America while Africa possesses only 1.14 million and the Middle East a mere 0.88 million. However the media play a crucial role in the social advancement of the people in developing countries and in the dissemination of knowledge to them.

Undeniably the pluralism of information with diversity of production and distribution, are fundamental indicators of an orderly democracy�. Yet in many developing countries the media are unable to properly carry out their functions, due in large part to political control. Newspapers and audio and visual broadcasts are censored and limited. Many take on the role of solely providing entertainment. Communication costs run high and there are many technological limits concerning lack of skill, knowledge and capital. The situation is far worse in rural areas where word of mouth is sometimes the most important source of information for people. They have limited access to mass media, and sometimes no control over them. People are often ignorant of events in the next village. Rural communities in general have now come to realize the need to make decisions about their own lives. This has led to use of community radios and newsletters with smaller target groups in mind.

The Internet has proven successful with the media in the industrialized countries. Numerous newspapers and journals are on-line, generating discussions and other exchange of information. The Internet also provides a growing database of information on any possible topic, which makes it an essential source of public information for both media professionals and the public. Press organizations have traditionally been heavy users of leased telex (teletype) and voice grade lines for data transfer, are making ever greater use of computer data networks including the Internet. Thus the Internet has a substantial potential role of in strengthening and improving the status of the mass media in developing countries.

The extent to which the Internet has already impacted on the media in recent years is shown by the example of the Pacific island countries, for which a recent report� shows that 25 percent of the 46 media organizations surveyed in the region are making use of the Internet, for a wide variety of applications:

Application�Number of Organizations��Receiving news stories from remotely located journalists�15��Researching background information for news stories/articles�13��Sending news stories to other media organizations�13��Downloading materials for re-publication�12��Verifying data for your news/articles�11��Receiving advertising copy�11��Exchanging news stories with other news media�11��Arranging contacts, "interviewing" people by email�10��Publishing on the World Wide Web�10��Downloading software, shareware, etc.�10��Exchanging radio/TV programmes with other broadcasters�6��Transferring camera-ready copy to remote printers�5��Participating in ListServe/Online Discussion Groups�5��Table 3 Pacific Island Countries - Internet applications of media organizations

As can be seen from the following examples, successful projects have been commenced for nearly all media in all continents.

IV.1.8.1.1	The press

Of the more than 3600 newspapers now published on line,� the United States boasts the largest number - around 2000, but developing country media are rapidly taking advantage of the Internet with India having 223 on-line newspapers and Mexico 51. The growing number of newspapers in offered on line in vernacular languages in developing countries are stimulating local Internet markets while more effectively reaching the target populations. In Tanzania, The Express and Nipashe are on line in Swahili while in Egypt the Al-Ahram is offered in Arabic.�

Examples of use of Internet in strengthening the viability, independence and pluralism of the press in developing countries can perhaps best be seen from the case of Africa has faced some of the greatest insufficiencies in Internet access as well as some of the most intractable media problems. In many countries on the African continent the press is parochial, limiting itself to local and national news. Often no information is exchanged with the closest of countries.�. Conventional news gathering methods using post, telephone, telex and fax are slow, costly and undependable. The use of the Internet is ameliorating these factors. While it would require US $7 to send a fax between London and Accra the same material could be sent at a cost of US$ .40 via email. Thus it is now easier and cheaper to bring international and regional news to local African newspapers.

One key example is that of the Panafrican News Agency (PANA) which was once known as an inefficient relay for the stodgy official news agencies, but has been vigorously pursuing a Recovery Plan since 1993. Political and management reforms have been accompanied by efforts to develop products on the Internet, including a website with both news and a regional co-operative database called RAPIDE which provides administrative, economic, trade, travel and cultural information on 17 countries.� One of many newspaper success stories is that of the independent daily of the Ivory Coast, Le Jour. After circulating on-line since 1997, the paper has not lost circulation sales as advertising on-line brings in about the same amount of profits as print advertising. Online advertising has also opened a gateway for national and foreign investors and entrepreneurs.

The Media Institute of Southern Africa (MISANET) project illustrates how relatively low-cost technologies can be used to set up a news infrastructure for a group of newspapers. MISA� a non-governmental organization promoting media freedom and diversity in the Southern Africa Development Community (SADC) region now links 450 newspapers in the region. Founded in 1992 in response to the 1991 Windhoek Declaration on Promoting and Independent and Pluralistic Press, MISA represents independent media workers and the institutions for which they work, and campaigns in particular on media freedom and freedom of expression issues. With a view to ensuring a freer flow of news and information in a region hampered by expensive and poorly maintained telecommunication and postal networks, MISA has linked its members to the Internet.

The Inter Press Service� provides another example of application of the Internet in news gathering and distribution in developing countries. IPS accomplishes this by providing news services in several languages (e.g. Bengali, Chinese and Kiswahili) and also by collecting news stories from local writers in developing countries and sharing those stories with international wire services such as the Associated Press. This offers a means for bridging the gaps between development professionals and rural people through interaction and dialogue, new alliances, inter-personal networks and cross-sector links between organizations. OneWorld Online, the Internet arm of the OneWorld Broadcasting Trust, a UK registered charity, provides on its website extensive news and analysis on problems of development, democracy and human rights, drawing on the contributions of a large number of member organizations concerned acitve in these areas.�

IV.1.8.1.2	Radio

Over 140,000 hours of radio are broadcast every week on the information highway�, from more than 8000 stations including more than 300 in developing countries.� The World Radio Network (WRN)� is an example of universal broadcasting on the Internet. It serves as a gateway to international radio carrying live newscast audio streams 24 hours a day from about 20 of the world's leading public and international broadcasters, including two from developing countries (Caribbean, South Africa) and another from the United Nations. In addition to news, WRN provides broadcasts on culture, music, sports, science and developmental issues, including programmes crafted from material recorded by reporters who are often sent far afield. Two other international non-governmental organizations are active in promoting the exploitation of the Internet by radio in developing countries: AMARC (Association Mondiale des Radiodiffuseurs Communautaires - World Association of Community Radio Broadcasters)� aims to support and contribute to the development of community and participatory radio along the principles of solidarity and international co-operation while OneWorld, mentioned above, provides access to a wide selection of radio news programmes from developing countries.�

The cost of equipment for setting up an Internet radio station is only a few thousand US dollars, substantially less than that of typical FM radio production and transmission equipment, making it economically feasible for existing radio stations to consider increasing their audience through this mode of diffusion. In Senegal, for example, the radio station Sud FM decided to go on-line in order to reach a larger number of people both nationally and internationally�. Indeed many radio stations in developing countries are following the model of stations of developed countries and providing their services on-line in English and vernacular languages.�

And unlike FM, Internet radio isn’t just sound, but typically contains text, animation and limited video. Another significant advantage of Internet radio is the absence of in most countries of regulation and less governmental restrictions.

Radio is the most penetrated rural mass medium, and in particular many communities in developing countries are setting up low power, low cost community radio stations, broadcasting to small areas in vernacular languages with free expression and democracy in mind. For example, Mali has 70 such stations of which 80 percent are based in remote areas.� 

Another example is one that combines both radio and the printed press. In 1996 Púlsar,� as a Latin American news agency for independent and community radio, was founded. Púlsar was the first experiment of its kind, and by the time the agency celebrated its second anniversary it had correspondents in most countries of the region and was delivering its text and audio clip news service to more than 1,000 subscribers in fifty countries.

In June 1999, a similar initiative enabled the creation of an Internet-based network of twenty local radio stations from all over Indonesia. The country's first democratic elections provided the backdrop to the network's nation-wide inauguration of news and audio clips.

The Kothmale Internet Community radio project in Sri Lanka� demonstrates the successful use of community radio in conjunction with the Internet. With the help of UNESCO and the Sri Lankan government Internet connectivity has been provided non-stop to the community radio through a dedicated 64KB line. With Internet access point at the radio station and two other access points at nearby community libraries, the rural populace is now able to benefit from the Internet. Moreover a daily two-hour radio programme "radio browses" the Internet scans selective sites and broadcasts relevant information in the local language. In conjunction with a national university, the radio also maintains a Web database� for listener inquiries and issues that are most popular. Though connectivity was provided free of charge of a two-year period, the station expects to generate sufficient income from printouts, Internet application services to local enterprises and on-line advertising to make the connection sustainable.

A more immediate application of Internet technology has been proposed in both India and Bangladesh. The Indian project� aims to demonstrate the use of the Internet for the poorest by transmitting health, literacy and other messages to a populace that is illiterate or does not know English. It is envisaged that each village would have community information centres with a multimedia PC connected to the Internet. On this community PC, an audio server could be installed, which in effect would convert it into a radio station, which villagers could use to tape and disseminate audio content. For local broadcast listening without regulatory constraints, output of the sound card on the computer could be fed into an amplifier, and distributed over ordinary copper wire to surrounding houses, each of which only needs a loudspeaker, or by using either telephone wires or coaxial cables used by cable TV operators. In order to receive audio directly from the Internet, households would only need a small Internet Radio, consisting of a simple embedded microcomputer, a loudspeaker, a microphone and a couple of buttons for channel selection. In Bangladesh the Jono-Gono Communicator project is currently at the planning stage with the similar targets.�

IV.1.8.1.3	Television

Television is increasingly displacing radio as the primary means of receiving information and entertainment, even in developing countries.� While the industrialized countries are leading the way with hundreds of live and video-on-demand Internet TV sites as well as extensive private broadcasting on intranets, there are already nearly forty stations on line in developing countries including 10 in Brazil.�

The recent surge in audio-visual content on the Internet is due in large part to progress in streaming technology, by which multimedia servers send content in a continuous stream of compressed data that can be decoded and played back shortly after being received, that is, without first having to download the entire file. With traditional multimedia files, such as MPEG (Moving Picture Expert Group) or AIFF (Audio Interchange File Format), the playback device has to wait for the entire file to download before playback can begin. But even though a streamed video clip can begin to play within seconds, the data still have to be thin enough to be downloaded in real time, requiring sufficient bandwidth. In general, dial-up access, even at 56 Kbs (V.90) speeds, is not sufficient to provide TV quality spatial and temporal resolution, which limits Web TV to those with broadband access or individual use on with substantially reduced image size. Users in developing countries, who are already typically facing high connection costs and less than optimum data rates, are thus at present highly disadvantaged concerning access to this medium.

Another problem with video streaming is that only a certain number of people can download files from a site at a time without exceeding the maximum available bandwidth. Thus, streaming audio or video often doesn't work too well with live events, despite its popularity. Video on demand, by which files are downloaded by different people at different times, may function more easily, particularly in developing country situations, and may also be less demanding in terms of server capacity and specialization.

The role of television has been generally evolving towards one of primarily a source of entertainment, rather than a public service and a disseminator of knowledge, a trend which has been particularly marked in many developing countries over the past decade. The Internet could be seen as a potential means to help reassert the public service function of television, yet developing countries are lagging behind in this area due to technological and financial constraints. This makes it hard to envisage, without a rapid evolution in these constraints, for Web TV to penetrate these countries in the near future, all the more so when rural populations are concerned.

IV.1.8.2	Problems, solutions and priorities for the future

There are, however, many immediate constraints involved in applying the Internet to the mass media in developing countries with financial drawbacks ranking high on the list. However, although it may at first appear that the Internet is far more expensive than the "traditional" sources of mass communication, this may not be universally true, particularly given that the Internet can "piggy-back" on telecommunication infrastructure being developed for other purposes. Recent developments in wireless communication such as use of VSAT systems and conventional high frequency (HF) radio it may be possible to deliver the Internet widely at a lower cost. In countries such as India, where cable network subscribers have rapidly grown to 75,000, this network may prove to be a viable channel to deliver multimedia Internet.

The other side of the coin is that the transition towards independent and pluralistic media presents a critical financing problem for the media which are being forced to cut costs and develop new products to remain competitive. New and more effective use of ICTs should be considered by these media as a major challenge and opportunity in responding to the new environment. The technological changes that have occurred in recent years should encourage the development of co-operation between telecommunication operators, Internet providers and the media with the aim of establishing new partnerships which would fully meet the needs of all both parties, including the public, at the technical and commercial levels.

Technological constraints are also an issue with the users lacking knowledge and skill. It is not simple procedure to train journalists and broadcasters to use the Internet. Likewise it is sometimes an overwhelming task to demonstrate the advantages of the Internet to the rural populations immediate priorities are far different, and who require information in their own language and in a culturally adapted format.

Lastly there are also several ethical issues, and the political concerns of governments will continue to influence the future expansion of the Internet�. Many countries find some of the content on the Internet offensive or undesirable for their cultures, and because of the ease with which information can travel through electronic networks, the Internet is considerably curtailed in many. Moreover information processed, stored, and transmitted in digital form leaves digital trails allowing for greater surveillance. Yet as we have seen from the many projects initiated thus far, the Internet is too powerful a medium for development of mass communication to be ignored by any society.

IV.1.9	Scientific research

The advent and growth of digital telecommunications has accelerated the globalization of science. With the evolution of cost-effective tools and processes to share both instruments and thought, scientific and technological research is being distributed increasingly among remote geographic facilities and organizations, relying on new techniques for data sharing, instrument control, collaboration in an "electronic commons", and rapid, economical dissemination of results to an international audience of scholars, economic actors, and the public via electronic publishing.

Electronic "virtual laboratories" or "collaboratories" are emerging as the key embodiments of co-operative research activities that include the vast international human genome collaboration, the planned construction of long-baseline interferometry laboratories in astronomy, and the developing global observation networks discussed under "Environment and Disaster Management". The tools employed are increasingly also being adapted to health/medical applications and to creative activities in the social sciences and the humanities.

A recent UNESCO-sponsored expert meeting broadly defined a virtual laboratory as "an electronic workspace for distance collaboration and experimentation in research or other creative activity, to generate and deliver results using distributed information and communication technologies."� Virtual laboratories have been mainly pioneered in the industrialized countries, and most particularly the United States, making collaboration tools� or instruments� widely available on the Internet to scientists with common needs or interests, or sharing such facilities within specific research projects.

At the same time, support for scientific research is stagnating or shrinking in many developing countries, and scientists in these countries lack proper facilities and equipment for conducting research. Developing country researchers and scientists also lack access to scientific research conducted in developing countries and in industrialized countries. Their work is under-represented in much of the documentation and databases that currently exist, and they are also constrained in sharing information with colleagues both domestically and abroad. The result is that researchers and scientists in developing countries are not able to collaborate on an equal footing with their peers around the world, retarding work on development-oriented problems and encouraging the "brain drain" phenomenon.

IV.1.9.1	Applications of the Internet in developing countries

In this context, the Internet is increasingly seen as a tool which can assist scientists, planners, and administrators in developing countries to carry out effective research, can reinforce international collaboration in applying science and technology to problems of interest to developing countries.

IV.1.9.1.1	Networking and electronic information

Although most major research institutions in developing countries now have some Internet connectivity, researchers in these countries are often prevented from adequately using the Internet by insufficient national backbone connections, institutional connectivity, or secondary connectivity within their institutions. Some are still limited to store-and-forward networks, based on UUCP or simple and robust PC-based technologies like FidoNet, which limit connectivity to basic e-mail and file transfer services.

The development and interconnection of publicly sponsored co-operative "academic and research networks" - dedicated computer networks to provide research centres and universities with basic electronic connectivity and access to specialized computer resources, was the driving force for launching the Internet in the industrialized countries. But although similar priorities have been adopted in some developing countries such as China, South Africa and a number of Latin American countries, this has not been so in many developing countries, notably in Africa, small island countries and Central Asia where the Internet has been organized mainly through commercial initiatives. Internationally supported dedicated networks such as HealthNet, covered above under "Health", and CGNET, a world-wide network for researchers in the agriculture field originally established in 1984 to serve the sixteen international research institutes of the Consultative Group on International Agricultural Research (CGIAR), have ensured e-mail, data communications and later, Internet connectivity, for a large number of key scientific institutions in developing countries.�

A comprehensive picture of the state of information technology in research in developing countries is given in a recent publication which surveyed 431 leading scientific research centres and universities.�

A recent study based on a sample of articles in the Los Alamos e-mail based e-preprint archives, a major vehicle used by physicists to exchange scientific papers before publication, showed that about 8% of the authors were from developing countries and only about 1% of the papers involved South-South collaboration; these figures are low, but suggest that electronic exchange may facilitate the work of scientists from developing countries who account for only about 2% of the overall scientific production in scholarly journals.� An increasing number of scholarly journals are being published in developing countries, including several available on line as discussed under "Information Services, Libraries and Archives".

IV.1.9.1.2	Virtual laboratories

The expanding role of the Internet in research in developing countries can be seen from an example in China, where it is increasingly used by scientists to more effectively share information and data with colleagues. To overcome the traditional research structure barrier between institutes and universities, the Chinese Academy of Science and Ministry of Education established the Shanghai Research Centre for Applied Physics (SRCAP) in 1994 to link six research institutes and six universities in the Shanghai area. SRCAP is a virtual centre without its own separate physical infrastructure. Researchers in the member institutions use the centre's facilities located in different places to carry out joint projects which often involve other disciplines as well as physics. They can share the existing equipment and computer resources of many different groups to produce successful results more effectively with less cost. They communicate daily and discuss the problems to each other heavily relying on the use of the telephone, e-mail, fax and the Internet through a 155 Mbps science and technology backbone network recently installed in Shanghai.

An example of an international virtual research is the Whole Earth Telescope (WET) which links astronomers and telescopes in 14 countries including five developing countries to co-ordinate observations of variable stars, link their data sets, share the analysis and write joint publications; in keeping with the needs and possibilities of the collaborators, the principal electronic tools for this collaboration thus far have been telephone and e-mail.�

IV.1.9.2	Problems, solutions and priorities for the future

Scientists in the developing countries still need to access to the large amounts of information mainly produced in the developed countries, and adequate and affordable bandwidth is still the major constraint which they face in this context. The cost of using the Internet to transfer detailed data and information (like rich image data) is much higher for intercontinental traffic than in the local area traffic due to a diversity of political, economic and technical factors, and so there is a major bottle-neck problem in reaching the goal of a virtual laboratory on the world-wide scale in the future. These problems can only be resolved by increased international, national and institutional support for connectivity, including the organization of academic and research backbone facilities, by which research institutions can federate demand to reduce costs and optimally configure communication channels. 

The insufficiency of basic telecommunication services in many developing countries can be overcome for internal and external connections of priority research institutions and scientists in remote or isolated areas by envisaging wireless solutions for Internet access. VSAT technology is particularly promising in view of declining costs and the launch of new satellites covering most continents on Ku-band which requires smaller terminal equipment. Costs might be reduced even further by using asymmetric satellite links based on data traffic needs and/or introducing sharing methods such as Time Division Multiple Access (TDMA). A regional pilot project Sub-Saharan Africa is being planned by the Abdus Salam International Centre for Theoretical Physics.�

The communication infrastructure of the Internet can only be effective if the scientific community organizes its work to take account of the new electronic possibilities. Virtual laboratories connecting these research groups within developing countries and to related groups around the world will be a critical task, requiring, for example, clear understandings among virtual working teams, including agreed rules and regulations for the collaboration and mechanisms to resolve legal, social or ethical problems. Software should be developed to support distributed databases and effective group work (e.g. whiteboard, 3D viewing when needed) under the communication conditions available in the developing countries including reliance on e-mail protocols for pseudo real-time solutions. International assistance should focus in this context on how developing countries can set up and optimize computer networks and applications for scientific research. Some practical application methods such as mirror servers of major data sites set up in developing countries can be of significant help, although methods need to be improved in the future to more closely emulate true interactivity.

Major issues facing the development of scientific electronic journals concern access to and quality control of information. At recent discussions on these issues, scientists have begun to opt for approaches favouring self regulation. For example, an international conference sponsored by ICSU Press and UNESCO� recommended that strict peer review be applied to all scientific material submitted for publication in electronic journals and set in motion consultations scientific societies in order to formulate codes of ethics and of conduct for electronic publication which would spell out the reciprocal obligations of the scientist and the community on such matters as peer review, citation integrity and authentication of material. The establishment of electronic archives to provide access to past and future scientific results is particularly important, and will require protocols for maintenance, content, structure, eligibility, accessibility and compatibility to be followed by both commercial and not-for-profit publications.

The role of electronic scholarly publication for scientific communities in developing countries was considered in a follow-up workshop� involving electronic publishing practitioners from Latin America, Asia and Africa and partner organizations and networks involved in supporting their initiatives. The workshop confirmed that there is tremendous expertise and experience in the regions with less developed scientific and publishing infrastructures, but that greater support, new partnerships, and more effective networking are required to enable sharing and development of appropriate and sustainable models.

Virtual laboratories and electronic journals, as well as digital libraries as discussed earlier, must face the issues of intellectual property rights and fair use, which present particular problems in electronic media, and should be actively followed and pursued by the scientific community.

Insufficient computer literacy of researchers in countries that are new to the Internet is also a problem, usually correlated with insufficient understanding of the potential of the Internet as a tool for collaboration and dissemination (as opposed to its use for accessing information generated elsewhere). All scientists should receive training in information resources and library use and in good authoring skills, adapted to the electronic environment, if possible as early as the undergraduate level. It is also crucial to familiarize the scientific communities with the use of Internet and the many available freeware tools, and to provide local system administrators with the most effective networked techniques for optimizing the use of existing and evolving bandwidth, involving both data communications and applications. In addition to modular training opportunities, it has been recommended that free support (or "help desks") on information technology should be available to these users, along with guidelines and pre-prepared kits with software enabling e-collaboration.�

IV.1.10	Conclusions

An analysis of Internet applications for development shows a great diversity and dynamism of evolution over the few years, or less, that the Internet has been available in most developing countries. Progress has been pronounced in Latin America, in East and Southeast Asia, in Africa with substantial levels of international support, and in numerous other countries of developing regions and sub-regions. Nevertheless, the applications which have been identified are often in the pilot or planning stage, and generally lag behind those of the industrialized countries in sophistication and interactivity. On the other hand, many of these applications have shown that major enabling impact of the Internet can be obtained with relatively simple tools like e-mail or basic WWW sites.

The major problem encountered by institutions wishing to use the Internet for development applications and users is that of availability and costs of access to the network. With the exception of some major institutions in developing countries, such as research centres, universities and libraries, the immediate problem is not broadband access, reliability or security so much as basic access. The problem of cost is in large part determined by the underlying telecommunication tariffs, which in developing countries generally consider Internet use in terms of simple channel occupancy rather than as a special market segment, and by Internet providers which sometimes still see the Internet as an elite service rather than for its vast market enabling potential in the public service sector. In order to ensure the expected impact of the Internet on development, public authorities, users and telecommunication and Internet service providers should work together in their common interest to reduce costs and increase availability of the Internet, particularly for major development actors and users in rural and disadvantaged areas. Despite a vast progression in the deployment and commercialization of the Internet, and in its adoption in development applications, this overall strategy foreseen in the 1995 ITU-UNESCO study on The Right to Communicate � At What Price? remains very relevant in present context.�

The question of access to the Internet for development goes, of course, hand in hand with improving user infrastructures, training and sensitization which are primarily the responsibility of the users and the public authorities, with support from the international community. Wider questions of legal, ethical and political frameworks are also critical in promoting the use of the Internet for development at the national, community and individual levels, but many of the aspects concerned go beyond the realm of the present analysis; the reader is referred to a previous UNESCO document on these issues.�

For the public authorities, while the immediate returns of investment in information and communication technologies may not be readily apparent to hard-pressed administrations concerned with squeezing the most out of limited resources, the long-term potential of a proactive strategy is considerable. In particular the Internet can be transformed from simply serving as channels for transporting large volumes of information into more dynamic communication and learning tools for development actors. This means that each developing country should adopt investment strategies and programmes concerning Internet applications which are appropriate to the national and local situations, while keeping in view possibilities of synergies between communities, applications and experiences at the national and international levels.

The next Chapter on "Local Content and Empowerment" will treat in more detail the generic needs of application producers and users and opportunities for enabling action.

IV.2	Electronic commerce (Rapporteur: Jane Coffin)



�

V	LOCAL CONTENT AND EMPOWERMENT

"Everyone has the right to freedom of opinion and expression; this right includes freedom to hold opinions without interference and to seek, receive and impart information and ideas through any media and regardless of frontiers." Article 19, Universal Declaration of Human Rights�

"(1) Everyone has the right freely to participate in the cultural life of the community, to enjoy the arts and to share in scientific advancement and its benefits."

"(2) Everyone has the right to the protection of the moral and material interests resulting from any scientific, literary or artistic production of which he is the author." Article 27, Universal Declaration of Human Rights

"The technology is only a tool, and only as useful as the information it carries. Thus we must continually be aware of the need for content."�

Local content on the Internet refers to applications and content that are relevant to local needs and produced by local people, local NGOs or community groups, or other representative institutions. Local content can also be foreign content that has been validated and adapted for local use. Local content on the Internet is both a heritage for social, cultural and intellectual development at the local and national levels and the information capital for new national content production industries. Local content is thus also linked to the global context of the development of the Information Society and especially to its social, political, educational and cultural challenges. Since the development of the Information Society should support global development, local content production should help bridging the gap between the "haves" and the "have-nots" in a global information society. 

There is a great diversity in the types of local content: literary, artistic, administrative, scientific and technical, including indigenous knowledge in all these domains. The potential producers are also extremely diverse: the press and publishers, governmental institutions, researchers, universities and other educational institutions, NGOs and other civil society organizations, and individual citizens.

As far as the users are concerned, their capacity to exploit local content on the Internet and to take part in its production depends on their levels of literacy, education and mastery of the technologies concerned. Another important element is the cultural sensitivities that influence the level and the need for local content. The definition of local content and the content itself can thus vary according to the target group or public.

Is the content that exists on the Internet useful and relevant to the local end-users? To answer this, several elements should be considered: availability and quality of the content, its social and cultural acceptability, cost-effectiveness and sustainability of content production, and fair access to the Internet.

The scope of local content is often wider than the local community and may well refer to content used or produced by institutions working at the sub-national or national levels. Local content may also have an international coverage, for example within a common cultural, linguistic or geographic context. Internationalization of local content may also have a strong economic motivation when content produced in one developing country can be made available more economically to other countries than to content imported from the industrialized world. Thus, educational content produced in South Africa and available online is also used in the neighbouring countries, while the Indira Gandhi National Open University is currently offering its programmes in several countries in the Middle East and has proposed to offer them to other developing countries.� An expansion of Internet use could allow better co-operation on production and delivery of content at the national and international levels, provided that the view of the individual citizen and community remains the basic reference frame.

V.1	Production of local content

The production of local content refers to production of new content and to the digitization of existing content (administrative information, indigenous knowledge, etc.). It covers a wide range of forms: from electronic publications (articles, magazines, etc.) and databases, to individual contributions to discussion groups.

The constraints and barriers to content production are well-known and can be economic, political, administrative, social, cultural and technical in nature. Barriers to use of local content are also barriers to production because without a local market production is impossible. Some of the most important barriers are technical ones, since access to the Internet is limited, and national expertise in informatics and telematics is scarce in developing countries. Telecommunication tariffs and Internet access charges can also be important economic constraints, as can be high customs duties or taxes on the telecommunications and computer equipment necessary to produce or use local content. Legal and social barriers can apply to local content production, likewise preventing users in developing countries from benefiting fully from Internet access. Illiteracy and media illiteracy also constitute an important barrier to the production and the dissemination of local content in the developing countries.

Motivations to create local content on the Internet correspond to a large variety of situations, target audiences and needs. Nevertheless, two main major technical advantages can be cited : i) to make missing and needed information available to a larger public; ii) to take advantage of new attractive possibilities of the Internet as a medium (faster, cheaper and more versatile access than with traditional media). These advantages can equally well provide motivation for public service and commercial content creation. In addition, local content published by Government and civil society organizations on the Internet is a stimulus to democratization, both as an empowerment for informed action and as a stimulus for expression and dialogue. For small economic actors in the developing countries, putting their content on the Internet can also mean a role in the global marketplace.

Since the production and enrichment of local content are closely linked to its preservation and to its accessibility to producers and users alike, one important stimulus and motivation for these activities is the existence of a viable and identifiable national electronic public domain - encompassing classical and traditional literature and information and data produced with public funds, to which can be assimilated other information made freely available without cost by its authors.

Another major consideration is training and capacity building - a pre-requisite for the effective adoption of the Internet as a tool by local content producers and also a first step in the emergence of new high value added local content industries. The capacity building programme for public and private environmental actors in Central America discussed in the last chapter under "Environment and Disaster Management" is an example of an activity responding to this particular professional need. Some existing industries, like those involved in the traditional cultural production, could easily expand their activities to multimedia and the Internet; in Burkina Faso, the cinema industry is particularly dynamic and it is expanding its presence on the Internet with the CINE NET AFRIK website and that of the biennial FESPACO festival. In India, the active and successful software industry has been important in ensuring generic support solutions, capacity building and training for production of local multimedia and Internet content, notably regarding content adapted to different local and national languages.

From the above, it is clear that the Internet is an information medium that can facilitate the production and dissemination of more and of better quality content in the developing countries. But it is also seen that the quality of content on the Internet not only depends on its producers - whether individual, institutional, or corporate - but also reflects the general enabling environment which presents substantial difficulties in many developing countries.

To encourage the production of quality local content, a variety of stimulating initiatives are possible at the national and international levels. Among these are Web competitions which can be very effective in promoting the idea of local content in developing countries, for example the UNESCO Web Prize� and the TOP50 Web competition in Africa.�

V.2	Indigenous knowledge and expression

Indigenous knowledge is local knowledge which is unique to individual traditional cultures and societies, it is typically tacit and originally unwritten, and thus difficult to collect, codify and interpret outside of its original context. However, indigenous knowledge, or "traditional knowledge" which is considered here as an equivalent term, has, in addition to its unique importance to the originating culture, an immense potential value at the national and international levels, particularly when considered in conjunction with other traditional and "modern" knowledge.

The Declaration on Science and the Use of Scientific Knowledge adopted at the World Conference on Science, Budapest, 26 June-1 July 1999,� recognized the importance of traditional and indigenous knowledge in considering:

"26. that traditional and local knowledge systems as dynamic expressions of perceiving and understanding the world, can make and historically have made, a valuable contribution to science and technology, and that there is a need to preserve, protect, research and promote this cultural heritage and empirical knowledge,"

and "Under Science for Development" stated that:

"38. …There is also a need to further develop appropriate national legal frameworks to accommodate the specific requirements of developing countries and traditional knowledge, sources and products, to ensure their recognition and adequate protection on the basis of the informed consent of the customary or traditional owners of this knowledge".

According to one assessment in rural villages in Botswana, Malawi and Tanzania,� it appeared that most of information needs in agriculture, health and personal development were being adequately fulfilled by already existing indigenous knowledge, but that this knowledge was being lost due to a disappearance of traditional communication links, to the point that most of the villagers were hostile to its use.

In 1998, the first UNESCO Web Prize was attributed to a Brazilian website� presenting two indigenous tribes. This example illustrates the growing presence of indigenous groups on the World Wide Web but also demonstrates the ambiguity of this presence demonstrates as a demonstration of the Internet as an expression tool of indigenous people - because the site was created by two Brasilian graphic artists who are not members of the tribes in question.

A very large number of websites on the cultures and knowledge of indigenous peoples are referenced by the resource centre of the NativeWeb website�, run by a group of volunteers, and by the Virtual Library section of the website of the Centre for World Indigenous Studies (CWIS),� a not-for-profit institution in the USA dedicated to study of and policy advice concerning indigenous peoples. The NativeWeb site also offers discussion groups, message boards, and postings of job offers and relief appeals, and a participatory book review section, all concerning the indigenous peoples of the Americas.

Almost all of the referenced sites are produced by scholarly or other not-for-profit institutions in the industialized countries, e.g. the Abya Yala Net site�, hosted by NativeWeb, which presents extensive information on indigenous peoples in Mexico and Central, and South America and the "Cultura de los Andes" website,� which presents various Quechua culture in English and Spanish including songs with words and music, dances, poetry, as well as the Bible in Quechua and some Quechua lessons.

Among the relatively few sites claiming to be produced by or for indigenous peoples' groups, and voicing their views,� are Amanaka’a Amazon Network (environmental education, indigenous rights, rain forest protection),� Cyber Jumma (the virtual archive for the Jumma people of Chittagong Hill Tracts, Bangladesh),� and Tirisnet� (information from the Sahrawi people in refugee camps in Algeria).

Several international initiatives are have been established to collect, codify, preserve and disseminate indigenous knowledge with the help of the Internet.

The World Bank is developing the Indigenous Knowledge Initiative, whose objective is to "enable the development partners to learn more about the local practices in client countries so as to better adapt global knowledge to local conditions, and to design activities to better serve the country needs". A major product of this initiative is the development of an indigenous knowledge database,� containing at the time of writing 83 records of indigenous best practice presented a summary form with reference to its source, be it an institution or individual, a full on-line article, or a bibliographical reference. The information is contributed on a participatory basis, encouraged by networking efforts in several parts of the world, with input so far from scholarly sources, institutions in the industrialized countries or international organizations.

A similar initiative on UNESCO's Management of Social Transformations (MOST) Clearing House website is the Register of Best Practices on Indigenous Knowledge that is the result of co-operation with the Centre for International Research and Advisory Networks (CIRAN). The MOST/CIRAN Database� includes at the time of writing 27 best practice examples from Africa, Asia, Europe and Latin America, that can be either searched through thematic, geographical and institutional indexes. All best practice examples are accessible in full text on the website.

APINMAP, the Asian Pacific Information Network on Medicinal and Aromatics Plants�, is a UNESCO sponsored information system aiming at preserving scientific and indigenous knowledge of medicinal plants for the benefit of the countries of the region. Focal points in fourteen Asian and Pacific countries have provided input since 1987 into bibliographic and referral databases maintained by the Network Centre based at the Agricultural Information Bank for Asia, Philippines and accessible on the Web to member institutions. A factual database on CD-ROM, structured by plant, is under development.

V.3	Multilingualism and cultural diversity



Local content should be understandable and appreciated by local users. Although these criteria are in large degree subjective, there are also objective criteria by which local content can be evaluated, the most important of which is probably its language(s) of presentation. According to The Ethnologue, Languages of the World study�, the ten top languages by native speaking population are: Mandarin Chinese (885,000,000), Spanish (332,000,000), English (322,000,000), Bengali (198,000,000), Hindi (182,000,000), Portuguese (170,000,000), Russian (170,000,000), Japanese (125,000,000), standard German (98,000,000) and Wu Chinese (77,175,000). This same work lists 6,703 living languages in the world. Asia and Africa amount for 66% of world living languages, while the Americas account for 15%.�



Global Reach� presents the latest estimated figures for the native languages of the approximately 216 million Internet users on the Internet in mid-1999: English (including South Africa with 1 million people online) corresponds to 59.3% of the world online population, and non-English to 40,7%, of which 25.5% speak European languages (including about 2.35 million Spanish and 2.5 million Portuguese speakers in Latin America), 15% Asian languages (Japanese 9.1%, Chinese 3.2%, Korean 2.0%, others 1.2%) and about 0.4% Arabic with nearly one million online users. Moreover, the non-English users are increasing faster than English speaking users according to an estimate� that users who access the Web in languages other than English will be in majority by 2002 and account for 57% of the population connected in 2005, with most of the new users located in Asia and the Pacific and in Latin America.



On the other hand, English has been the dominant language of the Internet since its inception. Complete, current data on the Web content offered in different languages is apparently not available because of the technical difficulties involved, but a 1996 study� indicated that about 82% of web sites were in English, followed by German (4%), Japanese (1.6%), French (1.5%) and Spanish (1.1%) with the first indigenous developing country language being Malay in 15th place with 0.1%. The figures for non-English content and content in developing country languages have increased substantially since then (the 1999 Global Reach data indicate that the number of Internet servers providing information in developing country Asian languages is about 8% of those using non-English European languages), but the relative supply of non-English content is still vastly inferior to the relative demand in terms of Internet users.



This situation is mitigated by the fact that, due to historical reasons, some developing countries are able to access the Internet in a foreign language. For instance, 150,000 and 100,000 users in India and the Philippines respectively are using English to access the Internet�. Many citizens of Francophone countries can surf the web in French, and the official sites of most Francophone developing countries are in French.



Although agreement on international languages in cyberspace facilitates international communication and collaboration, only a diversity of languages on the Internet can enable the production of appropriate local content for, and the participation of, everyone, as well as helping to preserve languages which may be threatened with extinction in the digital age. Despite of the growing diversity of the user population in terms of language, a host of hurdles of varying difficulty remains to overcome to achieve multilingualism on the Internet.



The original Internet worked with 7-bit ASCII coding for unaccented Roman script, meaning that software conversions at both ends were necessary to transmit the 8-bit codes needed for other alphabets. This problem is disappearing as new equipment is introduced, so that most alphabetic scripts can now be transmitted directly with international standard (ISO 8859), or other agreed, 8-bit coding schemes. The latter are widely available on the Internet, for example through the Yamada Language Centre� which provides pointers to language related websites, newsgroups and mailing lists covering 115 languages, and free downloading of 112 fonts for 40 language scripts.



A further important development is the Unicode� standard 16-bit encoding (compatible with ISO/IEC 10646-1:1993) to support the interchange, processing, and display of the written texts of the languages of the world including historic and archaic scripts The most current version of the Unicode standard, Version 2.1, contains 38,887 distinct coded characters covering the principal written languages including all of the top ten given above; however, some scripts are not yet supported, e.g.: Ethiopic (used for Amharic with 17.4 million speakers and other languages in the Horn of Africa), Shinhala (13.2 million) and Khmer (7.0 million). A more fundamental problem is that Chinese, Japanese, and Korean (CJK) ideographs share the same code space so that if a Japanese searcher inputs a search string, it can equally match against Chinese and Korean counterparts; in addition Unicode doesn't contain enough code space to capture all ideographs, so that it cannot perfectly render all CJK texts, particularly classical literature.�



Multilingual Internet interfaces are developing at a quick space, but still do not always offer solutions for developing countries' languages. The available Web browsers include at least four with extensive multilingual capability; at least two support Unicode and one claims support for 90 languages.� The Multilingual Information Society website of the European Commission� has an extensive list of multilingual applications in web available and workable multilingual applications, but these cover primarily European languages.



A great variety of online dictionaries, glossaries and other linguistic tools is available on the Internet. For example the "Web of On-line Dictionaries" website� provides links to free and commercial products for 177 languages, the vast majority of which have been developed by institutions and enterprises in the industrialized countries. For example, the Kamusi project,� developed by Yale University (USA) with a world-wide network of volunteers, aims at building new Swahili dictionaries and making them available on the Internet, Swahili being the most widely spoken African language. English-Swahili and Russian-Swahili dictionaries are already available, along with a prototype on-line English-Swahili lexicon which will ultimately be editable on line by the contributors.



When it comes to translation services the Internet is home to many language translation sites that offer everything from simple online dictionaries to e-mailed translation services. From the desktop, one can request a translation by selecting to pay for human translation. The global nature of the Internet has proven a boon to translation services, such as TAR Communication in New York, which translated Web-based press releases into 28 languages during the Atlanta Olympic Games in 1996; business via the Internet is expected to account for 30 percent of the translation work within the next five years.�



Given the volume and variety of messages on the Internet, however, exclusive reliance on human translation appears to be an unrealistic proposition. It is too slow and costly to make it a sensible choice for maintaining multilingual websites. A viable alternative in the longer term is machine-aided translation, which is being vigorously pursued in research and development with somewhat mixed results. At least one major Internet search engine already offers a basic automatic translation facility for Web pages on its website,� handling translation to and from English for French, German, Italian, Portuguese and Spanish. The United Nations University's Universal Networking Language (UNL) project� is working to develop an Internet plug-in that will facilitate communication between peoples, by allowing anyone with Internet access to "enconvert" text from a UN Member State language into UNL, or "deconvert" text from UNL into another language. The project, started in 1996, will take 10 years to complete, the first three years are being devoted to creating conversion modules for Arabic, Chinese, English, French, German, Hindi, Indonesian, Italian, Japanese, Latvian, Mongolian, Portuguese, Russian, Spanish, and Swahili.



In addition to the problem of absence or functional insufficiency of international multilingual Internet tools needed many developing country users, a general problem with such tools is that the largest software vendors, in their race to dominate the market, rapidly produce new versions of basic software like browsers and word processors, making it difficult for smaller producers of associated multilingual products to keep up. Another problem is that the older or less powerful computers common in developing countries may not be sufficient to make effective use of these international tools.



Several developing countries are locally producing and using software to overcome these problems. In India, for example, the Graphics and Intelligence based Script Technology (GIST) developed by the Centre for Development of Advanced Computing� includes a font library for representation of fourteen Asian scripts, keyboard layouts for Indian scripts, and spell check dictionaries for different languages while another enterprise, Lastech, has developed IndoMail, an email software package available in twelve Indian languages.� In Pakistan, the Raakim company� offers a free Web-based e-mail service in seven languages written in the Arabic script.



The Lusitano website� in Portugal provides access to Portuguese search engines and to the first Portuguese Internet browser which was developed in co-operation with Microsoft and is designed to economize memory relative to the standard Internet Explorer product. Although not a developing country initiative, these tools developed in the spirit of international co-operation provide an interesting model for other languages as well as being useful to the much larger Portuguese-speaking communities in Brazil and Africa.



"La Plaza",� the network interface software developed and used by the Enlaces programme in Chile, discussed in the last chapter, has been specially designed as a meeting place for Chilean students and teachers and to facilitate their access to computer and telecommunication tools. It is composed of four principal elements: the cultural centre (a tool for collaborative projects, exchange of experience and questions for teachers); mail (an easy-to-use e-mail interface with different mail boxes for students and teachers); the Kiosk (online publications organized by theme to stimulate reading and writing) and the Museum (educational material for teachers). On the Enlaces website, an electronic manual provides explanations on installation, configuration and administration as well as a glossary of the terms required.

V.4	User empowerment and co-operation



The capacity of Internet users to produce or exploit local content depends on their know-how, network access and available infrastructure. In this context, the Internet serves not only as a vehicle for production, promotion, dissemination and access, but also as a tool for empowerment of users, and as a means for them to co-operate to increase their visibility on and mastery of the medium. This co-operative approach is particularly important for users in developing countries who are often at an initial disadvantage relative to their counterparts in the industrialized countries.

Virtual communities in which users discuss, co-operatively plan and work, or otherwise relate in cyberspace are particularly important in this context. A virtual community may correspond to a "real" community, in which people interact in face-to-face mode or by traditional media, or may be interlinked solely by electronic means. Different levels of interaction are possible, ranging from textual, audio or video teleconferences to interactive computer simulations which enable members of the community to see, hear, use and even modify the simulated objects in a computer-created world. New tools such as Internet based groupware, allowing for example decentralized document or website management, are making more sophisticated interaction within virtual communities increasingly possible for users in developing countries.

The preceding chapter has shown a wide range of examples of virtual communities active in development related activity, representing a diversity of populations including academics, producers, and minority groups working on applications ranging from education and learning (Learning Networks for African Teachers) or agriculture and rural development (farmers in Mexicali, Mexico) to scientific research (Whole Earth Telescope).

Another example is the WON (Women on the Web)� project set up by the Society for International Development with UNESCO support to provide a gender-friendly, multicultural perspective on international communication systems. WON's first aim is to encourage women to use the Internet, particularly in the South and in marginalized groups in the North. The resultant collective presence is being applied to ensure a gender point of view in the emerging cyberculture, to bring together women and men to explore a transnational women's movement agenda, and to create a Web based resource for these activities. The main mechanism for communication is a discussion list set up in the mid-1997, bringing together academics, activists, technologists from nearly 40 countries, mainly in the South and from concerned international organizations.

Other user communities co-operate with varying degrees of virtuality, in the development of local content in the productive sector or the public service sector or both. An example of the former is the TradePoint network sponsored by UNCTAD� which provides a common framework for enterprises in developing countries to promote and sell their products on the Internet. An approach in the latter area is that of the "public service sector telematics user consortium" which federates the telematics experience and demand of the public sector, civil society, and other not-for-profit development actors to share promotional, training and capacity building, negotiate affordable tariffs with telecommunication operators and ISPs, lobby for appropriate public policies, and when appropriate ensure Internet service provision to the least advantaged sectors of society.

An example of such a consortium is developing in Ghana where, despite being one of the most advanced countries in sub-Saharan Africa in the telematics area with a liberalized telecommunication sector and four private ISPs serving an estimated 8000 users, public service sector institutions had not been able to take full advantage of the Internet because of budgetary and physical access constraints. The Ghana National Committee on Internet Connectivity (GNCIC) - with representatives of universities, government departments and other public service institutions - is working closely with private sector operators and public authorities to improve connectivity and stimulate telematics development in the public service sector, with support from the ITU, UNDP, UNESCO and the World Bank. A national Internet Training Centre was set up in 1997 at the University of Ghana to provide facilities for training in network skills for the public and private sectors. A survey of the telematics situation in the country was conducted to identify the size of the problem and seek solutions to it, and was discussed at a National Conference of public service sector telematics users organized in January 1998. Follow-up activity supported by the World Bank's infoDev programme aims to create a pilot public service telematics network and to provide a pilot Internet service for one year for 100 public service institutions.

Multipurpose Community Telecentres (MCTs), already discussed in some detail in the last chapter under "Governance", may be seen as a natural extension of existing community institutions such as cultural centres or public libraries, empowering local communities, including low-income groups, micro-enterprises, women and youth, to develop and use local content. MCTs can also provide facilities for the generation and exchange of community based information and forums for participatory democracy, particularly through interfaces in the vernacular language, and can link to "traditional" community media such as radio for outreach activities.

MCTs can be developed in rural, urban or peri-urban settings. The examples cited previously in rural Africa, can be complemented the urban examples of the Technology Access Community Centres (TACCs) in Egypt, supported within a UNDP pilot project,� which are ultimately expected to develop into hubs for electronic content creation, especially in Arabic, responding to community needs and interests.

A fundamental criterion for the success of an MCT is the participation and co-operation of a wide range of local organizations in establishing the facility and in developing content and applications: the private sector, NGOs, the public and also by government at all levels. A MCT is thus distinguished from a "telekiosk" or "public call office" operated strictly as a commercial venture, and from ICT centres set up to serve mainly a single client group (for example, a school system or a government service), but the dividing lines are not always clear in practice. The MCT concept, with its three basic functional areas for content development and access, is presented schematically in the diagram below:

�

Figure  3a  Functional scheme for an MCT

V.5	National policies and public incentives



Public policies have been widely applied to promote the development of and access to local content in the developing countries. But, as shown by a recent report� by the International Federation for Information and Documentation (FID) on national informatics policies and strategies in 25 industrialized and developing countries, policy on local content is generally seen as part of an overall long-term evolution of an Information or Knowledge Society relevant to social, cultural, and economic needs at the national level, dependent on building national capacities at all levels. Policy elements to promote it thus fall into several general areas:

establishment of conditions for development of the digital content industries including intellectual property provisions, promotion of multilingualism and regulation of content;

promotion of content in the public service sector and of an electronic public domain;

assurance of access to the Internet, development of infrastructures and provision of a general basis for Information Society development, including public awareness and the strengthening of informatics education.

In practice it is often difficult to separate examples of measures in the first two complementary areas, since most national strategies take both into account. The third point is covered in the chapters on Access to Infrastructure and Policy for Infrastructure Development and on Human Resource Development and will not be treated in depth here.

Several developing countries have placed their goals for local content within broad plans for informatization. One of the most evolved examples is Singapore which published "IT 2000: Singapore's Vision of an Intelligent Island" in 1991, concentrating on applications in eight sectors: construction, libraries, education, health, production and distribution, new media and the Internet, public services, tourism and entertainment, as well as cross sectoral activities in training, infrastructure development, and stimulus for ICTs in the private sector.� The Korean Basic Law on Promoting of Informatization sets the legal framework to enhance the competitiveness of IT industry, and to construct the Korean Information Infrastructure�. In Mexico, the informatics development programme for 1995-2000 gives priority to the development and interconnection of data networks, wide application of informatics in the public sector, and the development of a top quality informatics industry in those niches which can provide greatest added value or a competitive advantage in the international market.�

The FID study� shows that several developing and newly developed countries have given special emphasis to culture and language on the Internet and in informatics in general. One of the recommendations of the India Technology Action Plan is to initiate a promotional campaign to boost ICT use in Indian languages. In Singapore, content regulation is one of the six principal policy issues identified and is seen in terms of how to "block objectionable materials on the Internet", "protect national interests against undesirable materials", and "reconcile conflict cultural values in information content". In Romania, it has been proposed that all computers should be sold with keyboards with Romanian diacritics.

Several developing country strategies are placing a strong emphasis on telematics, starting in the field of government information but extending to other types of local information and applications. In Egypt, the Cabinet Information and Decision Support Centre (IDSC) launched the Egypt Information Highway� in 1995 to develop national content on the Internet. The programme was structured in four pilot projects: TourismNet, CultureNet, HealthNet and GovernoratesNet (information on the administrative regions of Egypt). The Egyptian Information Highway now also includes the LibrariesNet and a Government on line section. Most of the on-line content is available in Arabic as well as English. LibrariesNet provides access to a directory of more than 80 major Egyptian libraries and to more than 380,000 bibliographic references. The latest component of the Egypt Information Highway is the TACC community telecentres already mentioned, seen as the last part of a chain linking to the Egyptian population in the perspective of development of the Information Society.

The India Technology Action Plan� is a three-pronged programme including the objective of "IT for all by 2008", the other two objectives being "Info-Infrastructure Drive" and "Target ITEX-50" (software export). "IT for all by 2008" is associated with "Operation Knowledge" aiming to make computer and Internet access available in academic institutions and hospitals by 2003, boost IT for agricultural and integrated rural development, and make governmental information available to the public through the implementation of on-line databases. The National Informatics Centre is already developing the India-image project� through which central and state government organizations are assisted to design, develop and host official websites.

In South Africa, the Ministry for Posts, Telecommunications and Broadcasting� has the mission to develop universal access for all South Africans not only to basic telephone services but also to the Internet and ICTs. Services such as public information, telemedicine, tele-education will be implemented to improve the general living conditions and contribute to the economic growth of the country, by empowering people in the way they work, live and play.

The Romanian "National Strategy for Informatization and Fast Implementation of the Information Society"� foresees in the short term (by the year 2000) the establishment of a national information infrastructure as a backbone for the informatization of central and local public administration, development of a national ICT industry, especially in the software area, and creation of favourable conditions for large scale use of ICTs in industry, trade, agriculture, defence, tourism, health, environmental protection, education, research and culture, while in a longer term (by the year 2005) the empowering information infrastructure will reach the village level.� The corresponding Action Programme� establishes a schedule to implement a range of local content including the development of data banks for public access (1998-2002), covering legislation, statistics, cultural heritage works, a national catalogue of libraries and museums, patents and inventions, technical standards and recommendations, education and the national archives.

The Chinese Research Network (CERNET) already mentioned is hosting several institutions and websites all in Chinese as an effort to develop national online content and as well as represents an important gateway to Chinese content on the Internet. This website� includes links to networks in China, academic journals and institutions, China Homepage (information in Chinese and in English on Chinese regions), free software, travel information, etc.

In Russia, the website of the State Institute of Information Technologies and Telecommunications ("Informika"),� a state scientific enterprise committed in the development of ICTs in education and science, includes a wide range of information in Russian including databases and publications dealing with education. Informika is co-ordinating the activity of 89 Regional Centres for New Information Technologies, based in large universities, with a mandate to help introducing ICTs in education and in the society as a whole.

The question of intellectual property rights is closely linked with that of local content, because these rights are a principal tool to ensure the protection of, and also access to, local content. Content in digital form requires special consideration since copies can more readily be made and disseminated widely than with traditional media, and possibilities for corruption of works or plagiarism are multiple. On the other hand, a strictly economic interpretation of copyright can upset the balance between the protection of rights owners and the public interest, weakening the original aims of copyright to promote the progress of science and arts.

In Vietnam, one of the "Policies and Principal Measures for Promoting IT Development" is the protection of intellectual property and authors' rights. In this case, the focus is mainly on the protection of rights in respect of software and other IT-related products, as a requirement in creating a healthy environment for the development of IT in the country. The outline of the IT policy and legal framework for Singapore identifies three concerns with regard to intellectual property rights: how to manage and acquire rights in the digital environment; how to prevent piracy of copyrighted works; how to extend the current copyright regime to include digital works.�

In Brazil, Law No. 9.610 of 19 February 1998� updates and consolidates the existing legislation on authors' rights and includes specific provisions relating to audiovisual works and computer programmes, and to their distribution by present and future electronic methods. It also applies to the inclusion of such works in databases, their storage in computers, on microfilm and on other media, as well as any other exisiting or future modes of usage. A separate Brazilian law of the same date (No. 9.609)� makes detailed provisions concerning intellectual property rights for computer software and its commercialization within Brazil. Author’s rights in software are protected for a period of 50 years, and apply also to authors living abroad, providing that their country of domicile grants equivalent rights. These rights are protected whether or not the software is registered; but the law provides for the establishment of an official registration system. Software vendors are obliged to provide users with technical support for their programs during their stated period of validity. Other sections cover the licensing of the use and sale of software and the transfer of technology, and specify the penalties for infractions, which include prison sentences or fines.

The European Commission adopted, effective in 1998, a "Databases Directive" that created a new "Sui Generis" right which protects databases resulting from the mere "selection or arrangement" of any data without the requirement to prove an "intellectual creation". A similar proposal of the World Intellectual Property Organization (WIPO) has not yet been accepted, because of fears of both users and data producers that it would unfairly encroach on their rights. The Brazilian Law 9.610 mentioned above does, however, include a provision for awarding copyright to a database which ensures the exclusive right to authorize or prohibit its complete or partial reproduction, translation, adaptation, rearrangement or modification as well as the distribution of the original database, copies of it, or the results of operations performed on it.

On the other hand "public domain" information, which is free of copyright and belongs to everybody, is often paradoxically not well enough known to potential contributors and users because of lack of interest in promoting it, no direct profit being expected due its very "public" nature. Thus governments and other public service organizations may have very rich and diverse information stocks from which all would gain from their being identified, digitized and made available through the Internet. This information includes that produced by public organizations and that which has fallen into the public domain (e.g. most of the artistic and literary masterpieces of the past), as well as a growing amount of information produced by persons willing to let their intellectual productions disseminated freely under certain conditions such as many scientific research results and open source software.

The national electronic public domain is in fact part of a vast and growing international virtual public library that complements, and in fact nurtures, the commercial intellectual property sector. It is in fact a special case of the wider realm of "global public goods", including cultural heritage, environment, education and knowledge, which are a necessary in providing a satisfactory quality of life for all but are under-supplied in today's society. As explained in a recent book sponsored by UNDP, global public goods cannot be regulated by market forces alone, and may require special intervention measures by governments and international agreements to remain viable.�

Another aspect of copyright, bridging the commercial and public domains, is that of "fair use" which in the pre-digital world made possible the concept of the "public library". For example, the "fair use" provision of the US Copyright Act allows reproduction and other uses of copyrighted works for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship or research and additional provisions allow usage with further educational and library activities. An extension of fair use rights for the general public in cyberspace could include the possibility to:

read, listen to, or view publicly marketed copyrighted materials privately, on site or on line;

browse freely on Internet sites;

experiment with variations of copyrighted material for fair use purposes, while preserving the integrity of the original;

make a first generation copy for personal use of a publicly marketed copyrighted work or of a work in a library’s collection for such purposes as study or research.

Moreover, non-profit and public libraries, archives and documentation centres could be authorized to:

use electronic technologies to preserve copyrighted materials in their collections;

provide copyrighted materials as part of electronic repository consultation service;

provide copyrighted materials as part of electronic interlibrary loan service.

Developing countries, where users experience particular difficulties in access to information, have a special interest in adequately developing the fair use concept in the national context and in participating in the international debate on this subject.

Policy action and co-ordination at the international level can also be an important aid to promotion of local content, particularly within communities with common cultural outlooks or economic goals. An example of note is that of the Francophone community� which has organized international consultations at the highest level and a wide range of assistance programmes for developing countries to promote and ensure the presence of the French language and French speaking cultures on the Internet. Several regional initiatives are also active in this area, including economic groupings such as MERCOSUR in South America which has been elaborating an InterSur project including the prototyping of strategic applications in selected fields (education, health, science and technology, environment protection) as well as the establishment of a regional Internet infrastructure.



V.6	Conclusions

It is difficult to precisely define "local content" and measure success in producing, diffusing and using it for development, because all content and applications which are adapted to, and employed to respond to, local needs fall within this sphere to varying degrees.

In the many developing countries, and particularly the least developed which have the most to gain from local content and user empowerment, efforts to develop local content have concentrated mainly on government information and have often been seen as secondary in priority to telecommunication infrastructure and ICT industry development. Even with the development of widely available facilities for access and content creation, the disadvantaged often cannot benefit because they lack the money to pay for a subscription or to buy a computer, the possibility to obtain needed training, or, even if the option is available to them, they may lack the time to access a public Internet facility.

It is essential that local content and ICT empowerment extend to all populations and encompass language and cultural specificities, as one of the most important in the development of an equitable Information Society. It is also important that both the public service and private sectors participate in this effort, and that care be taken in developing appropriate technical, legal, economic and political frameworks, reaching out to the largest number of content producers and users.

�

VI	INTERNET TRAFFIC (Rapporteur: tdb. and Roxanne Mcelvane)

(Internet traffic flow, imbalance of traffic, interconnection and peering)

VI.1	International traffic exchange

At a colloquium packed with over 200 government officials and senior industry executives at France's Ministry of Economics, Finance and Industry in February 1999, Francis Lorentz, the head of the French government commission on e-commerce, noted that the volume of Internet traffic from France that passes through the United States is over half of the total French Net traffic�.

The high demand for U.S.-based content, the lack of regional infrastructure such as low-cost and high-speed international circuits, and the lack of dominant interconnection points to exchange traffic all serve as both causes and embodiments of the underlying problem: an Internet that is not global, but centered in the United States. 

This leads to inefficient Internet traffic routing between countries outside the United States, and results in requiring ISPs that handle Interent traffic to pay U.S. carriers for access to the Internet. 

Barry Castle, an executive at 3Com Corp. in the United Kingdom and a founder of the Internet Alliance for Europe, believes that Europe's high cost of bandwidth is retarding the development of the Internet in Europe and also is funneling money to U.S. carriers who handle the majority of Europe's traffic when European ISPs use the United States as their international routing hub�.

In Singapore, Liana Raveendran Greene, the board member of the Asia and Pacific Internet Association, decries the high-cost of regional bandwidth and the lack of cooperation among different national backbone projects that do not interconnect with one another in the Asia-Pacific, but only in California�. 

Hard data on international Internet traffic volume are difficult to come by, since carriers are reluctant to share the information, citing competitive concerns. However, figures from September 1998 in a study by the Washington, DC-based telecom statistical think tank TeleGeography Inc. graphically show the magnitude of the matter (see backbone connectivity map for Europe below)�. 

�

Figure  4  European Internet Backbone Connectivity

The study notes that in Europe, the maximum link between any two countries was under 450 megabits per second (Mbps), while U.S.-bound bandwidth is over 3.5 gigabits per second (Gbps). In Asia, no two countries shared links of over 155 Mbps, while capacity to the United States is around 2 Gbps. Specifically, Singapore and Malaysia share a 45 Mbps link, yet have a combined bandwidth of 450 Mbps to the United States. This is surprising, and possibly caused by traffic going to the other country traveling first to the United States, since the two countries represent each other's most frequent international telephone call destination: 56.1% percent of all international calls from Malaysia go to Singapore, and 35.1 percent of Singapore's go to Malaysia�. 

In Africa, the situation is more dramatic. By far the majority of international Internet circuits in Africa connect to the USA, with a few to the United Kingdom and France, (as well as two to Italy). The major international Internet suppliers to Africa are AT&T, BT, Global One/Sprint, UUNET/AlterNet, MCI, NSN, BBN, Teleglobe, Verio and France Telecom/FCR. A rapidly increasing number of  other links are provided by PanamSat and Intelsat direct to private and PTO groundstations in the US and UK, circumventing local PTO infrastructure�.

There are no interconnection points for pan-African traffic with the exception of South Africa, which shares links with Lesotho, Namibia and Swaziland, and a link between Mauritius and Madagascar. While nearly all African nations have Internet connectivity, in every other case the connection is via an industrialized nation (usually its former colonial power). Save for the four cases above, traffic from any nation to another must first pass through a third country. For example, Benin and Burkina Faso border each other in West Africa, yet traffic between the two nations travel via France (for the former) and Canada (for the latter). 

European and Asia ISPs state that up to 75 percent of traffic goes first through to the United States, a portion of which is routed back to the region�. Bruno Havet, a French researcher, has noted that in one case, an independent French ISP called ISDNet exchanges traffic with incumbent carrier France Telecom in the United States�.

These effects of the U.S.-centric Internet with respect to bandwidth allocation statistics mean for ISPs in those regions:

Traffic travels via a longer distance connection rather than a more direct route - which is technically inefficient. According to the underlying concepts of the Internet's routing design, traffic should take the most direct path. Indeed, the architecture of transmission control protocol/Internet protocol (TCP/IP) allows for dynamic updating to find the most efficient path for the data flow. Yet the current topology is not truly distributed if there is a preponderance of bandwidth on certain routes (i.e., to the United States) based solely on economic causes (the lower cost and better availability of bandwidth) rather than engineering ones (the most direct route for traffic to travel). 

Under these circumstances, the traffic travels on an international link, which means that a foreign carrier receives income from the local ISP. In essence, the development of the Internet in a country outside the United States requires a payment to a U.S. carrier. For example, 71.6 percent of Singapore's Internet traffic travels between North America, carried by the Canadian/U.S. operator Teleglobe Inc. Much of this traffic can be assumed to reach other parts of the world, the Paris-based Organization for Economic Cooperation and Development (OECD) notes, since only 8.2 percent of Singapore's voice traffic goes to North America�. 

The strange topology of the infrastructure for the Internet is further demonstrated by the reasons that justify an ISP outside the United States interconnecting with other ISPs from its region in the United States. The OECD shows that Internet traffic travels between Singapore and another country in the region at 885 milliseconds on average, while the average time between Singapore and North America is 382 milliseconds�. Thus, there is not only a problem with today's routing topology, but since the North American-bound link is often less expensive, and permits the ISP to access U.S.-based content as well as interconnect with other national ISPs, there is a commercial incentive to maintain this situation, even though it is self-defeating in the long term for the foreign carrier, since it entrenches the position of the United States and U.S. carriers for Internet traffic. 

Some industry executives and policy makers believe that bringing U.S.-based content closer to the source of the demand will ease the problem. But hosting U.S.-based Web content regionally does not help, as the experience of Swedish operator Telia, shows. After Telia began hosting a European version of the AltaVista search engine in Stockholm, the carrier found that it while it saved on the cost of U.S. bandwidth, it simply deferred the cost toward dedicating more intra-European bandwidth, which is more expensive, since traffic requests were going to Sweden rather than the United States. It cost more to host the site in Europe from an infrastructure point of view than to transit the Atlantic to meet users' page requests. 

VI.2	High price of telecom infrastructure

Asian and European multinational corporations and ISPs state that the region's high cost and insufficient telecom infrastructure holds back e-commerce. It is because of a lack of region-wide planning historically and their political geography that small and fragmented nations in some circumstance are reluctant to cooperate on pan-regional initiatives. Also, the differing languages thwarted major traffic volumes between the countries, and the different currencies made international development more complex. Finally, both regions are just now beginning to experience telecom liberalization. 

According to a February 1999 report by the International Telecommunications Users Group�, prices for international circuits are as much as six times the price for equivalent national circuits in different European countries. Moreover, the study notes that although the prices are actually increasing: in 1997, the prices were only two to five times higher.

These prices are vastly higher than similar infrastructure in the United States. For example, a 300-kilometer, 2 Mbps circuit in a Europe country costs up to four times more than in the United States, and up to 17 times more if it is an international link in Europe�. 

European regulators are aware of the problem. Hubert Ungerer, the head of the competition policy unit at the European Commission in Brussels, laid out the stakes, emphasizing the "requirement to re-balance market power in the Internet between Europe and the United States." "The major cost to the European user is therefore not the ISP, but the price paid to the telco [for leased lines]," he said, decrying the "high costs in Europe for the backbone capacity."� 

In Asia, the Asia-Pacific Economic Council's working group on telecom is currently preparing a report - International Charging Arrangements for Internet Services (ICAIS) - on the effects of the high cost of bandwidth regionally, and the economic implications of needing to link with the United States. 

Essentially, the policy makers will find that the incentives to hub Internet traffic via the United States - despite holding back regional e-commerce development - is powerful. According to Jim Dixon, the director of the EuroISPA telecom working group, it is often less expensive to purchase capacity from any European capital to the United States than from one capital to another�. He said that the price of a national circuit from London to a provincial city is 20 times more than a circuit for the same distance in the United States, making it cost-effective to lease international bandwidth to the United States to reach other parts of the United Kingdom. 

In a filing to the Asia Pacific Economic Council (APEC), U.S. carrier AT&T explained the matter with weighted data from three real, yet anonymous, nations in the Asia-Pacific region (see Table below). The carrier argues that "The competitive, open market environment in the U.S. has driven the price of the U.S. half-channel to levels significantly lower than half-channel prices in other APEC economies."� 
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Table 4  Relative International Facilities Prices (U.S. Half-Channel Equals 1)

AT&T's calculations show that it costs more to lease intra-Asian circuits than it does to purchase circuits from U.S. operators to the United States. In this example, all half-circuit charges to a second destination in Asia cost between 0.3 and 0.51 more than they do to the United States via AT&T (1.0). As a result, there is a financial incentive for ISPs from two different Asia-Pacific countries to carry their traffic to the United States and interconnect there rather than route the traffic directly to the country of destination. The U.S. carrier concludes that: "the real key to the development of the Asia-Pacific Internet Infrastructure is the opening up of markets to the competitive provision of facilities-based telecom services." � 

The high price of an ISP's bandwidth, which leads to the U.S.-centric network phenomena, imposes a heavy cost on the deployment of e-commerce in regions outside the United States.

Corporate websites have an incentive to host their operations from the United States rather than their country of origin. This creates a capital flight away from the country and to the United States in terms of telecommunication fees. Moreover, it also may mean that the U.S. subsidiary receives the operational revenues, as well as new jobs created by the business. Politically, national governments outside the United States may also lose out on potential taxation revenue if the transaction occurs in the United States. 

Finally, hosting an e-commerce website from the United States to improve performance for a global audience also makes commercial sense to reach customers in the United States, where the majority of Internet users are based. To apply the traditional economic notion of network externalities, a greater number of users have the potential to be interconnected to the e-commerce application when it is hosted in the United States as opposed to other regions, since one factor that determines whether a site is accessed is network performance, which is better via the United States. Thus the site's value, in terms of network externalities, is increased when it is hosted from the United States. Yet in effect, U.S. customers gain disproportionately greater performance than do users in other regions, even though it is a non-U.S. company's site that is hosted there, aimed at a global market�. 

The United States accounts for about 70 percent of all Internet hosts�, and of the top 100 websites, only 2 are based outside the United States�. The OECD notes the United States has over 6 e-commerce websites per 100,000 inhabitants, compared with the OECD average of 2 sites�. 

VI.3	The US's strengths

The United States is the center of the Internet for three important reasons:

The U.S. backbone, composed of the tier-one ISPs like MCI WorldCom's UUNet, Sprint, and GTE Internetworking, controls the vast majority of the Internet's routing table. That means they are able to originate or terminate traffic on their own network without interconnecting. But what this means for other ISPs is that they need to interconnect with one or more of those tier-one ISPs to reach what can well be considered "the global Internet." A lack of such an interconnection would not enable the other ISP to reach all Internet users. And since the largest number of users, as well as the world's most popular Internet content, is based in the United States and hosted by these ISPs directly or via down-stream ISPs, ISPs outside the United States must connect with the U.S. backbone else they are effectively not on the Net. 

All ISPs outside the United States share this market dynamic, and so nearly all have direct connections to the United States. As a result, they find it more convenient and less expensive to exchange traffic in that one central hub, rather than dedicate infrastructure to every country where they need to reach ISPs to swap traffic.

As noted above, the US's low telecom costs for high-speed bandwidth create an incentive to hub traffic there even if the traffic returns to the same region. 

This latter point - the need for ISPs to exchange traffic - is essential. While Europe and Asia have built out interconnection points over the past two years, they are mainly for national ISPs to swap traffic. In Europe, there is no dominant exchange point, although London and Amsterdam both serve as large entrepot for international operators. In Asia, the five backbone networks - the A-Bone in Japan, Hongkong Telecom's Net Plus, Kokusai Denshin Denwa's Internet KDD, Singapore Telecom's Singtel, and Telstra's Big Pond - do not interconnect regionally with each other. 

VI.4	Construction of international telecom networks

Thus, the U.S.'s content, users, low-priced high-speed circuits, and "routing table," along with the lack of viable central interconnection points in other regions, leads to the US's role as the center of the Net. Yet there is still another reason why the situation cannot be resolved easily: the history of international telecom development. 

Today's physical telecom network was built based on assumptions about international call traffic patterns. For example, U.S.A. and U.K., share a common language, and are two of the richest nations. Unsurprisingly, the capacity between the two countries is among the best in the world. And since it has traditionally been a lucrative telecom route, an ever-increasing number of competitors have an incentive to construct new capacity between the two nations since the likelihood of recouping the cost is greatest. By the same token, the telecom infrastructure between countries that lack these characteristics are poor; for example, between Vietnam and Indonesia. 

When the Internet was first developed, and rose in popularity in the early 1990s, it rode atop of the existing telecom infrastructure that was constructed for the purpose of long-distance voice calls. For this reason, the best prices and best-performing links - as well as the best availability - were on U.S. routes, the most popular incoming and outgoing calling destination, and so where the most infrastructure was built. U.S. carriers own the vast majority of that capacity. 

Most of today's international Internet traffic still gets carried over the fiber optic cable and satellites originally intended for voice traffic, and therefore follows the most dominant route: to the United States. New infrastructure builds, intended for data traffic, remain on transoceanic routes, due to a smaller barrier to entry. The lack of telecom liberalization outside the United States, along with the lack of rights-of-way to lay physical fiber, has meant a slower telecom infrastructure build in other regions. New satellite facilities for data may change the pattern of international Internet traffic, but these projects are far from completion. 

Unless the situation changes, Europe and Asia may lose a significant portion of potential e-commerce trade and revenue. However, the key factor to re-draw the balance for network traffic - new regional infrastructure - is not enough. 

Massive initiatives to build more bandwidth capacity are being undertaken around the world. Europe's liberalized telecom market has sparked new network construction by traditional telecom operators, public utilities, auto routes, and new entrants. In Asia, national network development projects are ongoing, yet regional projects have been delayed because of the economic crises. In Africa, recent telecom initiatives are aimed at improving teledensity by installing new local lines; plans in 1995 for a sub-sea fiber cable around Africa to link countries to each other have been scuppered; and a regional satellite consortium is a decade behind schedule. 

This leaves Europe as the sole credible region where the U.S.-centric Internet's dominance may be reduced by recent industry trends toward building bandwidth and lowering its cost. However, an examination of new projects reveals that despite a dramatic increase in pan-European infrastructure, an even greater proportion of capacity is being built on transoceanic routes, which will likely lead to a continuation of the gross disparity between the cost of regional links and connections to the United States. In short, the U.S.-centric Internet may well be preserved. 

During the next two years, over 10 major network construction projects will create a boom in European bandwidth, yet it may still fall short of the capacity being built on U.S. routes (see Table below). 

European Carrier�Planned Capacity��BT/AT&T�Cable&Wireless�Carrier One�EBN  (1)�Esprit�Flute�Pan European Crossing�Hermes�KPNQuest�Level 3�Viatel�MCI Worldcom�200 Gbps�300 Mbps�34 Mbps�2.5 Gbps�2.5 Gbps�2.5 Gbps�960 Gbps (2)�180 Gbps�9.9 Gbps�N.A.�320 Gbps�40 Gbps����Europe-U.S. Projects�Planned Capacity��Atlantic Crossing�Oxygen (3)�TAT-14�960 Gbps (2)�1,280 Gbps�640 Gbps����Asia - U.S. Projects�Planned Capacity��China-U.S. cable

G.-P. Cable�Japan-U.S. cable�Southern Cross

PC1 cable�80 Gbps�5 Gbps�80 Gbps�40 Gbps�80 Gbps��Figures in megabits or gigabits per second

(1) European Backbone Network (France Telecom and Deutsche Telekom).

(2) Total aggregated capacity worldwide; European and Atlantic 

bandwidth not known.

(3) The project is speculative; capacity is worldwide.

Table 5 New Network Construction

Relative to the new bandwidth in Europe, the amount of capacity on U.S.-bound routes will likely be greater. One major trans-Atlantic project, Gemini, recently began operations at 30 Gbps. Together, these factors will likely continue the current price and performance incentives to route Internet traffic via the United States.

�

VII	Interconnection: retailing, reselling, and wholesaling�

To provide some motivation for this issue of ISP interconnection, it is first appropriate to examine the nature of the environment. The regulatory framework that defined the traditional structure of other communications enterprises such as telephony or postal services was largely absent in the evolution of the Internet service industry. The resultant service industry for the Internet is most accurately characterized as an outcome of business and technology interaction, rather than a planned outcome of some regulatory process. In this section we will examine this interaction between business and technology within the ISP environment.

A natural outcome of the Internet model is that the effective control of the retail service environment rests with a network client of an access service rather than with the access service provider, as such a client of an ISP access service has the discretionary ability to resell the access service to third-party clients. In this environment, reselling and wholesaling were very natural developments, with or without the explicit concurrence of the provider ISP. The provider ISP may see this reselling as an additional channel to market for its own Internet carriage services, and may adopt a positive stance by actively encouraging resellers into the market as a means of overall market stimulus, while tapping into the marketing, sales, and support resources of these reselling entities to continue to drive the volumes of the underlying Internet carriage service portfolio. The low barriers to entry to the wholesale market provide a means of increasing the scope of the operation, as, to lift business cash-flow levels, the business enters into wholesale agreements that effectively resell the carriage components of the operation without the bundling of other services normally associated with the retail operation. This process allows the ISP to gain higher volumes of carriage capacity, that in turn allow the ISP to gain access to lower unit costs of carriage.
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Figure  5  ISP roles and relationships

Given that a retail operation can readily become a wholesale provider to third-party resellers at the effective discretion of the original retail client, is a wholesale transit ISP restricted from undertaking retail operations? Again, there is no such natural restriction from a technical or business perspective. An Internet carriage service is a commodity service that does not allow for a significant level of intrinsic product discrimination. The relative low level of value added by a wholesale service operation implies a low unit rate of financial return for that operation. This low unit rate of financial return, together with an inability to effectively competitively discriminate the wholesale product, induces a wholesale provider into the retail sector as a means of improving the financial performance of the service operation. The overall result is that many ISPs operate both as a client and as a provider. Few, if any, reasonable technical-based characterizations draw a clear and unambiguous distinction between a client and service provider when access services to networks are considered. A campus network may be a client of one or more service providers, while the network is also a service provider to campus users. Indeed most networks in a similar situation take on the dual role of client and provider, and the ability to resell an access service can extend to almost arbitrary depths of the reselling hierarchy. From this technical perspective, very few natural divisions of the market support a stable segmentation into exclusively wholesale and exclusively retail market sectors. The overall structure of roles is indicated in Figure 5.

The resultant business environment is one characterized by a reasonable degree of fluidity, in which no clear delineation of relative roles or markets exists. The ISP market environment is, therefore, one of competitive market forces in which each ISP tends to create a retail market presence. However, no ISP can operate in isolation. Each client has the expectation of universal and comprehensive reachability, such that any client of any other Internet ISP can reach the client, and the client can reach a client of any other ISP. The client of an ISP is not undertaking a service contract that limits connectivity only to other clients of the same ISP. As no provider can claim ubiquity of access, every provider relies on every other provider to complete the user-provided picture of comprehensive connectivity. Because of this dependent relationship, an individual provider's effort to provide substantially superior service quality may have little overall impact on the totality of client-delivered service quality. In a best-effort public Internet, the service quality becomes something that can be impacted negatively by poor local engineering but cannot be uniformly improved beyond the quality provided by the network's peers, and their peers in turn. Internet wholesale carriage services in such an environment are constrained to be a commodity service, in which scant opportunity exists for service-based differentiation. In the absence of service quality as an effective service discriminator, the wholesale activity becomes a price-based service with low levels of added value, or in other words a commodity market.

The implication in terms of ISP positioning is that the retail operation, rather than the wholesale activity, is the major area where the ISP can provide discriminating service quality. Within the retail operation, the ISP can offer a wide variety of services with a set of associated service levels, and base a market positioning on factors other than commodity carriage pricing.

Accordingly, the environment of interconnection between ISPs does not break down into a well-ordered hierarchical model of a set of wholesale carriage providers and associated retail service providers. The environment currently is one with a wide diversity of retail-oriented providers, where each provider may operate both as a retail service operator, and a wholesale carriage provider to other retailers.

VII.1	Peer or client?

One of the significant issues that arises here is whether an objective determination can be made of whether an ISP is a peer to, or a client of, another ISP. This is a critical question, as, if a completely objective determination cannot be readily made, the question then becomes one of who is responsible for making a subjective determination, and on what basis.

This question is an inevitable outcome of the reselling environment, where the reseller starts to make multiple upstream service contracts with a growing number of downstream clients of the reselling service. At this point, the business profile of the original reseller is little distinguished from that of the original provider. The original reseller sees no unique value being offered by the original upstream provider and may conclude that it is in fact adding value to the original upstream provider by offering the upstream provider high volume carriage and close access to the reseller's client base. From the perspective of the original reseller, the roles have changed, and the reseller is now perceived as a peer ISP to the original upstream ISP provider.

This assertion of role reversal is perhaps most significant when the generic interconnection environment is one of a zero sum financial settlement, in which the successful assertion by a client of a change from client to peer status results in the dropping of client service revenue without any net change in the cost base of the provider's operation. The party making the successful assertion of peer interconnection sees the opposite, with an immediate drop in the cost of the ISP operation with no net revenue change.

The traditional public regulatory resolution of such matters has been through an administrative process of "licensed" communications service providers, who become peer entities through a process of administrative fiat. In this model, an ISP would become a licensed service provider through the payment of license fees to a communications regulatory body. The license then allows the service enterprise access to interconnection arrangements with other licensed providers. The determination of peer or client is now quite simple: a client is an entity that operates without such a carrier license, and a peer is one that has been granted such an instrument. However, such regulated environments are quite artificial in their delineation of the entities that operate within a market, and this regulatory process often acts as a strong disincentive to large-scale private investment, thereby placing the burden of underwriting the funding of service industries into the public sector. The regulatory environment is changing worldwide to shift the burden of communications infrastructure investment from the public sector, or from a uniquely positioned small segment of the private sector, to an environment that encourages widespread private investment. The Internet industry is at the leading edge of this trend, and the ISP domain typically operates within a deregulated valued-added communications service provider regulatory environment. Individual licenses are replaced with generic class licenses or similar deregulated structures in which formal applications or payments of license fees to operate in this domain are unnecessary. In such deregulated environments no authoritative external entity makes the decision as to whether the relationship between two ISPs is that of a provider and client or that of peers.

If no public regulatory body wants to make such a determination, is there a comparable industry body that can undertake such a role? The early attempts of the Commercial Internet eXchange (CIX) arrangements in the United States in the early 1990s were based on a description of the infrastructure of each party, in which acknowledgments of peer capability were based on the operation of a national transit infrastructure of a minimum specified capability. This specification of peering within the CIX was subsequently modified so that CIX peer status for an ISP was simply based on payment of the CIX Association membership fee.

This CIX model was not one that intrinsically admitted bilateral peer relationships. The relationship was a multilateral one, in which each ISP executed a single agreement with the CIX Association and then effectively had the ability to peer with all other association member networks. The consequence of this multilateral arrangement is that the peering settlements can be regarded as an instance of zero sum financial settlement peering, using a single threshold pricing structure.

Other industry models use a functional peer specification. For example, if the ISP attaches to a nominated physical exchange structure, then the ISP is in a position to open bilateral negotiations with any other ISP also directly attached to the exchange structure. This model is inherently more flexible, as the bilateral exchange structure enables each represented ISP to make its own determination of whether to agree to a peer relationship or not with any other co-located ISP. This model also enables each bilateral peer arrangement to be executed individually, admitting the possibility of a wider diversity of financial settlement arrangements.

The bottom line is that a true peer relationship is based on the supposition that either party can terminate the interconnection relationship and that the other party does not consider such an action a competitively hostile act. If one party has a high reliance on the interconnection arrangement and the other does not, then the most stable business outcome is that this reliance is expressed in terms of a service contract with the other party, and a provider/client relationship is established. If a balance of mutual requirement exists between both parties, then a stable basis for a peer interconnection relationship also exists. Such a statement has no intrinsic metrics that allow the requirements to be quantified. Peering in such an environment is best expressed as the balance of perceptions, in which each party perceives an acceptable approximation of equal benefit in the interconnection relationship in their own terms.

This conclusion leads to the various tiers of accepted peering that are evident in the Internet today. Local ISPs see a rationale to view local competing ISPs as peers, and they still admit the need to purchase trunk transit services from one or more upstream ISPs under terms of a client contract with the trunk provider ISP. Trunk ISPs see an acceptable rationale in peering with ISPs with a similar role profile in trunk transit but perceive an inequality of relationship with local ISPs. The conclusion drawn here is that the structure of the Internet is one where there is a strong business pressure to create a rich mesh of interconnection at various levels, and the architecture of interconnection structures is an important feature of the overall architecture of the public Internet.

VII.2	Interconnection architectures: exchanges and NAPs

One of the physical properties of electromagnetic propagation is that the power required to transmit an electromagnetic pulse over a distance varies in accordance with this distance. The shorter the distance between the transmitter and the receiver, the lower the transmission power budget required; closer is cheaper. 

This statement holds true not only for electrical power budgets but also for data protocol efficiency. Minimizing the delay between the sender and receiver allows the protocol to operate faster and operate more efficiently as well; closer is faster, and closer is more efficient.

These observations imply that distinct and measurable advantages are gained by localizing data traffic, that is by ensuring that the physical path traversed by the packets passed between the sender and the receiver is kept as physically short as possible. These advantages are realizable in terms of service performance, efficiency, and service cost. How then are such considerations of locality factored into the structure of the Internet?

VII.2.1	The exchange model

A strictly hierarchical model of Internet structure is one in which a small number of global ISP transit operators is at the "top"; a second tier is of national ISP operators; and a third tier consists of local ISPs. At each tier the ISPs are clients of the tier above, as shown in Figure 6. If this hierarchical model were strictly adhered to, traffic between two local ISPs would be forced to transit a national ISP, and traffic between two national ISPs would transit a global ISP, even if both national ISPs operated within the same country. In the worst case, traffic between two local ISPs would need to transit a national ISP, and then a global ISP from one hierarchy, then a second global ISP, and a second national ISP from an adjacent hierarchy in order to reach the other local ISP. If the two global providers interconnect at a remote location, the transit path of the traffic between these two local ISPs could be very long indeed.

As noted above, such extended paths are inefficient and costly, and such costs are ultimately part of the cost component of the price of Internet access. In an open competitive market, strong pressure always is applied to reduce costs. Within a hierarchical ISP environment, strong pressure is applied for the two national providers, who operate within the same market domain, to modify this strict hierarchy and directly interconnect their networks. Such a local interconnection allows the two networks to service their mutual connectivity requirements without payment of transit costs to their respective global transit ISP providers. At the local level is a similar incentive for the local ISPs to reduce their cost base, and a local interconnection with other local ISPs would allow local traffic to be exchanged without the payment of transit costs to the respective transit providers.
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Figure  6  A purely hierarchical structure for the Internet.

Although constructing a general interconnection regime based on point-to-point bilateral connections is possible, this approach does not exhibit good scaling properties. Between N providers, who want to interconnect, the outcome of such a model of single interconnecting circuits is (N2 - N) / 2 circuits and (N2 - N) / 2 routing interconnections, as indicated in Figure 7. Given that interconnections exhibit the greatest leverage within geographical local situations, simplifying this picture within the structure of a local exchange is possible. In this scenario each provider draws a single circuit to the local exchange and then executes interconnections at this exchange location. Between N providers who want to interconnect, the same functionality of complete interconnection can be constructed using only N point-to-point circuits.
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Figure  7  Fully meshed peering.

VII.2.1.1	The exchange router

One model of an exchange is to build the exchange itself as a router, as indicated in Figure 8. Each provider's circuit terminates on the exchange router, and each provider's routing system peers with the routing process on the exchange router. This structure also simplifies the routing configuration, so that full interconnection of N providers is effected with N routing peer sessions. This simplification does allow greater levels of scaling in the interconnection architecture.

However, the exchange router model does become an active component of the interconnect peering policy environment. In effect, each provider must execute a multilateral interconnection peering with all of the other connected providers. Selectively interconnecting with a subset of the providers present at such a router-based exchange is not easily achieved. In addition, this type of exchange must execute its own routing policy. When two or more providers are advertising a route to the same destination, the exchange router must execute a policy decision as to which provider's route is loaded in the router's forwarding table, making a policy choice of transit provider on behalf of all other exchange-connected providers.

Because the exchange is now an active policy element in the interconnection environment, the exchange is no longer completely neutral to all participants. This imposition on the providers may be seen as unacceptable, in that some of their ability to devise and execute an external transit policy is usurped by the exchange operator's policies.
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Figure  8  An exchange router.

Typically, providers have a higher expectation of flexibility of policy determination from exchange structures than this base level of functionality as provided by an exchange router. Providers want the flexibility to execute interconnections on a bilateral basis at the exchange, and to make policy decisions as to which provider to prefer when the same destination is advertised by multiple providers. They require the exchange to be neutral with respect to such individual routing policy decisions.

VII.2.1.2	The exchange switch

The modification to the inter-provider exchange structure is to use a local layer 2 switch (or local area network (LAN)) as the exchange element. In this model a participating provider draws a circuit to the exchange and locates a dedicated router on the exchange LAN. This structure is indicated in Figure 9. Each provider executes a bilateral peering agreement with another provider by initiating a router peering session with the other party's router. When the same network destination is advertised by multiple peers, the provider can execute a policy-based preference as to which peer's route will be loaded in the local forwarding table. Such a structure preserves the cost efficiency of using N circuits to effect interconnection at the N provider exchange, while admitting the important policy flexibility provided by up to (N2 - N)/2 potential routing peer sessions.

�

Figure  9  An exchange LAN.

Early inter-provider exchanges were based on an Ethernet LAN as the common interconnection element. This physical structure was simple, and not all that robust under the pressures of growth as the LAN become congested. Subsequent refinements to the model have included the use of Ethernet switches as a higher capacity LAN, and the use of Fiber Distributed Data Interface (FDDI) rings, switched FDDI hubs, fast Ethernet hubs, and switched fast Ethernet hubs. Exchanges are very high traffic concentration points, and the desire to manage ever higher traffic volumes has lead to the adoption of gigabit Ethernet switches as the current evolutionary technology step within such exchanges.

The model of the exchange co-location accommodates a model of diversity of access media, in which the provider's co-located router undertakes the media translation between the access link protocol and the common exchange protocol.

The local traffic exchange hub does represent a critical point of failure within the local Internet topology. Accordingly, the exchange should be engineered in the most resilient fashion possible, using standards associated with a premium quality data center. This structure may include multiple power utility connections, uninterruptible power supplies, multiple trunk fiber connections, and excellent site security measures.

The exchange should operate neutrally with respect to every participating ISP, with the interests of all the exchange clients in mind. Therefore, exchange facilities, which are operated by an entity that is not also a local or trunk ISP, enjoy higher levels of trust from the clients of the exchange.

There are also some drawbacks to an exchange, and a commonly cited example is that of imposed transit. If an exchange participant directs a default route to another exchange router, then, in the absence of defensive mechanisms, the target router will carry the imposed transit traffic even when there is no routing peering or business agreement between the two ISPs. Exchange located routers do require careful configuration management to ensure that route peering and associated transit traffic matches the currently executed interconnection agreements.

VII.2.1.3	Distributed exchanges

Distributed exchange models also have been deployed in various locations. This deployment can be as simple as a metropolitan FDDI extension, in which the exchange comes to the provider's location rather than the reverse, as indicated in Figure 10. Other models that use an Asynchronous Transfer Mode (ATM)-based switching fabric, using LAN Emulation (LANE) to mimic the layer 2 exchange switch functionality, also have been deployed. Distributed exchange models attempt to address the significant cost of operating a single co-location environment with a high degree of resilience and security, but do so at a cost of enforcing the use of a uniform access technology between every distributed exchange participant.
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Figure  10  A distributed exchange.

However, the major challenge of such distributed models is that of switching speed. Switching requires some element of contention resolution, in which two ingress data elements that are addressed to a common egress path require the switch to detect the resource contention and then resolve it by serializing the egress. Switching, therefore, requires signaling, in which the switching element must inform the ingress element of switch contention. To increase the throughput of the switch, the latency of this signaling must be reduced. The dictates of increased switching speed have the corollary of requiring the switch to exist within the confines of a single location, if exchange performance is a paramount concern.

Besides speed, we must consider the cost shift. In a distributed exchange model, the exchange operator operates the set of access circuits that form the distributed exchange. This process increases costs to providers, while it prevents the provider from using a specific access technology that matches their business requirements of cost and supportable traffic volume. Not surprisingly, to date the most prevalent form of exchange remains the third-party hosted co-location model. This model admits a high degree of diversity in access technologies, while still providing the substrate of an interconnection environment that can operate at high speed and therefore manage high traffic volumes.

VII.2.1.4	Other exchange-located services

The co-location environment is often broadened to include other functions, in addition to a pure routing and traffic exchange role. For a high-volume content provider, the exchange location offers minimal transit distance to a large user population distributed across multiple local service providers, as well as allowing the content provider to exercise a choice in selecting a non-local transit provider.

The exchange operator can also add value to the exchange environment by providing additional functions and services, as well as terminating providers' routers and large-volume content services. The exchange location within the overall network topology is an ideal location for hosting multicast services, as the location is quite optimal in terms of multicast carriage efficiency. Similarly, Usenet trunk feed systems can exploit the local hub created by the exchange. The overall architecture of a co-location environment that permits value-added services, which can productively use the unique environment created at an exchange, is indicated in Figure 11.
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Figure  11  Exchange-located service platforms.

VII.2.2	Network access points

The role of the exchange was broadened with the introduction of the network access point (NAP) in the National Science Foundation (NSF)-proposed post-NSFNET architecture of 1995.

The NAP was seen to undertake two roles: the role of an exchange provider between regional ISPs that want to execute bilateral peering arrangements and the role of a transit purchase venue, in which regional ISPs could execute purchase agreements with one or more of a set of trunk carriage ISPs also connected at the NAP. The access point concept was intended to describe access to the trunk transit service. This mixed role of both local exchange and transit operations leads to considerable operational complexity, in terms of the transit providers being able to execute a clear business agreement. What is the bandwidth of the purchased service in terms of requirements for trunk transit, versus the access requirements for exchange traffic? If a local ISP purchases a transit service at one of the NAPs, does that imply that the trunk provider is then obligated to present all the ISP's routes at remote NAPs as a peer? How can a trunk provider distinguish between traffic presented to it on behalf of a remote client versus traffic presented to it by a local service client?

We also should consider the issue that the quality of the purchased transit service is colored by the quality of the service provided by the NAP operator. Although the quality of the transit provider's network may remain constant, and the quality of the local ISP's network and ISP's NAP access circuit may be acceptable, the quality of the transit service may be negatively impacted by the quality of the NAP transit itself.

One common solution is to use the NAP co-location facility to execute transit purchase agreements and then use so-called backdoor connections for the transit service provision role. This usage restricts the NAP exchange network to a theoretically more simple local exchange role. Such a configuration is illustrated in Figure 12.
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Figure  12  Peering and transit purchase.

VII.2.3	Exchange business models

For the ISP industry, a number of attributes are considered highly desirable for an exchange facility. The common model of an Internet exchange includes many, if not all, of the following elements:

Operated by a neutral party that is not an ISP (to ensure fairness and neutrality in the operation of the exchange) 

Constructed in a robust and secure fashion 

Located in areas of high density of Internet market space 

Able to scale in size 

Operate in a fiscally sound and stable business fashion

A continuing concern exists about the performance of exchanges and the consequent issue of quality of services that traverse the exchange. Many of these concerns stem from an exchange business model that may not be adequately robust under pressures of growth from participating ISPs.

The exchange business models typically are based on a flat-fee structure. The most basic model uses a fee structure based on the number of rack units used by the ISP to co-locate equipment at the exchange. When an exchange participant increases the amount of traffic presented over an access interface, under a flat-fee structure, this increased level of traffic is not accompanied by any increase in exchange fees. However, the greater traffic volumes do imply that the exchange itself is faced with a greater traffic load. This greater load places pressure on the exchange operator to deploy further equipment to augment the switching capacity, without any corresponding increase in revenue levels to the operator.

For an exchange operator to base tariffs on the access bandwidths is not altogether feasible, given that such access facilities are leased by the participating ISPs and the access bandwidth may not be known to the exchange operator. Nor is using a traffic-based funding model possible given that an exchange operator should refrain from monitoring individual ISP traffic across the exchange, given the unique position of the exchange operator. Accordingly, the exchange operator has to devise a fiscally prudent tariff structure at the outset that enables the exchange operator to accommodate large-scale traffic growth, while maintaining the highest possible traffic throughput levels.

Alternatively there are business models in which the exchange is structured as a cooperative entity between a number of ISPs. In these models the exchange is a nonprofit common asset of the cooperative body. This model is widely used, but also one that is prone to the economic condition of the Tragedy of the Commons. It is in everyone's interest to maximize exploitation of the exchange, while no single member wants to underwrite the financial responsibility for ensuring that the quality of the exchange itself is maintained.

The conclusion that can be drawn is that the exchange is an important component of Internet infrastructure, and the quality of the exchange is of paramount importance if it is to be of any relevance to ISPs. Using an independent exchange operator whose income is derived from the utility of the exchange is one way of ensuring that the exchange is managed proficiently and that the service quality is maintained for the ISP clients of the exchange.

VII.2.4	A structure for connectivity

Enhancing the Internet infrastructure is quantified by the following objectives:

Extension of reachability. 

Enhancement of policy matching by ISPs. 

Localization of connectivity. 

Backup arrangements for reliability of operation. 

Increasing capacity of connectivity. 

Enhanced operational stability. 

Creation of a rational structure of the connection environment to allow scalable structuring of the address and routing space in order to accommodate orderly growth.

We have reached a critical point within the evolution of the Internet. The natural reaction of the various network service entities in response to the increasing number of ISPs will be to increase the complexity of the interconnection structure to preserve various direct connectivity requirements. Today, we are in the uncomfortable position of increasingly complex inter-provider connectivity environment which is stressing the capability of available technologies and equipment. The inability to reach stable cost distribution models in a transit arrangement creates an environment in which each ISP attempts to optimize its position by undertaking as many direct 1:1 connections with peer ISPs as it possibly can. Some of these connections are managed via the exchange structure. Many more are implemented as direct links between the two entities. Given the relative crudity of the inter-AS routing policy tools that we use today, this structure must be a source of some considerable concern. The result of a combination of an increasingly complex mesh of inter-AS connections, together with very poor tools to manage the resultant routing space, is an increase in the overall instability of the Internet environment. In terms of meeting critical immediate objectives, however, such dire general predictions do not act as an effective deterrent to these actions.

The result is a situation in which the inter-AS space is the critical component of the Internet. This space can be viewed correctly as the demilitarized zone within the politics of today's ISP-based Internet. In the absence of any coherent policy, or even a commonly accepted set of practices, the lack of administration of this space is a source of paramount concern.

VII.3	Interaction financials: peering and settlements

We have examined the business drivers behind the adoption of the exchange model as the common basis of interconnection, and also examined the advantages and pitfalls associated with the operation of such exchanges within the public Internet. In continuing our examination of the technology and business considerations that are significant within the subject of Internet Service Provider (ISP) interconnection, we will now focus on the topic from a predominately business perspective.

Any large multi-provider distributed service sector has to address the issue of cost distribution at some stage in its evolution. Cost distribution is the means by which various providers can participate in the delivery of a service to a customer who purchases a service from a single provider, and each provider can be compensated for their costs in an equitable structure of inter-provider financial settlement.

As an example, when an airline ticket is purchased from one air service provider, various other providers and service enterprises may play a role in the delivery of the service. The customer does not separately pay the service fee of each airport baggage handler, caterer, or other form of service provider. The customer's original fare, paid to the original service provider, is distributed by the service provider to other providers who incurred cost in providing components of the total service. These costs are incurred through sets of service contracts, and are the subject of various forms of inter-provider financial settlements, all of which are invisible to the customer.

The Internet is in a very similar situation. Some 50,000 constituent networks must interconnect in one fashion or another to provide comprehensive end-to-end service to each client. In supporting a data transaction between two clients, the two parties often are not clients of the same network. Indeed, the two client service networks often do not directly interconnect, and one or more additional networks must act in a transit provider role to service the transaction. Within the Internet environment, how do all the service parties to a transaction, who incur cost in supporting the transaction, receive compensation for their cost? What is the cost distribution model of the Internet?

Here, we examine the basis for Internet inter-provider cost distribution models and then look at the business models currently used in the inter-provider Internet environment. This area commonly is termed financial settlement, a term the Internet has borrowed from the telephony industry.

VII.3.1	The currency of interconnection

What exactly is being exchanged between two ISPs that want to interconnect? In the sense of the meaning of currency as the circulating medium, the question is: What is the currency of interconnection? The technical answer to the question is routing advertisements. When two parties exchange routing entries, the outcome is that traffic flows in response to the flow of routing advertisements. The route advertisement and traffic flows move in opposite directions, as indicated in Figure 13.
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Figure  13  Routing and traffic flows.

Within the routing environment of an ISP there are a number of different classes of routes, with the classification based predominately on the way in which the route has been acquired by the ISP:

Client routes are passed into the ISP's routing domain by virtue of a service contract with the client. The routes may be statically configured at the edge of the ISP's network, learned by a Border Gateway Protocol (BGP) session with the client, or part of an ISP pool of addresses that are dynamically assigned to the client as part of the dial-up session. 

Internal ISP routes fall into a number of additional categories. Some routes correspond to client services operated by the ISP, solely for access to the clients of the ISP, such as Web caches, point of presence (POP) mail servers, and game servers. Some routes correspond to ISP-operated client services that require Internet-wide access, such as Domain Name System (DNS) forwarders and Simple Mail Transfer Protocol (SMTP) relay hosts. Lastly are internal services with no visibility outside the ISP network, such as Simple Network Management Protocol (SNMP) network management platforms. 

Upstream routes are learned from upstream ISPs as part of a transit service contract the ISP has executed with the upstream provider. 

Peer routes are learned from exchanges or private interconnections, corresponding to routers exported from the interconnected ISP.

How then should the ISP export routes so that the inbound traffic flow matches the outbound flows implied by this route structure? The route export policy is generally structured along the following lines:

Clients. All available routes in the preceding four categories, with the exception of internal ISP service functions, should be passed to clients, either in the form of a default route or as explicit route entries passed via a BGP session. 

Upstream providers. All client routes and all internal ISP routes corresponding to Internet-wide services should be passed to upstream providers. Some clients may want further restrictions placed on their routes being advertised in such a fashion. The ability for a client to specify such caveats on the routing structure, and the mechanism used by the ISP to allow this to occur, should be clearly indicated in the service contract. 

Peer ISPs. All client routes and all ISP routes corresponding to Internet-wide service should be passed to peer ISPs. Again the client may want to place a restriction on such an advertisement of their routes as a qualification to the ISP's own route export policy.

This structure is shown in Figure 14.
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Figure  14  External routing interaction.

The implicit outcome of this routing policy structure is that the ISP does not act in a transit role to peer ISPs and does not permit peer-to-peer transit or peer-to-upstream transit. Peer ISPs have visibility only to clients of the ISP. From the service visibility perspective, client-only services are not visible to peer ISPs or upstream ISPs, and, therefore, value-added client services are implicitly visible only to clients and only when they access the service through a client channel.

VII.3.2	Settlement options

Financial settlements have been a continual topic of discussion within the domain of Internet interconnection. To look at the Internet settlement environment, let's first look at the use of inter-provider financial settlements within the international telephony service industry. Then, we will look at the application of these generic principles to the Internet environment.

Within the traditional telephony model, inter-provider peering takes place within one of three general models:

VII.3.2.1	Bilateral settlements

The first, and highly prevalent, international peering model is that of bilateral settlements. A call minute is the unit of settlement accounting. A call is originated by a local client, and the local client's service provider charges the client for the duration of the entire end-to-end call. The call may pass through, or transit, a number of providers, and then terminate within the network of the remote client's local provider. The cost distribution mechanism of settlements is handled bilaterally. In the most general case of this settlement model the originating provider pays the next hop provider to cover the costs of termination of the call. The next hop provider then either terminates the call within the local network, or undertakes a settlement with the next hop provider to terminate the call. The general telephony trunk model does not admit many multi-party transit arrangements. The majority of telephony settlements are associated with trunk calls that involve only two providers: the originating and terminating providers. Within this technology model, the bilateral settlement becomes easier, as the model simplifies to the case where the terminating provider charges the originating provider a per-call minute cost within an accounting rate that has been bilaterally agreed between the two parties. As both parties can charge each other using the same accounting currency, the ultimate financial settlement is based on the net outcome of the two sets of call minute transactions with the two call minute termination accounting rates applied to these calls. (There is no requirement for the termination rates for the two parties to be set at the same level.) Each provider invoices the originating end user for the entire call duration, and the financial settlements provide the accounting balance intended to ensure equity of cost distribution in supporting the costs of the calls made between the two providers. Where there is equity of call accounting rates between the two providers, the bilateral inter-provider financial settlements are used in accordance with originating call minute imbalance, in which the provider hosting the greater number of originating call minutes pays the other party according to a bilaterally negotiated rate as the mechanism of cost distribution between the two providers.

This accounting settlement issue is one of the drivers behind the increasing interest in Voice-over IP solutions, because typically no accounting rate settlement component exists in such solutions, and the call termination charges are cost-based, without bilateral price setting. In those cases where accounting rates have come to dominate the provider's call costs, Voice-over IP is perceived as an effective lever to bypass the accounting rate structure and introduce a new price point for call termination in the market concerned.

VII.3.2.2	Sender keep all

The second model, rarely used in telephony interconnection, is that of Sender Keep All (SKA), in which each service provider invoices their originating client's user for the end-to-end services, but no financial settlement is made across the bilateral interconnection structure. Within the bilateral settlement model, SKA can be regarded as a boundary case of bilateral settlements, where both parties simply deem the outcome of the call accounting process to be absolutely equal, and consequently no financial settlement is payable by either party as an outcome of the interconnection.

VII.3.2.3	Transit fees

The third model is that of transit fees, in which the one party invoices the other party for services provided. For example, this arrangement is commonly used as the basis of the long-distance provider local access provider interconnection arrangements. Again, this can be viewed as a boundary case of a general bilateral settlement model , where in this case the parties agree to apply call accounting in only one direction, rather than bilaterally.

VII.3.2.4	Telephony settlement trends

The international telephony settlement model is by no means stable, and currently significant pressure is being placed on the international accounting arrangements to move away from bilaterally negotiated uniform call accounting rates to rates separately negotiated for calls in each direction of a bilateral interconnection. Simultaneously, communications deregulation within many national environments is changing the transit fee model, as local providers extend their network into the long-distance area and commence interconnection arrangements with similar entities. Criticism also has been directed at the bilaterally negotiated settlement rates, because of the observation that in many cases the accounting rates are not cost-based rates but are based on a desire to create a revenue stream from accounting settlements.

VII.3.3	Internet considerations

A number of critical differences exist between the telephony models of interconnection and the Internet environment, which have confounded all attempts to cleanly map telephony interconnection models into the Internet environment.

Internet Settlement Accounting by the packet. Internet interconnection accounting is a packet-based accounting issue, because there is no "call minute" in the Internet architecture. Therefore, the most visible difference between the two environments is the replacement of the call with the packet as the currency unit of interconnection. Although we can argue that a Transmission Control Protocol (TCP) session has much in common with a call, this concept of an originating TCP call minute is not always readily identified within the packet forwarding fabric, and accordingly it is not readily apparent that this is a workable settlement unit. Unlike a telephony call, no concept of state initiation exists to pass a call request through a network and lock down a network transit path in response to a call response. The network undergoes no state change in response to a TCP session, and therefore, no means is readily available to the operator to identify that a call has been initiated, and by which party. Of course the use of UDP, and various forms of tunneling traffic, also confound any such TCP call minute accounting mechanism. 

Packets may be dropped. When a packet is passed across an interconnection from one provider to another, no firm guarantee is given by the second provider that the packet will definitely be delivered to the destination. The second provider, or subsequent providers in the transit path, may drop the packet for quite legitimate reasons, and will remain within the protocol specification in so doing. Indeed, the TCP protocol uses packet drop as a rate-control signal. For the efficient operation of the TCP protocol, some level of packet drop is a useful and anticipated event. However, if a packet is used as the accounting unit in a general cost distribution environment, should the provider who receives and subsequently drops the packet be able to claim an accounting credit within the interconnection? The logical response is that such accounting credits should apply only to successfully delivered packets, but such an accounting structure is highly challenging to implement accurately within the Internet environment. 

Routing and traffic flow are not always paired. Packet forwarding is not a verified operation. A provider may choose to forward a packet to a second provider without reference to the particular routes the second provider is advertising to the first party. A packet also may be forwarded to the second provider with a source address that is not being advertised to the second provider. Given that the generic Internet architecture strives for robustness under extreme conditions, attempts to forward a packet to its addressed destination are undertaken irrespective of how the packet may have arrived at this location in the first place, and irrespective of how a packet with reverse header IP addresses will transit the network. 

Comprehensive routing information is not uniformly available. Complete information is not available to the Internet regarding the status and reachability of every possible Internet address. Only as a packet is forwarded closer to the addressed destination does more complete information regarding the status of the destination address become apparent to the provider. Accordingly a packet may have incurred some cost of delivery before its ultimate undeliverability becomes evident. An intermediate transit provider can never be completely assured that a packet is deliverable.

VII.4	Settlement models for the Internet

Where a wholesale or retail service agreement is in place, one ISP is in effect a customer of the other ISP. In this relationship, the customer ISP (downstream ISP) is purchasing transit and connectivity services from the supplier ISP (upstream ISP). The downstream ISP resells this service to its clients. The upstream ISP must announce the downstream ISP's routes to all other customers and other egress points of the ISP's networks to honor the service contract to the downstream ISP customer.

However, given two ISPs that interconnect, the decision as to which party should assume the upstream provider role and which party should assume the downstream customer role is not always immediately obvious to either party, or even to an outside observer. Greater geographic coverage may be the discriminator here that allows the customer/provider determination. However, this factor is not the only possible one within the scope of the discussion. One ISP may host significant content and may observe that access to this content adds value to the other party's network, which may be used as an offset against a more uniform customer relationship. In a similar vein, an ISP with a very large client population within a limited geographic locality may see this large client base as an offset against a more uniform customer relationship with the other provider. In many ways, the outcome of these discussions can be likened to two animals meeting in the jungle at night. Each animal sees only the eyes of the other, and from this limited input, the two animals must determine which animal should attempt to eat the other!

An objective and stable determination of which ISP should be the provider and which should be the client is not always possible. In many contexts, the question is inappropriate, given that for some traffic classes the respective roles of provider and client may swap over. The question often is rephrased along the lines of, "Can two providers interconnect without the implicit requirement to cast one as the provider and the other as the client?" Exploration of some concepts of how the question could possibly be answered is illustrative of the problem space here.

VII.4.1	Packet cost accounting

One potential accounting model is based on the observation that a packet incurs cost as it is passed through the network. For a small interval of time, the packet occupies the entire transmission capacity of each circuit over which it passes. Similarly, for a brief interval of time, the packet is exclusively occupying the switching fabric of the router. The more routers the packet passes through, and the greater the number and distance of transmission hops the packet traverses, the greater the incurred cost in carrying the packet.

A potential settlement model could be constructed from this observation. The strawman model is that whenever a packet is passed across a network boundary, the packet is effectively sold to the next provider. The sale price increases as the packet transits through the network, accumulating value in direct proportion to the distance the packet traverses within the network. Each boundary packet sale price reflects the previous sale price, plus the value added in transiting the ISP's infrastructure. Ultimately, the packet is sold to the destination client. This model is indicated in Figure 15.
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Figure  15  Financial inter-provider settlement via packet cost accounting.

As with all strawman models, this one has a number of critical weaknesses, but let's look at the strengths first. An ISP gains revenue from a packet only when delivered on egress from the network, rather than in network ingress. Accordingly, a strong economic incentive exists to accept packets that will not be dropped in transit within the ISP, given that the transmission of the packet only generates revenue to the ISP on successful delivery of the packet to the next hop ISP or to the destination client. This factor places strong pressure on the ISP to maintain quality in the network, because dropped packets imply foregone revenue on local transmission. Because the packet was already purchased from the previous provider in the path, packet loss also implies financial loss. Strong pressure also is exerted to price the local transit function at a commodity price level, rather than attempt to undertake opportunistic pricing. If the chosen transit price is too great, the downstream provider has the opportunity to extend its network to reach the next upstream provider in the path, resulting in bypassing the original upstream ISP and purchasing the packets directly from the next hop upstream source. Accordingly, this model of per-packet pricing, using a settlement model of egress packet accounting, and locally applied value increments to a cumulative per-packet price, based on incremental per hop transmission costs, does allow for some level of reasonable stability and cost distribution in the inter-provider settlement environment.

However, weaknesses of this potential model cannot be ignored. First, some level of packet drop is inevitable irrespective of traffic load. Generally, the more remote the sender from the destination, the less able the sender is to ascertain that the destination address is a valid IP address, and the destination host is available. To minimize the liability from such potential packet loss, the ISP should maintain a relatively complete routing table and only accept packets in which a specific route is maintained for the network. More critical is the issue that the mechanism is open to abuse. Packets, which are generated by the upstream ISP, can be transmitted across the interface, which in turn results in revenue being generated for the ISP. Of course, per-packet accounting within the core of the network is a significant refinement of existing technology. Within a strict implementation of this model, packets require the concept of an attached value that ISPs augment on an ingress-to-egress basis, which could be simplified to a hop-by-hop value increment. Implementations feasibly can use a level of averaging to simplify this by using a tariff for domestic transit and a second for international transit.

VII.4.2	TCP session accounting

These traffic-based metrics do exhibit some weaknesses because of their inability to resist abuse and likelihood of exacting an inter-provider payment even when the traffic is not delivered to an ultimate destination. Of more concern is that this settlement regime has a strong implication in the retail pricing domain, where the method of payment on delivered volume and distance is then one of the more robust ways that a retail provider can ensure that there is an effective match between the inter-provider payments and the retail revenue. Given that there is no intrinsic match of distance, and therefore cost, to any particular end-to-end network transaction, such a retail tariff mechanism would meet with strong consumer resistance.

Does an alternative settlement structure that can address these weaknesses exist? One approach is to perform significantly greater levels of analysis of the traffic as it transits a boundary between a client and the provider, or between two providers, and to adopt financial settlement measures that match the type of traffic being observed. As an example, the network boundary could detect the initial TCP SYN handshake, and all subsequent packets within the TCP session could be accounted against the session initiator, while User Datagram Protocol (UDP) traffic could be accounted against the UDP source. Such detailed accounting of traffic passed across a provider boundary could allow for a potential settlement structure based on duration (call minutes), or volume (call volumes).

Although such settlement schemes are perhaps limited more by imagination in the abstract, very real technical considerations must be borne to bear on this speculation. For a client-facing access router to detect a TCP flow and correctly identify the TCP session initiator requires the router to correctly identify the initial SYN handshake, the opening packet, and then record all in-sequence subsequent packets within this TCP flow against this accounting element. This identification process may be completely impossible within the network at an inter-provider boundary. The outcome of the routing configuration may be an asymmetric traffic path, so that a single inter-provider boundary may see only traffic passing in a single direction.

However, the greatest problem with this, or any other traffic accounting settlement model, is the diversity of retail pricing structures that exist within the Internet today. Some ISPs use pricing based on received volume, some on sent volume, some on a mix of sent and received volume, and some use pricing based on the access capacity irrespective of volume. This discussion leads to the critical question when considering financial settlements: Considering that the end client is paying the local ISP for comprehensive Internet connectivity, when a client's packet is passed from one ISP to another at an interconnection point, where is the revenue for the packet? Is the revenue model one where the packet sender pays or one the packet receiver pays? The packet egress model described here assumes a uniform retail model in which the receiver pays for Internet packets. The TCP session model assumes the session initiator pays for the entire traffic flow. This uniformity of retail pricing is simply not mirrored within the retail environment of the Internet today.

Although this session-based settlement model does attempt to promote a quality environment with fair carriage pricing, it cannot address the fundamental issue of financial settlements.

VII.5	Internet settlement structures

For a financial settlement structure to be viable and stable, the settlement structure must be a uniform abstraction of a relatively uniform retail tariff structure. This conclusion is critically important to the entire Internet financial settlement debate.

The financial structure of interconnection must be an abstraction of the retail models used by the two ISPs. If the uniform retail model is used, the party originating the packet pays the first ISP a tariff to deliver the packet to its destination within the second ISP; then the first ISP is in a position to fund the second ISP to complete the delivery through an interconnection mechanism. If, on the other hand, the uniform retail model is used in which the receiver of the packet funds its carriage from the sender, then the second ISP funds the upstream ISP. If no uniform retail model is used, when a packet is passed from one provider to the other, no understanding exists about which party receives the revenue for the carriage of the packet and accordingly which party settles with the other party for the cost incurred in transmission of the packet. The answer to these issues within the Internet environment has been to commonly adopt just two models of interaction. These models sit at the extreme ends of the business spectrum, where one is a customer/provider relationship, and the other is a peering relationship without any form of financial settlement, or SKA. These approximately correspond to the second and third models described previously from traditional models of interconnection within the communications industry. However, an increasing trend has moved towards models of financial settlement in a bilaterally negotiated basis within the Internet, using non-cost based financial accounting rates within the settlement structure. Observing the ISP industry repeat the same well-trodden path, complete with its byways into various unproductive areas and sometimes mistakes, of the international telephony world is somewhat interesting, to say the least. Experiential learning is often observed to be a rare commodity in this area of Internet activity.

VII.5.1	No settlement and no interconnection

Examining the option of complete autonomy of operation, without any form of interaction with other local or regional ISPs, is instructive within this examination of settlement options.

One scenario for a group of ISPs is that a mutually acceptable peering relationship cannot be negotiated, and all ISPs operate disconnected network domains with dedicated upstream connections and no interconnection. The outcome of such a situation is that third-party connectivity would take place, with transit traffic flowing between the local ISPs being exchanged within the domain of a mutually connected third-party ISP (or via transit across a set of third-party ISPs). For example, for an Asian country, this situation would result in traffic between two local entities, both located within the same country, being passed across the Pacific, routed across a number of network domains within the United States, and then passed back across the Pacific. Not only is this inefficient in terms of resource utilization, this structure also adds a significant cost to the operation of the ISPs, a cost that ultimately is passed to the consumer in higher prices for Internet traffic.

Note that this situation is not entirely novel; the Internet has seen such arrangements appear in the past; and such situations are still apparent in today's Internet. Such arrangements have arisen, in general, as the outcome of an inability to negotiate a stable local peering structure.

However, such positions of no interconnection have proved to be relatively short-lived due to the high cost of operating such international transit environments, the instability of the significantly lengthened interconnection paths, and the unwillingness of foreign third-party ISPs to act (often unwittingly) as agents for domestic interconnection in the longer term. As a result of these factors such off-shore connectivity structures generally have been augmented with domestic peering structures.

The resultant general operating environment of the Internet is that effective isolation is not in the best interests of the ISP, nor is isolation in the interests of other ISPs, nor in the best interests of the consumers of the ISPs' services. In the interests of a common desire to undertake rational and cost-effective use of communications' resources, each national (or regional) collection of ISPs act to ensure local interconnectivity between such ISPs. A consequent priority is to reach acceptable ISP peering arrangements.

VII.5.2	Sender keep all

Sender Keep All (SKA) peering arrangements are those in which traffic is exchanged between two or more ISPs without mutual charge (an interconnection arrangement with no financial settlement). Within a national structure, typically the marginal cost of international traffic transfer to and from the rest of the Internet is significantly higher than domestic traffic transfer. In such cases, any SKA peering is likely to relate to only domestic traffic, and international transit would either be provided by a separate agreement or provided independently by each party.

This SKA peering model is most stable where the parties involved perceive equal benefit from the interconnection. This interconnection model generally is used in the context of interconnection or with providers with approximate equal dimension, as in peering regional providers with other regional providers, national providers with other national providers, and so on. Oddly enough, the parties themselves do not have to agree on what that value or dimension may be in absolute terms. Each party makes an independent assessment of the value of the interconnection, in terms of the perceived size and value of the ISP and the value of the other ISP. If both parties reach the conclusion that in their terms a net balance of value is achieved, then the interconnection is on a stable basis. If one party believes that it is larger than the other and SKA interconnection would result in leverage of its investment by the smaller party, then an SKA interconnection is unstable.

The essential criteria for a stable SKA peering structure is perceived equality in the peering relationship. This can be achieved in a number of ways, including the use of entry threshold pricing into the peering environment or the use of peering criteria, such as the specification of ISP network infrastructure or network level of service and coverage areas as eligibility for peering.

A typical feature of the SKA peering environment is to define an SKA peering in terms of traffic peering at the client level only. This definition forces each peering ISP to be self-sufficient in the provision of transit services and ISP infrastructure services that would not be provided across a peering point. This process may not result in the most efficient or effective Internet infrastructure, but it does create a level of approximate parity and reduces the risks of leverage within the interconnection. In this model, each ISP presents at each interconnection or exchange only those routes associated with the ISP's customers and accepts only traffic from peering ISPs at the interconnection or exchange directed to such customers. The ISP does not accept transit traffic destined to other remote exchange locations, nor to upstream ISPs, nor traffic directed to the ISP's infrastructure services. Equally, the ISP does not accept traffic, which is destined to peering ISPs, from upstream transit providers. The business model here is that each client of an ISP is contracting the ISP to present their routes to all other customers of the ISP, to the upstream providers of the ISP, and to all exchange points where the ISP has a presence. The particular tariff model chosen by the ISP in servicing the customers is not material to this interconnection model. Traffic passed to a peer ISP at the exchange becomes the responsibility of the peer ISP to pass to their customers at their cost.

Another means of generating equity within an SKA peering is to peer only within the terms of a defined locality. In this model, an ISP would present routes to an SKA peer in which the routes corresponded to customers located at a particular access POP, or a regional cluster of access POPs. The SKA peer's ability to leverage advantage from the greater level of investment (assuming that the other party is the smaller party) is now no longer a factor, because the smaller ISP sees only those parts of the larger ISP that sit within a well-defined local or regional zone. This form of peering is indicated in Figure 16.
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Figure  16  SKA peering using local cells.

The probable outcome of widespread use of SKA interconnections is a generalized ISP domain along the lines of Figure 17. Here, the topology is segregated into two domains consisting of a set of transit ISPs, whose predominate investment direction is in terms of high-capacity carriage infrastructure and high- capacity switching systems, and a collection of local ISPs, whose predominate investment direction is in service infrastructure supporting a string retail focus. Local ISPs participate at exchanges and announce local routes at the exchange on an SKA basis of interconnection with peer ISPs. Such ISPs are strongly motivated to prefer to use all routes presented at the exchange within such peering sessions, as the ISP is not charged any transit cost for the traffic under an SKA settlement structure. The exchange does not provide comprehensive connectivity to the ISP, and this connectivity needs to be complemented with a separate purchase of transit services. In this role, the local ISP becomes a client of one or more transit ISPs explicitly for the purpose of access to transit connectivity services.
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Figure  17  ISP structure of local and transit operations

In this model, the transit ISP must have established a position of broad-ranging connectivity, with a well-established and significant market share of the wholesale transit business. A transit ISP also must be able to present customer routes at a carefully selected set of major exchange locations and have some ability to exchange traffic with all other transit ISPs. This latter requirement has typically been implemented using private interconnection structures, and the associated settlements often are negotiated bilaterally. These settlements possibly may include some element of financial settlement.

VII.5.3	Negotiated financial settlement

The alternative to SKA and provider/client role selection is the adoption of a financial settlement structure. The settlement structure is based on both parties effectively selling services to each other across the interconnection point, with the financial settlement undertaking the task of balancing the relative sales amounts.

The simplest form of undertaking this settlement is to measure the volume of traffic being passed in each direction across the interconnection and to use a single accounting rate for all traffic. At the end of each accounting period, the two ISPs would financially settle based on the agreed accounting rate applied to the net traffic flow.

Which way the money should flow in relationship to traffic flow is not immediately obvious. One model assumes that the originating provider should be funding the terminating provider to deliver the traffic, and therefore, money should flow in the same direction as traffic. The reverse model assumes that the overall majority of traffic is traffic generated in response to an action of the receiver, such as Web page retrieval or the downloading of software. Therefore, the total network cost should be imposed on the discretionary user, so that the terminating provider should fund the originating provider. This latter model has some degree of supportive evidence, in that a larger provider often provides more traffic to a smaller attached provider than it receives from that provider. Observation of bilateral traffic flow statistics tends to support this, indicating that traffic-received volumes typically coincide with the relative interconnection benefit to the two providers.

The accounting rate can be negotiated to be any amount. There is a caveat on this ability to set an arbitrary accounting rate, as where an accounting rate is not cost-based, business instability issues arise. For greater stability the agreed settlement traffic unit accounting rate would have to match the average marginal cost of transit traffic in both ISP networks for the settlement to be attractive to both parties. Refinements to this approach can be introduced, although they are accompanied by significant expenditure on traffic monitoring and accounting systems. The refinements are intended to address the somewhat arbitrary determination of financial settlement based on the receiver or the sender. One way is to undertake flow-based accounting, in which the cost accounting for the volume of all packets associated with a TCP flow is directed to the initiator of the TCP session. Here, the cost accounting for all packets of a UDP flow is directed to the UDP receiver. The session-based accounting is significantly more complex than simple volume accounting, and such operational complexity would be reflected in the cost of undertaking such a form of accounting. However, asymmetric paths are a common feature of the inter-AS (Autonomous System) environment, so that it may not always be possible to see both sides of a TCP conversation and perform an accurate determination of the session initiator.

Another refinement is to use a different rate for each provider, where the base rate is adjusted by some agreed size factor to ensure that the larger provider is not unduly financially exposed by the arrangement. The adjustment factor can be the number of Points of Presence, the range of the network, the volume carried on the network, the number of routes advertised to the peer, or any other metric related to the ISP's investment and market share profile. Alternatively, a relative adjustment factor can simply be a number without any basis in a network metric, to which both parties agree.

Of course, such a relative traffic volume balance is not very robust either, and the metric is one that is vulnerable to abuse. The capability to adjust the relative traffic balance comes from the direct relationship between the routes advertised and the volume of traffic received. To reduce the amount of traffic received, the ISP reduces the number of routes advertised to the corresponding peer. Increasing the number of routes, and at the same time increasing the number of specific routes, increases the amount of received traffic. Where there is a rich mesh of connectivity, there is a strong financial incentive for each party to adjust the routing parameters to match the lowest financial expenditure by using restricted route advertisements with the greatest levels of revenue by using a local preference for received routes, with the highest preference for client-advertised routes and the next level of preference for financial settled peer advertised routes. Such settings of the routing system may not necessarily correspond to the optimal traffic path in network engineering terms, nor will these settings necessarily result in a highly stable routing and traffic configuration.

Of far greater concern is the ability to abuse the interconnection arrangements. One party can generate and then direct large volumes of traffic to the other party. Although overt abuse of the arrangements is often easy to detect, greed is a wonderful stimulant to ingenuity, and more subtle forms of abuse of this arrangement are always possible. To address this, both parties would typically indicate in an interconnection agreement their undertaking not to indulge in such forms of deliberate abuse.

Notwithstanding such undertakings by the two providers, third parties can still abuse the interconnection in various ways. Loose source routing can generate traffic flows that pass across the interconnection in either direction. The ability to remotely trigger traffic flows through source address spoofing is possible even where loose source routing is disabled. This window of financial vulnerability is far wider than many ISPs are comfortable with, because it opens the provider to a significant liability over which it has a limited ability to detect and control. Consequently, financial settlement structures based on traffic flow metrics are not a commonly deployed mechanism, as they introduce significant financial risks to the ISP into the interconnection environment.

VII.6	The settlement debate

The issue of Internet settlements, and associated financial models of settlement, has occupied the attention of a large number of ISPs, traditional communications carriers, public regulators, and many other interested bodies for many years now. Despite these concentrated levels of attention and analysis, the Internet interconnection environment remains one where there are no soundly based models of financial settlement in widespread use today.

It is useful to look further into this matter, and pose the question of: "Why has the Internet managed to pose such a seemingly intractable challenge to the ISP industry?" The prime reason is likely to be found within the commonly adopted retail model of ISP services. The tariff for an ISP retail service does not implicitly cover the provision of an Internet transmission service from the client to all other Internet-connected hosts. In other words the Internet service, as retailed to the client, is not a comprehensive end-to-end service.

In a simple model of the operation of the Internet, each ISP owns and operates some local network infrastructure, and may choose to purchase services from one or more upstream service providers. The service domain offered to the clients of this network specifically encompasses an Internet sub-domain limited to the periphery of the ISP network together with the periphery of the contracted upstream provider's service domain. This is a recursive domain definition, in that the upstream provider in turn may have purchased services from an upstream provider at the next tier, and so on. Once the client's traffic leaves this service domain, the ISP ceases to directly, or indirectly, fund the carriage of the client's traffic, and the funding burden passes over to a funding chain linked to the receiver's retail service. For example, when traffic is passed from an ISP client to a client of another provider, the ISP funds the traffic as it transits through the ISP and indirectly funds the cost of carriage through any upstream provider's network. When the traffic leaves the provider's network, to be passed to either a different client, another ISP, or to a peer provider, the sender's ISP ceases to fund the further carriage of the traffic. This is indicated in Figure 18. 
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Figure  18  Partial path paired services.

In other words these scenarios illustrate the common theme that the retail base of the Internet is not an end-to-end tariff base. The sender of the traffic does not fund the first hop ISP for the total costs of carriage through the Internet to the traffic's destination, nor does the ultimate receiver pay the last hop ISP for these costs. The ISP retail pricing structure reflects an implicit division of cost between the two parties, and there is no consequent structural requirement for inter-provider financial balancing between the originating ISP and the terminating ISP.

An initial reaction to this partial service model would be to wonder why the Internet works at all, given that no single party funds the carriage of traffic on the complete path from sender to receiver. Surely this would imply that once the traffic had passed beyond the sending ISP's service funded domain the traffic should be discarded as unfunded traffic? The reason why this is not the case is that the receiver implicitly assumes funding responsibility for the traffic at this handover point, and the second part of the complete carriage path is funded by the receiver. In an abstract sense the entire set of connectivity paths within the Internet can be viewed as a collection of bilaterally funded path pairs, where the sender funds the initial path component and the receiver funds the second terminating path component. This underscores the original observation that the generally adopted retail model of Internet services is not one of end-to-end service delivery, but instead one of partial path service, with no residual retail price component covering any form of complete path service.

Financial settlement models typically are derived from a different set of initial premises than those described here. The typical starting point is that the retail offering is a comprehensive end-to-end service, and that the originating service provider utilizes the services of other providers to complete the delivery of all components of the retailed service. The originating service provider then undertakes some form of financial settlement with those providers who have undertaken some form of an operational role in providing these service elements. This cost-distributed business structure allows both small and large providers to operate with some degree of financial stability, that in turn allows a competitive open service market to thrive. Through the operation of open competition the consumer gains the ultimate price and service benefit of cost-efficient retail services.

The characteristics of the Internet environment tend to create a different business environment to that of a balanced cost distribution structure. Here there is a clear delineation between a customer-provider relationship and a peer relationship, with no stable middle ground of a financially settled inter-ISP bilateral relationship. An ISP customer is one that who assumes the role of a customer of one or a number of upstream providers, with an associated flow of funding from the customer to the upstream provider, whereas an ISP upstream service provider views the downstream provider as a customer. An ISP peer relationship is where the two ISPs execute a peering arrangement, where traffic is exchanged between the two providers without any consequent financial settlement, and such peering interactions are only stable while both providers perceive some degree of parity in the arrangement, such as where the two providers present to the peering point Internet domains of approximate equality in market coverage and market share. An ISP may have multiple simultaneous relationships, being a customer in some cases, an upstream provider in others, and a peer in others. In general the relationships are unique within an ISP pairing, and efforts to support a paired relationship with encompasses elements of both peering and customer-provider pose significant technical and business challenges.

The most natural business outcome of any business environment is for each provider to attempt to optimize their business position. For an ISP this optimization is not simply a case of a competitive impetus to achieve cost efficiency in the ISP's internal service operation, as the realization of cost efficiencies within the service provider's network does not result in any substantial change in the provider's financial position with respect to upstream costs or peering positioning. The ISP's path towards business optimization includes a strong component of increasing the size and scope of the service provider operation, so that the benefits of providing funded upstream services to customers can be maximized, and non-financially settled peering can be negotiated with other larger providers.

The conclusion drawn is that the most natural business outcome of today's Internet settlement environment is one of aggregation of providers, a factor quite evident in the Internet provider environment at present.

VII.7	Quality of service and financial settlements

Within today's ISP service model strong pressure to change the technology base to accommodate more sophisticated settlement structures is not evident. The fundamental observation is that any financial settlement structure is robust only where a retail model exists that is relatively uniform in both its nature and deployment, and encompasses the provision of services on an end-to-end basis. Where a broad diversity of partial service retail mechanisms exists within a multi-provider environment, the stability of any form of inter-provider financial settlement structure will always be dubious at best.

If paired partial path service models and SKA peering interconnection comfortably match the requirements of the ISP industry today, is this entire financial settlement issue one of simple academic interest?

Perhaps the strongest factor driving change here is the shift toward an end-to-end service model associated with the current technology impetus towards support of distinguished quality of service (QoS) mechanisms. Where a client signals the requirement for some level of preemption or reservation of resources to support an Internet transaction or flow, the signal must be implemented on an end-to-end basis in order for the service request to have any meaning or value. The public Internet business model to support practical use of such QoS technologies will shift to that of the QoS signal initiator undertaking to bear the cost of the entire end-to-end traffic flow associated with the QoS signal. This is a retail model where the application initiator undertakes to fund the entire cost of data transit associated with the application. This model is analogous to the end-to-end retail models of the telephony, postal, and freight industries. In such a model the participating agents are compensated for the use of their services through a financial distribution of the original end-to-end revenue, and a logical base for inter-agent financial settlements is the outcome. It is therefore the case that meaningful inter-provider financial settlements within the Internet industry depend highly on the introduction of end-to-end service retail models. This in turn is dependant on a shift from universal deployment of a best effort service regime with partial path funding to the introduction of layered end-to-end service regimes that feature both end-to-end service level undertakings and end-to-end tariffs applied to the initiating party.

The number of conditionals in this argument is not insignificant. If QoS technologies are developed that scale to the size of the public Internet, that provide sufficiently robust service models to allow the imposition of service level agreements with service clients, and are standardized such that the QoS service models are consistent across all vendor platforms, then this area of inter-provider settlements will need to change as a consequence. The pressure to change will be emerging market opportunities to introduce inter-provider QoS interconnection mechanisms and the associated requirement to introduce end-to-end retail QoS services. The consequence is that there will be pressure to support this with inter-provider financial settlements where the originating provider will apportion the revenue gathered from the QoS signal initiator with all other providers that are along the associated end-to-end QoS flow path.

Such an end-to-end QoS settlement model assumes significant proportions that may in themselves impact on the QoS signaling technologies. It is conceivable that each provider along a potential QoS path may need to signal not only their capability of supporting the QoS profile of the potential flow, but also the unit settlement cost that will apply to the flow. The end user may then use this cost feedback to determine whether to proceed with the flow given the indication of total transit costs, or request alternate viable paths in order to choose between alternative provider paths so as to optimize both the cost and the resultant QoS service profile. The technology and business challenges posed by such an end-to-end QoS deployment model are certainly an impressive quantum change to today's best effort Internet.

With this in mind, one potential future is that the public Internet environment will adopt a QoS-mediated service model, that is capable of supporting a diverse competitive industry through inter-provider financial settlements. The alternative is the current uniform best-effort environment with no logical role for inter-provider settlements, with the associated strong pressures for provider aggregation. The reliance on Internet QoS technologies to achieve not only Internet service outcomes, but also to achieve desired public policy outcomes in terms of competitive pressures, is evident within this perspective. It is unclear whether the current state of emerging QoS technologies and QoS interconnection agreements will be able to mature and be deployed in time to forge a new chapter in the story of the Internet interconnection environment. The prognosis for this is, however, not good.

VII.8	Futures

Without the adoption of a settlement regime that supports some form of cost distribution among Internet providers there are serious structural problems in supporting a diverse and well-populated provider industry sector. These problems are exacerbated by the additional observation that the Internet transmission and retail markets both admit significant economies of scale of operation. The combination of these two factors leads to the economic conclusion that the Internet market is not a sustainable open competitive market. Under such circumstances there is no natural market outcome other than aggregation of providers, leading to the establishment of monopoly positions in the Internet provider space. This aggregation is already well under way, and direction of the Internet market will be forged through the tension between this aggregation pressure and various national and international public policy objectives that relate to the Internet industry.

The problem stated here is not in the installation of transmission infrastructure, or the retailing of Internet services. The problem faced by the Internet industry is in ensuring that each provider of infrastructure is fairly paid when the infrastructure is used. In essence the problem is how to distribute the revenue gained from the retail sale of Internet access and services to the providers of carriage infrastructure. While explosive growth has effectively masked these problems for the past decade, once market saturation occurs and growth tapers off, these issues of financial settlement between the various Internet industry players will then shape the future of entire global ISP industry.
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VIII	HUMAN RESOURCE DEVELOPMENT (Rapporteur: Chairperson)

VIII.1	Telecenter issues, shared access - covered in chapter above USE OF THE INTERNET

VIII.2	Training
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IX	RELATED ISSUES (Rapporteur: Chairperson and Jane Coffin)

IX.1	IP-numbering and Domain Name System

IX.1.1	Addressing and naming (definitions and concepts)

An address is a string or combination of digits and symbols and/or additional information which identifies the specific termination points of a connection and is used for routing.

A name is an alpha, numeric or alpha-numeric label used by/for end users for identification and may be portable. 

A number is a string of decimal digits that unambiguously identifies an end user in a given context.

An end user is a logical concept which may refer to a person, a persona (eg. work, home etc.), a piece of equipment (e.g. NTE, phone etc.), an interface, a service (e.g. Freephone), an application (e.g. Video on Demand), or a location.

NOTE: A number or a name may also be used as an address (e.g. an E.164 number used as an address).

IX.1.2	Addresses and Routing

An address identifies the location of a network termination point.  An address is then a locator.

An address identifies the interface at which the connection is to be delivered without regard to whether the connection continues beyond that interface.

IX.1.3	Names

A name may be relatively independent of the network provider and so may be portable from one network provider to another or from one part of a network to another.  Thus, a name does not reflect the topology of a network.  However, it is important to note that an address may appear to be a name if it is constructed in such a way that it may not be used directly for routing by the network.  For example, a private address will be constructed to reflect the topology of the private network but when this address appears at the public UNI  it appears to be a name from the point of view of the public network.

IX.1.4	Numbers

An E.164 number (as defined in E.164) can act in the ‘role’ of both a name and an address.  However, portability of numbers is reducing its role as an address and it is increasingly acting in the role of a name only.



Addressing Scheme�Naming Scheme�Networks��E.164�E.164�PSTN/ISDN/GSM��X.121�X.121�PSDN��AESA�AESA�ATM��IPv4/Ipv -6�Domain Names/URLs�IP Networks��X.400�X.400�IP Networks/X.25��F.69�F.69�Telex��ISO 8802.3 MAC�None�Ethernet Cards��Table 6  Naming and Addressing Schemes

IX.1.5	E.164 Numbering Plan

The E.164 numbering plan identifies three different structures for the international public telecommunication number:

International public telecommunication number for geographic areas

International public telecommunication number for global services

International public telecommunication number for Networks.

The format and structure for each of the E.164 numbering resources are provided below:

The international public telecommunication number for geographic areas is composed of a variable number of decimal digits arranged in specific code fields. The international public telecommunication number code fields are the country code (CC) and the national (significant) number N(S)N . 

�



CC	Country code for geographic areas

NDC	National destination code (optional)

SN	Subscriber number

n	Number of digits in the country code

Figure  19  International public telecommunication number for geographic areas

The E.164 number structure for geographic areas can be used both as a name or an address.  The number is an address when it identifies a specific termination point, e.g., 1 732 949 4387.  The number is a name when it used for certain non-geographic services ( e.g., Toll-Free Service, because it is used for identification) or when it is a ported number.

IX.1.6	IP Networks

An Internet Protocol network allows computer to communicate without being on the same physical network. This is accomplished by breaking down the message into packets of variable lengths. Each packet carries a forwarding address, which are assigned in a globally unique fashion. These packets are sent to a router that forwards each packet to another router that is in the best position to forward the packet to its destination. The paths followed by these packets may be different (connectionless).

IX.1.7	IP Version 4

IP forwards each packet based on a 4 byte (32 bit) destination address which is usually expressed by converting each byte into a decimal (0 to 255) and separating the bytes by a period. Besides easier readability, another reason for this notation is that the IP address is split into a network number (contained in the leading octet) and a host number. The NIC (Network Information Centre) assigns a network number and the recipient is allowed to assign valid IP addresses to hosts within the range.

The sizes of the Network part of the IP address and host part depend on the size of the network.

Network Type�Properties of IP Address��Class A�Comprises of Networks 1.0.0.0 through 127.0.0.0; The network number is contained in the first Octet. This allows the remaining 24 bits to be used for addressing hosts��Class B�Comprises networks 128.0.0.0 through 191.255.0.0; The network number is in the first two octets. Thus there can be 16320 nets with 65024 hosts each��Class C�Comprises of networks from 192.0.0.0 through 223.255.255.0; The network number is contained in the first three octets. This allows up to 2 million networks with 254 hosts each��Class D, E, F�These network address are in the range 224.0.0.0 through 254.0.0.0; Currently these experimental or reserved for future use.��Table 7  Network types

IX.1.8	IP Version 6

[The core set of IPv6 protocols were made an IETF Draft Standard on 10 Aug’ 98]

IP Version 6 (IPv6) is the specific protocol chosen by the IETF (RFC 1752, RFC 1883, RFC 1884) as the Internet's Next-Generation IP. IPv6 uses 128-bit addresses as opposed to Ipv4 which uses 32-bit addresses, to insure sufficient addresses to last well into the 21st Century and beyond. 

The IPv6 standardization effort also extends and improves on known limitations of IPv4. Specifically, IPv6 has the following advantages: 

Essentially unlimited address space. 

Simplified auto configuration; machines can plug into a network, generate their own addresses without manual intervention

configuration, and gain full Internet access 

IPv6 header is designed for optimized processing 

Standard set of security features all IPv6 nodes must implement 

Support to automatically reconfigure entire networks

IX.1.9	Universal Resource Locators (URLs)

A URL can be thought of as a networked extension of the standard filename concept: not only can it point to a file in a directory, but the file and directory can exist anywhere on the network. URLs can also be used to point to queries, documents stored on databases or whatever.

There are several protocols that are in use including:

http – hypertext transfer protocol (commonly used on the World Wide Web)

ftp – file transfer protocol

gopher – gopher protocol (retrieves text only documents)

telnet – connects to remote terminals

An example of URL: HTTP://WWW.ITU.INT/U/TSG X/SG X/WP J/TD

Where:

http is the protocol

www.itu.int is the domain

u/tsg x/sg x/wp j/td is the path or file name 

The URL serves the function of name since it must be translated to an IP address to establish the connection.

IX.1.10	Domain Names

Domain names provide a higher level naming scheme for the internet. All domain names include a top level domain (TLD) e.g., ”.com”, ”.edu”, ”.int”, ”.org”, followed by a subdomain. The TLD may also be geographical. The geographical TLDs are usually two character codes that indicate the country e.g. ‘.ch’ for Switzerland. The non geographic TLDs are also referred to as generic TLD and are global. Within a TLD names are created and assigned e.g. ”itu”. The administration is then delegated to the assignee.

IX.1.11	Interworking

Interworking  means Identify mechanisms that permit interworking between different addressing schemes. Interworking between different naming schemes or between one naming scheme and a different addressing scheme are not considered. An E.164 name in most cases will not  be translated to an IP address prior to translation of the E.164 name to an E.164 address. Thus, only interworking between different addressing schemes rather than naming schemes is considered. Some of these interworking mechanisms already exist e.g. E.164 address to X.121 address.

The following table represents various interworking scenarios that should be considered in the initial quest for GII. As more interworking scenarios are identified they can be added to encompass the evolution of GII. 

Addressing Schemes�E.164���IP��E.164�N/A���Y(IETF)��X.121����SG7��AESA����Y��IP����N/A��
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IX.2	ICANN - The Internet Corporation for Assigned Names and Numbers

In October 1998, the non-profit Internet Corporation for Assigned Names and Numbers (ICANN) was formed in order to assume responsibility for IP address allocation, protocol parameter assignment, domain name system management and root server system management functions. These functions were previously performed by the Internet Assigned Numbers Authority (IANA), Network Solutions Incorporated (NSI), and other entities, under United States Government contract.

The Board of ICANN will be composed of nineteen Directors, nine At-Large Directors, nine to be nominated by Supporting Organizations, and the President/CEO (ex officio). The nine At-Large Directors of the Initial Board are serving one-year terms and will be succeeded by At-Large Directors elected by an at-large membership organization.

IX.2.1	Supporting Organizations

The ICANN Bylaws� provide for the establishment of supporting organizations, including an Address Supporting Organization (ASO), a Domain Name Supporting Organization (DNSO) and a Protocol Supporting Organization (PSO). The three Supporting Organizations will assist, review and develop recommendations on Internet policy and structure within three specialized areas. (see Bylaws article VI.)  These bodies will help to promote the development of Internet policy and encourage international and diverse participation in the technical management of the Internet. 

Each of the Supporting Organizations will name three Directors to the ICANN Board.  Directors will serve three-year terms, though staggered from one to three years at the outset. 

The Supporting Organizations will be the primary source of substantive policy recommendations for matters lying within their specialized charters and will serve as advisory bodies to the Board according to the procedures set forth in the ICANN Bylaws. 

Participation in the Supporting Organizations will be open to any individual or organization that meets the reasonable minimum qualifications proposed by  the Supporting Organizations and ratified by the ICANN Board.  Each individual Supporting Organization will adopt participation structures appropriate for its effective functioning. 

It is expected that each Supporting Organization will establish equitable participation dues or other assessments to cover all costs of organizing and sustaining the work of the Supporting Organizations within the ICANN structure. 

IX.2.1.1	Address Supporting Organization (ASO)

The Address Supporting Organization (ASO), which will be concerned with the system of IP addresses, such as 128.9.128.127, that uniquely identify the Internet's networked computers. 

Current status: 

On April 23, 1999, ICANN received a Protocol Supporting Organization Proposal submitted by Scott Bradner on behalf of the IETF POISSON Working Group.  That proposal was posted for public comment. 

At its May 27 meeting, the ICANN Board of Directors adopted a resolution accepting that proposal and directing the President of ICANN to prepare implementing Bylaws, and to sign an appropriate Memorandum of Understanding in cooperation with the proponents of the proposal, subject to ratification by the Board. 

IX.2.1.2	Domain Name Supporting Organization (DNSO)

The Domain Name Supporting Organization (DNSO), which will be concerned with the system of names commonly used to identify Internet locations and resources.  The domain name system translates these easy-to-remember names (like www.icann.org) into IP addresses that have been assigned to specific computers.  Once fully functioning, the DNSO will be composed of a Names Council, a General Assembly, and various Constituency Groups representing DNS-related interests. 

Current status: 

On March 31, 1999, the ICANN Board of Directors adopted the Bylaws provision establishing the basic structure of the DNSO, which will be composed of a Names Council, a General Assembly, and various Constituency Groups representing DNS-related interests. 

On May 27, 1999, the ICANN Board provisionally recognized six self-organized Constituencies.  These groups will select members of the DNSO Names Council--the body that will be responsible for the management of the DNSO's consensus building process, and for communicating DNSO recommendations about Domain Name System policy to the ICANN Board of Directors. 

The organizers of the provisionally-recognized constituencies have now established an independent DNSO website at  http://www.dnso.org. 

IX.2.1.3	Protocol Supporting Organization (PSO)

The PSO will advise the ICANN Board with respect to matters relating to the assignment of parameters for Internet protocols-technical standards that let computers exchange information and manage communications over the Internet.

On April 23, 1999, ICANN received a Protocol Supporting Organization Proposal� submitted by Scott Bradner on behalf of the IETF POISSON Working Group.  That proposal was posted for public comment.

At its May 27 meeting, the ICANN Board of Directors adopted a resolution� accepting that proposal and directing the President of ICANN to prepare implementing Bylaws, and to sign an appropriate Memorandum of Understanding in cooperation with the proponents of the proposal, subject to ratification by the Board.

IX.2.2	Advisory Committees

IX.2.2.1	Advisory Committee on Membership

The Committee's work has been conducted in conjunction with the Berkman Center for Internet & Society's Representation in Cyberspace Study� - studying possible individual and organizational membership structures for the Internet Corporation for Assigned Names and Numbers.

IX.2.2.2	Advisory Committee on Independent Review

The Advisory Committee on Independent Review, called for in the ICANN Bylaws, will advise the ICANN Board on the creation of a structure for independent third party review of decisions of the ICANN Board of Directors. 

IX.2.2.3	Governmental Advisory Committee

The ICANN Bylaws describe the Governmental Advisory Committee as follows:

There shall be a Governmental Advisory Committee. The initial chairperson of the Governmental Advisory Committee shall be appointed by the Board and shall hold that position until the election of his or her successor; subsequent chairs shall be elected by the members of the Governmental Advisory Committee pursuant to procedures adopted by such members. Members of the Governmental Advisory Committee shall be representatives of national governments, multinational governmental organizations and treaty organizations, each of which may appoint one representative to the Committee. The Governmental Advisory Committee should consider and provide advice on the activities of the Corporation as they relate to concerns of governments, particularly matters where there may be an interaction between the Corporation's policies and various laws, and international agreements. The Board will notify the chairperson of the Governmental Advisory Committee of any proposal for which it seeks comments under Article III, Section 3(b) and will consider any response to that notification prior to taking action.

On February 3, 1999, ICANN announced the appointment of Dr. Paul Twomey (Australia) as Chairperson of the GAC�

IX.2.2.4	DNS Root Server System Advisory Committee

The ICANN Bylaws describe the DNS Root Server System Advisory Committee as follows: 

There shall be a DNS Root Server System Advisory Committee. The initial chairperson of the DNS Root Server System Advisory Committee shall be appointed by the Board; subsequent chairs shall be elected by the members of the DNS Root Server System Advisory Committee pursuant to procedures adopted by the members. The responsibility of the Root Server System Advisory Committee shall be to advise the Board about the operation of the root name servers of the domain name system. The Root Server System Advisory Committee should consider and provide advice on the operational requirements of root name servers, including host hardware capacities, operating systems and name server software versions, network connectivity and physical environment. The Root Server System Advisory Committee should examine and advise on the security aspects of the root name server system. Further, the Root Server System Advisory Committee should review the number, location, and distribution of root name servers considering the total system performance, robustness, and reliability. 

ICANN Director Jun Murai has been appointed Chair of this committee.
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IX.3	Voice over Internet (VoIP)







IX.4	Taxes and custom duties on information technology
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X	CONCLUSIONS (Rapporteur: tbd.)



Policy Guidelines [e.g. Policy Principles for Infrastructure development, access including universal service, and service provision] (Rapporteur: Pierre Fontaine)

Technology neutral guide to options for Internet build-out

Human capacity building

Development of local content



[Conclusions will be the base for a Recommendation]





Despite these conditions, the situation is not entirely bleak for Internet industry executives and government policy makers outside the United States who wish to implant an e-commerce culture where companies in their regions can operate without the need to become customers of U.S. firms.

The way to remedy the situation is both to attack the core problem and to create the broader commercial landscape for the Internet industry to further develop; this requires more regional bandwidth, lower prices, robust competition, and international cooperation to create central regional hubs for routing Internet traffic. 

The following initiatives serve as possible steps that can be pursued in a cooperative effort between the private sector, government, and academia to reduce the U.S.-centric Internet: 

Increase Regional Internet Capacity:

Governments can create financial incentives for new telecom infrastructure providers to increase the available capacity for backbone networks in their region, so that prices can be competitive with U.S. prices. Such incentives can take the form of tax credits for firms. Pan-European projects can be encouraged by simplifying international right-of-way approval for new cable construction. National policy makers can use informal suasion to urge incumbent operators to speed up the deployment of national and international backbone infrastructure. As the European energy sector undergoes liberalization, bankers and high-tech firms should consider taking strategic financial stakes in electrical firms as a means to diversify into the wholesale telecom area. 

Increase Local-Loop Internet Capacity:

The U.S.-centric Internet will diminish as more local content and applications become a greater part of citizens' Internet use. Governments and business should work together to increase bandwidth on local access networks to jumpstart more sophisticated applications used over the Internet. Tax credits -- and in some cases, actual subsidies -- can be used to encourage firms to deploy alternative high-speed local access technologies such as via powerlines, cable plant, and wireless technology. Governments can match funds by venture capitalists, as is done in Germany, who invest in these "strategic areas." Municipal governments should be allowed to lay high-speed fiber in their locality, as is done in certain cities in France, provided that "equal access" for competition is assured to competing firms over the infrastructure. 

Liberalization and Privatization:

Telecom liberalization is the cornerstone of a competitive environment that has proven to bring prices closer to cost. Governments with closed markets should speed up the liberalization process, recognizing that short-term job loss and reduced revenues have in all cases been offset in the medium term by an increase in both employment and volume, which leads to greater revenues. Asia has little experience in this area, but in Europe, the experience of BT in the United Kingdom and Scandinavian carriers supports this. A "shock-therapy" approach for telecom liberalization is a viable policy to pursue, especially to encourage competition among building high-speed data networks and service providers. If monopoly carriers are privatized, it is essential that a percentage of the capital is earmarked and reinvested into emerging telecom technology for the purpose of creating new Internet infrastructure. Governments should balance a two-track policy of ensuring that citizens get access to the best telecom services as do customers of foreign-owned firms that are market entrants, yet also encourage competition by national players. This should not lead to anticompetitive practices if encouraging competition nationally is done via promoting technical training for a highly skilled workforce, financial grants to telecom research institutes, and calling on national firms to compete. 

National and Regional Regulation:

National regulatory authorities should be vigilant that prices of backbone Internet networks and access links reflect costs as much as possible. However, it is imperative that they also ensure that incumbent operators do not price below cost to quash competition. Cost-based accounting is one method of doing so. National regulators should encourage and cooperate with regional regulators to ensure that market access and fair business practices occur. This is especially important regarding the leased-line market that will initially be dominated by incumbent operators. One way to encourage incumbent operators to invest in building capacity is to allow incumbent carriers to take short-term write-offs of long-term depreciation on so-determined "archaic" voice/circuit-switched infrastructure and data infrastructure, provided that the on-paper financial gains are allocated to improving Internet connectivity nationally and internationally. Such an action must conform to a strict regulatory regime to ensure the public interest is preserved. 

National and Regional Interconnection Points:

The traffic exchange among data networks is the most essential aspect of the U.S.-centric Internet situation. National -- and more important, international -- network interconnection points must be coordinated on a regional basis. A public-private sector partnership, perhaps with the input of academia, should be created on a regional basis. The model is of a "routing arbiter" that was present during the final stages of the NSFNET in the United States in the early 1990s, run by Merit at the University of Michigan and Bill Manning of the Information Sciences Institute at the University of Southern California. A regional routing arbiter can work with high-tech firms and networks to coordinate regional routing initiatives, with the goal of creating a regional hub for network interconnection that is cost-competitive with routing traffic via the United States. It can also serve as a neutral third-party center for the purpose of collecting industry data about the state of the network. In time, it could also oversee minimum performance requirements for Internet networks. National government and international institutions should fund research into next-generation Internet networks and routing schemes, on the model of the U.S. government's vBNS (very high speed backbone network service) with MCI WorldCom Inc., the Internet2 project with U.S. universities, and the next-generation Internet initiative called Abeline, maintained in part by Qwest Communications Inc., with special sponsorship by Cisco Systems Inc. The creation of so-called giga-POPs for very high speed interconnections should be the objective nationally, allied to a single or dual regional interconnection point dedicated for regional traffic and with high-speed links to at least two other regions. This will create market transparency as to where ISPs should connect for the best performance, and create greater market opportunities for the builders of infrastructure to deploy resources there. That, in turn, may lower prices for users of the infrastructure. 

What to Avoid Doing:

Over-regulation of the Internet sector, especially from a telecom perspective, may harm rather than help the industry. Too much government involvement in the form of an "industrial policy" should also be disdained; the marketplace should pick its winners and the state simply provide the framework. Policies that are projectionist or seek to resolve the symptoms of the problems in the short term should be avoided. Specifically, Asia carriers' complaints that the price of Internet connections is not shared with U.S. carriers as happens in the telecom world risk putting into place a settlement mechanism that the traditional voice telephony world is moving away from. As Asia Pacific markets open, and carriers become international in scope, many of their complaints will resolve themselves. Also, internal market liberalization in the Asia Pacific region should be made a priority.
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