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Agenda 

 GSMA & Fraud Forum Introduction 

 International Revenue Share Fraud 

– Explanation 

– Numbering Resource Misuse 

– FF Response 

 Request 
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GSM Association (GSMA) Background 

 Represents interests of mobile operators 

worldwide 

 Membership of 800 operators and 200 

manufacturers and suppliers 

 Unites industry to drive the future and 

extend the reach of mobile communications 
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Fraud Forum (FF) – Objectives & Membership 

 Trusted forum on GSM fraud 

issues to minimise exposure for 

members 

– Develop fraud awareness 

– Exchange intelligence & best practice 

– Develop & maintain industry 

countermeasures  

– Assess the fraud exposure of new 

services 

– Collaborate with other GSMA and 

external groups 

 

FF Membership – Jan 2012 

Total 

Individual 

members 
487 

Countries 106 

Companies 242 

Operators 199 

Associate 

members 
43 
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International Revenue Share Fraud (IRSF) 

Losses for mobile operators 

Customer losses (PBX hacking, social engineering) 

Artificial Inflation of Traffic (AIT) 

Massive calling to content services on high-tariff international ranges 

Fraudulent Service Acquisition 

Subscription 
fraud 

PBX 
hacking 

Account 
takeover 

Social Engineering 

Wangiri  SMS Spam 
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IRSF Key Contributing Factor: Short Stopping 

 Calls never reach geographical destination indicated by international 

country code 

– Re-routed by a carrier in traffic chain to terminate on content server 

anywhere 

– Used to generate revenue on numbers with high international termination 

rates 

 
Authorised 

Short-
Stopping 

• Some countries have assigned number 
ranges specifically for special services 
(e.g. Austria +43820, Latvia +371 810) 

• Used for international content 
services 

Number 
Range 

Hijacking 

• Other countries’ number ranges are 
being short-stopped without their 
knowledge & authorisation. 

• Number range holder receives no 
traffic or termination fee. 
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International Revenue Share Fraud (IRSF) 

 International content services are an attractive target for fraud. 

 Content providers are motivated to generate incoming traffic to their 

own content services. 

– Committing or facilitating fraud 

– Receive payment quickly, long before other parts of settlement 

chain and despite obvious fraud at originating network 

Origin 
network 

Carrier n Carrier 2 Number 
range 
holder 

Content 
provider 

Fraudster: 
no 

payment to 
originating 

network 

LOSS 

Carrier 1 

C a s c a d i n g  S e t t l e m e n t  

A r t i f i c i a l   I n f l a t i o n   o f   T r a f f i c  ( A I T )  
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ITU-T Position: Intended use of International Country Codes 
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ITU-T Principles: Use of International Numbering Resources 

… 
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Misuse Openly Occurs Despite ITU-T Position 

From 
website of 
international 
voice carrier 

“Partner with us and allow your numbering 
resources to be used to create virtual 
international revenue share numbers. ”  

“We currently work with over 70 
international telephone carriers” 

“...our clients’ content will generate 
international incoming traffic on which we 
will share revenue with you. “ 
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Example: Misuse 

 Rate card from website of 

international premium rate number 

provider 

 Are these numbers being used for 

the specific application for which they 

were assigned by the ITU-TSB? 

 Have these numbers been sold, 

licensed or traded? 

 Do calls to these numbers terminate 

in the designated country? 

 Are there any national regulatory 

provisions governing these premium 

rate or revenue share arrangements? 
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Addressing Number Resource Misuse 

 Pacific Islands & Liechtenstein regulators stopped selling/leasing their 

ranges or introduced greater controls following escalation by FF. 

– Short-term success 

– Problem moved elsewhere 

– Biggest abuses occurs where regulation is absent or ineffective 

 

 Hijacking is becoming dominant form of misuse 

– Invisible to regulators 

– Happening outside of regulator’s jurisdiction 

– Regulators cannot tackle it in isolation 
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FF Responses to IRSF: Current Status 

 Strategic  

– Proposed GSMA code of conduct requiring mobile operators to properly 

administer their number ranges (or name & shame) 

– Considering invitation from BEREC* to fraud workshop 

– Increasing collaboration with carriers (i3Forum fraud work stream & within 

GSMA). 

 Operational 

– Number range barring (fraud alert process, Hot B Number database) 

– Rapid detection mechanism for roaming fraud 

 

* Body of European Regulators for Electronic Communications 
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Request 

 FF contribution to Study Group 2 (SG2) meeting contains 106 misuse 

reports from 14 mobile operators. 

 FF request to SG2: 

– Analyse effectiveness of existing ITU-T controls against misuse 

– Share information on any additional controls planned or under study 

 FF request to ITU-T assigned owners of misused numbering 

resources: 

– Investigate the legitimacy of services offered on these ranges. 

– Collaborate in SG2 to identify and implement countermeasures to number 

range hijacking 

 Suggestion: Processes (information sharing) rather than 

recommendations. 
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Thank You 

 David Maxwell 

GSMA Fraud Forum Director 

dmaxwell@gsm.org 

mailto:dmaxwell@gsm.org

