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Need for GRC

• Access to the right information at the right time
� Too many sources of information

� Information is duplicated across various information sources

� Very few security incident feeds are customised for a country or
region

• No effective collaboration channels
� Any single country is vulnerable against a well co-ordinated 

international cyber attack 

� There is a significant pool of untapped expertise within the security 
industry and the academia



What does the GRC offer?

• Syndicate information from various trusted sources to enable 
effective remediation of security incidents

• Automate the process of collecting, monitoring, selecting, 
retrieving, tagging, cataloging, visualising and disseminating 
data on security incidents

• Collaborate with member Governments’ agencies, members of 
academia, members of the security industry and trusted experts 
to provide resolution to security incidents

• Operate a 24x7 Response Centre



Value to member Governments

• Rich source of cyber-threat feeds.

• Co-ordinated response to – private 
sector/academia/public sector.

• Providing a framework for national CERTs to 
collaborate and remediate problems across-
borders.
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GRC Architecture
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GRC Features
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Current Future 

Network Early Warning System (NEWS) Visualization of Threats by Countries

Expertise Finder IMPACT Scorecard

IMPACT 
Community Trend Libraries

Malware Threat Analyzer Trend Monitoring & Analysis

Global Visualization of Threats Remediation Facility

Incident & Case Management 
(cross-CERT compliant) IMPACT Honeynet

Knowledgebase Video Broadcasting

Reporting Threat Route Plotter

Remote GRC Integration

Resolution Finder



GRC Features Definition
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Early Warning System Real-time Information mashup from various sources

Expertise Finder Facilitates Expert Knowledge Exchange Network and Real-time communication

IMPACT Community Social Networking Facility for IMPACT members

Remediation Facility Research and Development Lab

Malware Threat Analyzer Malware Submission Facility - Automated Threat Analysis System

Trend Libraries Trend Archive

Global Visualization of Threats Global Security Health Check. Global Threat Map

Visualization of Threats by Countries Threats by Countries

Incident & Case Management Case Management and Incident Escalation (Cross-CERT compliant)

Trend Monitoring & Analysis Trend Dynamic Data Analysis and Assessment

Knowledgebase Libraries of Security Documents and Information

Reporting Executive and Technical Report Generation Facility

IMPACT Honeynet IMPACT Integrated Honeynet Framework 

Video Broadcasting Video broadcasting of emergency news from IMPACT

Threat Route Plotter Security Threat Trails

Resolution Finder Map Resolution to Security Threats

Remote GRC Integration Country based GRC integration with IMPACT



Information sources for NEWS

7

SRI-MTC
Kaspersky

Trend MicroF-Secure

SANS
Arbor
Networks

Secunia

SOPHOS



Development phases for NEWS & ESCAPE
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