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CYBER SECURITY INCIDENTS (CUberSecUity
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Incidents:
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DIGITAL FORENSICS CASES | CuberSecurity|
2002 - 2009
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* As of Mar 2009
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The STUDY
- National Information Security Policy

Ministry of Science, Technology and Innovation conduct study
2005 - 2006

mosTI

Accepted by the Government 2006

1. Assess the current situation of
information security within the Critical
National Information Infrastructure (CNII)

sectors 1. Legislation &

2. Advise on enhancements to be made in 5 _?eegﬁilq%ﬂ%ry
the field of information security for each 3' SINT Pgry e
of the CNII sectors ' Cu Icr_tiolr\1/
3. Formulate a National Information Security e
. 4. |Institutional
Policy :
5. International

4. Chart out a roadmap and action plan for
the implementation
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The NATIONAL CYBER SECURITY POLICY {"1_;"@:_*:-?--*
- Overview o

National Cyber Security Policy (NCSP) OPT'ON B
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OBJECTIVES

ADDRESS THE RISKS TO THE CRITICAL
NATIONAL INFORMATION INFRASTRUCTURES

|| Cubersecuritu||

MALAYSIA

NATIONAL CYBER SECURITY
POLICY (NCSP)

NCSP Vision:
TO E N S U R E T HAT C R ITI CA L Ma.laysia’s Crilicall National Information Ir.1fra.slructure shall be sacurs.;, resilient.and self-

reliant. Infused with a culture of security it will promote stability, social well being and
wealth creation
INFRASTRUCTURES ARE PROTECTED TO A ——
jective:
L EV E L T HAT CO M M E N S U RA T E T H E R I S K S * To address the risks 19 the Critical Natic.nal Information Infrast‘rumure
FACED " itissamte wedrorems g il e
* To ensure critical infrastructures are protected to a level that commensurate the risks

faced

The policy recognises the critical and highly i o *mmﬂ

interdependent nature of the CNII and aims to
develop and establish a comprehensive T im'fn“m
programme and a series of frameworks that will e T | s
ensure the effectiveness of cyber security controls ~ NCSP Thrus s:

over vital assets Srecio o P\ A\ R

Legislative & Regulatory Frarnewbrk
Cyber Security Technology Framawork
Culture of Security & Capacity Buils
Research & Development Towards Self Reliance
Compliance & Enforcement
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The NATIONAL CYBER SECURITY POLICY
- Qverview

VISION

‘Malaysia's Critical National Information
Infrastructure shall be secure, resilient

and self-reliant. Infused with a culture of
security, it will promote stability, social
well being and wealth creation’

CNII

Assets (real & virtual), systems and functions
that are vital to the nation that their incapacity or
destruction would have a devastating impact on
1.National economic strength

2.National image

3.National defense & security
4.Government capability to function
5.Public health & safety

Securing Our Cyberspace

National Cyber Security Policy (NCSP) O PTI
Size : 20"(w) x 30"(h)

Color : CMYK

| Cubersecurity||

MALAYSIA

NATIONAL CYBER SECURITY
POLICY (NCSP)

NCSP Vision:

Malaysia’s Critical National Information Infrastructure shall be secure, resilient and self-
reliant. Infused with a culture of security it will promote stability, social well being and
wealth creation

NCSP Objective:

* To address the risks to the Critical National Information Infrastructure
* To develop and establish a comprehensive program and a series of frameworks that
will ensure the effectiveness of information security controls over vital assets

ONB
cM K

* To ensure critical infrastructures are protected to a level that commensurate the risks

faced

Critical National Information

Infrastructure (CNIl) 1 f
CNIl is defined as information infrastructure that Is very Important to the nation, &
critical sectors are: ¢
1. Bankin 1ce g 6. Health Services
2 2. Transporation - > 47 /‘;7. Efﬁe:tggncy Services
'ﬁ : ?A &S 2 g,: % o :. !}gggﬂn?ation t&sv:ornmunication
s 3 L . Government Servi
. 3:‘,&, Elices, s _
BNES Water 4RO, 10. Food & Agriculture ——
/ e B o - —:‘ -
NCSP Thrusts: e

Effective Governance

Legislative & Regulatory Framework —
Cyber Security Technology Framework "
Culture of Security & Capacity Building
Research & Development Towards Self Reliance
Compliance & Enforcement

Cyber Security Emergency Readiness
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International Cooperation
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The NATIONAL CYBER SECURITY POLICY
- CNIl Sectors
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The NATIONAL CYBER SECURITY POLICY
- Policy Thrusts

" CuberSecurifu ||

MALAYSIA

Establishment of
a national info
security
coordination
centre

Ministry of
Science,
Technology &
Innovation

Reduction of &
increased in
success in, the
prosecution in
cyber crime

Attorney
General’s
Office

Expansion of
national
certification
scheme for
infosec mgmt &
assurance

Ministry of
Science,
Technology &
Innovation

Securing Our Cyberspace

Reduced no. of
InfoSec
incidents
through
improved
awareness &
skill level

Ministry of
Science,

Technology &

Innovation

Acceptance &
utilization of
local developed
info security
products

Ministry of
Science,
Technology &
Innovation

Strengthen or
include infosec
enforcement role
in all CNII
regulatorsl|

Ministry of
Information,
Communication
& Culture

CNIlI resilience
against cyber
crime, terrorism,
info warfare

National
Security
Council

International
branding on
CNII protection
with improved
awareness &
skill level

Ministry of

Energy, Green
Technology &

Water

PT — Policy Thrust
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The NATIONAL CYBER SECURITY POLICY | CuberSecurity
- Implementation Approaches WUA:L AT 57 8

Addressing | ¢ Stop-gap measures to address fundamental vulnerabilities to the information
. security of the CNII

Immediate # Creating a centralised platform for security mechanisms

Concerns + Raising awareness of information security and its implications

Buildin g the % Setting-up the necessary systems, processes, standards and institutional

arrangements (mechanisms)
Infrastructure # Building capacity amongst researchers and info security professionals

: # Developing self-reliance in terms of technology as well as professionals
Developing + Monitoring the mechanisms for compliance

Self-Reliance + Evaluating and improving the mechanisms

# Creating the culture of Info Security

Securing Our Cyberspace
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The NATIONAL CYBER SECURITY POLICY | CuberSecurity||
- Effect|ve Governance MALAYSIA

Malaysian Administrative, Modernisation and
Management Planning Unit@lme
Attorney General’s Chamberss . 4
Ministry of Science, Technology and Innovatlon
Ministry of Defence -
Ministry of Foreign AffaitSes
Ministry of Energ C | Water
Ministry of Infornfarmﬁ'cm_mm H'W
Culture ___;-,—_—_—‘-m__"i
Ministry of Flnance
Ministry of Transport

. Ministry of Home Affairs

. National Security Council

. Chief Government Security O icer’s Office

. Central Bank of Malaysia f

. National Water Services C ission

. Malaysian Communicat
Commission [

. Energy Commission =
. Securities Commission
. CyberSecurity Malaysia =~
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The NATIONAL CYBER SECURITY POLICY |CuberSecuriry|
- Legislative & Regulatory Framework

A Study on the laws of Malaysia to accommodate legal
challenges in the Cyber Environment

p
1) To identify the issues and challenges with regard to the
Internet.
- B '
2) T legislativer framework, both
and to assess if the
sufficient to ad such
o
\ ‘ yber’La-'s'g;
3) To .amendm |
and
legi
curr
. /
0000
.::: Securing Our Cyberspace
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The NATIONAL CYBER SECURITY POLICY
- Cyber Security Technology Framework

MS ISO/IEC 27001:2006
Information Security Management System (ISMS)

Saoeo - Sz | The International Standards _
Adopted as Malaysian Standards

MS ISO/IEC 27001:2006

Information technology — Security
techniques — Information security

MALAYSIAN  ws sonec 27001:2008
STANDARD

MALAYSIAN  wmsisonec 1773s:2005
STANDARD

INFORMATION TECHNOLOGY- SECURITY
TECHNIQUES - INFORMATION SECURITY
MANAGEMENT SYSTEMS - REQUIREMENTS
(ISOAEC 27001:2005, IDT)

MS ISO/IEC 17799:2005

NNNNNNNNNNNNNNNNNNNNN - SECURITY
TECHNIQUES - CODE OF PRACTICE FOR
INFORMATION SECURITY MANAGEMENT

(FIRST REVISION)
(ISONIEC 17799:2005, IDT)

IC5: 35,040
@
2 @ Copyright 2006

DEPARTMENT OF STANDARDS MALAYSIA || [ I N ic=: 250 20

@ Copyright 2005
DEPARTMENT OF STANDARDS MALAYSIA
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The NATIONAL CYBER SECURITY POLICY
- Cyber Security Technology Framework

Malaysian Common Criteria
Evaluation & Certification (MyCC)
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MISSION

=
(3
X 4

“to increase Malaysia’s competitiveness in

quality assurance of information security based

on the Common Criteria (CC) standard and to
Malaysia was accepted as CCRA
Certificate Consuming _ _ _
Participant on 28 March 2007 information security products”

4 =
AUSTRIA CZECHREPUBLIC DENMARE FINLAND GREECE HUNGARY INDIA
ISRAFL ITALY MATAYSTIA PAEKISTAN SINGAPORE TUREEY

= 1 =8

Securing Our Cyberspace

build consumers’ confidence towards Malaysian
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The NATIONAL CYBER SECURITY POLICY | CuberSecurity

- Culture of Cyber Security & Capacity Building

Content Content Localization & Content Target
Partners Packaging Channels Audience

—-3‘-._

i Video cl ps

Publication

International
CERT
Communities

Other industry
partners

Let’s Make
The Internet

Securing Our Cyberspace A Safer Place
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The NATIONAL CYBER SECURITY POLICY
- Culture of Cyber Security & Capacity Building

Security Professional & Capacity Building

Outreach
Awareness posters e NG -
e-security website: www.esecurity.org.my ¥ =
eSecurity newsletter (published every

gy,

International Information Systems Security Certification Consortium (ISC2) to promote;{ 'éi
Certified Information System Security Professional (CISSP) and System Security \' J
Certified Professional (SSCP)

Information Security Audit and Control Association (ISACA) to promote Certified
Information Systems Auditor (CISA) and Certified Information Security Manager (CISM) .‘w' L

Uy
Professional in Critical Infrastructure Protection (PCIP) of the Critical Infrastructure Institute
(Cl) %

i 4F2Security

Al
™

quarter) A o

CyberSAFE awareness newsletter
INFOSEC Knowledge Sharing
Radio Advertisements

»
L5
Lx
wh

((((
P
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The NATIONAL CYBER SECURITY POLICY | CuberSecurity||

- Culture of Cyber Security & Capacity Building

FEHEE I
| Home | Bahasa Malaysia |

eSecurity

TOWARDS BUILDING A SECURITY CULTURE KIDS/ TEENAGERS PARENTS, SER e s
pon e & d ﬁ; m! 2
B & |0 Information Protection T GVib el SAEE ™

Info Protection st L | ihen you are on the Intermet:
= Don't give out infarmation aboutyourself & a o e 2008, Patcole oy of bl CYORSATE A Rl o
s shahtly how Crber Togeiner. Picuiounty, Cy beTSAFE anly provide
B Do SR

to someone you met online.
E = Don't zend a picture of yourselfto people

you met online.

(Chat/Safe]
[Passwiord|Protectic
P2P Share & Download! . -
Virusi&iWorms)
mmm Yihen you are on the Internet
Cyberstalk{&{Harass) » Protectyour computer current
with the automatic updates

mam = Use an Internet firewall
L4
Cﬂl\\ﬂl.l m = Suhscribe to industry standard

antivirus software and keep it

Cyberbullying current
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The NATIONAL CYBER SECURITY POLICY
- Research & Development Towards Self Reliance

To Identify Technologies That Are Relevant and Desirable by the CNII
Develop Programme to Inculcate Research Culture at the Early Stage
Education

To Collaborate With International R&D Centers, Universities and Partner With
Local Universities and MIMOS

Provide Incentives / Bond to the Sponsored Students

To Established an R&D Institute Specialized in Cyber Securlty Related
Research for CNII |

Development of the National R&D
Roadmap for Self Reliance in Cyber
Security Technologies facilitated by
MIMOS

- Handing over ceremony from MIMOS to
MOSTI on 27 Nov 2007

7 \)
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The NATIONAL CYBER SECURITY POLICY
- Compliance & Enforcement WAL KT

- Risk Assessment (in NCSP-PT6 context) looks at the likelihood of
threats exploiting vulnerabilities to Cyber Assets disrupting/compromising
delivery of Products and Services and the consequence or impact of
the disruption/compromises of the Products and Services to the Nation,
Commerce, Industry, Government, Consumers and other beneficiaries

\ 4

. Commerce &

Industr
IcT —
Systems Products
And ; Equipment , - And —
Applications ‘ (non-Cyber Assets y Services <% National
(Cyber Assets) Where applicable) ' \ Economy &
That Support Security

Reliable Operation,
Protection and
Quality of Output
Consumers

Products and - )
Services p-f'

Government '

N

Securing Our Cyberspace
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THE NATIONAL CYBER SECURITY POLICY
- Cyber Security Emergency Readiness

NATIONAL CYBER CRISIS MANAGEMENT
»

Develop the National Cyber  Crisis
Management framework that outlines the
strategy for cyber attacks mitigation and
response among Malaysia’s Critical National
Information Infrastructure (CNII) through public
and private collaboration and coordination

National Security Council (NSC)

Chairman : Y.A.B. Prime Minister

1

National Cyber Crisis Management
Committee (NCCMC)
Chair: Deputy Prime Minister

National Cyber Crisis Management Working

Group (NCCMWG)
Chair : National Security Council

Jointly organized by: L
M
Partici T

) @Emalaysia  |@mayean AR L Cyber Security Operation & Crisis

‘ Center
Tﬂ?’ @TIME

X-MAYA 2008
“ National Cyber Crisis Exercise
24™ July 2008

@ TENAGA
LS NASIONAL sennan

Securing Our Cyberspace
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The NATIONAL CYBER SECURITY POLICY |CuberSecurity||
- International Cooperation

MALAYSIA

Cyber Security International Cooperation Strategic Framework

ENGAGE PRIORITIZE LEADERSHIP

Securing Our Cyberspace
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The NATIONAL CYBER SECURITY POLICY
- International Cooperation

Collaboration with
1 Intematlonal Inff'i

ALVALICE

3 Security and Présp.e
Group (APECTEL) |

4, International Telecommgnlcatlon Union:(IT
\5.ASEAN Regional Forum QARF) in Cyber Securlt.%m.r
B Organlzatlon of the Islami&: Gcmference Compute

!
i

erget cy Response Team (,QJC CERT)

NEW
ZEALAND

1. MoU with Australian CERT (AusCERT) S
2. Malaysla -Australia collaboratlon in cyber security : , ‘ g

Antarctica 7 e
y ST

Securing Our Cyberspace
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The NATIONAL CYBER SECURITY POLICY |CuberSecurity||
- International Cooperation WAL KT8 &

s
ESTABLISHMENT OF OIC-CERT ORGANISATION OIC-CERT

1) Collaboration of Computer Emergency Response Team | Computer Emergency ResponseTeam

(CERT) among OIC member countries. :
KL Resolution 2009

2)Resolution of 35™ Session Council of Foreign Minister
of the OIC, Kampala, Uganda 18-20 May 2008 the OIC-CERT Term of

Reference tabled during
3)Established in January 2009 with 15 member countries this AGM is accepted

Chair : Malaysia — CyberSecurity Malaysia :
. . . . . : the appointments of the
Secretariat : Tunisia — Tunisia National Agency for OIC-CERT Steering

Computer Security Committee for the term of

2009-2011
Members : 1) Saudi Arabia 2) Pakistan

3) Nigeria 4) Iran the OIC-CERT will intensify
5) E t 6) M efforts in areas of:
) _gyp ) OI‘OC.CO i. Strategic Cooperation
7) Libya 8) Brunei ii. Technical Cooperation
9) Indonesia 10) Jordan lii. Awareness & Capacity
11) Oman 12) Syria Bullding

Iv. Law Enforcement &
13) Bangladesh 14)Turkey Regulatory Cooperation

v. Funding
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The NATIONAL CYBER SECURITY POLICY [Cubersecurlt
- International Cooperation ALKV S

OIC-CERT
—

Computer Emergency Response Team

Securing Our Cyberspace

13- 5 Jan 20040

OIC-CERT 1ST Information Security Seminar 2009 with a
theme SITRATEGIC PARINERSHIP AGAINST CYBER
THREATS targeting ICT security professionals, policy makers,
industry pglayers and from the OIC member researchers
countries.

14 — 15 Jan 2009, OIC-CERT 1%t Annual General meeting.
Agenda:

. Approvam the
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The NATIONAL CYBER SECURITY POLICY
- International Cooperation

' OBJECTIVE OF OIC-CERT

1
r "} « Strengthen relationship amongst CERT/CSIRT in
| the OIC countries

* Information sharing
 Prevent/reduce cyber terrorism activities
 Education and Outreach ICT Security Programs

« Promote collaborative technology research,
development and innovations

* Promote Good Practices and / or recommendation
to address legal and regulatory issues

. » Assist member countries to establish National
CERTs

ACCEPTED AS OIC AFFILIATED ORGANIZATION
IN THE 36t" Session Council of Foreign Minister of
the OIC, Damsyik, Syria 21-23 May 2009
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|| CuberSecurity||

MALAYSIA

|CyberSecurity|| CNIl Portal

MALAYSIA Critical National Information Infrastructure

www.cybersecurity.my cnii.cybersecurity.my

eSecurityai

TOWARDSBUILDING A SECURITY CULTURE
LORYHOZENTOIRE ¥ ZECT1LA ENFLASE

for general for incidence
o inquiries reporting

info@cybersecurity.my cyber999@cybersecurity.my

Securing Our Cyberspace
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