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One element of a Cybersecurity
Strategy is the development of a legal
framework

Part of the legal framework is the
strengthening of a fight against
Cybercrime

Without the ability to investigate
Cybercrime further attacks of the
offender can not be prevented

Legal framework can in this context

help to build confidence for users and
businesses
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Cybercrime is a global phenomenon

The regional conferences proved a
great interest in the topic

Threat of developed countries as well
as developing countries

UNDERSTANDING CYBERCRIME:
]A GUIDE FOR DEVELOPING COUNTRIES

ICT Applications and Cybersecurity Division
P

Aim: Providing a guide that is focussing
on the demands of developing countries T e B

Draft April 2009

The guide does not provide an “out-of-
the-box” solutions but aims to support
the discussion in the countries

CYBERCRIME
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During the the WSIS Forum 2009, HL
Panel No. 1 (Accessing Knowledge) the
Importance of a free access to
knowledge was emphasised

ITU will make the guide available free
of charge

UNDERSTANDING CYBERCRIME:
!A GUIDE FOR DEVELOPING COUNTRIES

Available on the ITU website now

ICT Applications and Cybersecurity Division
Policies and Strategies Department
ITU Telecommunication Development Sector

Draft April 2009

Very positive feedback during the last 2
weeks

CYBERCRIME
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ITU 1s currently working on the
translation of the guide to all UN

language

Arabic, Chinese, Russian, French and
Spanish version will very likely be

available in September

UNDERSTANDING CYBERCRIME:
!A GUIDE FOR DEVELOPING COUNTRIES

ICT Applications and Cybersecurity Division
Policies and Strategies Department
ITU Telecommunication Development Sector

Draft April 2009
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a) Copyright related offences
With the switch from analogue to digital the

.
e i

E X m l n d E X l n t I n transition.””® Before the transition took place

amples a planatio g L
reached a point were very little improvement
was possible. The digitalisation™” enabled the
entertainment  industry to  add  additional
services to movies distributed on DVD like
various languages, subtitles, trailers and bonus
‘material. Compared to records and video tapes
the CDs and DVDs tumned out to be more
resistible. ™

copyrhtvioatns.

Apart from the creation of new services the
digitalisation enables new methods of copyright violations. The foundation of the current copyright
violations is the possibility of fast and accurate reproduction. Until the digitalisation took place
copying a record o & video tape was going along with a loss of quality. This limited the possibility of
‘making copies from copies. Today it is not only possible to duplicate digital sources without a loss of
quality - as a result it is as well possible to make copies from any copy.
The currently most intensively discussed copyright violations are:

*  Exchange of copyright protected songs, files and software in file-sharing systems™"!

*  The circumvention of digital-rights management systems’
File-sharing systems are peer-to-peer’ based network services that enable their users to share files
with other users.”™ After installing the file-sharing software | the users can select files on their hard
disk that they want to share with others and use the software to search for files that are made available
by others and download them. If one user makes a copy of a song or a movie available this file can be

egarding the ongoing f Teckzology. 2006, Highligats, page 10 - available at:
www oced arg dazaoecd 27/9/3748 7604, pdf

soter Einfliss der i Page 34 ot seqq

5 e production process of the copics and with this lowerod the costs

References and Sources ol s e

available at:
PO cuments en/mectings 2003 ‘scerpdfscer 102 pdf, Lokmass, Digsal Rights Management: The Skeptics” View —
M M M . available st: hupwww el oeg TRDRM 20030401 drm_skeptics view pdf.
(if available from publicly available sources) o .
based stractres, Soe: Schoder/Fischback/ Schmitr, Core Conoeps in Poer-3o-Peer Networking, 2005 — svashable st biip Swww idea-
P, And 1, A Survey of Peer-1o-Peer Content Distribntion
Technologics, 2004 — available at: hip:/'www 1l MC!

“* GAD, File Sharing, Selected Universitics Report Taking Action o Reduce Copyright Infringement — available at:

g items 404503 p, Ripeas  Migping the Grwiclls Network: Propertics of Largs-Scale Pocr-to-
Peer Systems and Implications for System Design — e #t: 4 e e /i pdf. US Federal Trade
Commission, Pecr-30-Peer File-Sharizg Technology: Coasumer Protection snd Competition Issues, page 3 - mailable s5:

/i [Gribble, A ‘Peer.to-Pees File Sharing

Sysems - avalable a b
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d attacks on the computer system.”™ If offenders are able to access the
ardware. For most criminal legal systems, remote physical cases do not
ilar to classic cases of damage or destruction of property. However, for

° Explalnlng more than 20 dlfferent klnd sses, the financial damages caused by attacks to the computer system are
of offence linked to the term £ computer
Cybercrime”

re web-based

icks against

Ranging from traditional offences like

illegal access or computer-related

fraud to complex scams like “phishing” |
“ o 0 of malware (like

and cyberlaundering are self- Thegophic vt s o oces et b 3 e i e

toa
normal operation (black) and during a Denial-of-Service (DoS) attack. If the
it harm the attacked server is unable to handle the i d number of req the
attack can slow down the website response speed or disable service altogether.

207

200

ansfer processes.

Even topics that go beyond international .y
standards like religious offences or
||_|_ega|_ gambl_|ng are covered is the Aids Info Disk or PC Cyborg Trojan. The virus hid directories and encrypted the

asked to 'renew their license' and contact PC Cyborg Corporation for payment. For more

CYBERCRIME Page: 10




During the discussion yesterday the
“Advance Fee Fraud was mentioned

Guide contains detailed description of
the phenomenon as well as the legal
response

Further solutions provided by the ITU
Cybercrime Legislation Toolkit

CYBERCRIME
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2.7.1. Fraud and Computer-related Fraud

Computer-related fraud is one of the most popular crimes on the Internet.*” as it enables the offender to use

)
automation®”?

Automation enables offenders to make large profits
from a number of small acts. >”* One strategy used by
offenders is to ensure that each victim’s financial loss
is below a certain limit. With a ‘small” loss, victims
are less likely to invest time and energy in reporting
and investigating such crimes.>™ One example of
such a scam is the Nigeria Advanced Fee Fraud (see
Figure 15).°7

Although these offences are carried out using
computer technology, most criminal law systems
categorise them not as computer-related offences, but
as regular fraud.*”® The main distinction between

and software tools to mask criminals” identities.

My dear friend,

ot me introduce mysalf first of all. My name is Mbuto Butalia. | am the wife
of the former President Republic lia. loved husband recently died in
8 plane-crash, During tho cloaning oftis documents | found out that my
husband has 10.000.000 USS on a secret
T'would ke to ransfer this money o my famiy, 8 ma: is living in the US.
Unfortunatay | am not able totransferthe moriey drecty. T wouk! therofore
iike 1o aks you for your assistance.
Pooutd ke 1 ansior the 10,000,000

could transfer 9.000.000 USS to my family. The remain 1.000.000 US$
witbe slo' you. I you agres, | woukd ke lo.ask you 1o h:.--nmr first of all

r ban

USS to your nwounl and ask you if

igure 15

The graphic shows a classic email based on the advance fee fraud scam. In
order to receive the supposed profit, recipients are asked to transfer a certain
amount in advance. It s  very popular fraud-scam but due to the missing
‘manipulation of a computer system it is not a computer-relatedfraud.

computer-related and traditional fraud is the target of the fraud. If offenders try to influence a person, the
offence is generally recognised as fraud. Where offenders target computer or data-processing syste|ms, offences
are often categorised as computer-related fraud. Those criminal law systems that cover fraud, but do not yet
include the manipulation of computer systems for fraudulent purposes, can often still prosecute the above-

mentioned offences.
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aet user can get access to those instructions.

ines to analyse targets.””® A training manual was found during investigations

. P r0V| d | n g d d eta | I-e d ana l-yS | S Of t h e up highlighting how useful the Internet is for gathering information on
most important challenges related to ngines, offenders == :

o o o rmation (e.g.,
the fight against Cybercrime ildings) that help in
orted that insurgents
ustan used satellite

This includes very recent issues like the

emerging use of encryption technology, wmsofconta
the use of botnets to commit large s - from phone
scale attacks and the ability to the hide  's©™hememet - | e suicsons heposivtey occumeaing ca o

chnical standards to lled by access providers. If access providers install certain

the identity by using anonymous iscussions about | Seereeelony et et il ek T o e e

circumvented, if the user makes use of anonymous communication servers

communication services he Internet is no e e s o e Tt

i

and even block the websites.
astructure.”! The
| by laws and law-makers and law enforcement agencies have started to

ing a certain degree of central control.
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e During the discussion yesterday the
challenges of botnets and internet
cafes were mentioned

The guide provides a description of the
phenomenon “botnet” as well as
possible solutions for investigations
involving internet cafes and examples
for registration obligations

CYBERCRIME
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Guide does not provide an “out-of-the-
box” solution

With regard to nearly 20 offences the
guide provides an overview and
analysis about examples for criminal
law provisions addressing the
phenomenon of Cybercrime

This includes the outcome of ITU HLEG,
Commonwealth Model Law, Budapest
Convention on Cybercrime, Stanford
Draft Convention and in some cases
national approaches

CYBERCRIME

GERCKE

ITU GUIDE

Stanford Draft Convention

| The informal’**® 1999 Stanford Draft Convention does not i

Convention on Cybercrime the Draft CL)nvention does only ¢
an intended system interference.

Example from National Legislation

This limits the criminalisation of spam to those cases where
on the processing power of computer systems. Spam e-mail
necessarily the computer system, could not be prosecuted. A
approach. One example is the United States legislation — 18

§ 1037, Fraud and related activity in connectic
(a) In General — Whoever, in or affecting inters

(1) accesses a protected computer withou
transmission of multiple commercial electronic

P
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e Examples for legal solutions are not
limited to substantive criminal law but
as well cover procedural law,
International cooperation and the
liability of Internet Service Providers for
offences committed by user of their
service

CYBERCRIME
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Stanford Draft Convention

| The informal’**® 1999 Stanford Draft Convention does not i

Convention on Cybercrime the Draft CL)nvention does only ¢
an intended system interference.

Example from National Legislation

This limits the criminalisation of spam to those cases where
on the processing power of computer systems. Spam e-mail
necessarily the computer system, could not be prosecuted. A
approach. One example is the United States legislation — 18

§ 1037, Fraud and related activity in connectic
(a) In General — Whoever, in or affecting inters

(1) accesses a protected computer withou
transmission of multiple commercial electronic

s~
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000 ITU Toolkit for Cybercrime Legislation

@E @ @ ( W [ http:/ /www.itu.int/ITU-D/cyb/cybersecurity/projects/cyberlaw.html

http://www.itu.int/ITU-D/cyb/ P N
cybersecurity/projects/cyberlaw.html I

Back to CYB ITU Sectors | Newsroom | Events | Publications | Statistics | AboutITU

CYB Activities ITU CYBERCRIME LEGISLATION RESOURCES:
ITU Toolkit for Cybercrime Legislation
Cybersecurity

Deterring il is an integral component of a national d
I E-Strategies o . includes the adoption of appropriate legislation against the
I ICT Applications activities intended to affect the integrity of national critical in

The ITU Toolkit for Cybercrime Legislation addresses the first]
[t f )

which is the ion of ies for the

of legislation that is globally applicable and interoperable witl
existing national and regional legislative measures.

I Internet and IP Networks

I Telecentres

General Info
The adoption by all countries of appropriate legislation againg
Evi . - B h
ents U on S the misuse of ICTs for criminal or other purposes, including
activities intended to affect the integrity of national critical
information infrastructures, is central to achieving global
Publications cyl ity. Since threats can originate anywhere around
the globe, the challenges are inherently international in scop
Contact CYB ihe glove, e chaleng v !
. and common and proced
ITU-D Study Groups countries harmonize their legal frameworks to combat cyberd]

Newslog

ITU-D Main Site ‘ The ITU Toolkit for Cybercrime Legislation aims to provide co
reference material that can assist in the establishment of har,
The Toolkit is intended to advance ITU's work related to ITU-|
Visitor locations information and communication networks, and the initiatives comprising its Global Cybersecurity Agenda (|

The Toolkit is a practical instrument that countries can use for the elaboration of a cybersecurity legal fra

The development of the ITU Toolkit for Cybercrime Legislation was by a idisciplinary interr

ion @ (Available for download now!)
- ClustrMaps* -
Click to see

Toolkit Approach
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International
Telecommunication
Union

ITU Toolkit for Cybercrime Legislation

@B @ @ Cﬁ.“ht(p://www.ilu.im/ITU—D/cyb/cybersecuriw/projects/cyberlaw.mml
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