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Preliminan/ Consideratens

Target audience and tr
AWAlEINESS
Government leaders (executive and legislative)
BUSINESS and INndustry:
Other organizations and Institutions
Inaividuals and the general public

S| gmngcmt Jecisions already taken

NOrities are In place?
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Cyhersecunty/CliPinrthne
NationalFAgenada

The Case tor National Action

Role of ICTS In the nation
a. Inithe national economy.
0. In national sec rJ'y
Eor national critical Infrastructures
Eor nationail SDCJELJ nteractions




Cyhersecunty/CliPinrthne
NationalFAgenada

The Case for National Action

a. Vulnerabilities of ICT u
p. Threats via ICTS
C. RISKS to be managed:
» [he national economy
» National security.
»  Critical Infrastructure

»  Soclal Interaction
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Economic, National security, Critical Infrastructur
protection, Social and Other

Policy on cybersecurity/ClIP
s Goals

» Implementation
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tS In the National Response
al

‘nment:
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Cyhersecunty/CliPinrthne
NationalFAgenada

Organizing for Cybersecurity/CIIP
1. ldentity Government leads
2. Review dAJS'EJ’fJQ forumy/structures
a. Policy development
D. Operations
F0or each forumy/structure, iaentity
Role
Government lead
Participants (govemmemr and privat
Whethner It IS a trusted forum




nin2al Building Blecks of
a Natienal Straegy.

Government-
Private Sector
Collaboration

Incident
Legal Management

Infrastructure

Capacity
Building and
Culture of
Cybersecurity
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Key: Bullding Bliecks in
NationalFStrateay,

sovernment-Private Sector Collaboration

Private sector input in policy Ievelopmen[
rational forums
Of Information sharing and Incident management
ted forums

pemdenr Critic clJ Industry Sector groupings
forum, jaentity

Government role
Participants (government anal private
HOW: It Operates

ASSESS f0r adequacy.



Key: Bullding Bliecks in
NationalFStrateay,

2. Incident Management
» Coordinator for Inciaent Management (CIM) -- CIRT
With national responsibility
Roles and responsibilities; access to CIRT service
Cooperating Jovérrmemgl ENcies (points of contact)
Cooperating private sector partners (Points or contact)

Viechanisms for recel \/JFJJ aadvice on policy from
private Sector

S
C|

Miechanisms for Information sharing omn operations
FOtection of government operated systems

Protection ofi national Cyner resources

Nt eJ rated risk management
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Eunading




Key: Bullding Bliecks in
NationalFStrateay,

. Review and upaate uthorities, Including;
J J/oerrer Priv.

/acy, Data protection, Commercial law, Digital
Signatures ,Em f/JJJfJ Others

. IVlanagement ISsues

* |aentity lead ministries for each
* [Ensure outreach anad awareness

among participants, inciuding
€ judiciary and Jég Slative Dranc 'res

5. Operational Jss es

- Ien [Ty ana tr

)

rain (/Or‘f( [IMe enforcement offices

Jwrgluve e gémemr; witn C JP r, prJv [e sector




Key: Bullding Bliecks in
NationalFStrateay,

Culture of

program 1or a_JJ particip
CNh tO users, ]nclud]ng children

| technology (S&T) and
anad devel opment (R&D)

Training requirements
Other Initiatives




Praiiting a Natenal
Cyhersecuity/CliP Strategy

Poll
Ca
G

Budget and financing
Implementation timeirame and milestones

Review and reassessment




@UipUE el the Efiort

Summary or Key findings from national seli-
Ssessment

Input Trom all participants

* Program of Actions and Recommenadations
* Promulgated at a level to ensure action oy all
participants




Conclusion

an rJ manage national efforts
J‘eteJJ participants i 'JvkoecJ

»  Appropriate to their roles.

and International norms facilitat

CIOSS DONAEr Cooperation
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