L ]
= f_—&{‘:’-ﬁt;.l: Australian Government

#" Department of Broadband,
Communications and the Digital Economy

Keeping It Simple:
E-security Education In

Australia

David Jory
E-security & Asia Pacific Engagement Branch

Department of Broadband,
Communications and the Digital Economy




LSS Australian Government
et Department of Broadband,
Communications and the Digital Economy

Outline

e Australia’s approach to e-security

 How the Department of Broadband,
Communications and the Digital Economy

fits In
e Awareness raising tools
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Australia’s approach to e-security

E-security Is a top priority
E-security Is the overall responsibility of the
Attorney-General’s Department

The Department of Broadband,
Communications and the Digital Economy
works to enhance the protection of home
users and small businesses
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Enhancing the protection of home
users and small businesses

e Focus Is on raising awareness of simple
steps that users can adopt

« Avallablility of easy to understand, practical
Information
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Tools

National E-security Awareness Week
Stay Smart Online Website

Stay Smart Online Alert Service

Budd:e E-security Education Package for
years 3 and 9 School Students
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2009 National E-security
Awareness Week

Run by the Department of Broadband, Communications
and the Digital Economy

Partnering with industry, community organisations and
government agencies

Over 75 events and activities E- UHITV

NATIDMAL AWARENESS WEEK

2009
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2009 key messages

e Passwords

e Security software

e Links

e Personal information

Go to
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Stay Smart Online website

« Simple information and practical ==—
advice

STAY SMART ONLINE

www.staysmartonline.gov.au
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E-security Alert Service

e Free subscription based service =

e Provides information on e-
security threats and
vulnerabilities

* Provides solutions to help
manage these risks.
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» Easy to understand
iInformation and tips

* Identify current e-
security arrangements
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E-security education modules

Online interactive resource
available on

Voluntary — can be incorporated
Into many areas of the curriculum

Interactive and self explanatory

Not resource intensive
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10 activities to progress
through

Rewards for correct
answers

Ability to add and modify
the personalised Budd:e

e-security builder

To have a good time on the Web, you need
to stay safe and make your ICT e-secure.

Here you'll find out about e-security ...
security for the online world. And you'll

3 build your very own e-security BUDD:e.

Choose your level to start.
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Budd:e — Year 9 Package

/= DECDE - aSecurily - Socondary - Windows Inlarnel Explorer previded by DECDE

‘Toob’ — videos of 6 e-security
subject areas

‘Guff’ — supporting information to d e
SUDPOFt ‘Toob’ g e | Rl gy

‘Live’ — e-security scenarios to test 1008 (o) GUFF LIVe
knowledge of e-security practices prevsee, W zuirumane | dxpowsas

issues, s to make yourse
have to say. your ICT e-secure.
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ISP Code of Conduct

e Consistent approach for ISPs to inform,

educate and protect customers in relation
to e-security
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What to take away

e Awareness raising Is a key element of
Australia’s approach to e-security

e Simple messages
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Further information

VISIt

Contact detalls

David Jory
E-security & Asia Pacific Engagement Branch
Department of Broadband,
Communications and the Digital Economy




