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LEGAL FOUNDATION

e One element of a Cybersecurity Strategy — Cybersecurity
Is the development of a legal framework _.

e Part of the legal framework is the

strengthening of a fight against
Cybercrime 9

e Without the ability to investigate
Cybercrime further attacks of the offender
can not be prevented Cybercrime

e | egal framework can in this context help Legal Measures
to build confidence for users and
businesses
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ITU-D REG. FORUM 2007-2009
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CYBERCRIME GUIDE

e (Cybercrimeis a global phenomenon

e The regional conferences proved a great
interest in the topic

e Threat of developed countries as well as
developing countries

e Aim: Providing a guide that is focussing Sty e il

LA GUIDE FOR DEVELOPING COUNTRIES

on the demands of developing countries B —

Policies and Strategies Department
TU Telecommunication Development Secto

e The guide does not provide an “out-of- e LS
the-box” solutions but aims to support the
discussion in the countries () e e 2
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DEMAND
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Illegal Access

1 b B,

Child Pornography
Internet Gambling

ILlegal Interception
Religious Offences
Copyright Violation
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INDIVIDUAL APPROACH
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CYBERCRIME GUIDE

e During the the WSIS Forum 2009, HL
Panel No. 1 (Accessing Knowledge]) the
Importance of a free access to knowledge
was emphasised

e [TU will make the guide available free of
charge

e Available on the ITU website now UNDERSTANDING CYBERCRIME:

L“\ GUIDE FOR DEVELOPING COUNTRIES
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CYBERCRIME GUIDE

a) Copyright related offences

With the switch from analogue to digital the
entertainment industry performed an important
transition.

Examples and Explanation e o s

was possible. The digitalisation™ enabled the
entertainment  industry to add additional
services to movies distributed on DVD like
various languages, subtitles, trailers and bonus

) N e . | Thegraiic shows the tunctioning of the second gereration Sie
material. Compared to records and video tapes | snanng systems. Wrie in e first gencration %o sharing systems was

e CDs Ds . 23503 on cantraised servers that Fos: T It of svalable documents
the CDs and DVDs tumed out to be more | S0i it n Siogues the sorver funcion t the ueer. The

stil ki =G Gl 5 ks 5w w1 O 8 prever
resistible. copyright viotiars.

* Before the transition took place

Apart from the creation of new services the
digitalisation enables new methods of copyright violations. The foundation of the current copynight
violations is the possibility of fast and accurate reproduction. Until the digitalisation took place
copying a record or a video tape was going along with a loss of quality. This limited the possibility of
making copies from copies. Today it is not only possible to duplicate digital sources without a loss of
quality - as a result it is as well possible to make copies from any copy.

‘The currently most intensively discussed copyright violations are:

*  Exchange of copyright protected songs, files and software in file-sharing syste:

* The of digital-rights systems’

File-sharing systems are peer-to-peer  based network services that enable their users to share files
with other users.” " After installing the file-sharing software | the users can select files on their hard
disk that they want to share with others and use the software to search for files that are made available
by others and download them. If one user makes a copy of a so lable this file can be

* Regarding the ongoing ology O=tlook 2006, Highlights, page 10 - available at

pwww.cecd ong daraoecd 27/

Sos Hartstack, Die Musiindus Page 34 ot seqq

< rmprove <« production process of the copies &

key motivaio

of Europe O

= Manageme:
il Barlas, Current develog

References and Sources ————

(if available from publicly available sources)

khach/Schmits, Core:

i in Pece-so-Peer Netwariing
Thevtokis Spinellis, A Survey of Pec
available at: hitp:/www spincllis gr/pubs 5mY2004- ACMCS-pIpbeml/ASTH pdf

04

AO, Fike Sharing. o Reduce Copyright Infringement - avai

T Network: Properties of Large

svastabie ot Blip poople 5.0c o edal-matei PAPERS e pdf. US Federal Trade
Consu

d Cmpetition lssues, page 3 - available 2
Measurement Szdy of Peer-to-Peer File Sharing

£; Saroiu/ GummadL/Grib
o homes/gribble papersimm:

Cybercrime 41
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PHENOMENA

e Explaining more than 20 different kind of
offence linked to the term “Cybercrime”

e Ranging from traditional offences like
illegal access or computer-related fraud
to complex scams like “phishing” and

“cyberlaundering”
e Even topics that go beyond international

standards like religious offences or illegal
gambling are covered

ITU - Understanding Cybercrime: A Guide for Developing Countries

1l attacks on the computer system.zm If offenders are able to access the

irdware. For most criminal legal systems, remote physical cases do not

ilar to classic cases of damage or destruction of property. However, for

sses, the financial damages caused by attacks to the computer system are

f computer

re web-based
icks against

207

>f malware (like
are self-

it harm the
ansfer processes.
s by:

AT

’ lLn Nrd Lf I 1

The graphic shows the number of access requests to a website during the
normal operation (black) and during a Denial-of-Service (DoS) attack. If the
attacked server is unable to handle the increased number of requests, the
attack can slow down the website response speed or disable service altogether.

1s the Aids Info Disk or PC Cyborg Trojan. The virus hid directories and encrypted the
asked to 'renew their license' and contact PC Cyborg Corporation for payment. For more
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CHALLENGE

e Providing a detailed analysis of the most
Important challenges related to the fight
against Cybercrime

e Thisincludes very recent issues like the
emerging use of encryption technology,
the use of botnets to commit large scale
attacks and the ability to the hide the
Identity by using anonymous
communication services

ITU - Understanding Cybercrime: A Guide for Developing Countries

Liiteiiivt via

DU VAU, LU VY

G IIUVY SV Nd, LMUVAL LUUL Y WL UL LU SRl e e

aet user can get access to those instructions.

ines to analyse targets.””® A training manual was found during investigations

up highlighting how useful the Internet is for gathering information on

ngines, offenders
rmation (e.g.,
ildings) that help in
orted that insurgents
ustan used satellite

ms of Control

s - from phone

Is to the Internet -
chnical standards to
iscussions about

he Internet is no
and even
astructure.’”! The

The graphic shows the possibility of circumventing central control
mechanisms installed by access providers. If access providers install certain
filter technology, user req will be blocked. This control approach can be
circumvented, if the user makes use of anonymous communication servers
that encrypt requests. For example in this case, access providers have no
access to req sent to the y c ication server and cannot
block the websites.

| by laws and law-makers and law enforcement agencies have started to

ing a certain degree of central control.
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LEGAL SOLUTIONS

Stanford Draft Convention

The informal'*®® 1999 Stanford Draft Convention does not ir

e Guide does not provide an “out-of-the-
Convention on Cybercrime the Draft Cionvention does only ¢

box” solution

an intended system interference.

e With regard to nea r[y 20 offences the Example from National Legislation
guide provides an overview and analysis This limits the criminalisation of spam to those cases where-
about exam p les for criminal law on the processing power of computer systems. Spam e-mails
p rovisions addressin g the P henomenon of necessarily the computer system, could not be prosecuted. A
Cy bercrime approach. One example is the United States legislation — 18

§ 1037. Fraud and related activity in connectic
e Thisincludes the outcome of ITU HLEG,
Commonwealth Model Law, Budapest
Convention on Cybercrime, Stanford Draft
Convention and in some cases national
approaches

(a) In General — Whoever, in or affecting inters

(1) accesses a protected computer withou
transmission of multiple commercial electronic

P
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LEGAL SOLUTIONS

e Examples for legal solutions are not
limited to substantive criminal law but as
well cover procedural law, international
cooperation and the liability of Internet
Service Providers for offences committed
by user of their service

ITU - Understanding Cybercrime: A Guide for Developing Countries

Stanford Draft Convention

The informal'**® 1999 Stanford Draft Convention does not ir
Convention on Cybercrime the Draft Cbnvention does only ¢
an intended system interference.

Example from National Legislation

This limits the criminalisation of spam to those cases where
on the processing power of computer systems. Spam e-mails
necessarily the computer system, could not be prosecuted. A
approach. One example is the United States legislation — 18

§ 1037, Fraud and related activily in connectic
(a) In General — Whoever, in or affecting inters

(1) accesses a protected computer withou
transmission of multiple commercial electronic

P
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ITU WEBSITE

ITU Toolkit for Cybercrime Legislation

Telecommunication
Union

http://www.itu.int/ITU-D/cyb/cybersecurity/
projects/cyberlaw.html

CYB Activities

Cybersecurity

Events

E-Strategies

ICT Applications

Internet and IP Networks

viv|iv|v|w

Telecentres

General Informatio

Events

Newslog

Publications

Contact CYB

ITU-D Study Groups

ITU-D Main Site

Visitor locations

DOWNLOAD the ITU Toolkit for Cybercrime L

Publication: Statistics About ITU

ITU CYBERCRIME LEGISLATION RESOURCES:
ITU Toolkit for Cybercrime Legislation

Deterring cybercrime is an integral component of a national ¢
includes the adoption of appropriate legislation against the m
activities intended to affect the integrity of national critical in'

The ITU Toolkit for Cybercrime Legislation addresses the first
Cybersecurity Agenda (GCA),

which is the elaboration of strategies for the development
of legislation that is globally applicable and interoperable witt
existing national and regional legislative measures.

The adoption by all countries of appropriate legislation agains
the misuse of ICTs for criminal or other purposes, including
activities intended to affect the integrity of national critical
information infrastructures, is central to achieving global
cybersecurity. Since threats can originate anywhere around
the globe, the challenges are inherently international in scop¢
investigative assistance, and common substantive and procec
countries harmonize their legal frameworks to combat cyberc

The ITU Toolkit for Cybercrime Legislation aims to provide co
reference material that can assist in the establishment of har
The Toolkit is intended to advance ITU's work related to ITU-

information and communication networks, and the initiatives comprising its Global Cybersecurity Agenda (
The Toolkit is a practical instrument that countries can use for the elaboration of a cybersecurity legal fram

The development of the ITU Toolkit for Cybercrime Legislation was undertaken by a multidisciplinary interr

@ (Available for download now!)

= ClustrMaps-

Click to see
Toolkit Approach
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